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EHHE M RG Y b, H) el LS ping fv 21 tracert iy 2 KK A 24 1 W & (K& Beis s £ HH
KRG, ) el LUE ] debug i & KA TF ARG BT, B iEIRE BokiE W R4 .

1.1 PingIhige
1.1.1 PingIheefdif

WIAEH ping 74, AT UK £ 35 e Mk i) A 8 A mak, MK 4 34 4 A2 1 HE B

Ping DifE & 5L T ICMP B3SO SEBLE . i ) H K% A% ICMP 5] 1% 3K (ECHO-REQUEST) i
e, AR TR H s ) ICMP [F] 5 N2 (ECHO-REPLY) S0k Ak H i & 75 vl ik, xf 1
FIIA I H s, AR AR IR SCAN B BRI i AR SCANBOR A B R 1R, AR ping HRSCIIAE
Ak I [R) Ske 4 Wi 55 H s TR] ) BEBS 7

1.1.2 PingBic&

%=1-1 Ping it &

BRAE we WEEA
ping [ ip ] [ -a source-ip | -c count | -f | -h ttl | -i | =% hkd—

interface-type interface-number | -m interval | -n | -p pad | e 4 .
-q | -r | -s packet-size | -t timeout | -tos tos | -v | | ® Ping T IPv4 ML IEET

-vpn-instance vpn-instance-name ] * host e ping ipv6 A HT IPv6 M

— . . b
B IPM 4 iy | PINg ipv6 [ -a source-ipv6 | -c count | -m interval | -s
e L1 packet-size | -t timeout | -tos tos | -vpn-instance | o pinglsp /4 A+ MPLS M
st e ey vpn-instance-name ] * host [ -i interface-type Eﬁ}%ﬁp e

& interface-number ]
Ak A BN AT AL T T
ping Isp [ -a source-ip | -c count | -exp exp-value | -h

ttl-value | -m wait-time | -r reply-mode | -s packet-size | -t S5500-28SC-HI A

time-out | -v ] * ipv4 dest-addr mask-length | S5500-52SC-HIANS HFping Isp
[ destination-ip-addr-header | i

%
o o R AR A

1%, M P AR E ping 4-4-a9 A2 i IE Adk-t B, TAE 43 KAZRT RS I,
e ping Isp 44t MmNk

A “MPLS 457 o) “MPLS A ARBRE” .

1.1.3 PingfiZ & 241

1. (BRI E K
¥i#x Device A 5 Device C Z [ &1 ik, GREHE AL, 7% T f# Device A 3| Device C ]
B
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2. HW
E1-1 Ping [z F4H ™
Device C

Device A Device B

Py 1.1.1.1724 T 1121724 =
1.1.1.2124 1.1.2.2/24

ECHO-REQUEST
ANULL), ECHO-REQUEST
1st=1.1.2.1

ECHO-REPLY ECHO-REPLY
ECHO-REPLY 1st=1.1.2.1 1st=1.1.2.1
1st=1.1.21 2nd=1.1.2.2 2nd=1.1.2.2
2nd=1.1.22 541112 D
3rd=1.1.1.2 o E—
4th=1.1.1.1

3. EBESE

# i/ ping fiv% &7 Device A fll Device C 2 [a] i t & 15 1l 1k
<DeviceA> ping 1.1.2.2
PING 1.1.2.2: 56 data bytes, press CTRL_C to break
Reply from 1.1.2.2: bytes=56 Sequence=1 ttl=254 time=205 ms
Reply from 1.1.2.2: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 1.1.2.2: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 1.1.2.2: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 1.1.2.2: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 1.1.2.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/41/205 ms
# T % Device A || Device C ) 4175
<DeviceA> ping -r 1.1.2.2
PING 1.1.2.2: 56 data bytes, press CTRL_C to break
Reply from 1.1.2.2: bytes=56 Sequence=1 ttl=254 time=53 ms
Record Route:
1.1.2.1
1.1.2.2
1.1.1.2
1.1.1.1
Reply from 1.1.2.2: bytes=56 Sequence=2 ttl=254 time=1 ms
Record Route:
1.1.2.1
1.1.2.2
1.1.1.2
1.1.1.1
Reply from 1.1.2.2: bytes=56 Sequence=3 ttl=254 time=1 ms
Record Route:
1.1.2.1
1.1.2.2
1.1.1.2
1.1.1.1
Reply from 1.1.2.2: bytes=56 Sequence=4 ttl=254 time=1 ms
Record Route:
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1.1.2.1
1.1.2.2
1.1.1.2
1.1.1.1
Reply from 1.1.2.2: bytes=56 Sequence=5 ttl=254 time=1 ms
Record Route:
1.1.2.1
1.1.2.2
1.1.1.2
1.1.1.1
---1.1.2.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/11/53 ms

ping -rif) SR BEAN & 1-1 Fror:
(1) JEui (Device A) Ki%x RR LI (ICMP I —ANFBO 23 ICMP [B]8 38 3Kk 45 H 130
(Device C) .

(2) hialisEss (Device B) K A CHHEIR IP bt (1.1.2.1) %% ICMP [B] 5175 K 4R i RR
IR, I RS

() H M BN KRS S5, K% ICMP 3] 52 AR ST, i W AR SC2 8 DU SRS RR 3E 5, Jf:
BE DR IP AL (1.1.2.2) %) RR %5 .

(4) I (Device B) ¥ H AL IP Huhl (1.1.1.2) FN% RRIETH, FH R IZIR L,

(5) Wi E ICMP [l NS, K DAL IP Huhk (1.1.1.0) #nE RRIETH . )5
3%, Device A #| Device C &AM H A 1.1.1.1 <->{1.1.1.2; 1.1.2.1} <-> 1.1.2.2,

1.2 TracertLige
1.2.1 TracertIh eI/

WL tracert 4, FH AT UAAS 1P HOSCM I 2R H g T il i) = 2 % 4%, MRS 2 X 2%
TR RA AT . Mg ISR, 7 RT DA %2 4 B HE R A 4 R 48 4
[E]1-2 Tracert JRIERE[E

Device A Device B Device C Device D
STEE) 1.1.1.1/24 e, 1.1.2.1/24 e, 1.1.3.1/24 = >

1.1.1.2/24

Hop Lmit=1
TTL exceeded

Hop Lmit=2
TTL exceeded

A

Hop Lmit=n

v

UDP port unreachable

A

TracertD)RE 25 FICMPERSCRSETL, W I 1-2 o, TracertDh e JR I A -
(1) Y (Device A) [ H ¥ (Device D) Ki%k—A IP Hdliil s, TTLAEN 1, L) UDP i
1552 H ARt PR AT AR] — AN 1 FH R A ml BEA FH 1 s 115
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(2)

()

(4)

(5)

(6)

%k (Device B)  (RIZARICHTRER S — AN =2 W &) [N —A TTL @I 1K) ICMP iz
fE R GERCPEA S B 1Pk 1.1.1.2) , XFEBIm AR T 85— = 2% & bk
(1.1.1.2) ;

Pt T 1) H () Ak — AN 1P AR S, TTLAE 2;

Bk (Device C) [FIN—A> TTL # I ) ICMP AR5 8, IXAEE 3] T3 AN =Fi%
Hshhl (1.1.2.2) ;

PL RN AT, B ENARSCENL H Wi, BH WA N R 1% UDP i1, HIY
Ui JR [H— AN AN AT IA ) ICMP & 5L (6917 T H B3 i 1P Mk 1.1.3.2)

Y i S FX AN g AN PTIA ) ICMP &R EVS, siaiE iRk oSC @28 T H i, TS 2141
P oSO 2 H s pr £ g4 (1.1.1.2; 1.1.2.2; 1.1.3.2) .

1.2.2 Tracertfii &

1. BREER
IPv4 25 31855

AR ) W% U H o 2 R _LIFE ICMP - SCA IR D RE . WS 1) 1 2%
J& H3C ¥4, THE/Ek & 3T ip ttl-expires enable fir4 (iZar A HITEAINGES N, “=
JAEARAP NS5 %227 il “IP PERARAL ™D,

7 BLAE H 13 T3 ICMP H A AR SO E DR W H % & H3C W%, B L
$4T ip unreachables enable 7% G2 FITFEMNES W “ —EHAR-IP K mASS%”
H “IP PEREIRAL D

T A B H s ik 2 MPLS %%, JF HAE Tracert i B b 7 2 W ox MPLS {5 5, 1875
PR A ) R4 FAERE ICMP #54r 9 (s B OhRE. Wi isum A )i 42 H3C ek,
PR FHAT ip icmp-extensions compliant dr 4 G 2 MIFA N HIES W “ 28K
-IP A2 iy “IP PEREILAL .

IPV6 Y 2% B .

A R W (S H 2 R34 LIF)E &A1 ICMPV6 I SC 1) R I% T BE
LR A )45 R H3C ¥ 4%, T EAE & 3T ipv6 hoplimit-expires enable @4 (%4
PR HIES I« Z2ERAIP WS @457 i) “IPve 24l 7).

7 2 AE H B IS B K ICMPYe H AN AR RSO Rk DyRg. Wik H )i & H3C W&, 7
TR B4 LIAT ipv6 unreachables enable 4 (Zam A NN HIES W “ =2 HAR-IP
W52 il “IPv6 JEA 7).

2. TracertBt &
*&1-2 Tracert it &

#BE we 15t RA
tracert [ -a source-ip | -f first-ttl | -m max-ttl | -p | =FBiEH—
port | -q packet-number | -tos tos | -vpn-instance A
vpn-instance-name | -w timeout ] * host ° tigce” fir & T 1PvA [ 4434
tracert ipv6 [ -f first-ttl | -m max-ttl | -p port | -q . PN
packet-number | -tos tos | -vpn-instance | * traécert fVG fir ¢ J T 1Pv6
R [ 5 ) vpn-instance-name | -w timeout ] * host RESIR

il

e tracert Isp & H T MPLS

EEE78
tracert Isp [ -a source-ip | -exp exp-value [-h | .~ . .. b
tt-value | -r reply-mode |t time-out | * ipva | At I AIAEAERLE T AT

dest-addr mask-length | S5500-28SC-HI F
[ destination-ip-addr-header ] S5500-52SC-HI & % £ tracert
Ispfii 4
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1.3

13.1

1.3.2

@ 15 AR

tracert Isp 44915 NBFH AL “MPLS 04 A%” F49 “MPLS A KB E”

AR RE

RGAA T RER T
B PR TR E IR EE, XT3 B SC R4 R R T BE, R ARSI T AH N1

WRAGE, TR TS W R E AL .

PR S g mT DA E AN I O

o WMSUFIATTOG, RIS A O P S A R

o BEEHMHITOC, FEHPEAAEREAH P B R RRTE R

B 1-3 R R &Y 1. 20 3 =AMEEHURALIIAE R, P R A OCE T, W

AE BA A 2 o k.
ERER ! g g

E1-3 RFEIARFRERE
PRSI

EWIS

PR

lmx_\\ — -

% 1

BIBIPS

ON OFF

i ] J

HTTF o\,

OFF

RGiRREE

DU PG B2 E B il M RGBT R, Pl AThig— MR EgEy A\ ST M4 s
Wik o PRRE A, T S G ATAR Y R 5C, B AT undo debugging all i, KM
P BT 5%

YRS B4 S S P REBEE ) debugging fiv 4 LARAS B O IIIL B 5. EVT I 2t (f
1% Console #£ G VTY Ujial 2 F oo fe iy A6 B O, HP e mT BUR A
SIGEB 7 ), BARRCERE 20 “ W AR C B IR 7 P 5 R, AL
NECEADE, A LCR A S A T ) 280 o
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#*1-3 ZEAIRIRIE

BRIE we L AR
Ak
REE SIS e . . AU, Bl 6 IR REAL T IT 5 R,
Riolmsge | terminal monitor WAL 0 0 WD R b T PR A
ZARAETE P LB N AT
TF I & PR . . BRI, PG R B R Th AL
Bigrmye | terminal debugging TR
ZERAELE PR R AT
IR G i e debugging module-name [ option | BEEBL T, BTA DhRET VRIS A T8
Hefy T I X P AR A
AR P AT
display debugging [ interface .
BRAGTOAIT | interface-type  interface-number ] | "Ti&
TFERTIT 5% [ module-name ] [ | { begin | exclude | | ik 7e T &0 E T HAT
include } regular-expression ]

=

AAFREEE T debugging. terminal debugging #= terminal monitor 44~
AT &8 BRI . termlnal debugging #= terminal monitor 44~#9i¥ fa /)~
Fo Bl bR Fih AT EF 7

W
T.IN

1.4 PingFATracertfic & 245

1. tHME K

Device A 1§l Telnet & 3% Device C 2, FL75 20\ Device A 5 Device C 2 Al J& 15 1% H vl ik,
WS AT IR, 7 A e e 1) I 4 1

2. HME
[El1-4 Ping #0 Tracert [z FJ £H M [&]

@ 1.1.1.1/24 1.1.1.2124 @ 1.1.2.1/24 1.1.2.2/24@

Device A Device B Device C

3 EBESE

(1) ¥ ping iy 7 %E Device A fll Device C 2 [8) % /& 15 1] ik
<DeviceA> ping 1.1.2.2
PING 1.1.2.2: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
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--- 1.1.2.2 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

(2) B hASEEL, A tracert iy A g T R R % A .

e  #{F Device B I -JF)3 ICMP I ST IE T BE
<DeviceB> system-view

[DeviceB] ip ttl-expires enable

e  #{f Device C IJFJH ICMP H A AR L RIL g
<DeviceC> system-view

[DeviceC] ip unreachables enable

e  #{f Device A [fliH] tracert iy 4-ffi i M (1) 0 26715 A
<DeviceA> tracert 1.1.2.2

traceroute to 1.1.2.2(1.1.2.2) 30 hops max,40 bytes packet, press CTRL_C to break
1 1.1.1.2 14 ms 10 ms 20 ms

2***
3***

4***

5
<DeviceA>

M LT 45 50T LUE H, Device A Fll Device C 2 [a] # H AN Al ik, Device A Fil Device B 2 ] #% H ] ik,
Device B HI Device C Z [A](F3EH: H T [0l 8. I AJ LL{E Device A Il Device C F{f/ debugging
ip icmp @247 IF ICMP fRSCIHIRRTT ¢, A5G B & A WA UK SR 2 1 ICMP R SC. 5L 8] display
ip routing-table 7 17 BT 1% di ) 6 1 o
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1.5 TC 7 ISR FRL «-vveeererereeseeseeeesees s e 1-11
TR LR /T PP 1-11
1.5.2 T U7 TAJAZE AR e eereerreseseeresemseeie ettt 1-11

1.6 B B NTPUE LTI HE «veereerreesreesie it sttt e b e b e e b e be e s be e sae e st e s be e be e baeanes 1-12
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B AR AL NTP BiEh 85, LMt B 5 R4 5540 ) 49 308 %

4, FURELRSERYS.

4, FFELIR B BRZ B R T

2. Bt & AR 55 8%im BN T PG E
F1-14 FLERRSE5ImAYT NTP 3

BRAE we AR
HARGALE system-view .
Wik
{FRENTPIIE I BE ntp-service authentication enable BT, NTP S 430 F 3 s kb -
ntp-service authentication-keyid keyid | iy
HC ENT P3s IFE 25 41 authentication-mode md5 [ cipher |

simple ] value

BT, WA BLCENTPLE 24

B AR 5 4 £
7

ntp-service reliable authentication-keyid
keyid

W3
BT, BT A A )

HEN = )2 BLK W i 1140
& a3k % VLANTE: O 30L&

interface interface-type interface-number

¥ 18 T 5 X N
NTPHR % 2% Bk

I 55 e

ntp-service broadcast-server
authentication-keyid keyid

A HE R 55 A

ntp-service multicast-server
authentication-keyid keyid

it
AT LA A 1 T S NTP R 46 28 56
B AFLAE 2 A INT PR T i
A I B T e
JEA 3Lk £

= i

B4 285569 NTP IEBe B SR 5 Z P sy t940 R, A% LM Be B AR R 09 5548 .
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1.7 NTPE RFn4Ep

SN EIRNE G, EEEAE N AT display fir4 il LLERECE G NTP (s, B asE R
T BGIE I R
%1-15 NTP B R 544p

BRIE we
ERENTPIRZS R A display ntp-service status [ | { begin | exclude | include }

regular-expression ]

. s e A g display ntp-service sessions [ verbose ] [ | { begin |
(YN AP E S ; .
A 7NTPIRSS A 2 1 £ exclude | include } regular-expression |

7 AR Hh ¥ & (B9 2 32 2 2% I SR 1Y) %4 | display ntp-service trace [ | { begin | exclude | include }
NT P ) i 25 5% (1 T 245 &L regular-expression ]

1.8 NTPHEIFL E =&45]
1.8.1 BLENTPE Pim/fRFH[IEN

1. AR EXK

b7 5280 Device B [\ 5 5 Device A (R BhE2E, T8 T LA FECE :
e  {E Device A F¥E A AE S8, ZEN 2;

o Device B TfEE% iz, $75E Device A NTP filk55 45

2. AN E

E1-7 BcE NTP & Fim/iR 5 215V H W E

@ 1.0.1.11/24 1.0.1.12/24@

Device A Device B

3. EBESE

(1) i B 1-7 B E S O IP b, FLAHC B FER
(2) N Device B
# [F Ui A% Device B [ NTP R %

<DeviceB> display ntp-service status

Clock status: unsynchronized

Clock stratum: 16

Reference clock ID: none

Nominal frequency: 64.0000 Hz

Actual frequency: 64.0000 Hz

Clock precision: 2/°7

Clock offset: 0.0000 ms

Root delay: 0.00 ms

Root dispersion: 0.00 ms

Peer dispersion: 0.00 ms

Reference time: 00:00:00.000 UTC Jan 1 1900 (00000000.00000000)
# 15 & Device A 24 Device B ] NTP #4545
<DeviceB> system-view

[DeviceB] ntp-service unicast-server 1.0.1.11
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# UL ECE ¥ Device B 1] Device A HEATIF[HI[A]2D, [FI0 5 & Device B ) NTP RZ& .
[DeviceB] display ntp-service status

Clock status: synchronized

Clock stratum: 3

Reference clock I1D: 1.0.1.11

Nominal frequency: 64.0000 Hz

Actual frequency: 64.0000 Hz

Clock precision: 2/°7

Clock offset: 0.0000 ms

Root delay: 31.00 ms

Root dispersion: 1.05 ms

Peer dispersion: 7.81 ms

Reference time: 14:53:27.371 UTC Jan 19 2011 (C6D94F67.5EF9DB22)

LI Device B B242 5 Device A 728, J2%i Lt Device A 250K 1, 4 3.
# 717 Device B [f) NTP &1E{55, 1 LIA $ Device B 55 Device A #1377 i%E$:.

[DeviceB] display ntp-service sessions
source reference stra reach poll now offset delay disper

*

[12345] 1.0.1.11 127.127.1.0 2 63 64 3 -75.5 31.0 16.5
note: 1 source(master),2 source(peer),3 selected,4 candidate,5 configured
Total associations : 1

1.8.2 ELENTPM Z{AtEK
1. (A EK
T SR & A R S, R T DL A
. Device A & BEAH BE N S N, 2500 2;
o Device B T/EAER P imti=,, 55 Device A S NTP IRS 2%,
. Device B [1] Device A [5G, Bl Device C TAELEX 2448, # Device B ¥ Jy #2544,
Device C N EBhXI4:44, Device B M s 6454k,
2. LM [E
El1-8 BLE NTP A& {RiER4H W E

Device A

3.0.1.31/24

3.0.1.32/24 3.0.1.33/24

Device B Device C

3. EESE

(1)  AdES VLAN 2000 1P dhuhl,  HARED B FEms

(2) M. Device B
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# & 'E Device A i Device B f] NTP 245 2% .
<DeviceB> system-view
[DeviceB] ntp-service unicast-server 3.0.1.31

(3) #F Device B [fJIkZ (Device B [i] Device A [Fl25)5)

[DeviceB] display ntp-service status
Clock status: synchronized

Clock stratum: 3

Reference clock I1D: 3.0.1.31
Nominal frequency: 100.0000 Hz
Actual frequency: 100.0000 Hz

Clock precision: 2718

Clock offset: -21.1982 ms

Root delay: 15.00 ms

Root dispersion: 775.15 ms

Peer dispersion: 34.29 ms

Reference time: 15:22:47.083 UTC Jan 19 2011 (C6D95647.153F7CED)

I Device B &4 5 Device A 725, |24 tE Device A [FJ=80k 1, 4 3.
(4) & Device C (Device B |7 Device A [ )5)
# AHEE S, #E Device C A EBhxTEE4A,

[DeviceC] ntp-service unicast-peer 3.0.1.32
PL_Ffid & ¥ Device B I Device C it & N x1%5:44&, Device C 4bT Fahxt25 A, Device B 4T
W5 AR, T Device C RGNBIHIZ4Ch 16, 1 Device B f1)Z2%00 3, FrLA Device C

In] Device B [A] .

(5) [ #E Device C IR A .

[DeviceC] display ntp-service status
Clock status: synchronized

Clock stratum: 4

Reference clock ID: 3.0.1.32
Nominal frequency: 100.0000 Hz
Actual frequency: 100.0000 Hz

Clock precision: 2718

Clock offset: -21.1982 ms

Root delay: 15.00 ms

Root dispersion: 775.15 ms

Peer dispersion: 34.29 ms

Reference time: 15:22:47.083 UTC Jan 19 2011 (C6D95647.153F7CED)

H Device C &4 5 Device B 720, 24tk Device B f)280K 1, 4 4.
# % Device C 1) NTP & 15 5, W LLEF Device C 5 Device B . T i,

[DeviceC] display ntp-service sessions

source reference stra reach poll now offset delay disper
[12345] 3.0.1.32 3.0.1.31 3 3 64 16 -6.4 4.8 1.0
note: 1 source(master),2 source(peer),3 selected,4 candidate,5 configured
Total associations : 1

1.8.3 BLENTPI &&=

1. tHME K
Device C1EN[A—M B 2RI NTP RS 2%, A [ 2RI B. b T SeBliZ ok,
FHEYATLL R E
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7t Device C i BEAHIN B E ) S H 05, EECh 2;

Device C TAETES #EM 55 a5 0, M VLAN £z 11 2 [ 4R IET 3RS

Device A 7l Device B LAETE] #% uiihiaX, 70 A ) VLAN £ 1 2 1 W) 8 R5C
2. AW E

El1-9 BLE NTP I #B R 4H W &

Vlan-int2
3.0.1.31/24
Device C
Vlan-int2
@ 3.0.1.30/24
Device A
Vlan-int2
3.0.1.32/24 g;
Device B

3. MEDTE

(1) W B 1-9 Bl E 4 O IPHibE,  EARS E o FEng .
(2) Mc# Device C
# W'E Device C A #EMR5#%, M VLAN 0 2 KIE] &R .

[DeviceC] interface vlan-interface 2
[DeviceC-VIan-interface2] ntp-service broadcast-server

(3) W& Device A
# W Device A ) #% i, M VLAN 4210 2 W) 74 5.

<DeviceA> system-view
[DeviceA] interface vlan-interface 2
[DeviceA-VIan-interface2] ntp-service broadcast-client

(4) Hd#E Device B
# % & Device B b)) #5%¢ uii, M VLAN 10 2 W0 34 3.

<DeviceB> system-view

[DeviceB] interface vlan-interface 2
[DeviceB-Vlan-interface2] ntp-service broadcast-client
Device A fil Device B #:15%| Device C & 1)) R )n, HIHLFED.
# Ll Device A 4#il, [Fl20 )5 2% Device A [RPIRES .
[DeviceA-VIan-interface2] display ntp-service status
Clock status: synchronized

Clock stratum: 3

Reference clock I1D: 3.0.1.31

Nominal frequency: 64.0000 Hz

Actual frequency: 64.0000 Hz

Clock precision: 27~7

Clock offset: 0.0000 ms

Root delay: 31.00 ms

Root dispersion: 8.31 ms

Peer dispersion: 34.30 ms
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Reference time: 16:01:51.713 UTC Jan 19 2011 (C6D95F6F.B6872B02)
I Device A B4 5 Device C [A]25, E#tl Device C 250k 1, 4 3.
# 717G Device A [F) NTP &1%{5 5., 7 LLE 2] Device A 5 Device C #5377 i%EFz .

[DeviceA-Vlan-interface2] display ntp-service sessions
source reference stra reach poll now offset delay disper

* B R S

[1234] 3.0.1.31 127.127.1.0 2 254 64 62 -16.0 32.0 16.6
note: 1 source(master),2 source(peer),3 selected,4 candidate,5 configured
Total associations : 1

1.8.4 BLENTPLRIEE

1. (BRI E K
Device C 1ENAFIM B P 2B 1 NTP Ij552%, [RIRTRZD 2N & e, T s2Bli% K,
AT DA N

e  {f Device C & BEAHLN ol S moh, 28N 2,
e Device C TAEFEALEMRS#B, M VLAN 211 2 [0 Fh Rk 4541 5

. Device A Fil Device D TAFAEAL#E% /" umfiz, Device A )\ VLAN £z 3 W4l #E4R 3C,
Device D M VLAN #2112 Wi W21+ 3.

‘g 15t Ff

HEHF, Device B o4 h X AFLAIETE & T AL = B IR,

2. A [E
E1-10 EcE NTP HiBER AR E

Vlan-int2
3.0.1.31/24
Device C
Vlan-int3 Vlan-int3 Vlan-int2
@.0.1.11/24 1.0.1.10/24@ 3.0.1.30/24
Device A Device B
Vlan-int2
3.0.1.32/24
Device D

S EMEFVE

(1) i K 1-10 Fid B A L RIPHURE, AR E R

(2) MdE Device C

# W E Device C AR A, M VLAN #5211 2 KOE A FRRk SC.

[DeviceC] interface vlan-interface 2
[DeviceC-VIan-interface2] ntp-service multicast-server

(3) N Device D
# WE Device D A% P o, M VLAN #2211 2 W Wr 4 ki 5C .
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<DeviceD> system-view

[DeviceD] interface vlan-interface 2
[DeviceD-VIan-interface2] ntp-service multicast-client
11 Device D 1 Device C 7 [f—ANM B, A ZEic & 4175 D 6E,
KA ARG, IR
# [ 5 & Device D IR

[DeviceD-VIan-interface2] display ntp-service status
Clock status: synchronized

Clock stratum: 3

Reference clock I1D: 3.0.1.31

Nominal frequency: 64.0000 Hz

Actual frequency: 64.0000 Hz

Clock precision: 27~7

Clock offset: 0.0000 ms

Root delay: 31.00 ms

Root dispersion: 8.31 ms

Peer dispersion: 34.30 ms

Device D i n] LA 2] Device C

Reference time: 16:01:51.713 UTC Jan 19 2011 (C6D95F6F.B6872B02)
It Device D &4 5 Device C [A]4:, 2%ttt Device C [HJ2%0Kk 1, b 3.
# 7174 Device D ) NTP &i%{5 5., W LLE 2] Device D 5 Device C #5377 %z .

[DeviceD-VIan-interface2] display ntp-service sessions

source reference stra reach poll now offset delay disper

[1234] 3.0.1.31 127.127.1.0 2 254 64 62 -16.0

31.0 16.6

note: 1 source(master),2 source(peer),3 selected,4 candidate,5 configured

Total associations : 1
(4) MNcE Device B

i1 T Device A 5 Device C AN¢E[R]—M B, Ll Device B L7550 A 4% ThhE, 5N Device A X

A 1] Device C & Hi A FEHR ST .

# I E AR LIRE -

<DeviceB> system-view

[DeviceB] multicast routing-enable
[DeviceB] interface vlan-interface 2
[DeviceB-VIan-interface2] pim dm
[DeviceB-VIan-interface2] quit

[DeviceB] vlan 3

[DeviceB-vlan3] port gigabitethernet 1/0/1
[DeviceB-vlan3] quit

[DeviceB] interface vlan-interface 3
[DeviceB-VIan-interface3] igmp enable
[DeviceB-VIan-interface3] igmp static-group 224.0.1.1
[DeviceB-VIan-interface3d] quit

[DeviceB] interface gigabitethernet 1/0/1

[DeviceB- GigabitEthernetl/0/1] igmp-snooping static-group 224.0.1.1 vlan 3

(5) MWdE Device A

<DeviceA> system-view
[DeviceA] interface vlan-interface 3

# B'E Device A NALREE i, A VLAN #2110 3 MW 41 #4150
[DeviceA-Vlan-interface3] ntp-service multicast-client

# [7) J5 75 % Device A IPIRZ

[DeviceA-VIan-interface3] display ntp-service status
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Clock status: synchronized
Clock stratum: 3

Reference clock I1D: 3.0.1.31
Nominal frequency: 64.0000 Hz
Actual frequency: 64.0000 Hz
Clock precision: 2/~7

Clock offset: 0.0000 ms

Root delay: 40.00 ms

Root dispersion: 10.83 ms
Peer dispersion: 34.30 ms
Reference time: 16:02:49.713 UTC Jan 19 2011 (C6D95F6F.B6872B02)

UL Device A £ 5 Device C [A]25, 2%l Device C [1)240K 1, 4 3.
# #1F Device A ] NTP < if{5 &, " LLE 2 Device A 5 Device C #7114
[DeviceA-VIan-interface3] display ntp-service sessions

source reference stra reach poll now offset delay disper

[1234] 3.0.1.31 127.127.1.0 2 255 64 26 -16.0 40.0 16.6
note: 1 source(master),2 source(peer),3 selected,4 candidate,5 configured
Total associations : 1

= inm

W eI MABIHAIL “IP R ERF 49 “IGMP” F= “PIM” .

1.8.5 BLEHF R IERINTPE Fim/ IR 55 28125

1. LA EK

T 5530 Device B [{1I 21 5 Device A IR B [R5, FEORUEI S [F20 (1) 22 A1k, 75 BT LU R C &
e  {f Device A L& EARMBBMEN SR, EHN 2;

e Device B TAE71:% iz, #R7E Device A 4 NTP fil55 s+

Device A 1 Device B I [A] I & NTP 46l .

2. A E

E1-11 BEFHR IR NTP & /AR 552548 240 W &

@ 1.0.1.11/24 1.0.1.12/24@

Device A Device B

3. EESER

(1) &M B 1-11 B SR O IP s, FATC S I R

(2) N’ Device B

<DeviceB> system-view

# 7r Device B _LJA 5 B4 Kk

[DeviceB] ntp-service authentication enable

# WE Y]

[DeviceB] ntp-service authentication-keyid 42 authentication-mode md5 aNiceKey
# f e YN

[DeviceB] ntp-service reliable authentication-keyid 42
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# ¥ & Device A 2y Device B ) NTP fIi 45 %%

[DeviceB] ntp-service unicast-server 1.0.1.11 authentication-keyid 42
DAL E K Device B[] Device A BEATIN ][] 22, {H 1T~ Device A ATl RE NTP S 3 501E, fTLL,
Device B &2 JiiZ In] Device A [F]4 .

HLLE, [ Device A 3L R -

# 7r Device A 38 543 56k

[DeviceA] ntp-service authentication enable

# BCEE Y]

[DeviceA] ntp-service authentication-keyid 42 authentication-mode md5 aNiceKey
# e B PINATEE Y]

[DeviceA] ntp-service reliable authentication-keyid 42

LI, Device B A LA Device A [A]2
# [0 J5i #x % Device B [fPIRA

[DeviceB] display ntp-service status

Clock status: synchronized

Clock stratum: 3

Reference clock ID: 1.0.1.11

Nominal frequency: 64.0000 Hz

Actual frequency: 64.0000 Hz

Clock precision: 27~7

Clock offset: 0.0000 ms

Root delay: 31.00 ms

Root dispersion: 1.05 ms

Peer dispersion: 7.81 ms

Reference time: 14:53:27.371 UTC Jan 19 2011 (C6D94F67.5EF9DB22)

A LLEH, Device B &4 5 Device A [A)20, JZ2%ilt Device A 280K 1, H 3.
# 75 Device B [*) NTP & 1515 5., 7] LLE 2 Device B 5 Device A #1377 i%E#z,

[DeviceB] display ntp-service sessions

source reference stra reach poll now offset delay disper
[12345] 1.0.1.11 127.127.1.0 2 63 64 3 -75.5 31.0 16.5
note: 1 source(master),2 source(peer),3 selected,4 candidate,5 configured
Total associations : 1

1.8.6 BLE®HFMNIIEBINTPI 1BHE

1. A FEK

Device C 14 [f]— M B 2N B4 (1 NTP g5 #s, RN RS 2 AN % KB . Device B BRI
BIJEREATIOAE , DMRIER BRI 1) e Ak R TSl R TR, F BT L N

e  {E Device C L #E AMINAE S 1B, ZH0N 3;

e Device C LAETE/ #5540, M VLAN £ 1 2 [a)Fh RO 3R

e Device A 71 Device B TARAE) #5% ) omAbio, A VLAN $210 2 HiWr ) ki3

e  {f Device B fil Device C LJil & NTP 4 iEIh .
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2. A
E1-12 BEEHSH ISR NTP I iEE AN E

Vlan-int2
3013u24(6§;;i.
Device C
Vlan-int2
@ 3.0.1.30/24
Device A
Vlan-int2
3.0.1.32/24
Device B

I MESE

(1) el B 1-12 FeE S O pIP bk, H AR E I R

(2) ME Device A

# W Device A 4 NTP J7#8%5 7 3, M VLAN £ 11 2 I W #6430

<DeviceA> system-view
[DeviceA] interface vlan-interface 2

[DeviceA-VIan-interface2] ntp-service broadcast-client

(3) ML Device B

#1fe NTP 3 EDhfe, 64 1D 2 88 1) NTP Wik HH, #4H(E N 123456, JFK% 8 88 fiie Ay n]
fE% 5

<DeviceB> system-view

[DeviceB] ntp-service authentication enable

[DeviceB] ntp-service authentication-keyid 88 authentication-mode md5 123456
[DeviceB] ntp-service reliable authentication-keyid 88

# ¥ Device B 4 NTP ) #%% /3, A VLAN £ 2 W 640 3.

[DeviceB] interface vlan-interface 2

[DeviceB-Vlan-interface2] ntp-service broadcast-client

(4) ME Device C

# W Device C Jy NTP ) #F/45 %%, M VLAN #1012 4% #RR .

[DeviceC] interface vlan-interface 2
[DeviceC-VIan-interface2] ntp-service broadcast-server
[DeviceC-VIan-interface2] quit

# Device A #: i 2] Device C & H M) #4 SCfa 5 A0 . 7F Device A LA NTP i 45 HPIRAESE &,
] LLE 3] Device A U4 5 Device C A28, JZ%itt Device C 250k 1, Hy 4.

[DeviceA-VIan-interface2] display ntp-service status
Clock status: synchronized

Clock stratum: 4

Reference clock I1D: 3.0.1.31

Nominal frequency: 64.0000 Hz

Actual frequency: 64.0000 Hz

Clock precision: 277

Clock offset: 0.0000 ms

Root delay: 31.00 ms
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Root dispersion: 8.31 ms
Peer dispersion: 34.30 ms
Reference time: 16:01:51.713 UTC Jan 19 2011 (C6D95F6F.B6872B02)

# 717 Device A [ NTP & iE{5 5\, WILLA 2 Device A 5 Device C 37 %,
[DeviceA-VIan-interface2] display ntp-service sessions
source reference stra reach poll now offset delay disper

[1234] 3.0.1.31 127.127.1.0 3 254 64 62 -16.0 32.0 16.6

note: 1 source(master),2 source(peer),3 selected,4 candidate,5 configured

Total associations : 1

# T Device B _fifit T NTP IiFThfig, Device C ¥ {lifE NTP Wik Ihfit. Mk, Device B
Jcik 1w Device C [

[DeviceB-VIan-interface2] display ntp-service status

Clock status: unsynchronized

Clock stratum: 16

Reference clock ID: none

Nominal frequency: 100.0000 Hz

Actual frequency: 100.0000 Hz

Clock precision: 2718

Clock offset: 0.0000 ms

Root delay: 0.00 ms

Root dispersion: 0.00 ms

Peer dispersion: 0.00 ms

Reference time: 00:00:00.000 UTC Jan 1 190000000000 .00000000)
# {t Device C L ffifie NTP %:ilEDjRE, €I 1D 4 88 ¥ NTP K% 8H, #H{Hh 123456, JH##
B 88 fiE WA (EE ]

[DeviceC] ntp-service authentication enable

[DeviceC] ntp-service authentication-keyid 88 authentication-mode md5 123456

[DeviceC] ntp-service reliable authentication-keyid 88
# B'E Device C i NTP B IIR 5548 JF 8 € JCHR A% P19 5 88

[DeviceC] interface vlan-interface 2

[DeviceC-VIan-interface2] ntp-service broadcast-server authentication-keyid 88
# 7t Device C L ffifit NTP K:iEThfiE)5, Device B A] LA Device C [f)#5. 7F Device B L& NTP
R4 HPRSE B, LG 3 Device B ©.4 5 Device C [fl25, E¥LL Device C HIEHK 1, K 4.
[DeviceB-VIan-interface2] display ntp-service status

Clock status: synchronized

Clock stratum: 4

Reference clock I1D: 3.0.1.31

Nominal frequency: 64.0000 Hz

Actual frequency: 64.0000 Hz

Clock precision: 27~7

Clock offset: 0.0000 ms

Root delay: 31.00 ms

Root dispersion: 8.31 ms

Peer dispersion: 34.30 ms

Reference time: 16:01:51.713 UTC Jan 19 2011 (C6D95F6F.B6872B02)

# 714 Device B ] NTP %15 5., " LUE 2| Device B 5 Device C #07 Tik# .
[DeviceB-VIan-interface2] display ntp-service sessions
source reference stra reach poll now offset delay disper

A A A A A A A A A A A A A A A A AA A A A AAAAAAAAAAAAXAAXAAAXAAAXAAXAXAAXAAAXAAAAAXAAAXAAXAAAXAAAXAhXhhhhid
[1234] 3.0.1.31 127.127.1.0 3 254 64 62 -16.0 32.0 16.6
note: 1 source(master),2 source(peer),3 selected,4 candidate,5 configured
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Total associations : 1
# 7r Device C _LJit'E NTP KAFThiE)G, A4t Device A i HiE . Device A i8R T R4
[DeviceA-VIan-interface2] display ntp-service status

Clock status: synchronized

Clock stratum: 4

Reference clock I1D: 3.0.1.31

Nominal frequency: 64.0000 Hz

Actual frequency: 64.0000 Hz

Clock precision: 277

Clock offset: 0.0000 ms

Root delay: 31.00 ms

Root dispersion: 8.31 ms

Peer dispersion: 34.30 ms

Reference time: 16:01:51.713 UTC Jan 19 2011 (C6D95F6F.B6872B02)

1.8.7 BLEXHZE Fim/IR % FERLIMMPLS VPN M 48 89 B 8] 5] 45

1. AR ZEk

PE 1 f1 PE 2 LRI AELEPIA VPN: VPN 1 fl VPN 2, CE 1 Il CE 3 /& VPN 1 W 4. N T 5L
AE VPN 1y CE 3 Il 5 CE 1 fymtaplall, 5258k DL R lid &

e  {ECE1 LWEAMNEMENSZN B, EEh 1

o RJUE IS ARSI CE 3 1) CE 1 #ETH Al

= inm

BT RA %7 X (BP Bk FBAEXKA AT FARAEX ) 69 NTP & 9] F) 3 L+ MPLS L3VPN, 41
& Fa T IBAEX 69 B 18] B) 45 5 B R L #F MPLS L3VPN.
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2. tHW[E
E1-13 B E MPLS VPN M 4&a90T 8] [5 425 7 [&]

VPN 1 VPN 1

Vlan-int 10

PE 1
Vlan-int 30 -i Vlan-int 50

S

e,

Vlan-int 10

Vlan-int 20

Vlan-int 30 Vlan-int 40
MPLS backbone

Vlan-int 20

<
CE 2 CE4
VPN 2 VPN 2

&S Hu P hk &S #u P hk

CE1 Vlan-int 10 10.1.1.1/24 PE 1 Vlan-int 10 10.1.1.2/24

CE?2 Vlan-int 20 10.2.1.1/24 Vlan-int 30 172.1.1.1/24

CE3 Vlan-int 50 10.3.1.1/24 Vlan-int 20 10.2.1.2/24

CE4 Vlan-int 60 10.4.1.1/24 PE 2 Vlan-int 50 10.3.1.2/24

P Vlan-int 30 172.1.1.2/24 Vlan-int 40 172.2.1.2/24
Vlan-int 40 172.2.1.1/24 Vlan-int 60 10.4.1.2/24

3 EMELSE

= inm

ET@me)inEZ A, MPLS VPN ¢948 £ BB bR %k, CE14 PE 18, PE14= PE 2 X4,
PE 2 #o CE 3 Z 8] &R A #5774, MPLS VPN #98e B 7 ki A0 “MPLS Bt E%” +¢)
“MPLS L3VPN” .

(1) %MW A 1-13 Bl &3 D IPHuE, B B R
(2) MWid#® CE3
# %HE VPNL1 ¥ CE 1 4 CE 3 [ NTP R4 %% .

<CE3> system-view
[CE3] ntp-service unicast-server 10.1.1.1

# 4Rl BRI Z J54E CE 3 LATLIAE NTP I4iffs B IRSEEL, ATLEN CE 3 B4 [T
FICELT, EHHh 2,

[CE3] display ntp-service status
Clock status: synchronized
Clock stratum: 2
Reference clock I1D: 10.1.1.1
Nominal frequency: 63.9100 Hz
Actual frequency: 63.9100 Hz
Clock precision: 277
Clock offset: 0.0000 ms
Root delay: 47.00 ms
Root dispersion: 0.18 ms
Peer dispersion: 34.29 ms
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Reference time: 02:36:23.119 UTC Jan 19 2011 (BDFA6BA7.1E76C8B4)
[CE3] display ntp-service sessions
source reference stra reach poll now offset delay disper
B
[12345]10.1.1.1 LOCL 1 7 64 15 0.0 47.0 7.8
note: 1 source(master),2 source(peer),3 selected,4 candidate,5 configured
Total associations : 1
[CE3] display ntp-service trace
server 127.0.0.1,stratum 2, offset -0.013500, synch distance 0.03154
server 10.1.1.1,stratum 1, offset -0.506500, synch distance 0.03429
refid 127.127.1.0

1.8.8 FLEFXMAXMEMHRNEIMPLS VPNM LK B AT 8] ] 5

1. A FEK
PE 1 fl PE 2 L[AIRAFE# 4 VPN: VPN 1 fl VPN 2. & T 528L{E VPN 1 PE 2 (45 PE 1
PRI E L, AT LU R A
e {EPE1 LEAMNBMEASEIM, FHCh 1,
o CRADEEMABIASIEL PE 2 [ PE 1 M7 IS, JffgE VPN Jy VPN 1.
2. tHM[E
n B 1-13 Fiiow.
JEESE
(1) i B 1-13 FilE SR CRIPHhE, AR E I R
(2 MEPE2
# W'E VPN 1) PE 1 4 PE 2 (8 slxf 454k
<PE2> system-view
[PE2] ntp-service unicast-peer vpn-instance vpnl 10.1.1.2
# 23 — BN 2 JG1E PE 2 LT DAA R NTP a5 B RSHE A, FTLUE N PE 2 &P
FNPELT, EHCH 2,
[PE2] display ntp-service status
Clock status: synchronized
Clock stratum: 2
Reference clock I1D: 10.1.1.2
Nominal frequency: 63.9100 Hz
Actual frequency: 63.9100 Hz
Clock precision: 27~7
Clock offset: 0.0000 ms
Root delay: 32.00 ms
Root dispersion: 0.60 ms
Peer dispersion: 7.81 ms
Reference time: 02:44:01.200 UTC Jan 19 2011 (BDFA6D71.33333333)

[PE2] display ntp-service sessions
source reference stra reach poll now offset delay disper

[12345]10.1.1.2 LOCL 1 1 64 29 -12.0 32.0 15.6
note: 1 source(master),2 source(peer),3 selected,4 candidate,5 configured
Total associations : 1
[PE2] display ntp-service trace
server 127.0.0.1,stratum 2, offset -0.012000, synch distance 0.02448
server 10.1.1.2,stratum 1, offset 0.003500, synch distance 0.00781
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refid 127.127.1.0
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1 sapoms
1.1 EEd0EAY

1.1.1 ERFulHk

R OIE R B, EREX T ARG B TR BB, MESE L RATT RN A
AR W A2 AT DURIS W I 2 S Bt 1 i ) ST

5 B TAE R T

o HHBIHVERMHERE (og)  HEMEE (trap) FIAEE (debug) .

o HRHEAIBCE M R, R R R R A

o MRHEAR S A Oy 1 A ORIBE, R S R AT A

WAL, RO AR =M SR, F2 )\ A R, R HME Rl IE T,
BT, B -1 HE TR, =R E T DL e B L R IE, R EE
TER MR T 1R . TP REA T PR A A

Ell-1 FEFOIEETRERE REFRT)

%

RGHER &R EE B 7 )
logfF &\
0 (@ () el
console
‘ 1 T
trapfi B monitor
2 N
(@ () H& 1AL
loghost
3 G LA GT [
trapbuffer
debug
fiE 4 (o (5 H & X
logbuffer
5 SNMPH 5
shmpagent
¢ ((@HEED () Web 1 i
channel6
0
channel7
sC_0
channel8
9 st
channel9

Z i
S E P ELTATFF RS, A48T ST B, 532 AREE LS, & T2 e0%.
i BB, xRS RA — 7 4 .




112 REEEHHE

R RGE B3 o =2k
e logZs, HERER
o trap K, HERGR

® debug %’é’ Uﬁiﬁ%{%z%\

/|

F

ol

1.1.3 RFEEENER

I TR 2 Ok ARG, 7 2R UK IS - emergencies. alerts. critical s errors.

warnings. notifications. informational 1 debugging. {5 525 A5 B, K& E Bk
il T EAE T BCE SO AR . tedn, e R0 s e g informational (4 S, T
2% 99 emergencies~informational f){5 S &5 .

*1-1 FEREHTIFR

ERR5 & iR
emergencies 0 RAATHER
alerts 1 TREEAL R S A5 S
critical 2 A
errors 3 iRfE
warnings 4 BLfE
notifications 5 IEH MR HERE
informational 6 BRI AME R
debugging 7 PRI R AR AR B

1.1.4 RFEEERYEE 5 EFEE

RGOS HAMIE, AN, WIE 0~6 FIliE 9 Cte 7 MIEA iy RE WA ey 77 19
A DL R iy A IE 44 . SRR L g ey, e ] DIEAN R TS 0~6 FHIEIE 9 BRI
BT, BCEEIE 7 MUEIE 8, Rt A 1Lt Uy e SIBe,  DUMER R 0 AR S84 S St B A

JEFLI o
F1-2 [ERBEMBL @
BERS | BIEMNREZIR | BENREEETE WA
0 console G AT A% log. trap. debugfs &
1 monitor W A0 £ i af Llidklog. trap. debugfs &, L4y
s nf Lillog. trap. debugfs &, WH REiESAEHEE
2 loghost Has b BUBLSC 7 R A, LA 2
3 rapbuffer e R ZIH?%Wtrapﬁ%, AN, HTdxi
N 2 g N g 7 N
4 logbuffer K %IUTﬁWlogfn,m WA N —EE, AT LR
5 snmpagent SNMP#Hitk Ay L trapfE 8
6 channel6 Web i [ffj Al LA log s A
7 channel7 Kig Al Llizdklog. trap. debugfs B
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BEHRS | BENRAEZR | BEMREHMEAE WERR
8 channel8 KR A LA#Elog. trap. debugfs &
9 channel9 H & A LA#Etlog. trap. debugfs &

1.1.5 ZRIFERRE L RRER

ARGHARZ P BOEER BCERSA G, R G B AT HORIERE SR TR 73

Sk A E T LUE i info-center source ? A 1EE {5 E3RHEL .
1.1.6 RGISEHIERE N H H 0

SR8 R e 7 N H 1) R DU HH 4 SRR i T4 R DL A B A R,

K AI PR, ZREYW, BEELT:

o RVFFTHEMRIFTE log {5 B A Web T A H & SO RVFFTA AR K & T 80251
informational 2% (1) log 15 B 4t H & ML RVF A By & T 855 T informational 2551 1)
log ff B EGIG . W LumA HBEZMIX; Frasi Tt log 5 BA RV R A S b
X A1 SNMP BLER 7 7]

o AUFFTHBEHLUNFTA Trap 5 AL G WML, HETH. Web JUHAH & R
VERT A B = 255 T informational 2251¢ Trap {5 B R 52220 X 1 SNMP #8e; i
AR T Trap 5 8 A RVF R A H B IX 7 1

o RUFFIEEIHIIFTE debug 15 B A AT 15 ] G F L 25

F1-3 HH 75 o) B9 ER A 1 A

IR Ik . RYESHF

AR T AT debug 15 BA R TVF
FAEHE TN HEGX . HEZIX . SNMP i, Web ST AT H &3

LOG TRAP DEBUG
Wit 75 [ Fe 14 HH BYARER
Fx 8 FFR K5 Fx K5
G default (JrE#YD | JF informational | JT debugging JF debugging
I Y & B default (FrE#iEy | IF informational | JT debugging JF debugging
H &3 default (A | FF informational | Jf debugging ES debugging
X | default (P fid) | % informational | JF informational | % debugging
HEZMX | default GITE I | TF informational | % debugging * debugging
SNMPH#iEe | default (Frfg#ib) | debugging T informational | 3¢ debugging
Web 7T i default (JrAHE) | JF debugging T debugging > debugging
H & 3otk default (JrE#YD | JF debugging IF debugging * debugging

1.1.7 ZFGEERER
IR RGAE B 7 AR E, RSG5 BT Re A EkE

(1) By AEH SN (RS

B I
EXRENSY S W OF
timestamp sysname module/level/digest:content

X I ) SR N -
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WA LAY ARG BB/ M5 BRI (5 ROUk

bodn, RS R, 2 A SR A N, AR S T DU B T ) H SR R
%Jan 26 17:08:35:809 2011 Sysname SHELL/4/LOGIN: VTY login from 1.1.1.1

(2) Akt s H LN, SCREPIRF A H A% o

. H3C #% X

EXXEYSY S WAR

<PRI>timestamp sysname % %vvmodule/level/digest: source content

tetn, HAEENSRGAHE, 2 20m ki ag iy, 78 H S BT DU 2046 2Can R i H S5 B

<189>Jan 9 14:59:04 2011 MyDevice %%10SHELL/5/SHELL_LOGIN(I):VTY logged in from
192.168.1.21.

e  UNICOM #%=X

EXXEYSR S WAR

<PRI>timestamp sysname vvmodule/level/serial_number: content

e, H&EENLS B ARE, 28401 Link down i, 78 H & =LA LU 2R 280 R i H G

<186>Jan 13 16:48:08 2011 H3C 101FNET/2/210231a64jx073000020:
log_type=port;content=Vlan-interfacel link status is DOWN.

<186>Jan 13 16:48:08 2011 H3C 10IFNET/2/210231a64jx073000020: log_type=port;content=Line
protocol on the interface Vlan-interfacel is DOWN.

Z i
o DUEBXPERIET (<>). B A4 (1) §F (1) LA,
o VLEH K RIS A N o ) K GBS B M X, TTHE S R P R B4 B M XA £ 5

TR A A B AR A

1. PRI (54

ekt Eszn AR facility*8+severity. Facility#% x T HLAARR, 7E3%HE H&E LN LS EI
s AT LA B, S Mlocal0~local7, F M [-HHEHI%E J 16~23, SAEE Mlocal7. %
FHFAE H & EHmbREA R H SRR, A, oyExt v HEEMHE. severity (5 B0 1)
WUEYE N 0~7, A5 B0 Bk S SOES W, K 1-1,

AFBHATEAE B HE BN AL

2. timestamp (BFFiE)E)

TR ERIE S T RS S AW R, D7 P A E R e R FE. AR HEEIRGEE SR
[ EEA T A5 B, KRR TR S B SRE =R At HE BN RS B E
# L thinfo-center timestamp loghostfiz 4 ¥ &, ik I 77 [ 1 i) [a] &k 2L thinfo-center
timestampm &4 — & E. (N HESHTEAFIAIE N & 1-4.)

#*1-4 BEBSEHAR

RIS A2 iR Z&45)
REASNG & T (RIS & AR GE 1T 1
FELEIT IR, K2R« ). yyyyyy s ZEHIxXxxxx | 960.109391473 Sysname
RRZ ARG E TN 2 $=3247, | FTPD/S/FTPD_LOGIN: User ftp
boot VYYYYY G321 (192.168.1.23) has logged in successfully.
B H i WL T AN RAL IS 7 1 () R 4545 gy | 34H0.109391473 81 Jyb oot 2 1 i 1)
XFES
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Rl ES o2

AR

241

ARG T H A A, 4% “ Mmm o dd

%Jan 30 05:36:29:579 2011 Sysname
FTPD/5/FTPD_LOGIN: User ftp

date hh:mm:ss:sss yyyy” (192.168.1.23) has logged in successfully.
RALFTETT 1RSSBS %S5 J(rf1Jan 30 05:36:29:579 2011H] Jydatefs
SR T3,
<189>2011-05-30T06:42:44
Sysname %%10FTPD/5/FTPD_LOGIN():
) ISO 8601 H Il ] [ A =X User ftp (192.168.1.23) has logged in
Iso N o ey oy | SUCCESSTULlY.
B RAEH R FENTT RS LR S _
H:r112011-05-30T06:42:4410 Fyiso ks = (1 s
[E1F23
% Sysname FTPD/5/FTPD_LOGIN: User
AN I A5 S ftp  (192.168.1.23) has logged in
none N — " .
AR FFAT 7 11 R Gefss B SR % B M successfully.
LA A A I ) K
<189>Jan 30 06:44:22
Sysname %%10FTPD/5/FTPD_LOGIN():

no-year-date

ARG H R ), (A S EE S
A RAE H S ENUT W RS B S i% S5

User ftp (192.168.1.23) has logged in
successfully.

HH1Jan 30 06:44:220) hno-year-datet X
FRT IR T 38

3. sysname (FE#H & EHLIPHEE)

e Y4ffTH] UNICOM #% UK 2 4u (5 BRIE R HAE ML, JFECE T info-center loghost source &%
F 1t info-center loghost fir4H i T vpn-instance vpn-instance-name i, %7 B4 BoR
HHE R H R B 1P k.

o JEMENLT CHfE H3C #% 20K RS B RIE B H & EWLEE KA T, 7B i
INAEROZ H B RS AR, AN RG 4. Pl H sysname mr 2B 014 (A
AECEIHEZ N IR E A SSH” P “CRRE R,

4. %% (" RKir&)

T BERARAG R

i H3C & &4

AT BORATAEA ] H3C K 30 R G fe BUAAE H S EHLN A L

5.w (FEAREERD

1% 7-BER R syslog FIMAFRIR, BUE A 10,
AREBREAEG B RAEHEEPU A H I,
6. module ({&E#kZ)

T BRI AR B D BRI (1 A PR . B A ZT LU R AE R GERLIE R B A

source ? A3

o

7. level UEEZEH))

RGE BIBNIL A 8 9L, N 0~7, "EATRE XU S W & 1-1. SAA R R G5 B
GO R B & e, P AR, H Al LM Hlinfo-center sourcefiz 4 ik4i& & 145 &
B, ST RION I B AT .
8. digest (EEMHE)

5 R EE — AL 32 MR AT, RosizfE BN A RE.
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o NP TN HETHMRSG R, WA Z TR ()7 4 RNZF RSN Log 15 5.,
WRAZ R R LL “(0)” g5 RNERRZGEEN Trap fE R, WHRZFRFHRLL “d)” g5 RNEKRZ
{5 Bl Debug 15 ..

o ATHEIHITINAEHEFNMRAEFELE, MEEHNSAHSY (%) SUF7RFS () 8ok
TR (0, R AR B H AR B s 5 B il 5 R .

9. serial_number (FF15)

TR OZ H E RS TS .

ZfE B RA AT UNICOM #5200k R4 A5 BRAT H A& FHL A H .

10. source (ELIEER)

BN AL B, Fomiada B A, AR H3C w2l R g5 BUAAE H A& AU A

Mo ZF B HARN B ATREN T I — A

. IRF [Pl 02 & i 5 5

o HEREHIIEIP,

11. content ({5 E23A)

ETBERIR T 1% RGE B HAR N 2.

1.2 BEEEEH D
1.21 EEHRUCEEESEN

#1-5 EEHROEREBEESEN

BEES L AR R E
BB AR BRI B & Cipvd 1.2.2
Tc A7 S R 326 28] M R 4 iy CIp7 1.2.3
Wi {5 R A 1% B H A 3L CIpvs 1.2.4
W B A5 R I% B B R b X Al % 125
Wi B BRI B H R X CIpvs 1.2.6
P B4 B R 1% B SNMPAEER CIpv 127
W A5 R 1% I Web T [ A% 1.2.8
e AR B ORAE 2 H &S Ak 1.2.9
WO 22 42 H R [RE ORAF RIS B L ik Ak 1.2.10
WO [0 45 B it Th e Ak 1.2.11
2% b 11 2B B Link up/Link down H 45 B CIBYS 1212

1.2.2 EEERERARZXINIZF A

1. EEERRERITE &
#1-6 BEEERRXIZH A

HRIE we iR
ARG K] system-view
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BR1E we Wt AR

CIB7

THRAE B info-center enable AL, 2 BT T
ERINAN

e g 1 e S A info-center channel channel-number name | "/i%

JEES S E R ER S | o e B S 5 T
CIp7s

WERE M GHHEE | info-center console channel { channel-number | | G4 B T, BSAFH0S

{138 1 channel-name } (console) i it i 2 H £
I':H{JA/I_A\

info-center source { module-name | default } .
channel { channel-number | channel-name } Rk

WL B R G B R [ debug { level severity | state state } * | log | G5 T, RS AW
{ level severity | state state } * | trap { level HUE 2 1.1.1.6

severity | state state } *] *

Ak
T . info-center timestamp {debugging [log |trap } | #4515 W T, log. trap !
VLT I T . ﬁ g. trap
2 i {boot | date | none } debug {5 5 119 ] ] 5% i H A%
K¥hdatetk X

FRERENAREEHERINEE

FERCECRE R G BROE BRI 5, O T REAE S G LSRR MR, BT A6 G X AN
B Th e, TEAER T BB 34T DU R #R4E .

®1-7 AEESEMRRESHBRIIEE

181E #% 1588
ATk
TERHE X R G LR . |
W terminal monitor R R, P A L T F R AR
&, WORLESHRIG I ML L T AR S
Wik
Pt £ 0 TR G L 12 _ ,
gg;ﬁﬂJﬁ“‘ W4 | terminal debugging SRR, B A A (L R e
BT KPR A
ATk
o il 5 0 Fi /o i : :
gg;ﬁmjﬁ STRIE ] torminal 1ogging BUETEILR, BB H G R R A
U TP A
ik
0 5 0 R . .
gg;%ﬂJ I terminal trapping SR, PG i L R s
U TP A

1 2 3 EEE1H ll_.\k J gg

RGBT LURAEFER G, W) DU IR s o IR a2 Fa LA VTY SERH] - S s i H) - ¢

llﬂ'ﬁ o
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1. R BF R A E R I L un
%El 8 EEE1QIQ\&]~£ J m—%ﬁ#‘ﬁ
1BRIE we LRA
ARG system-view -
CIv
ARSI info-center enable BT, 12 B T T
AR
St B S BT 4 info-center channel channel-number name ﬂjﬁ
REs IR BIEAS | oo nnekname HHIEE TS 812
GV
WE RS ML il & | info-center monitor channel { channel-number | | Gt B W T, RS LS
Gifw B iEE channel-name } Cmonitor) 3 [ 15 ¢ it
i RGE R
info-center source { module-name | default } .
channel { channel-number | channel-name } ik
P B AR G JE AR il R [ debug { level severity | state state } * | log | S tEm F, B4 (= BT
{ level severity | state state } * | trap { level PSS 1.1.1.6
severity | state state } * ] *
CIpvA
. N info-center timestamp { debugging | log | | 5t 4 %W T, log. trap I
A I TRk in R g p
= kil trap } { boot | date | none } debug 1 & 11 I [ 8 11 s
A hdated =
2. FFR M Eimx ARG (E DR R RIEE

TERCE R RGUME BARIE B I A S f5, T REAE AN 28 o
XT*H}_A{FI :u\E/JJJATJjJ Hbo

RS A R, IR AL

#*1-9 FRENLRZRRESHETRIEE
1R1E we 15 RA

| | - Lk
TIF ) W F0 2 i oF R B84 B IR

s KL terminal monitor
FiiiN

B TOLR, FEHE MR REAL TR,
ML ) A Zh BEAL TG PR 2

T A 2 s Y 6 A

- terminal debuggin
WoR g gging

SRRV NP ARV 2 ST PR AT D

SYINRTAPIL YOS

Al %
TP UA X é&\*"' WIE HJ H i
JT I AL 2 30 H i A 2 terminal logging

FATEOLT, A H A B ISR T Rest T

E%IJJ He
FFRIRES
Al 1%
T W B SR 45 5 L ) . _
woasie terminal trapping BRI T, WL A B R D A T

TR




124 BEEFESAXEBEEN
#1-10 BEEEEAXFAZEMN
BRAE L LA
ARG K] system-view
Cipen
TR AR B info-center enable BB R, S B T IR
&
Sy S0 BUliE | info-center channel channel-number name | "I
w4 channel-name WIS SRR S WL
info-center source { module-name | default } .
W 2R S T channel { channel-number | channel-name } ik
I SRR [ debug { level severity | state state } * | 10g | eyt F, 545 A4 )
N { level severity | state state } * | trap { level 501,16
severity | state state } *] * -
Cipvi
o : : BRAEEILT, KR I % SR 8
Bo B Ri%M H&EE ER | info-center loghost source interface-type | e g '
VEIP il interface-number BEHEGRM RO, FHZED

) AP H LA Dy A% ) H A AE B
JEIPH AL

BB KA HE LN AR

info-center timestamp loghost { date | iso |

A

éjt,f;‘g H/JH]LIEHE}HHUEH% no_year-date | none} @%'ﬁl rﬁ{ﬂx I\ 721}:5 I*ﬂ‘m%/ﬁ
A {5 KNI VRS 465X dateri =X
WAL H AR ik
gl B ’:Fm‘tlj # 3k | info-center format unicom B ER T, R HEENNERES
UNICOM# {7 EL X HHICHE X
. , BAETEOLY, RGN H S
info-center  loghost [ vpn-instance |y e g fife & 20 B AL
e H s B A ng;l{‘s;gi‘;;;?::;i{{Q;’?‘g"r{“n'j,i‘;fff['ggzﬁ Wi R, RGO 2 5
K 24 P port b P (loghost) i#iE

dscp-value ] [ channel { channel-number |
channel-name } | facility local-number ] *

port-number £ $i 1) (i 75 Z A H &
EHLR R E S, w0, HEE
PR R RSE R

1.25 BEEEEAXEE

EEmX

F

B P Tk B4 log. trap #= debug = A KR 6943 8 K £ A4 B2 4 X, a2 4 X RIK trap
128, He XA ez LR EF.
#1-11 BEEEEAREEEZNX
B=AE wE 15 BF
ARG K] system-view
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= ik 15t BR
Al ik
THRAE B info-center enable BRI, 2 Bk T TR
ST g S 015 FUBIE @y | info-center channel channel-number name | "i%
4, channel-name HIEEA ZFRE S WEL-2
Tl ik

BEE RG] 5 B b X
HiF S AR A Z

info-center trapbuffer [ channel
{ channel-number | channel-name } | size
buffersize ] *

BHEBU T, REMHIS

(trapbuffer) i i i 5% 22 ph X
B s S, G XA AF %256 %
(ES)

Pic AR G JE AR il R

info-center source { module-name | default }
channel { channel-number | channel-name }
[ debug { level severity | state state } * | log
{ level severity | state state } * | trap { level
severity | state state } *] *

CIpv

FAAIEGLE, R B
M2 i1.1.6

N Tl Ry A X

info-center timestamp { debugging | log |
trap }{ boot | date | none }

ATk

B LT, log. trapfldebug
{5 5010 I IR) 28K iy b A% 203 h
datet%

1.2.6 EEEFRAZXEHE

X

@ 17t AR

B P T AR EH log. trap = debug =AY £ AL 6945 & X% 4 B A% 0¥ X, 128 &4 4 XK R 48350K log
1% %, trap #= debug 13 &4k % #.

*1-12 BEFERAEZ HEEPX

RIE i 15 R
ARG system-view -
Al 3%k
FRAF RO info-center enable BT, 5 B T T R R
Sy 658 Y = 145 BB T | info-center channel channel-number name | "/i&
(g4 channel-name TS SRR S 412
Al ik

B ARG H S G P IX
AR R AR AR SR

info-center logbuffer [ channel
{ channel-number | channel-name } | size
buffersize ] *

BB E T, RaMfH4 S
(logbuffer) 38 iH ) H 25 2% X 4
HAER, X 51245 5

Pic 7 AR A G 0 A
)

info-center source { module-name | default }
channel { channel-number | channel-name }
[ debug { level severity | state state } * | log
{ level severity | state state } * | trap { level
severity | state state } *] *

CIpv

B TSoL R, ARG S )
152 01.1.6
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1BRIE we AR

CIpvs

AN, log. trapfldebugfs
LR IR ] B i L R X2 0 date bk
Fi

info-center timestamp { debugging | log |

e .
BRI TRl A ot trap } { boot | date | none }

1.2.7 BEEE B R IXZISNMPHELR

Z i
A P T A BH log. trap #» debug = At £ A 4915 &K £ 45
'16:\~:> -}i\' ﬁdﬁé!J{a:u']T?ﬁi%‘ﬁ‘o

SNMP #£3, {2 SNMP #£3 R 48K trap

h T IR RIS AT IRGL, 5 206 Trap 15 5 k1% 2] SNMP NMS (Network Management System,
MG ETRGD . LI, Booh 285 B A% SNMP b, FiE SNMP #bk Trap Ki%S %,
XF Trap RSCEHATHE— DAL (FEAA-HIES W “ NG BMIR IR TR S T “SNMP™).,

#1-13 B EEERIXE SNMP &R

1RIE we 15 BA

ARG system-view
ik

JT IR AR B ALy info-center enable BB LR, 4 B T
IEEINAS

S G B S I info-center channel channel-number name ﬂ@

H/ET S IR S BRI channel-name S B 2 B S T L

Ak

WH RS LﬁSNMP7F%iJ%’$ﬁJu“j info-center snmp channel { channel-number |

AT, REMEH5S

£ B channel-name } (snmpagent) i i [;] SNMP
BHUL R GiE R
info-center source { module-name | default } .
CIpv

Pe AR G B AR Ay R

channel { channel-number | channel-name }
[ debug { level severity | state state }* | log
{ level severity | state state }* | trap { level
severity | state state }* |*

FAETHOLY, RS B
MNEZN1.1.6

L IN T RERAAY H A X

info-center timestamp { debugging | log |
trap } { boot | date | none }

Al ik

BeA LR, log. trap fil
debug {5 & 1 B 1) 8% 4 L0 A%
K ¥ A dateks =

AP T2

TR R GUE B A E] Web BT PA K WL

1.2.8 EEE1PIIL;\& EUWeb 1[H

LRGUEE

LT BUAIE 2] Web

U . A

Web U 1 Fw KSR AR ThRE, BTl BoE @5 7m0 e, U Web BT 6 sk ik 4

s ek A PR T

LR T DO R B B WA RSME R .
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F1-14 BEFEEXEE Web TTH
BRI we 15t BR

ARG system-view
AliE

TR AR B ALy info-center enable BB LR, 42 B T
JARAS

ISy i info-center channel channel-number name ik

PHRER SIS BIDERE | o nnel-name b A T e

Al ik

B R Y10 Web 7 [Hi 4 S
BHimiE

info-center syslog channel { channel-number |
channel-name }

BN, RGM6SIE
T8 [/ Web T & 1% R G A S

P B AR G JE AR il R

info-center source { module-name | default }
channel { channel-number | channel-name }
[ debug { level severity | state state }* | log
{ level severity | state state }* | trap { level
severity | state state }* |*

CIpvd

BB T, RYE B
FUTES W.1.1.6

Gipe3
L e b info-center timestamp { debugging | log | | $t& %W T, log. trap Al
B Tkt s o trap } { boot | date | none } debug {5 & 1 i 17 K o i
¥ hdatet =
=
A P AT vABL B ¥ log. trap. debug 13 &4 i ) AN iE, {2 4978 8 e Web T @4y i 77 &) 482 B,
AP EE Web R ey, REEIFHLZLAGBEEE, LERENEL ﬁAﬁkﬁﬁ
1.29 BEEFERREFE AEXH
L AE EAS S ORAF B H S SO Clogfiled, P RTELR R g8 £ HAEE R, 1IRER 2 MR G A7 21

BRI E RS N, T AEAHBBEINS A P S, R R AT .

HELERAF B H G SR, Se A AE H S22k IX (logfile buffer).  ZR G4 i 58 AR 92
BRI E A 24 /N, F P a] LT oA R Ar B LR
W IR T ORAT o JRIORAT IR, DRAF T H A5 SR X B A AR B a8

MXEIAR G H &

HESHA A RS, 2 H G SO R ANE B B RAE N, e 208 H B SO e IH A4S SER, 15
EN RIS
F1-15 EEEEEREFER BEXH
$R1E o 15 Bf
HARGALE system-view -
TF e As B info-center enable Al
B AR, 5RO T IR
TP E H S info-center logfile enable e
e g B R, A P T T R
inf ter logfile f Ik
B AR H R | (0 e OTE TEARENSY | gy &, e e1ab e H G S ok
B4 {4 386400
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B®RIE wE 15 B8
BE R HE M KEE A | info-center logfile size-quota ik
e N - ? q BRATEULR, S 0 PR Bl P 47
AT it 2 18] (1K) size ‘
=3 (B I KN A 10M
inf t logfil i
. e nfo-center ogfile | ) ) .
w Hﬁ,ﬁ% [_[ ;,L—\)L/H—[j{] E i“ Iswitch_directory dir-nameg I @{fﬁ'r%{jﬂx?’ ﬁﬁ& EI %{I/ﬁ: E"] H i%} F|aSh$E
H3
nl ik
- . BatEm R, Rgoktiinfo-center logfile
FakHEXHEPX PN . s e g T
e [ i logfile save fj‘rte&uencyun S BT CE AR B 3 R A H &
AT EAE a7

X i
o A THRIEXL W EFIZAT, info-center logfile size-quota X & # B & X AF 9 K 2 REEAIK
T 1MB, &KX FfeA2iT 10MB.

« info-center logfile switch-directory #-4~id % Al T B & X 69 & XA LB ATey & 18, H
it B A 1% % F & X Master #= Slave 3/ % 3.

1.2.10 B EZ £ HERTIREFMEIRIIEE

1. &2 HERHRIFIEER T

BAERGHEL TIREIRE . EAMHERR S R — DR, mEaH iSRRG H TS

B LMK, WREPZE, HEEREIL N, ReHE5HEHE R, PReR

HERGHES, RS AMETER . SRR, KGR T2 e HEFRP R IR . i

REIZINRE R, RGUR AT IR AL B

o RpzaHEMATE L MERNRSEFEET A ZEHE, AR RSN S DU 5
WIRTATSE &, REEHG LA HE RG]0 25 OrAr 206 HI 0 24 HAS SO IXFERESEIL T %
A HERAEPE R, SCHAT BN R A A 224 HE,  TRBRRRE.

o RAEHEFDRAINREIICEM 24 HE SIS AL 8, 2 ST L N,
B B R B A W AR L H AR R IhRE, AT K 1-16 Prsifar < RA LA
H R DL T R AAAA AN UE 6 SR B 5 4 REXS 224 H RS SCIFEAT B (RRRAEIE 2L &
1-17), Helr CERRRAEIID BIARGEN 4 H B SC T I Se s 4F

Z i

o AAFMPH) AR ITEEN” K ABET authorization-attribute user-role
security-audit 49 KA P .

o RETHER Nl ESXHRTER. BN, THLEHFRBSE, BENTSET ‘%
Execution error” , {27 YAxF g4 B & A2 9 64 Fopb AR 3 ATIX s 3 4%

o AR¥JA F VAR AAA $i&i}\i£éﬁf|\?€ﬁﬂﬁﬁﬁi%}£‘)@ CEAREIT” P4y “AAA”.
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2. RERE HERSREDRE

2 H AR H A& AR B0 & 2550 77 I, S S0 R DR AE A 2 4 H 38 S0 2%
X (security-logfile buffer). FREiaMIRERIHIFE (freq-sec) FFEZMIX 1N A E N4 HE
fF G HEE E BT DL AR AR ). 24 H AR SCAFZR IR X HL IR Y 25 0 DR AT 31 22 4 H 765
PRGSO RN

A HE SO NS, 2224 HE SR NE R KE (size) I, RGEaF2e s H &Sk
g A BB, HEAHER. b THEZAHERER, P ar Lk s ¢4 H & SCHi
A I (usage). AR BRI, Rgcafint HEG BB B 0L, Shr, A H 5 T DM <%
AHEEHL” SRS, B HEIFT &0, AR 5 £ k.

BT, 24e HERBIRAA IR G i fE, freq-sec. sizeflusageZHth A HL4 (. Wi H
TR LEESIHATIE S, THLABRRE B0 S0 sk, T K 1-16 Jrosifdr U T E .

*1-16 BEBEZ 2 AERTREFEE

1BRE we 15t RA
HANRGALE system-view
CIp7d
TEA A B info-center enable
) BT, R T AR
fif g e 2 H AR 2R | info-center security-logfile | &
fr e enable SAATIL R, %A LR R B S e AT (i
WOE WA H B R AF % | info-center security-logfile ik
g t . .
L | frequency fregsee o | BB, WA B SR H AP SR b
{H 4 600F%
WE RN HEL | . | T
Bk S 77 info-center security-logfile
iif;;i‘iﬁ il size-quota size B4 i IMB
CIp7d
BEE 24 H AL | info-center security-logfile | BT, Zeds H s SCPA 2 1 45 2 1] P 2
JHASH LR alarm-threshold usage 80 (M54 H Al U I FIB0% I, R4
SR H G P

3. BIREHEXH
A HEE R T AAA AR S Sk A% i BEREAT 4N F #24F
#*1-17 EBLLAEXH
e e 15t RA

display security-logfile summary
HoRZe A HEHHEE R [ | { begin | exclude | include } | "Jik
regular-expression ]

ik

; info-center security-logfile RAMROL T, PR E SR

B R NSO O dirmame T FE Ak B A AR 3% F tyseclog 3¢
3.

A AR P K T HAT

display security-logfile buffer [ |
BoR A HE UM X B 25 { begin | exclude | include } | Ak
regular-expression ]
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BR1E e 14t AR
Al
MAEBEN T, RAHK KK
info-center security-logfile

FaKe 24 H S S X T
AT RAF B 22 42 H B SO

security-logfile save

frequency iy & T & & A% B 3))
PRA7E 22 A H &S, (RAF AR ]
LA b} o info-center
security-logfile
switch-directoryfiy 4% &

At AL PR AT
SRR s SCAT IR A more file-url
SN SO S SCERIAAR | dir [/all ] [file-url ]
s A IS N S
gjgg}ii ML Ho b mkdir directory
Xz - , Ak
4 H | BECHET TR cd { directory | .. |/} R B .
= KR I N AT
pr o | SR pwd XA R EATHA 2 L 3l
4= = / /‘\/Q 2” T H- faran
}/'TE B R e s ok delete [ /unreserved ] file-url f;?ﬁ?z R SRS
B ¥5 & SCAEIE rmdir directory
Mo AL A A% format device
PR RAAD IR (RIS .
WOEE s ) S undelete file-url
sftp server [ port-number ]
[ vpn-instance vpn-instance-name ]
[ identity-key { dsa | rsa } |
prefer-ctos-cipher { 3des | aes128 |
. + .4 o | des } | prefer-ctos-hmac { md5 |
3TN
gFITP;‘ig BB 506 | shal | shal96 } |
= prefer-kex { dh-group-exchange |
dh-groupl | dh-groupld } |
prefer-stoc-cipher { 3des | aes128 |
des } | prefer-stoc-hmac { md5 |
md>5-96 | shal |shal-96}]*
% sftp ipv6 server [ port-number ]
4 H [ vpn-instance vpn-instance-name ] | #Jik
X [ identity-key { dsa | rsa } | A .
"o prefer-ctos-cipher { 3des | aes128 | ‘S‘f’tif\”\/?\igﬁﬂj)jwéﬁf?ﬂﬁ,ji
5 %0 | 75 1Pve o % 55 4 4 o | 9es } | prefer-ctos-hmac { md5 | i S AESFTPE S i ML AT
SFTP | SETPiif: s ) {Sgﬁl | shals6 ) I K TR A I A A B I
prefer-kex -group-exchange g oo A 35 4 “SSH2.0”
zg % dh-groupl | dh-groupl4 } | ZEmEBSH” T
prefer-stoc-cipher { 3des | aes128 |
des } | prefer-stoc-hmac { md5 |
md5-96 | shal | shal-96}]*
+ ) 1t
é:FTI'{PZHE;ﬁ%? R put localfile [ remotefile |
;\;%‘LSFTPH&%%LE@I get remotefile [ localfile ]
WA ASFTP% i 32 | 155 L “ 2 el B i F/SSH2.0” Pl
R E R “RCE B A I SFTPE Pt 7
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1.2.11 BEERTIEEMm L INEE

A ST TR M PR AN & S RS RS S S, e G SRR A AT
PORTF (FEM A MRS EIRFF, AZEREFE “[Y/N]” *4*%%) FH 2B N
BEThae T H P AT EAE (BRI %A 520 zﬂ%&kgﬁ@%éﬂa,@\ﬂ%ﬁai, [ &1 P e — D
1, H P DB AT DI,

F#1-18 MERPESMEIhEE

181 PN 5488
HEAN RG] system-view
FTTF RIS A E h ohg info-cent h ik
VAR EP S ] H INTo-center synchronous
7 ¢ Y AL R 5 (5 B A T PR

Z im

o ALAHATRTHT, AP EAIEMMN, IFEH BEFRAAGELME, EER R

/

B B4 A ATIR T4

o LBRARIZRE, FEZ2RAPMAN—RREZEH (EYINHINMSE), BAFLER, PIAER
AGAZEHE, BB ERBRRRTEE, MRLEA P OH G ARITITR & k.

1.2.12 # ki A4 fLink up/Link down B &8

FARTEOUN, BRI S R FUIR S o 2 A et 1 Link up AT Link down (19 H &4 &L
W P OGO A B 2 i L RPIRAS X i r] DU A i Dhge, ARk dL e A2 Link up/Link
down H&ME R BUF AN LRSS TGS, BIEMEH MY, X, £4ERMCKE R Link up/Link

down MR, A 7RO LITUARAE R, 1 LATH D BE4E 1% 1 A2 5 Link up/Link down |75
=

H/Gho

F1-19 i O4% X Link up/Link down BEE 2

1R #% .88
HEN RG] system-view
BN SRR LR interface interface-type
— = \ulg Il H -
#: E‘uiﬁlﬂm R interface-number
VLANEZ L

ik
ﬁ( \LIJJ N, . .

@ﬁ@%é%“muMmklmmemmeuMWm BRI, SV Lt A R A
‘ £ g H Link upFiLink downfy H & (5 B

i
ERAARFEHRE, whim o RERE, ¥ ARFAERED Link up #= Link down ¢ B 15 &. XA, 7T
feaFrm B P Mdssn v oRA, AT, —RREFILT, BIXRAERE.
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1.2.13 & BENXHFE %P

fiEfe HE SIS IR Dhfe)a 2 H S SCPHE B FRATEAT fif 75

E(J Eltm\'fﬁ Py
F#1-20 EBLE BEXHSIRIP

A AL, AN SRR H S SRS A

HRAE we WERR
ARG K system-view

info-center
B H BSOS Ry hfie

overwrite-protection
[ all-port-powerdown ]

logfile | ik

BAATEOLN, BOAEE HE SIS Ry Dh g

Z i

o M E all-port-powerdown £ 4h, XE&H4 £ H A ALK % 0,

EEUKMO, BLET

P&y 5% 0 RELE T IRF 693% 0 IR48.
o ILFIPSAHXNT X #FH EXH BRI 4L

1.3 [FRH 0 ERINYELR

ESEN LIREE G, EAEEME AT display iy 4 al DU R G E A 15 B

B o BRI UERC & AR .

EH P ALE R 4T reset logbuffer. reset trapbuffer iy

L IEAT O, A

AT LA AR RS G2 o XOR 5 4 b X

AR ISR 7
#1-21 FR 0 RRFILE
1B W
T L 1 display channel [ channel-number | channel-name ] [ | { begin |

exclude | include } regular-expression ]

R T 4 S

display info-center [ | { begin
regular-expression ]

| exclude | include }

BoR ARG H GG X HIR A RN G2 o X g %
T HEEE

display logbuffer [ reverse ] [ level severity | size buffersize |
slot slot-number ] * [ | { begin | exclude | include }
regular-expression ]

display logbuffer summary [ level severity | slot slot-number ] *

7R R g8 H B X 25 . . .
S ARG H G2 DRI REE A [|{begin | exclude | include } regular-expression ]

e s e display logfile buffer [ | { begin | exclude | include }

HEAL .
S SCAR RS Py regular-expression ]

— display logfile summary [ | { begin | exclude | include }
= —+=
B A SRR regular-expression |
WRRFHEBEE WX PPRESZ M X5 | display trapbuffer [ reverse ] [ size buffersize ] [ | { begin |
F 5 A exclude | include } regular-expression ]

B H ARG rh X A 45 B

reset logbuffer

THER S B G IX N IR B

reset trapbuffer
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1.4 {582 h 0 BaBIF & 2645
1.4.1 BE%EFUnix B 54 S 245

1. AMFK

W RS H &G BAER] Unix HEFEHL

H&E ML 1P Hitik Xy 1.2.0.1/16;

RGO E T4 T informational 1) H A5 B & k52 H & BHLE;
SV H B B REECY ARP FITIP,

2. AW E

E1-2 BEEEE2H0HEME (Unix HEEVD

1.1.0.1/16 1.2.0.1/16
Internet

&W'T\:,‘

Device PC

I EESE

BCE IS i O/ Device F1 PC Z Al dim] ik, FAAHC & DRI .

(1) W LRRE

# JT R A B

<Sysname> system-view

[Sysname] info-center enable

# 5 1P HuhikJy 1.2.0.1/16 M)EHUHMEHGENL, {EH loghost MG RIEEE (i, REHAE N
loghost i), f# ] local4 15k H&E LML R T A,

[Sysname] info-center loghost 1.2.0.1 channel loghost facility local4

# <14 loghost il iE T A1tk log. trap. debug 15 B K% H T %,

[Sysname] info-center source default channel loghost debug state off log state off trap state
off

=
A IE

W T A goxt &8 18 AU 09 A 413 L a0EE LR —AF, PTABL B AT oL A PP A AR S 00 F R i
(A% loghost) Lt log. trap. debug 1z &&9%rik - X XM, FARIE B arTed & Rbe Eé BN,
At K% RE 201 L.

# OB R . Fe VR ARP AT IP AL L 03l 145 T informational 1) F 545 Bt 21 H &8 3241
GER: VP S BB ™ kg ).

[Sysname] info-center source arp channel loghost log level informational state on
[Sysname] info-center source ip channel loghost log level informational state on

(2) HETHLREE

NI C E R B2 AE Solaris E5ERk, fEIVE) R Unix B R G B IIC E BRI FREASR AL
B LUBRA T (root) [543 6 5% HE ML

$ 0. fEivarllogli4% A Device Gl [71 44 H & SC I Device, 7E1% 34 A info.log,
FkA7 MK B Device [H &

# mkdir /var/log/Device

# touch /var/log/Device/info.log

54 g S etc/syslog.conf, FRANLLR A%
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# Device configuration messages
local4._info /var/log/Device/info.log

DL ERECE T, locald Ron H ik ENHHE R TRAFK, info 285 B4 . Unix RS0
T4 T informational () H & ic % Fl/var/log/Devicelinfo.log S,

@ it BA

FE % 3 letc/syslog.conf B i 2 & A T )AL
o EBLIRT AT, FAFHHIT K.

o EXMAEZETIFH %R,

e Jetc/syslog.conf ¥ 45 % &) T B % #R %45 €24 5| 51X & L info-center loghost #= info-center
source @A~ GIAR B A IR R AL B RIF—F, TN B EEETRAKEHMHEE B E ML,

FI . M H & info.log @57 Hiete/syslog.conf U B2 J5, MNIBRHITUL F b B &R
i ERE syslogd [HERE S, A1l syslogd #EFE, FFEHTH-r SEI0{E )5 & )5 30 syslogd, & &UE
Be B AL

# ps -ae | grep syslogd

147

# kill -HUP 147

# syslogd -r &

BATLA BB )5, ARGt LAEA N S hidsk HEE R T -

1.4.2 BEEZEZLinux BEEHHYE S =445

1. tAMFEK

ARG HEME B RIER] Linux HETENL L, HETEVUW IP #4ikh 1.2.0.1/16;
5 B = 55T informational 1) H &A% SKE & A% B H & =L

P RS Se v H S R

2. AW E

E1-3 EERFESFCHMWE (Linux BREEHD

(_§_) 1.1.0.1/16 1.2.0.1/16
S Internet

‘m,c"

Device PC

I EBEVE

Jic TS - Device fl PC Z [t mTiA,  HAANC B D BRI .
(1) W& ENRE

# T fE Bl

<Sysname> system-view
[Sysname] info-center enable

#f 1P Ml 1.2.0.0/16 M EHUIME HETNL, AT loghost B AIX(EE (Aik, REEHRAE A
loghost i), i1 locals £k H & EALCR T H.
[Sysname] info-center loghost 1.2.0.1 channel loghost facility local5

# 5] loghost & BT A 14k log. trap. debug {5 5 A% H T % .

[Sysname] info-center source default channel loghost debug state off log state off trap state
off
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=
A FE

BT A Gt &8 18 A 69 R 43 BB B LR —AF, PTVABR B AT SR PR AR 69 Kid i
( R#) 4 loghost) L log. trap. debug 1z & &9 A X K H), BARIE L AT69F KB E s B A0,
At K% REZ0NE L.

#ECE RN VR AR 2l 1A% T informational F HGEAE RV L E S L
[Sysname] info-center source default channel loghost log level informational state on
(2) HEFEH LrmE

b VB (root) (¥ 543 5% H & E ML

00 fEivarlloglifgfE T ok Device [ 44 H & SCHFJE Device, 7EiZ I SC4F info.log,
ﬁﬁﬂ%ﬁﬁ%‘ﬁ% H Device H1H .

# mkdir /var/log/Device

# touch /var/log/Device/info.log

Fb: YutE A etc/syslog.conf, UL 2

# Device configuration messages
local5.info /var/log/Device/info.log

PLERCE T, locals o H ik BN H &R T HAFRR, info &R (E B 400 Linux RAE S0 =
T45T informational ) H & i 5% #l]/var/log/Devicefinfo.log SCfH1 .

@ it BA

Tt %% 48 [etc/syslog.conf B 52 72 & VAT 194
o EBSLIUIR I RAT, FHAFAHIT K.

o EXMAEZETIFH %R,

e Jetc/syslog.conf ¥ 45 % #) T B & #R %47 €. 44 5| 51X & L info-center loghost #= info-center
source A H AR AR H I AL B RF K, TN B A ETRA LS EHH B B EZM L,

HPUL: M HESAF infolog 57 Hiete/syslog.conf SCAFE S Ja, MBI HATUL N4 & F &
gy bR syslogd it RE 5, Hil syslogd #EFE, FFEHTH-r IEI7E )5 & 55 80 syslogd, ffiEii)s
Hie B AR

# ps -ae | grep syslogd

147

# kill -9 147

# syslogd -r &

Z i

st Linux B & EZH, sLFPRIE syslogd #4222 vA-r £ R & 3.

BEAT UL FHRAE 2 S, RGO AT LAZEAH N SO s H EE R T .
1.4.3 BELZXEZH &80 & 245

1. LHMEK
. Pz BERE T-4T informational [ H EHE B AR HEG L
. FevFErH HEE BRI S ARP AP,
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2. HME
E1-4 BEEEEFOENE GZHIE)

. Console @

PC Device

3. MELE
# P A B,

<Sysname> system-view

[Sysname] info-center enable

# 1/ console MIE [ HI G4t FEE R CAIk, sk~ R ge ] 6 s B e w oy
console 1HiE ).

[Sysname] info-center console channel console

# RSP G IEPT A AR log. trap. debug {5 & 1% T %

[Sysname] info-center source default channel console debug state off log state off trap state
off

==
A TE

W T & Gnt &8 8 A 09 R A3 B 098 B LR —AF, PTABR B AT LK P A ARS8 F Rl iE
( A4 console) L log. trap. debug 1z & &9 AL KM, FARIE L AT69F Kb Eér A0,
ARt K% NG Z0915 8.

#ECER . o ARP TP BURE . 200w 145 T informational (1) H A& B4l GER:
VF D B4 BV 7 g )

[Sysname] info-center source arp channel console log level informational state on
[Sysname] info-center source ip channel console log level informational state on
[Sysname] quit

# T WoRD)Re (AE, B CEFTIT TixIime).

<Sysname> terminal monitor

Info: Current terminal monitor is on.

<Sysname> terminal logging

Info: Current terminal logging is on.

PA b BB A  WARRE R T HASAE R, 5 B rhhas Aahitixee H AR BRI &
FEFETE (1 5 LR

1. tAMEEK

N T S A R RS ARSI, KN T R I AR, BK:

o KA HERAR LTI %42 HEXI Flash:/securitylog/seclog.log, R £7Hi % k& /N iy —
s

o HAZ2HEH I NREERZEHE NS, HeH PSR 5 A RN 224 H &S
ﬁ:ﬁ%\ UL, B S,
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2. LA [E
El1-5 =& HEThReE M [E

. Console

System
administrator

Device gg1/072
(_§_) 192.168.1.1/24
C)

??1/(;//124 SFTP Server
T 192.168.1.2/24

IP network

Security log
administrator

3. ELER

BEXEAZSG, B 5 R

(1) UURGEHR SRR

o fHRERAHENIHAAINEE, JHE 24 HESUH M B S RN 1 /N,

o Ol AAMMAS seclog, HhEh 123123123123, FZAUH T LU P22 4 H G S0/, BIE

H] authorization-attribute @y 2 HC & W AN ALE PE: level 4 3 DL J& user-role %
security-audit; ffiH service-type fir 7@6%%FTU@%E’J’*%F£§

o FE M F AN scheme, fRHER T AAA RHVEH P A et G . BefEw
A HEH.

(2) LBl AHEEH RG0SR %

o WHELAHEMHIIRAFE1E N Flash:/securitylog/seclog.log.

o EHEZAEHEXMNE, TIRRKZ2RE.

4. MELE

(1) RGUE T EPAT I E

# AT R A AR RAEDIRE, IFRCE 24 H S B B R 1 /NI,
<Sysname> system-view

[Sysname] info-center security-logfile enable
[Sysname] info-center security-logfile frequency 3600

# QIE A/ seclog, %15k 123123123123,

[Sysname] local-user seclog

New local user added.

[Sysname-luser-seclog] password simple 123123123123

# BB Ay DU B 22 4 H RS0

[Sysname-luser-seclog] authorization-attribute level 3 user-role security-audit
# OB T DA 6% 7 U8 SSH. Telnet. Terminal.

[Sysname-luser-seclog] service-type ssh telnet terminal

[Sysname-luser-seclog] quit

# HR PR LRI AT LA, ORI SSH Bk Telnet & 5% i34, AT LARCE VTY FH - ST I AIE J7
4 scheme.
[Sysname] display user-interface vty ?
INTEGER<0-15> Specify one user terminal interface
1-22



PALAR BERHT, W& SCRF 16 4 VTY, 45 A 0 £ 15.
[Sysname] user-interface vty 0 15
[Sysname-ui-vty0-15] authentication-mode scheme
[Sysname-ui-vty0-15] quit

(2) A HEE R EHRAT R E

# T 7 44 seclog B & sk %

C:/> telnet 1.1.1.1

* Copyright (c) 2004-2011 Hangzhou H3C Tech. Co., Ltd. All rights reserved. *

*

* Without the owner®s prior written consent,

*

* no decompiling or reverse-engineering shall be allowed.

Login authentication

Username:seclog
Password:
<Sysname>

# o A H SR EE R

<Sysname> display security-logfile summary
Security-log is enabled.
Security-log file size quota: 1MB
Security-log file directory: flash:/seclog
Alarm-threshold: 80%
Current usage: 0%
Writing frequency: 1 hour O min O sec

DA A BRI, 224 H ST 4T A7 #5424 flash:/seclog.
# R A H SR A7 42 4 Flash:/securitylog

<Sysname> mkdir securitylog
%Created dir flash:/securitylog.
<Sysname> info-center security-logfile switch-directory flash:/securitylog/

# BF G HE S EAF XN 2.
<Sysname> display security-logfile buffer
%@175 Jan 2 17:02:53:766 2011 Sysname SHELL/4/L0GOUT:
Trap 1.3.6.1.4.1.25506.2.2.1.1.3.0.2<hh3cLogOut>: logout from Console
%@176 Jan 2 17:02:53:766 2009 Sysname SHELL/5/SHELL_LOGOUT:Console logged out from auxO.

ULE E\%%EU%, 24 H S SO G A7 DO IR AT S5l N AT DR AF 21 22 4 HLS ST
# T AR 24 HS SR G A7 DX A 1) 22 4 H ST

<Sysname> security-logfile save
Info: Save all the contents in the security log buffer into file flash:/securitylog/seclog.log
successfully.

# 1A A HE S R 2%
<Sysname> more securitylog/seclog.log
%@157 Jan 2 16:12:01:750 2011 Sysname SHELL/4/LOGIN:
Trap 1.3.6.1.4.1.25506.2.2.1.1.3.0.1<hh3cLogln>: login from Console
%@158 Jan 2 16:12:01:750 2011 Sysname SHELL/5/SHELL LOGIN:Console logged in from auxO.

...... T WG e e
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1 SNMPHC &

1.1 SNMPfEi/

SNMP (Simple Network Management Protocol, il 5. 2445 BRI A2 DRI I ity — o 1 £ 45 B

PRAEVISC,  # 2 F T SEIUAE BB A 0 B P A IO U ) R . SNMP JHAT LR RR A

o WHIMNKAMEGEALE R, AT SNMP (ML HIE G, W48 B 51l DLET i) k0 2% 4
HWIBATRENSE, WESHUE, KIHE. SRR, EAT BRI A gl

o RPN AL R ST L. SNMP R IE AR ThAEd:, A5 BT A S
PR 1A B P R X B A AR A ST, AT SE IR AN ] i 1 25 TR 3L

1.1.1 SNMPBIT/E# &I

SNMP M £ ERE5 4L 7 NMS fil Agent PiFfc

e NMS (Network Management Station, M4 R4 j& SNMP M4 (1L, Beeft &K
UFIR MRS ST, 7 50 Do) 28 65 3L 0 5 1l I 44 45 B 1A

o Agent & SNMP RIZEIRET P 8 B, Tipgdelie, Ab3k 3 NMS ISRk 3. fE— 253
O, DRS4S, Agent X EE) 10 NMS &% 245 EL

NMS % Bl ¥ % Il ik MIB (Management Information Base, 45 F{E BV X 5 & 3HAT4 B,

MIB J& LT 9 s ] (1) SR O6 FR LA O B IR — R A B A, L G 18 44 5 U I A SR AN £ a8 10 4%

A~ Agent #4 H O MIB. # 8 BRI A&#0G H O MIB 3CPF, 76 NMS B4 itix e MIB AT, &l

AEZE % B4 1Y MIB. NMS AR U5 i) AR XS MIB 5 p b4 T35/ 5 34, T scBl6t Agent [ BE

NMS. Agent Fl MIB Z [l [f1 6 & 41 N E s o

E1-1 NMS. Agent 1 MIB <R &

Get/Set requests MIB
4> A/
«—

Get/Set responses
NMS and Traps Agent

MIB J& 42 [R5 ZH 210, E AR AN AL, AN SRR E B G, B E %] LU
MR FF G5 1 53 R TR B AR R e — i3, X H 5 #k 4 OID (Object Identifier, XF % AR AT ) 7,
WIR B s, S P % B T LA — R {1.2. 1. 1M1 58 , X SR B R i B 4 B (1) OID.
E1-2 MIB ®i&544

SNMP $24t LU R BEA ARSI NMS H1 Agent [152 H.:

o GET#AE: NMS i/l 1A & Agent MIB FH ) — AN B AN 1T A AR

o SET#AE: NMS i i/ i 'E Agent MIB FF ) — AN B AN 15 A AL
1-1



o Trap #:AE: Agent fli FiZERE ) NMS Kik (s B,
1.1.2 SNMPHIHH AR A

H i Agent 3% SNMPv1. SNMPv2c Fl SNMPv3 —Fffii A

e SNMPv1 XM HI#A% (Community Name) IEHLE]. AL LT %409, HIRFRH NMS X}
Agent [F157 ] o 41 S NMS i 1) B 557 B 1 2% I 45 717 (1) [Tk 48 RO B e o ik B A B AN ]
WIASBELE T SNMP 8z, T 5 2005 1) W

e SNMPv2c 1% H &L UIEHLE]. SNMPv2c % SNMPVL [ThREHEAT T . 4L T H 21
BAERAY, RPN R AL, $R 00 T TR, AR08 ST 4 B0 X A

e SNMPv3 X/ USM (User-Based Security Model, /7 (22480 YGEHLE. %5
G AT LB E VAR RN ZhAg . IANUE T IE IR SO 25 Ak, 8 e R VE 7 U7 ) s
I X NMS Fl Agent 2 ) AR SR SCHEAT s, DL givr . SRAERUIN® Dhig, v
LA NMS Fil Agent -2 [8] 345 $& A B = i e 4

F

NMS #= Agent &7 1 5 % 469 AT 32 4 2 NMS A= Agent 1% 8 49 SNMP R 56546 )

1.2 SNMPELEEEEN

%1-1 SNMP BEEEEE N

BREES 1t AR HHRE
Pl & SNMPEEA S 5 Wik 1.3
BB Bz A R CIpY3 1.4
fil B SNMP H % CIpY3 15
fil HSNMP Trap CIpZ3 16

1.3 FEESNMPE K S

i T-SNMPV3 [RA I HC B FISNMPVL JiliA . SNMPV2chR A FBC B A 8 X 5, B LA T2 P Rl i
S TSNMPIEA T REIMBCE N4, W £ 1-2 fil & 1-3,

1.3.1 FEESNMPV3 AR E A S
{#i ] SNMPV3 FRASES, FFZE5e613—A4> SNMP 43 3% EiZ4H V5 AR FIAUE . I hie, R)a
B —/ SNMPv3 ) JE s Bz g Tk
F1-2 BCE SNMP EARS# (SNMPv3 fRZA)
BIE W % B8

WNRGAE system-view
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BRIE we AR
il ik
AT, SNMP Agentfli 454k 155
FEZISNMP Agent/i %% snmp-agent £ (i 73 snmp-agent

calculate-password f1 snmp-agent
ifmib long-ifindex enable &k {F-{ LA
snmp-agentHf ki arS, #HALUE )
SNMP Agent/li 45

WERGMHE

snmp-agent sys-info { contact
sys-contact | location sys-location |
version {all |{vl]|v2c|v3}*}}

A

BEENT, REEPHREAN
“Hangzhou H3C Tech. Co., Ltd.” .
YIRLAT B A5 ECA “Hangzhou, China” .

I A SNMP v3

FIPSER A Hrall. vl. v2cE3

B E A SNMP Sz 44 (K] 5 221D

snmp-agent
engineid

local-engineid

ik

B R, B 4ED AR
W+ B A

A1) g MIB AR K] B 5 B MIB AR 1]
RS

snmp-agent mib-view { excluded |
included } view-name oid-tree
[ mask mask-value ]

CIpvd

BRAEN T, w& L O EMBYE
ViewDefault, OID}1

B SNMPV34

snmp-agent group v3 group-name
[ authentication | privacy ]
[ read-view read-view ] [ write-view
write-view ] [ notify-view
notify-view ] [ acl acl-number | acl
ipv6 ipv6-acl-number ] *

BRAETE T, AT SNMPAL, B
B FISNMPLLR FHANIE . ANy
7

VL 44 52 ) S0 I
SRR ST

snmp-agent calculate-password
plain-password mode { 3desmd5 |
3dessha | md5 | sha }
{ local-engineid |
specified-engineid engineid }

ik
FIPS # X\ T & = #F 3desmd5 .
3dessha. md5&#;

A1) SNMPV3 S

snmp-agent usm-user v3
user-name group-name [ [ cipher ]
authentication-mode { md5 | sha}
auth-password [ privacy-mode
{ 3des | aesl128 | des56 }
priv-password ] ] [ acl acl-number |
acl ipv6 ipv6-acl-number ] *

FIPSH I F A Hmd5. 3des. des56
S5

Ak
BEE Agent fiE 4L # ) SNMP 4R | snmp-agent  packet max-size | 4545 Bl K, Agent fig B2 I/ R 2% 1
SCIR R KK byte-count SNMP Ji &£ 52 1) Bz KA 2k 15007
RH
fic # SNMP i W # L) DSCP | snmp-agent  packet response

s

dscp dscp-value

B oL, SNMPI RN 4R S DSCP
LsEg N0




.
—
A EE

o SNMPV3 WA P 4. BXEEF A REAG E IDAAETE, wREIXTIEID, NEFI%H
ID FEREGA P 4. BAHERL,

e MIBMAEZ MIB#T4&, GME LA MIB FH#RE—HZ—A MIBAE. ALE %48 E 2 a449
FRAE, MAARTEGAE. REeEANBI, AP RS T4 16 4~ MIBALA.

1.3.2 BEESNMPVIN2cER AR A S

F i

FIPS X T &R X Fiz 5.

[l SNMPv1 5 SNMPv2c A, 755
D7 ) BB 5 B 7 VR AT W

eV Agent 5 FH I SNMP A S, 4R 5 BB Vs ial ALPE,

o  HERE, RlEfReRAELA T LAH#—1 SNMP 14,
. FEEE, BIAeBldE—4 SNMP 41, K)5 ki% SNMP Adsin—ASH A, A4S T
SNMPvV1 il SNMPv2c it A (14144 4 .

F1-3 BLE SNMP E£AS# (SNMPv1 fiA. SNMPv2c kRZ)

#HR1E

A
Ap <

15 A8

HEANR G

system-view

J25ISNMP Agentfik 45

snmp-agent

CIpv

BB ENL R, SNMP Agentflz 45 4bT-5¢%

&7 1T 43 snmp-agent
calculate-password fI snmp-agent
ifmib long-ifindex enable &} 4T fA] LA
snmp-agent Ik iiar4, #arLLE )
SNMP Agentffii 45

WEAGHE

snmp-agent sys-info { contact
sys-contact | location sys-location |
version {all | {vl]|v2c|v3}*}}

AHEW T, RELEPHKAGEN
“Hangzhou H3C Tech. Co., Ltd.” .
WAL E S Eh “Hangzhou, China” .

WA 3 SNMP v3

WE A M SNMP SEAA R 5] 1D

snmp-agent
engineid

local-engineid

Al ik
BATEOLY, BT EIDA A “ A
NIASE ol > & X PSR

A1) B 5 T MIBAL ] P 45

snmp-agent mib-view { excluded |
included } view-name oid-tree
[ mask mask-value ]

CIpv

BB SR, PE 4 8 ViewDefault,
OIDM1

BE L | G
il iﬂﬁ“ it SNMP 4]
| IS

snmp-agent community { read |
write } community-name [ mib-view
view-name ] [ acl acl-number | acl
ipv6 ipv6-acl-number ] *

THENEH—
H % E & DL % SNMPvL Ml
SNMPv2chit A [t [ 4k 44 1 75 AT %
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BRI we LAA
snmp-agent group { vl | v2c } H
group-name [ read-view read-view | | )% B % 5 SNMPV3JE A ALK fy
Gk - A wiiteview  writeview T sy, g BE AL 4
SNMPZH [ notify-view notify-view ] [ acl 24 F- SNMPVL R SNMPv2c 1 4 (1 [
W acl-number | acl ipv6 "4,
E ipv6-acl-number ] *
BE " BT T, AT FISNMPAL
N A snmp-agent usm-user { vl | v2c }
SNMP 4 ¥ | user-name group-name [ acl
m—A 8@ H | acl-number | acl ipv6
I5 ipv6-acl-number ] *
CIp7
B Agent fiE 4L B SNMP ) | snmp-agent  packet max-size | 4545l K, Agent Ak B2 I/ R 2% 1
3L KA byte-count SNMP i 5 {3 K JiE ) d5 K i 2y 15007
Bil
. Al
B ¥ SNMP i 3 4 3L ) DSCP | snmp-agent  packet response o o
ey ’ BB, SNMPH N R ST ) DSCP
Lok dscp dscp-value 5
P20

==
A TR

MIB ALE & MIB #9F %, ®1ALE %= MIB Tk E—# 2 —/> MIBALE . MLE ZA8R{2 46T
HARE, MAAHRREGAE. by MBS, AP RS T 16 4~ MIBALE.

1.4 BEEEOMNEZRS|
1.4.1 #EOMEZRESIEN

PO R TR A P AES NMS AT 1 — A58, HRARR— A

Fe VA R 5 A Rk K

1. 16 teHFES IO M E RS

16 LRI DM R SN LI RIBIE I S, KA 16 Lk, S /MR MO ME RS
H RGNS IB WUFIERY . 16 LuRpSiE: I 2R 5 IR e — bR iR — M .

2. 32 (R R EONE RS

32 LA D AR R G IR 32 Ly, fn [ 1-3 P, 32 LRI LA R 51 it 1~ L
oy B4l : Offset. Interface Type. Slot ID. Chassis ID.

E1-3 32 Lt EOMERSIER

0 15 22 27 31
Offset Interface Type Slot ID Chassis ID

o  Offset: Bt E, KN 16 LRy, HTXo [R5 LR EARRZRAL AR 0

o Interface Type: RPN MIMASE, KB 7 HibF, SKSCRF 128 Rk, H TSR
(Frfz L2R7EAT 80 2 Fil

o  SlotID: #ZHPFTEMYEIAL S, KN 5 k.

e  ChassisID: KJEh 4 Lke, X0 IRF 5%, A7 BRI H TR A A& 14 5o %)
TR, A 7BBEATR BUEEHN 0,
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1.4.2 YRZEOMERSIER
HHEEWT, HOMERG AR (16 EERet) RImT . 4 10 P R 5 5 AR X A 328 46 s )
H:

o NS NMS FTEAF 32 LR D 5], WIn] LK% 1 A R 51 D)4 31 32 LURrBX
(32 LR A 248 25 1 1 BT AE AR 2545 5D
o IH NMS BATI M E A S HRE 32 LUAF I D WA &R 5], W20k 1 WA R 5 D)4 21 16
R
Lbin Netstream hitA 5 Fil Netstream A 8 #C UMD RS ITIA T 16 /NMLURE, WEEiT
Netstream it A% 5 8% Netstream fix A% 8 i}, 42 1R T RERCE A 16 LLAFEis; Netstream iRA
O A ME RGP T 32 ANk, MIEAT Netstream A O B, #2MAEZR S| ] LARCE Y
16 LuRFREA EL 32 L.

Fzi1-4 irEOMEZES]

BRAE we 15t AR
ARG K] system-view
Pl O R 510 I o Al ik
o snmp-agent ifmib long-ifindex enable \ o
32 LR P-ag J BRI, B AR5 16
Yl 45250 | undo  snmp-agent ifmib long-ifindex | "Ti£
16 HLRFREA enable ST N SR[L L CIPATIZEE SN

==
A IE,E\

TR BRI D RE RIMEA SRR E, i o NE RIS FHEXERT AR (L0
WE &5 e B AR, XL B2 FH AR ), b F LA egEa Mg k3| THRE,
ZATHYELE F Ak A A, Flde e RMON 440, i B S B F , 445 LK 5 F 214 H “OID/
EEL £ WE R RET, StBaE 0 ME R #A, 25 2B E 4 RMON & E8 X3,
AP 3R EZBERENRT L, FRUAFGEAE LI EHRE.

1.5 BEESNMPHZE

SNMP H&ERTLLE S NMS X Agent [ GET i3k SET i =RA! SET mpif5 &, AREICHK GET My

FiAE B

o CMIHT GET #:AERT, Agent &ids% NMS H/ 1 IP Hutik. GET #4EM Y A4 F115 14 OID,

o YT SET #:AERS, Agent2xicdsk NMS H /i IP Mtk SET #AEM 5 fi4 . 9 OID, ¥
S LA K SET $E IR A1 (AR RIS RIS R R 5

X H Rl R % BNV A S T, 2051k informational, B A ¥ 45 1 — b s B . ik i

EERTOLMSE, w290 SNMP H R RO CRZ A R VriH LU 5D .

%*1-5 BLE SNMP HEThae

st &% i
HARGALE system-view
tl Il t ti ik
N snmp-agent |o al et-operation .
FTITSNMP 177 % Sttt g0 Ll Getoperaton |y v v, SNMPH Tk T
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X
o KEWMA LILELEAXEGHAEMTN, Bk &tgMes., EFHAT, EEH SNMP 8 .4
o fE

e SNMP &% B &2 8 ¥4 node 3% (13 &R 24 49 MIB 7.2 4% ) #= value 3% (13 .8 A &2t
KLt MIB 648 ) 89 KEZ A R4EARIT 1024 9, BBl R d.

o AXBEHENN. 2LEFE. LT OHIEMNEIEAN NS TRf BirF B3 b8y 47
LA TN

1.6 BCESNMP Trap
1.6.1 EcETrapIhge

Agent 3] NMS ki% Trap {58, H TG X 2WEEFF (&IN85,
Trap R 3CH P FH:

. HEH Trap. W& XFREH Trap {235 authentication. coldstart. linkdown. linkup F1
warmstart FLil e84 Ak H E X Trap)

. Ak H o X Trap.

Trap {5 B2 E RS WA Z , S tEae, A BUH AR 5 20T )5 FR e B8 Trap Lhfg.

TFIRAEERI) Trap DIRE)S , i BEHRA ) Trap $i SOR i AR 3 B 1OAS e I AT DURRH 545

BB Trap f5 SR Z0Nw EAR BrhO0 S5, YoE Trap FRSCH 4 H RN CRITE AT foi/r i DL S

771

F1-6 BLE Trap ThAE

BRIE
HWARGHE system-view

3
4

LRA

snmp-agent trap enable [ arp rate-limit | bgp | configuration |
default-route | flash | mpls | ospf [ process-id ] [ ifauthfail |
ifcfgerror | ifrxbadpkt | ifstatechange | iftxretransmit |
Isdbapproachoverflow | Isdboverflow | maxagelsa || _ .
nbrstatechange | originatelsa | vifcfgerror | virifauthfail | IE

JF R Trapyfig virifrxbadpkt | virifstatechange | viriftxretransmit | | g fE s, Trapihfi
virnbrstatechange ] * | pim [ candidatebsrwinelection | | g5 paphs
electedbsrlostelection | interfaceelection | invalidjoinprune
| invalidregister | neighborloss | rpmappingchange ] * |
standard [ authentication | coldstart | linkdown | linkup |
warmstart ] * | system | vrrp [ authfailure | newmaster ] ]

BEN R BUK M
i 1AL =R

DL o 5 11 interface interface-type interface-number Wik
BVLANE: ALK
37 NES ;%Q\, N 2N f 3 >
ﬂ:,ﬁ H /{jfb‘“ % enable snmp trap updown BRI, R
L Trap g FUR AR K Trap L) fig
AT TP RIRZS
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Z s
o JoR TR ERERARTHARIETRERIG Trap R, FEAHED FTALEHAT BE
ok A TR Trap 26

. —ﬁ—/@iﬁ’\/\#%ikiﬁk#ﬂf #) Trap 383, 2 T 18 snmp-agent trap enable 4~ & Trap 44,
THE BRAT IR A KB E, A LA B A X FhiE .

o AXEBL&Y SHHMNBFAN “MEETRPBERRENRT T4 L7,

1.6.2 BLETrapiRLkiZESH

WIR B0 Trap Ki%4y NMS, 405658 L Rl & -

e SEK SNMP AR E (L ] SNMPvV1 Al SNMPv2c AT B35 5 FH ) SNMP flRASFI
B4 nFAEH SNMP v3 iR /7 ZE36CE FH 7 248 MIB RLED , TX S22 55 (1 B L 20U NMS
R E AR

o HIfRE S NMS i ml ik,

L 3 Trap IS5, SNMP AT PR AL 37 =

ot Trap ROCAFAETH R BAAI L (AR M2 IRy, 9 S B H 12247 Trap #3C, {EMZ8 Ik
s RGEHEH B BAFI ) Trap SO H, P T DA B BA S KB . Trap #RSCHERA
G LR ORAF I T D5

o Ff Trap ICHBAIES TR e HAr EHL GEH I NMS) %5,

FT1-7 BCE Trap |MX K XS

HRAE we ERR
ARG K] system-view
nl ik

snmp-agent target-host trap address udp-domain | 4 5 g % Trap {5 B & % 4
{ ip-address | ipv6 ipv6-address } [ udp-port | \vs. BB E, R
W Trapd SCH H A% 32 | port-number ] [ dscp dscp-value ] [ vpn-instance | . ’ ”/fi%/{ﬂli’ JT/H
A . ip-address f5 & 4 NMS [¥] IP
Pl vpn-instance-name ] params  securityname b
security-string [ vl | v2c | v3 [ authentication | b
privacy ]] FIPSHE: N AR Frvl, v2e
B

ik

i o . interface-type | 4 fEul T, FHSNMPEHE—
B Trapii gy | SNMP agent trap source inter & 22
* P interface-number AN DIPH HEAE b Trapdf
SCIRIP b

Ak

Xt b #E linkUp/linkDown e BRI i REC

s . snmp-agent trap if-mib link extended 5 ’ .
Trapti SCHF AT P-ag P 52 XL 45 e linkUp/linkDown
Trapfi

A3k

?ﬁ%l’krap?&iﬁiily\ﬁﬂ snmp-agent trap queue-size size SRS UL T, Trapdf L
A JELBA B J 2 A LAY % 100 4%
Trapiff &

- o , Al ik
g B Trap$ 3L H 677 snmp-agent trap life seconds BB TSR, Trap S04

TEI ] 2 12080

1-8



=

e #F linkUp/linkDown Trap R X #ATAAR ¥ B g, K& £ A& 3% 49 linkUp/linkDown Trap 4R X &
#7/£ linkUp/linkDown Trap F& X /& 38 huds v 48 fedd v £ AZ &AM K. 2R NMS R X3z &
WI, WERARAY R, &L EAFMEL linkUp/linkDown Trap 48 %,

o 4R Trap R TAG K EING| Ok AL SOKE] T #6) Trap B, A%2 A MR ZAILE) 8

Trap 3R L.

o JuR A AT P4 Trap FRXFA T SR ARG, R4ER A AHMIRE Trap /AL,

1.7 SNMP & ~Fn4: 4P

e R AR G, fEATRE AL R AT display fir4 Tl LUEoRAC T SNMP IIZ 1500, B AT A

oA B F L R
#1-8 SNMP ERFngEp

BRI we
BORRGUEYBE R RAEALEN | display snmp-agent sys-info [ contact | location | version ] * [ |
B SNMPRAAS & { begin | exclude | include } regular-expression ]
L RSNMPH e display snmp-agent statistics [ | { begin | exclude | include }

regular-expression ]

BRI ISNMPSZ 1A T #1D

display snmp-agent local-engineid [ | { begin | exclude | include }
regular-expression ]

BRSNMP4L(E B

display snmp-agent group [ group-name ] [ | { begin | exclude |
include } regular-expression ]

WoRTrapiid B EEAAE B

display snmp-agent trap queue [ | { begin | exclude | include }
regular-expression ]

BIoR RG] LU % Trapil B AR
He ol HTrapi B IR S

display snmp-agent trap-list [ | { begin | exclude | include }
regular-expression ]

B 7RSNMPV3H & B

display snmp-agent usm-user [ engineid engineid | username
user-name | group group-name ] * [ | { begin | exclude | include }
regular-expression ]

i 7% SNMPv1 5§ SNMPv2¢ 7] 4445 &,
(FIPSHL AL HFiZam 2

display snmp-agent community [ read | write ][ | { begin | exclude |
include } regular-expression ]

B RMIBILE )15 B

display snmp-agent mib-view [ exclude | include | viewname
view-name ] [ | { begin | exclude | include } regular-expression ]

1.8 SNMP &2 BUFL & 2445

1.8.1 SNMPv1/v2c BB Fp & Z& 45

1. A EK

e NMS 5 Agent #Hi%E, NMS [ IP #uhlly 1.1.1.2/24, Agent [f IP #ihty 1.1.1.1/24.
e NMSi#i SNMPv1 8t SNMPv2c X Agent BEAT IR #5781, Agent 70t I HC R I §E =2 17 NMS

Ki% Trap /30,

1-9



2. HME
E1-4 B8 SNMPvl/v2c ZBW

@ <2

Agent NMS
1.1.1.1/24 1.1.1.2/24

I WMELE

(1) B Agent

# BOE Agent 1 IP Mkl 1.1.1.1/24, JF#fifR Agent 55 NMS Z [B] 6 AT IA . (BC B AP BRIE )
# BE Agent ff FH 1) SNMP A g viv2e. Rk 444 public, 25 F4k44 % private.

<Agent> system-view

[Agent] snmp-agent sys-info version vl v2c

[Agent] snmp-agent community read public

[Agent] snmp-agent community write private

# WE Agent [RICR AR B A5 R, LA E4Ed.

[Agent] snmp-agent sys-info contact Mr._Wang-Tel:3306

[Agent] snmp-agent sys-info location telephone-closet,3rd-floor
# WE FLVFI) NMS K% Trap #)32, AT 1E14444 5 public.

[Agent] snmp-agent trap enable

[Agent] snmp-agent target-host trap address udp-domain 1.1.1.2 params securityname public
vl

[Agent] quit

snmp-agent target-host iy 4 H 5 & IR A LU NMS _IZ47 1 SNMP JiiA—2, i NMS L
BT /2 SNMPv2c It A, 75 22K snmp-agent target-host iy 2 H IR S 0k BN v2e. 75 1,
NMS JoizIERfHE Trap 15 5.

2) BLE NMS

# W NMS 1) SNMP Al SNMPviiv2e, HiEEA4 ok public, 25 B4 4 private. H
WHLE1E S % NMS [FAHCTF M

Z

NMS ] &4 Fe. & o A= Agent MIARFF—2L, G0 ik BbA748 B 3RA4E .

(3) &L

# M Aty Agent ERIAHRY. MIB 79 i3k I L AIE Trap {5 B
Send request to 1.1.1.1/161 ...

Protocol version: SNMPv1l

Operation: Get

Request binding:

1: 1.3.6.1.2.1.11.29.0

Response binding:

1: Oid=snmpOutTraps.0 Syntax=CNTR32 Value=18

Get finished

# 9 AR W BR300 Agent B MIB 75 15 B I, NMS EREFE BAUE R Trap 15 B
1.1.1.1/2934 V1 Trap = authenticationFailure

SNMP Version = V1

Community = public

1-10



Command = Trap

Enterprise = 1.3.6.1.4.1.43.1.16.4.3.50
GenericlD = 4

SpecificlD = 0

Time Stamp = 8:35:25.68

1.8.2 SNMPv3 B Y i & 2445

1. AW FE K

e NMS 5 Agent #Hi%, NMS [ IP #hhil:>h 1.1.1.2/24, Agent [ IP Hutil->h 1.1.1.1/24.,

e NMS e SNMPv3 HEEXT Agent 1] SNMP i SCIAH G R BT I ds4 BE,  Agent 76 H I ]
BRI GRS E B 1) NMS &3% Trap $-3C.

e NMS 5 Agent @57 SNMP JE#I, F5ZAUE, AMIESFE ) MD5, AIEZE 4 authkey. NMS
5 Agent Z (Al 451K SNMP R SCTHTEEINE, AL N #ih DES56, In# % 4% prikey.

2. A E

E1-5 BE SNMPv3 HM &

= i

Agent NMS
1.1.1.1/24 1.1.1.2/24

B EHELTRER

(1) B Agent

# BOE Agent [1 1P Mkl 1.1.1.1/24, JF#fifR Agent 55 NMS Z (8] AT IA . (HCE AP BREE )

# R EVIFIAR: A H SRS 1 5 snmp (OID Jy 1.3.6.1.2.1.11) X%, ArLAyindLe MIB
O

<Agent> system-view

[Agent] undo snmp-agent mib-view ViewDefault

[Agent] snmp-agent mib-view included test snmp
[Agent] snmp-agent group v3 managev3group read-view test write-view test

# WE Agent I 7 48 managev3user, TAIESE AN MD5, TAIEE 1S4 authkey, In# &%
) DES56, I #i572 prikey.

[Agent] snmp-agent usm-user v3 managev3user managev3group authentication-mode md5 authkey
privacy-mode des56 prikey

# WCE WA IR NI EAR R, DU HYEd.
[Agent] snmp-agent sys-info contact Mr.Wang-Tel:3306
[Agent] snmp-agent sys-info location telephone-closet,3rd-floor

# BCE AVE I NMS 3% Trap #3C, {8 BH 7 44245 managev3user.

[Agent] snmp-agent trap enable

[Agent] snmp-agent target-host trap address udp-domain 1.1.1.2 params securityname
managev3user v3 privacy

2) M NMS

# W NMS {EH ) SNMP [iAh SNMPv3, H 7 44 managev3user, i FUERINZZhig, A
WEEE MD5, WIS authkey, HN#PMCh DES5S6, IN# %40 prikey. 54k, B RE
I WA TR, TR M R G e O A I AR B R, AL EIE S
% NMS HAH T
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%

NMS 1] &9 Be. & o4/ A= Agent MIPRF—2L, T 0 Lok vbA748 S 34 .

(3) SRR
JH L k) Agent _EFIA R, MIB 5 3R EL &% Trap 157 B S E:
Send request to 1.1.1.1/161 ...
Protocol version: SNMPv3
Operation: Get
Request binding:
1: 1.3.6.1.2.1.11.29.0
Response binding:
1: Oid=snmpOutTraps.0 Syntax=CNTR32 Value=18
Get finished

AT EAARR, Jovkid 2 i) Agent L AH N MIB 5 R 3R % 44 R :
Send request to 1.1.1.1/161 ...

Protocol version: SNMPv3

Operation: Get

Request binding:

1: 1.3.6.1.2.1.1.5.0

Response binding:

1: Oid=sysName.0 Syntax=noSuchObject Value=NULL

Get finished

# A EHEASSS IN 3 D44T shutdown/undo shutdown #:4E, NMS _¥4E SAHN 1) Trap 15
1.1.1.1/3374 V3 Trap = linkdown

SNMP Version = V3

Community = managev3user

Command = Trap

1.1.1.1/3374 V3 Trap = linkup

SNMP Version = V3

Community = managev3user

Command = Trap

1.8.3 SNMP H & 8B it & 2445

1. AW FE K
e NMS 5 Agent #Hi%, NMS [ IP #hhil:>h 1.1.1.2/24, Agent [ IP Hutil->h 1.1.1.1/24.,
e  {EAgent LELE SNMP HEDifE, DUEICR NMS X Agent BEAT I #1%

2. W
E1-6 Bt E SNMP HEAHME
Agent
T, 1111724 4Illlll
NMS
Console 1.1.1.2/24
Terminal

1-12



3 EBESE

X i

THE R $H T 5SNMPE &4 %698 E, NMSAAgentégSNMP fefe B35 AN 1.8.1 4= 1.8.2 .

# TIPS G0 H RS R RRThae QHODERTTA NS, SR DR TR I,
<Agent> terminal monitor

<Agent> terminal logging

# BCE AR Brbo SevFsm 200 v 145 T informational f) & 4t/ 5.2 Console .
<Agent> system-view

[Agent] info-center source snmp channel console log level informational
# FTFF Agent [¥] SNMP HETFFC, X NMS 1] GET F1 SET #AEdH 7t 3%,
[Agent] snmp-agent log all

o NMS X Agent 1T GET #4EI, I LLEFSIG L& SIWT HEFE .
%Jan 1 02:49:40:566 2011 Sysname SNMP/6/GET:

segNO = <10> srclIP = <1.1.1.2> op = <get> node = <sysName(1.3.6.1.2.1.1.5.0)> value=<>
e NMSXJ Agent BT SET #4EIS, T LIEFSIE L& BW T HEE .
%Jan 1 02:59:42:576 2011 Sysname SNMP/6/SET:

segNO = <11> srclP = <1.1.1.2> op = <set> errorlndex = <0> errorStatus =<noError> node =
<sysName(1.3.6.1.2.1.1.5.0)> value = <Agent>

%1-9 SNMP H it 5 Btk %

FE A

Jan 1 02:49:40:566 2011 | F7~SNMP [ &% 4 B I i)

seqNO LRILSNMP HE S5 (RESAHERMSNMP HE AT B35, %' WOFF4R)

srclP NMSI1IP it

op FRSNMPHEAERT (GETEUESET)

node SNMPHAET A FR AL 41 1 OID

errorindex HREG] (ORRNEAHER

errorStatus IR (noErmorkm B iR
SETHAEN BCERIME (GETEAEN AT, RN IL R GETHAESRIKIED

value YEE I PR, I LR R S g i R T ASCI 0~ 127804 (L {5 R
AR AF I, TPk i 77 2B IR HEAS A S, TE U value = <81-43>[hex]

Z
S8 8 AL T ARtk B\ 6 K B AR RS 8, AR SNMP B 45 Sk th 54
Ho, WwREREANGEESE, FAL NASEARRRENS b4y “fEadar |
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2 fic E MIB RUk%

A MIB 23 A% MIB FIEAH MIB KK, FAH MIB N EIT K IK . B MIB 752 7E MIB
99 i enterprises (1.3.6.1.4.1) FHIE N7 pidEEE. H3C FAT MIB A P A XUk «

. —Fh B AT MIB ZE40Y ID 2011 R MIB, &K H3C 34 X A% MIB;
. —Fh 2 & FAF MIB 76 H3C Mk ID 25506 T MIB, iy H3C 3 X% MIB.

Xl KA (1 MIB 7R BT g 1 58 4 — 350, XOBIANAE TARY AN B 7E )RR 23 gk i MIB,
WA S ANE, U MIB KRS T REANR] . 2h T 3CRF NMS X I R i B, &4 4E T MIB X
FBCEDIRE, BT EMEE DI MIB P AT XA, (HFZEORIE & ) MIB XUA& AT NMS ] MIB
K —3, NMS A BEMR) 50 4 B 45

2.1 FEEMIBXI1E

F£2-1 BLE MIB J1%

HRAE we 152 B
ARG system-view
BE WA TRIMIB XU mib-style [ compatible | new ] Wk
I E B I -
BRATIL N, WA FIMIBXUES lnew

%

580X 469 MIB R4 5 2 F Bk & E 4 243K,

2.2 MIBXUi& & /R FO4E P

e AR E G, fEAEEME T AT display v T LLE s ECE G MIB XU, Gl &7 Wl

S ATl IRV
#*2-2 MIB K& T R FI4E4R
#B1E we
AU A% IMIB RS display mib-style [| { begin | exclude | include } regular-expression ]
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B X

Y L0 o P 1-1
L. L RIMION AT AT+ e rereeereeeeesnm ettt e e s 1-1
1.1.1 RMONEIR tororerereii 1-1
1.1.2 RMON T AERLIE «eevveerreerreeseesie it re e 1-1
IO =Y, N/ 1-1

1.2 B B RMON G T T S v veenreesreesree sttt b e b e b e e e e be e be e be e s ae e e s 1-3
1.2.1 T B RMON LA UGS HF T < veeerreereenteestie sttt 1-3
1.2.2 T B RMON T B Gl T o veeeree ettt 1-3

IR I TR Y @] NS T PN 1-4
L3 BB 1-4
1.3 2 o B T R e e eeremm e s 1-4

1.4 RMON B 78 T T ettt 1-5
1.5 B 1 2L LT TR BB <o vvvrerreeeeseeseseeseiees ettt 1-5
1.6 JT7 S G5 TR B BB < eveeveeeesceceeee et 1-6
1.7 2B LT TSR BB «vvvvvrerreeeseseseeseee et et 1-8



1 RMONFCE

1.1 RMONT%Yy
1.1.1 RMON#FiA

RMON (Remote Network Monitoring, ZEFEM &) T=ESIL T gt s & ge, MMt

B BAL A N A A B A A TR T A M 4 R A B

it T RE TR 1) 2 Bl 5 H v % T DAF R 30 sl 3 Rp R BR B e v T 1 B B () W B I A5 AR LA R

B G S B i T P 4 1o B A 38 PR A S B, sl 38 AR R R S ) S B

T DI RESR I 2 B & BE I 454 € MIB AR R (1M, % EIA 3 & B BRI (LG g 18 25 2|

FRE L, BEE T RGO LA BIFR e D, REHENC R HE . MRS KL Trap HE .

RMON F1 SNMP #08 FH 320 12 Y 265 5 24«

e  SNMP & RMON s8I 564l, RMON & SNMP ZhEE 1455 . RMON 1] SNMP Trap 3¢
RIERL I ) BB 24 R 0% Trap iH B 5 A AR g 1 5 . AR SNMP e X T Trap Thig,
HE 8 F T A PR A BT e S s AT IR L v AR AR A5, W 428 (R ohs
Gv MR SAT UL R AR (0 N AN

e  RMON ffi SNMP GEH AL R IS FE W 45 B2 %, W IEEE T s T4t 7 —Fh
AT Bt RMON SR i 12 1) o 725 o {1 I e 9 3L v 2% e F 3l ik Trap 5 5L, T LU BRI
BATFEEZ IR LRI MIB BRI, BEATEOER, AT B sel /b A B A 45 [ ol A 38 4 % 119 3 7
T, I8 BT A ) M A O I 1 H

1.1.2 RMONI{E# %!

RMON fuVif AN, Wdass ol Rl 5 i 4R 258 -

o E—MUriEAIH L H I RMON probe (RO WA MR, & HLX & E ) RMON probe 3k
IO B DI 28 05 5o axX 7 AT LASRE RMON MIB R 43B 45 & s

o HTHIUTEZEK RMON Agent HEAA ML B8 Gl ids . ACHAL. HUB &) , A&l
it RMON probe ety 4 5. & P& A& H SNMP 2R AEAE S RMON Agent 22 #:44
PfE L, WCER S BAE I, IR V2 R & BRI, — AN RS RMON MIB 1T
B, KREH BN ARE R XPUANGLE: R4l 524l Py difgit4l.

H3C &K% Mok, e ES2Bl T RMON Agent DhAg. lidiZThag, & BVl LIRS

Gl R % % ity T AHE () D9 B A3 . ARGV PR R Gt M5 5L, ki S BS 0 4% (1

ELIL

1.1.3 RMONZ%H

RMON #1376 (RFC2819) 1 5E X T 24 RMON 41, #4528 T A MIB 2 # g4 . 7 s 4l
HAFAUR S22, HeAh, H3C L HE CRISEHL TP e ea], DIgam s 2 [ Ihag. 1 PR 6 1o
A HAERTEANH

1. 4tit4H

GEUT 4 R R GOKG R S b6t vy - s B TEe v CH B SCRE DK P I 1 4811, F
G RAEEAE LLR M ST 3 (etherStatsTable) H DUEA PRV B B H « S8 46 W 4%
EEE . CRC IR SCHE. b/ (EGHR) MR SCE. T3/ 28I SCE L S 7
B B SCEEE
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TEf e N RIS R IR 5, Govk it s D HCSCEOHE TS, e A R A

pURSHIVE VIR

2. [hed

[ 5 20 R0 5 B G0 4 I O0 i 1 A R A B AT S, IR g a5 ARG A Sl sk R

(etherHistoryTable) H LAS &7 F 5 45 Bl I 25 o 40 v S AL iy o6 A1) P 26 Al e 5oRn s 0 800%%

J3 S 2R &8 v (2 AN A S A i ) B SO S PR 0, A e m DAl iy A TR IC

3. B4A

FAFA R E LR G BRI AR )7 e SRpRdle SO F T S 4 R e 15 4 4

FCE T . IR IR RSB, sl SR, S W LR AR E T

o Log: BHFAHAHRMEE (FERAERFM. FAMNAS) dREAERE RMON MIB (15}
HaExd, DM R & SNMP GET #/E# T & F

o Trap: [H ML RIE Trap W E S EiZF I R 4.

e Log-Trap: WIFEARW & il HAE, S MR &% Trap HE .

e None: AMMHATEATALEE,

4. HEH

RMON 5 48 B W] 0o 5 i 1R 4 A - Clansgis 13 )R SR 2K etherStatsPkts) AT R, H @

M EERING, RG S HIRE SIS ) A 2538 O R I A s A s M, M B R s R T

AT L RRBIE I, il ok BRSBTS E N TR TN R B, kR R

AT, R PR AT R ST A N R AL B

AR B (FRFFEAE R Ty ) B2 O A, RS TEs 0 AR & S, J LIk

NP AR A BB RS ORI BRSO A AR, LT — ik BB, R IR R

PRAG %, fn [ 1-1 o, S8R ERE CanErhRE LR 200 EE Can B g E 2T

Ry PEAET 2R AR R LSRRI AE SR A il 5 i, A8 SR S ik Rk 5

Fft.

El-1 L TREETEER

s A
R %U/\ /(\U/-\
SRR B xv L
L
I 1)
5. I REEH

R I T DR AR TS 8, AR SR S R B M LB, ST Sk T 1
.
FH 5 T I RIS, RGN IR A S I A B R
(1) b SR 5 2 e 1 5 A B R s SR R 7S
(@) TREGRIE B S A AT
1-2



(3) RV RN BOE (B AT LA, B s (Lt A A N A

Z i

LAy, By RELEMNEHLERAER —F @ Liks S RBHEEEN, RAAE—KR AL
BEM, EEHGIUARES AL LSS, Bp LRSS TIREE T A7 A,

1.2 BTEERMONZITIhEE

RMON 14t v+ ZhfEr] LB RMON 4iit-21 5% RMON JJj 52 41k 580, (52 5 4 GE R A —FE,

T AR S B A L

e RMONZ A G /ZERMON LUK M 48 1132 Ble AR &, il kK 1) 2 MRMONZE T R 10 61 1
FPYETY B R B, AR EIEZS N 1.2.1 BUERMONLLUK M ST D) EE .

e RMONJ; A% v ERMON Ty S i sk 3¢ HL e SUIRAR e, I s (A2 B AN J 30 PN A S 1 58 0 ME,
HAARCEES W 1.2.2 il ERMON L 48l ThfE.

1.2.1 BEEERMONLLKMZEitIhRE

F#1-1 BLE RMON KL KM%t Ih&E

#HBR1E
BENRGE

=
A

AR

system-view

HEN 2 DK W 3 A 1
V=3 N AmE S

IINGETTR DRI

interface interface-type interface-number

rmon statistics entry-number [ owner text ]

Z i

BAED T REQE—NRITERR, BNEEAFVNENRITRRRKEE A 100 &, L4kt &A
8 BB KT 100 &0, ) 3RAE £ K.

1.2.2 BEERMONF E 41t Ih e

#1-2 BLE RMON A4t Thee

#B1E we i)
WANRGAE system-view
HEN 2 DK B AR B | : :
A interface interface-type interface-number

AN P3P K2R

rmon history entry-number buckets number
interval sampling-interval [ owner text ]
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%

o LRI entry-number LA B TE—, doR R AR 0T TAER N ZBRER K.

o Fl—#UTF, TUMZEZ LMY AR, 2% K entry-number #9{4561 <), sampling-interval
AR LI RE, T W) IR K K.

o ENRXBAIFRN WL ERFEKELE A 1000 &, L AR5k T 1000 LB, 4R

(F VS

o EFTEM LILH AR, 1o RAEE 49 buckets number SHAAA B T RE E IR XN X EAEE
B, %0 S R RSWIRA, /2% F AT B A 8 buckets number #9185 A% & E R LG m

KLREE.

1.3 TR ERMONSETSRE

1.31 BiEEE

o iR EEFAEN, WERFEMA RS (NMS) KiX Trap {58, WZERCE RMON 52 1)k
2RI, WARIE SNMP Agent 48 IERIRCE . SNMP Agent (K & 152 0L “ 2% 55 BRI 4
NLEFRS” 1 H “SNMP” .

o ML ELRREREL

s Py L rh g R MIB ARSI, D ZBAE A e 47 ) DA R g 11 e 2

RMON LUK ZETH D RESE RMON [ s gtk Thfig. 50, EARS A i8R, EAGEA

A,

1.3.2 BLEIE

#1-3 BLE RMON EE1 48
1B1E W 15 B
ARG K] system-view -

5 0 f 2 1 — 4
3y

rmon event entry-number [ description string ]
{log | log-trap log-trapcommunity | none | trap
trap-community } [ owner text ]

s E RN A
I

rmon alarm  entry-number alarm-variable
sampling-interval { absolute | delta }
rising-threshold threshold-valuel event-entryl
falling-threshold threshold-value2 event-entry2
[ owner text ]

WY T B AR
AR

rmon prialarm entry-number prialarm-formula
prialarm-des sampling-interval { absolute |
changeratio | delta } rising-threshold
threshold-valuel event-entryl falling-threshold
threshold-value2 event-entry2 entrytype
{forever | cycle cycle-period } [ owner text ]

ZHEERDEAL—
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=

o ALAAHFAERANERE X AIE GGER, 4o R EERAB A o OB FRT A E R
2HAF (MFALEAA, RERF—ED FOAALNY A L ERAATIE ), ARIFAYEH/NEA
B EANR], AIERMERIK. TR EAEZ i 240540 & 1-4.

o FatEAYER RORE EHIHIATT IRA] (BRI B E AN £ 1-4), HEMER R EHE
P ARG AR R KRILE I, A ERMERIK.

#1-4 RMON BBk %E

I = b5 K Hsigﬁfﬁ!l.@ﬂﬁ
R FEILRSE s
. FifEHR (description string)  F{F2K% (log. trap. logtrapzknone) A
3= I
RUES P11k4 (trap-communityaklog-trapcommunity ) 60
st T R B (alarm-variable) « SRAE[A] [ (sampling-interval) . SK#:24%! (absolute 60

midelta) . FPEE{E (threshold-valuel) F1TFFRE{E (threshold-value2)

s HEAFRANX (prialarm-formula) « RAEABES (sampling-interval) . SRATZEA
R (absolute. changeratiomidelta) . R EH (threshold-valuel) FIF[RE | 50

T
> i (threshold-value2)

1.4 RMONE =Fn4E

e FIRBCE S, EEEME FHAT display a4 o LU RECE )G RMON fisfT5 o, st
s B F R
%1-5 RMON SRRFngtp

1BRIE we
B RRMONZ: 141 £ display rmon statistics [ interface-type interface-number] [ | { begin | exclude |

include } regular-expression ]

WIRRMONJ; L4541 % & | display rmon history [ interface-type interface-number ] [ | { begin | exclude |
T SRR R include } regular-expression ]

— . display rmon alarm [ entry-number ] [ | { begin | exclude | include }
AR e R .
RRMONT SR, | | ession ]

HWIoRRMONY" JE 52K | display rmon prialarm [ entry-number ] [ | { begin | exclude | include }
B regular-expression ]

- - display rmon event [ entry-number ] [ | { begin | exclude | include }
§E/RRMON JHAFHE FL A £ regular-expression ]

R . display rmon eventlog [ entry-number ] [ | { begin | exclude | include }
=] bﬁ % 4 ”1%‘
SRE SR regular-expression |

1.5 Seit4H LRI & 25451

1. A EK

Agent if i console FMIEFEMNCE A, 1t UKW S5+ Server. ILFT 250 T RMON Ze i34y
LUK M5 1 GigabitEthernet1/0/1 F IR SCHEAT IR REZE v, DS 73 5 GRS B I 25 & S v H 5o T
il VAR ST R A 0
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2. tAM [
El1-2 Ec& RMON 4HW &

Agent

IP network

Terminal

3 EBMELE

# fic & RMON X} 11 GigabitEthernet1/0/1 473 45 it
<Sysname> system-view
[Sysname] interface gigabitethernet 1/0/1
[Sysname-GigabitEthernetl/0/1] rmon statistics 1 owner userl
DAL id B 5E S R TR L GigabitEthernet1/0/1 H2U IR SCHEAT 43284861 T, Gl s R
CIPSUBVEZLIE e -
o ffi{f] display in & A A OIS HE R,
<Sysname> display rmon statistics gigabitethernet 1/0/1
EtherStatsEntry 1 owned by userl-rmon is VALID.
Interface : GigabitEthernetl/0/1<ifIndex.3>

etherStatsOctets : 21657 , etherStatsPkts : 307
etherStatsBroadcastPkts : 56 , etherStatsMulticastPkts : 34
etherStatsUndersizePkts : O , etherStatsOversizePkts : O
etherStatsFragments -0 , etherStatsJabbers -0
etherStatsCRCAlignErrors : 0O , etherStatsCollisions -0

etherStatsDropEvents (insufficient resources): 0

Packets received according to length:

64 235 , 65-127 : 67 , 128-255 : 4
256-511: 1 , 512-1023: 0 , 1024-1518: 0O

o 7 NMS Ll AT get #:4F, HEAHESRI MIB 35 S K{H.
1.6 Gt B e & 251

1. AR FE K

Agent il i console MIEHNCLE Zui, ML UKW D% Server. ILFEZESRE 1 8@k RMON
i e gt 6 UK M 1 GigabitEthernet1/0/1 # (4R SCIEAT U HYESE T, DAE 3 BE 51 GR A% Bl I
AR TR P B AT B A R K
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2. tAM [
El1-3 Ec& RMON 4HW &

Agent

IP network

Terminal

I METE
# fic & RMON XJ#% 1 GigabitEthernet1/0/1 347 A TER F 211 .

<Sysname> system-view
[Sysname] interface gigabitethernet 1/0/1
[Sysname-GigabitEthernetl/0/1] rmon history 1 buckets 8 interval 60 owner userl

DA E SE T, R TR % 11 GigabitEthernet1/0/1 U AR SCHEAT FIMIYE KRG T, B 1
IIRPGETE— I, ISR GeTH AR I IR AT T i) 8 IRGei AR, DMERE L A

o [ display i &EF LI LG HE S

[Sysname-GigabitEthernetl/0/1] display rmon history

HistoryControlEntry 2 owned by null is VALID

Samples interface : GigabitEthernetl/0/1<ifIndex.3>

Sampling interval : 10(sec) with 8 buckets max

Sampled values of record 1 :
dropevents -0 , octets : 834
packets -8 , broadcast packets o1
multicast packets : 6 , CRC alignment errors - O
undersize packets : 0O , oversize packets -0
fragments -0 , jabbers -0
collisions : 0 , utilization : 0

Sampled values of record 2 :
dropevents -0 , octets : 962
packets - 10 , broadcast packets -3
multicast packets : 6 , CRC alignment errors - O
undersize packets : 0O , oversize packets -0
fragments -0 , jabbers -0
collisions -0 , utilization -0

Sampled values of record 3 :
dropevents -0 , octets : 830
packets -8 , broadcast packets -0
multicast packets : 6 , CRC alignment errors - O
undersize packets : 0 , oversize packets -0
fragments : 0 , jabbers -0
collisions : 0 , utilization : 0

Sampled values of record 4 :
dropevents -0 , octets : 933
packets -8 , broadcast packets -0
multicast packets : 7 , CRC alignment errors : O
undersize packets : 0O , oversize packets -0
fragments -0 , jabbers -0
collisions -0 , utilization : 0
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Sampled values of record 5 :

dropevents -0 , octets - 898
packets -9 , broadcast packets : 2
multicast packets : 6 , CRC alignment errors : O
undersize packets : 0O , oversize packets -0
fragments -0 , jabbers -0
collisions -0 , utilization -0
Sampled values of record 6 :
dropevents -0 , octets : 898
packets -9 , broadcast packets : 2
multicast packets : 6 , CRC alignment errors - O
undersize packets : 0O , oversize packets -0
fragments -0 , jabbers -0
collisions : 0 , utilization : 0
Sampled values of record 7 :
dropevents -0 , octets - 766
packets -7 , broadcast packets -0
multicast packets : 6 , CRC alignment errors : O
undersize packets : 0O , oversize packets : 0
fragments -0 , jabbers -0
collisions : 0 , utilization : 0
Sampled values of record 8 :
dropevents -0 , octets : 1154
packets - 13 , broadcast packets o1
multicast packets : 6 , CRC alignment errors : 0O
undersize packets : 0O , oversize packets -0
fragments -0 , jabbers -0
collisions :0 utilization -0

. ENMSLﬁ‘ﬁﬁ%ﬁgm%W HARE MIB 5 Mm@
&0 B R it F 24451

1. AR FEK

Agent il i console MERRNC E %y, Wit UKMIEE: NMS.

e GigabitEthernet1/0/1 £ HIEH: FTP 554, L ZANZIRS S AT 4k A 5 Bk
FENRJRERAE %ﬁi*ﬁﬁfﬁﬁkiﬁFMUwhuLﬂNM&

e  7fAgent [t display rmon statistics iy & & & Wongh B, [FIAENMS EEFSEE R,

2. A&
E1-4 EcE RMON ZH W [E

Agent

GE1/0/1

1.1.1.2/24 .

Server NMS

Terminal
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3. MELE

# Tic & SNMP Agent. Gt : IX S E0K)H N 5 NMS B E — 20 % NMS _Li24T SNMP v,
Vi ) ¥ & I T 52 4R 44 4 public, RIS B4A44 4 private, NMS [ IP #ihk>h 1.1.1.2)

<Sysname> system-view

[Sysname] snmp-agent

[Sysname] snmp-agent community read public

[Sysname] snmp-agent community write private

[Sysname] snmp-agent sys-info version vl

[Sysname] snmp-agent trap enable

[Sysname] snmp-agent target-host trap address udp-domain 1.1.1.2 params securityname public

# it '™ RMON X} LUK M i I GigabitEthernet1/0/1 3745

[Sysname] interface gigabitethernet 1/0/1

[Sysname-GigabitEthernetl/0/1] rmon statistics 1 owner userl
[Sysname-GigabitEthernetl/0/1] quit

# i E RMON #3800, (47955 1.3.6.1.2.1.16.1.1.1.4.1 fIMHIX REEE#E 100 I 84K T 50
I, #flk F4F 1— KRR trap {580

[Sysname] rmon event 1 trap public owner userl

[Sysname] rmon alarm 1 1.3.6.1.2.1.16.1.1.1.4.1 5 delta rising-threshold 100 1
falling-threshold 50 1

# # RMON 753 E (5 .
<Sysname> display rmon alarm 1
AlarmEntry 1 owned by null is Valid.

Samples type : delta

Variable formula ©1.3.6.1.2.1.16.1.1.1._4_1<etherStatsOctets.1>
Sampling interval : 5(sec)

Rising threshold : 100(linked with event 1)

Falling threshold - 50(linked with event 2)

When startup enables : risingOrFallingAlarm

Latest value -0

# B LUK 45 B

<Sysname> display rmon statistics gigabitethernet 1/0/1

EtherStatskEntry 1 owned by userl-rmon is VALID.
Interface : GigabitEthernetl/0/1<iflIndex.3>

etherStatsOctets : 57329 , etherStatsPkts : 455
etherStatsBroadcastPkts : 53 , etherStatsMulticastPkts : 353
etherStatsUndersizePkts : O , etherStatsOversizePkts : O
etherStatsFragments -0 , etherStatsJabbers -0
etherStatsCRCAlignErrors : 0O , etherStatsCollisions -0

etherStatsDropEvents (insufficient resources): 0
Packets received according to length:
64 -7 , 65-127 : 413 , 128-255 : 35
256-511: 0O , 512-1023: 0 , 1024-1518: 0
SERCA LECE S, R S A, 7E NMS [ 255 BI04 iT LA R AH Y (10 5% o 76 B4
WaHMHNAER, W,
[Sysname]
#Jan 27 16:31:34:12 2011 Sysname RMON/2/ALARMFALL:Trap 1.3.6.1.2.1.16.0.2 Alarm table 1

monitors 1.3.6.1.2.1.16.1.1.1.4.1 with sample type 2,has sampled alarm value 0 less than(or
=) 50.
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1.1 i/ OEEEN

111

S I B AR DR i 0 i 11 B CPU (13 S 2105 S50 Mt e #6 ARIEE (10 11, S P P ] AR P Kt
B IR LA B RAOIRSL,  DAREAT W 43¢ M P2 AT e A

i QSRS R E RS

1. B&iR

BHRIR e PR 5, 2z SRR IR RS2 i 8 0 210 5 H5c s R I 8 A4 A it 1,
PR AT DA SRS (BRGS0 AT ISR T o B A3 o0t 5 m) U2 i 1 8% CPU, 3RAT]
B MR A Y RN CPU, X U5 52 BT 1 86 25 il Bk Ay Y54 4% o

2. BB

Bit% H PSR BRSO T 2R ) H kb, B 5500 W e £ AR B8 AN 11, FRATTRR 2 A B 1
1, H 1 BT E 8 2 iRl B R8s . H 1 1 28 8 B 5 4R S0 ke ah 5 2 AHE I

B

Z i

BT —ANB s TR I Mdr S AN R, BAbAEX A E T, B 69550 o 40k 32T B — 4R L 4%
ZM#FEN. #lde, BE5ET Port 1 F A EIEE% 0 Port 242 Port 3 (XMAE 0 ER—46i%& L)
K IR, 4R EIRIIN Port 2 HEAIZX &5 XN Port 3 & i &, AR A Z 3R A4 B 4 R 2
Port 1.

3. $E1&AMm

BT 10 R TR AE BRI E ] IR ST ), A

o AU SRR HIBT IR R S .

o UM JRIRNEHIEGUE R H R ST

o XNl AEFEXT BTG YR BIRK AR ST = A

4. 551%4R

A ZH AT U VB AR ) SR R b F B 1 — AN IZ 5 L MRy, BRI A ES H I # S T8 AV
PR o MR AR 20 7 SRR, B 4L n] 2 A A M B4R 41 L PRV B AR AR FE H 0B 41 =25,
HEIX = REB AN EAANFIES W, “1.1.2 I BRI KRy 87 —15,

5. R&tim . HimOFZiEE%VLAN

S St g R FEBE AR VLANER & AE 2 2 P it B 15 i s Bk A b B O 2 . I e %
VLANGE B BEAG AR SO NI L35 28 H I8 2% 10 & FVLAN S5 i R0 H g 11 #347 FIR e & b, #B
FHRB B AR 0 S0 R RS FE B R VLAN T, & (X BIAE TR A I Z B8 1 VLAN T, 1 5 &
M2 B FE SR VLANF o i A T8 % b, FERE BRI SR 2% B AR BT IR VLAN R,
HBUMAN BB SRVLANY . G584 H I8 S H . H s ORI PR 42 VAN L
HAHE, ESW “1.1.2 0 VR I 0 B sz 8y 07—,
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@ 1jt FR

FAtm 0 2 2R T RN KRB IFZAB 6507 A6k,

1.1.2 im HRGE S EFLIM AN

IRIE BRI S BB H BT A RIS AL, B TR o 1 BE AR 0 D A g 11 B A5 ORI R i 1 B2 (R P K5
1. AR i O 5 1%

MBEITANBR H IO TR G B B, BV D 5% XA D%, BRI B4
HIN# R T M- & e LR E-— DB, BG4 io A B 54l .

El1-1 Aitin ARG REE

B P BHR L

T

—— O—+—
GE1/0/1 GE1/0/2

—1_T

— —_—p
’ GE1/O/1@:GE1/O/2

Host &S B I e %
— AR Q N0
— BB O =D

1 & 1-1 i, BE% U5 kU 1 GigabitEthernet1/0/1, 4544 H ()24 H {13 I GigabitEthernet1/0/2,
X AN S AL T[] — 6 e 4% b WAk A5 1 GigabitEthernet1/0/1 A SC S il 45 H i3 X
GigabitEthernet1/0/2, Fi fHiZ it FURHBE A5 40 SCHE K 45 50 W 5 4%

2. mizim O%%

MEAGIRFEAE H I b TR a1 B, BROVIER S D BE . X D8HE, SR mE4
H B 5 JE TA RIS EIA ISR AL AR T AE R 1 % R A5 4 43 T A Y05 16 46 P R B 14 41
A% H (T e R BE & FVBEAR AL BIFR R H I 2 R FE H BSR4, A TR &5 H B & 2 1H)
()R8 £ WU G Oy v ] U 45

MRAEIE 2% 5 H & 2 M0 R, P fi i BS540 70 -

o TRImFEuGNEHR: WA H RS M R M AT IE .

o RImFEuGER: WA H RS M =R M AT IE .

(1) R O sig
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E1-2 —BRZEEixsO%GR=E

Pk rh B gL AR

/\
—=o v—>
GE1/0/1 GE1/0/2

—L_T

A&
GE1/0/2 GE1/0/11 GE1/0/2 GE1/0/1

H B

T GE1/0/1 TR R o ) ¢ %% TR GE1/0/2 l
VLAN VLAN
Host B W% &
—> JRIAIRIC Q U YV it
—> BHFIRC [ Hts T30 3ty 11

| 1-2 Fias, 5 B K #E U B 1 GigabitEthernet1/0/1 1) #) 52 &2 i — 1 45 H i
GigabitEthernet1/0/2, 1y 1 B A5 40 SCHE I 45 7 (81 ¥ 2%, 11 bR P )1 £ A PR B AR VLAN R T 38,
WAREHM RS . HBRSEEIZR SO A ILVLAN ID, #5585 VLANIFVLAN IDAH A,
s L R 48 H (13 1 GigabitEthernet1/0/2, i J& % UK B R ST &4 2 Wl 6 4%

=

o WKL T SRS VLAN BT, DARRIEE D B 69 &2 18 64 = E W & ¥hid .,

o BEHMGIRTINIRIZLF|A B 0 E& 042, AR E VLAN ID RARAS B S MIR, F 0 = Eik
AR e KA.

o FE—ANBHGLE P AF Rl — AN 2 R A IR AT S BT, B BRI A P RS AR B 69K
% i@ i¥ mac-address mac-learning disable 44~ k& X & 424245 VLAN 49 MAC #b3k % 3)
Fhe, RIEARL T AR Ew #4T. X T mac-address mac-learning disable ¢-4-#9i% 4m 13 &,
WAL “ZBHA-AAR LRSS AE” F4) “MAC it kR E# 4 .

(2) g B g
A R VB AR S R b oA T AR A MR, RIESR AR H K& & Ear il el de s A
A AR AL, AR A MBS G AL 75 A 0P U1 H 35 1
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E1-3 =ZRixizim ARG TEE

Tunnel#% 1 Tunnel##% 1

GRE tunnel
IP network

GE1/0/2

GE1/0/1 GE1/0/2

Host B0 5 2
—> JRIAIRC Q Ui [ Hrusn
— BRI W3 3ty 11

o1 K& 1-3 iR, A HE AU D GigabitEthernet/0/1 (4R S Hl— 445 Tunnel#% 11 (BRI H
f3 ), P4 HGRE (Generic Routing Encapsulation, 3 B fhidshhe ) BRiE#E & 45 H ¥ & i
ffrTunnel 42 11 . H 16 5 48 M H: Tunnel 5 11 CRIE S 1) 00 310 10 B2 15 30 S0 36 ok 2 H 1Y S 1
GigabitEthernet1/0/2, 5 i tH iZ iy R AG AR SCRE e 45 Kt I ¥ 4%

X
# #* GRE %38 42 Tunnel 3£ 2 893 mN-43, H 03 A “Z EHR-IP L 4mEI5F” ¥4 “GRE”
ﬁﬁ “F—i%iﬁ” .

1.2 BB AR OE&
1.2.1 BEEEEEN

HOLBIEAAEHRA, SRR IR AR B L (EE CPUD RTH )3
F1-1 Aiim RGEEESE T

BREES 152 BR e T

A HAE 15 4 A3k 1.2.2
eI PO CRECPURT LA i —, | 123

i B ECPU T LAHEACE 1.2.4

o H 1 Wik 1.2.5
FIFZEFEB R VLANSE LA M B4 S2 R 2 A H i 1 ik 1.2.6

1.2.2 fERHIEGSE
R1-2 SIEARMEGE
$R1E we S|

HWANRGHE system-view

B A 15 4 mirroring-gro id local ik

- 4 | | - u roup-i
" g-grotib group BT AR A (R 4
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@ 1t FR

AZARBT (KR CPU) A 30 MR ELG, AMBRAT AL,

1.2.3 BERHD
AT BIE SR Tl B R A B — s R 11, 0 DA UL T 4030 OB
FEBHGALBR, — ORCE R A
1 ERGNE TRERRO
#1-3 ERGNETRERHD

#BRIE we 1t BA

ARG K] system-view

) N - m_irro_ring-grOl_Jp group-id.mirroring-port WAtk

A TS A I i gwdrtré)glgg;jp?rt-llst {both | inbound | T
2. fEim A E TR & iRm0
14 EiwmOAE TERERRKD

BE we 15t A

ARG system-view

BN AREIN interface interface-type interface-number

gggéﬁifﬂéﬁi& E“?{I[Z‘E)?ﬁ%??g:??Egm?”lggundI zéﬁrmﬁ S I AS AT A 5 {5 40 3

% e

o —ANBARNTARE S AN EED,

o /& S5500-28SC-HI = S5500-52SC-HI ML, B3 0 R bt h £ @ S RG B% T, HRK
EDS XINGER AT 8

o fE3A6 S5500-HI £ 5] AL L, 2R 1 69 F o SR RATREE & & A —ADBHRIR, 2R
O R R AT R B 5 A AR AR, S — AR TR S AR MR, B —A
5t AR A 5 Rk 0 R B T A NI ANBRLE, AE A R R O R B T A N AR,
oA — A TR 1 e A ) TR 1 4T K A= AR IR,

1.2.4 BLEIRCPU

£1-5 BEiR CPU

BRI
ARG system-view B

=
Ay

A
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1RAE we A

NAMGESAE | mirroring-group group-id mirroring-cpu slot P o o
EIHCPU slot-number-list { both | inbound | outbound } gﬁj'%%T’ AMERALBA IR

= i

— AR N T VLB E % AR CPU.

1.2.5 B.E BHMimO
A LAYE RS F o8  B G A H I3 11, ] LAZE S VR0 R i 0 58 e g A
f H 3 1, 3 B B SR AR
1. ERGMETES B %O
*1-6 ERAZMETES BHinO

1BR1E e 1t AR
ARG K] system-view
WA I | MIOg-Qroup GroupId mOnIORBOr | e gt i
I
2. FEmwm AU E T ECE B RV O
F1-7 EmOAME TEE B MmO
HRAE we Wt BA

HENR G system-view

S interface interface-type

A L interface-number

Wi B A 1 A | [ mirroring-group group-id ] ALIE

SURALM ARG | monitor-port BT SOV RE R A B R 4100 H 3 1

=
o —/NEEKLAN RAREERLE —/N B 695,
o WARBAE WD LARHA BB, T AR e EFR.

o JNE #9551 K IR QIS BRI A L€ 5% O B FHER RGBT, A T ARIESIE W nE & A
SRR T AT M, FIF B 8gsE e AR Feon a4, ~MEET AR,
o BUIRZAE) B 4938 O FNAEEL E O & 424N\ RRPP 34938 0,
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1.2.6 FIFZEEEERVLANSI ARG ZHFE 4 B8O

PG A I GEARBC BT SASCRAE — NBL R A IR A BUR H s 1, WER A w5 20640
ey RN AGE 2 24 H IR 1, o] AR AR BER VLAN [ J BOR ST

R R B, ST B RS VLAN, SR IR SCAEE R BE% VLAN L R 10 7 30Uk
Ko P, ATDATIZREB S VLAN ()R, e EAVE R g R AL, JF iR e w i iR
VLAN, - [F]INREAS g #6132 e et Ao I 6 451K 22 A LI Z. VLAN. SE B ERCE R, BRIk
FERCRE BT VLAN H TR ISR LU IZ s 1 Hp A Y 25, S BUR B A8 SChi HE 22 221 o T TR 75K

#*1-8 FIRIZIETRGE VLAN IR ARG FHE T ERImARE

HRAE we gl
ARG K system-view

mirroring-group group-id

eS|
By remote-source BT, AMEEAAEGRA
Vi mirroring-group group-id
%gﬁul’gﬂf mirroring-port mirroring-port-list
{both | inbound | outbound }
SR interface interface-type LA e Sy
TR B interface-number ST, B BT
Jify e AT | [ mirroring-group group-id |
& mirroring-port { both | inbound |
outbound }
quit
DRI GG A E ST | mirroring-group group-id Wbk
H reflector-port reflector-port BB TR, SR AL R St O
e . Wik
DR BE B VLANTEE A lan vian-id \ o
VLAN#LE vian vian-i AT, BAQARA RS
VLAN
4B % F 058 1 0 AT R i
¥aBe g3 TR . .
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VLAN
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AIRCE R0 | monitor-port-id BRI R P F AL H 055

(2) e R RS E H s
Fz1-12 Eim OB TERE B/yimA

BRI we 1t BR
HANRGALE system-view
SN interface interface-type
N AL interface-number
Jie A 11 e fE H mirroring-group group-id ) - N
e amimnmmn | monitormog O P SO g R s R H AL H
i 1

&
o —ABBIARIERE /A E 6k,
o ERBAR T LAEEA BRI, TN Ao BTt B AR

o B #9551 & IR L IESRIR AL TR 0 B SR R GRS, A T PRIESLIE KX & R 2t
BRI IHAT AT, KB 6k 0 RA Tk u bk, TAELC AR,
o HFLAGY B 8955 0 RELEL B H L2 N RRPP 36955,
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3. i EZiZEHEHVLAN
F1-13 BLEITFE$51% VLAN

BE we i3t AR
HENZR G system-view -
R H IR AR | mirroring-group group-id remote-probe Miﬁ o . N
TS VLAN vlan rprobe-vlan-id gg \h/q LoAb’T L H B 418 A i

%
o —/MVLAN R A8 — AR5 20188 .
o L —/VLAN Sikds 7 hit 424514 VLAN &, i RE 4% VLAN LB 26 b 53 4 4] &2t
4G VLAN =1,
o HRELE mIZAZ4ALE VLAN /&, 1% VLAN TEE BRI R, SR MIFRiZA2401% VLAN 8988 F 4 48
B MR/ VLAN.
o BRI A KIE, BAZEAE VLAN WBCY, AR 4745182005 % 3.

4. 3% B Hyim O NIZ25EE VLAN
F1-14 ¥ Havim OMMANIZi2iE% VLAN

#BRAE we 1t AR

ARG K] system-view
B B )3 R K interface interface-type interface-number

H i 2 .

Accessii [ port access vlan vlan-id
H# H it A st
AT ﬁﬂzgﬁgj port trunk permit vlan vian-id =HDEH—
f4VLAN o

H #si Fy . .

Hybridi [1 port hybrid vlan vlan-id { tagged | untagged }

Z
A % port access vlan. port trunk permit vlian #= port hybrid vlan §¢-4-69i£a0-23, HAHIL
“CZBEREAR-AKP G ASLRL Ty “VLANY .

1.3.3 BLEImiRIRIE&GE

AR s LTI PR E .
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1. f| @i REIRAE
F1-15 tIEmiERERE

=1E we 15 AR
HENZR G system-view -
B E YR B 15 41 mirroring-group group-id remote-source B IUF , AN EAEAT T i Ry AR
H

2. BeEiRim O
AT LAE RGN 350 BB 41BCE — AN a2 AN 1, AR AT LR S VR R K 22 iy G B FR
FE BB ALY 1, 3 S B RO AR A
(1) FERGHE T RCE U
#*1-16 ARGIE TERERKO
1RIE we 5t AA
HWANRGHE system-view

NIEFEIREE | mirroring-group group-id mirroring-port ik o i

JRCE P mirroring-port-list { both | inbound | outbound } sgzifﬁﬁiT:,JE%E#?%%ﬁ%éﬁﬁ%%?
(2) A AL T P Y5
#*1-17 #AEim OB TR &R

#H#E we WL AR

HWARGHE system-view

B i A interface interface-type interface-number

e & A 1 | [ mirroring-group group-id ] mirroring-port Mﬁi \ O

PR ALY T | { both | inbound | outbound } %ggﬁT,ﬁﬁﬂ%aﬂ@@Eﬁ%%%

% i

o —ANEMSANTARE SN RHT,

o S5500-28SC-HI #» S5500-52SC-HI %440 L, A0 R iblk b 8@ S iss s, B
% R A AR L,

o [k S5500-HI £ 7 &AL, *FiRsn 0 6 ) B ATHRTE £ &R —AETTR, 2RSS
044 6 S A TR T B B AR TR, SR O R S SR AR TR. BP—A
SO AREEE T RS T IAIATAEAZLE, VEAHRE R TR ST/ ML, 5
A AR R4 0 A i B 8 KA Z AR,

1-11



3. Bt &iRCPU
%1-18 BL&EIR CPU

BRIE W% i3t 88
ARG system-view B
v g o g o o WAk
NFEEGIEA | mirroring-group group-id mirroring-cpu slot e e et e
it i J§CPU slot-number-list { both | inbound | outbound } BAETHOLT, ERRIRBHR A BT IR
CPU

@ ks

—ANBURLAN T ABLE % AR CPU.

4. BeEHimA

AT DATE RG] T A 8 e B AR A A o 11, T DA sy DA P 2 i o 1 2 4 i 8 B AR AL 1)
Hui 1, 3 PR E RO AR TR

(1) ERGUETRE Hm D

#*1-19 ERZMETEE HinO

#1E we LA
HEN RG] system-view -
EFRIR BRI | mirroring-group group-id monitor-egress Wik
HiH monitor-egress-port ST R, IR R ALRAT 3

(2) A AL R E H g
%1-20 FEimOMETEE His O

BRAE we 15t AR
HWARGHE system-view
B i A interface interface-type interface-number
. . WAk
e T AR o A e ) ) . . , - N
B L L 35 mirroring-group group-id monitor-egress | 44y |, 5 1A J& A0 fu] 370 R B A 5 20
o ) 43

i
o —ANBARLAN REEELE —/ Nk,
o HH T RAERIVA BRI A

o WAREZAMHT ERE THI 4 AsMHL. 802.1X. IGMP Snooping. #74 ARP F= MAC
WA F 3], TN rastRhaee) EFALM .

5. i EZiZHEHVLAN
(1) FEHES
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e B IR VLAN 20T, 5 58l R AT45
o MUEILFEEIS VLAN FTE %4 VLAN
(2) MoEdH

#1-21 BEEZERE VLAN

1R we AR
HEN RG] system-view
sty P Lo : Wik
AIEFEEERARC | mirroring-group group-id remote-probe o o
BB VLAN | vlan rprobe-vian-id BRI, TR G A BT TR R
VLAN

@ ks

e —/NVLAN R ek —/AN4ai82a1e .

o RELE RIZAZAELE VLAN /&, % VLAN A8 B MR, oL e MIFRiZA2451% VLAN 8982 E 4 A
2B MR XA VLAN.

o AR A G, ZARGE VLAN BEBUY , AR Az 4 ais kL.

o L —/ANVLAN C.3k48 % A in42451% VLAN &, 5 & /3%Z VLAN LEfe & 1 Ik 53 g k) &2t
K145 VLAN 31,

o JRIEEA B 09X L e RAZBLGAL S INE R AR F) 69 A2 BLAK VLAN,

1.4 BEE=RiniEix O5E &%
1.4.1 BEEEEEN

=R AR G T o AR YR B R H e BREAT W RAEAE P R, MR A )

Bk FIECE AR M DA ORISR & 5 H I £ 2 TR = )25 ) 26 1 3

TR 2 A H & e — AT R A, AR N Z B A B i 1 (BJE CPU) FiTH

3 11, AN [R) PR

o fERVA b, FRENIRNG O (BUE CPU) fRE AfriniERmm I (B CPW), H M 48 E N
Tunnel #11;

o TEHMWAA L, TR HR € N Tunnel £z F06 N 14 # g 11, H 0% H 45 2 8 & 850
MRV £ PR g 11

*1-22 ZRmiEin AREEETSEN

B EE% 15 BB M E
A MR 15 4] Wk 1.4.3
TiC & YR ity 11 S T \ . g | 14.4
VS T ﬁéﬁg;%udﬁcpuﬂuﬂﬁaﬁ , WAT LA
it EZJHCPU 1.4.5
fic e H 13 1 Wik 1.4.6
B A MR 15 4 Wk 1.4.3
ERiER& WO
i B ity 11 Wik 1.4.4
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BEEES Wt BA HRECE
P A H 3 1 Wik 1.4.6

142 BiEEE

TERCE = m e BR 7, 7558 L R4S
) fid & Tunnel # A1 GRE &

1.4.3 BEARiRGE

W BIAER &R H 1% % LT R E
F+1-23 f|EAHEGA

2 PN o
ARG K] system-view -
AR irrori id local ik
% Z mirroring-grou roup-I ocal
- 979ToUp Grofp SRAHEIL ) AL A R4

1.4.4 BLERimO
TEVRBERS b, VR YR I FE e A AR IR A 1 iAE H M wess b, 1R YR 1 FR 24 Tunnel 410
Xof N F A B S 1D
A DERGME N NI @B G 4N E — a2 AN 1, n] DUZE S A0 B B S mrm H R E o $e
SEBAG A RYR G, T NS E AT A .
1. ERFOETE & RO
F1-24 ERGUETEREERiKO

BRI we ok
HENR G system-view
oo F i bound Lautbound SR T, RIS
2. mim O E TR ERiRO
#*1-25 fim OB TR &m0
BE we 5L AA
HWANRGHE system-view
N AL interface interface-type interface-number
Wi & Ao 1 9 A4 | [ mirroring-group group-id ] mirroring-port i } . )
B 4 (R 1 {both | inbound | outbound } %ETE%T, iy AN S AT A A SRR 20 1)
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g

o —NEMBLANTARE 2R,

e J& S5500-28SC-HI #= S5500-52SC-HI L b, FA %0 LAF A E @ RNERH T, ¥k
% RAEmABAFARLL.

o 34 SE500-HI £ 5] ML L, xR T ) $ 6 S HATARE B b A — MR TR, *HR
O 8 S AR AR B 5 A TAER R, xF—/NRh T R S A MR, B —A
5t DA ) S8 R 1 IR S T A NTIANAR L, AR A S R H 1 R S T AN, K
F AN 3 0 Fa T/ 3 T 6T R e A = AR

1.45 BLEIRCPU

VRS b, YR CPU @ M iE & LY CPU; e H 4% b, AR &V CPU,
%1-26 BLEIR CPU

1RAE we AR
ARG K system-view
NAMBHZAIEC | mirroring-group group-id mirroring-cpu slot R o
EIHCPU slot-number-list { both | inbound | outbound } BRATIOL T, A AR AL I
CPU

E?ﬁm

— AR N T VLB B % AR CPU.

1.4.6 BB BHMmO
EPEwR S L, W8 H G482 Tunnel #2100, 17E Hwes b, 1K H i 1§18 e A 1B 5
W05 2% )
W AERGME T e s Ame s H idum 1, 0] UZESm VAL R B 24 w7 GBS g 41
I E B, 3 R E SO A E

1. Z#RFEAETEE HAvm A
#*1-27 ERGUETEE H /im0
1RAE we i8R
WANRGAE system-view

. o s mirroring-group group-id monitor-port -
IR SBHRARE it 1| TG 9TeP group PO s R, A BRI AT F 0
1
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2. Eim O E TR E BaYim O
%1-28 fFEimAME T EE B im0

BRAE we ERR
HENZR G system-view
T T interface interface-type
HENTi AL interface-number
Wi B Ao 1 A | [ mirroring-group group-id ] A IE
BRI HRKH | monitor-port BN T, 1A AR AL H 03 1

&
o —/NEERLAN A REELE —/N B 69,
o EB#REL, HAZERGRT AL A BRI, E‘Dw/i\"‘?ﬁ”fﬂ[fﬁ:'f%%ﬁgéﬁirg‘{im 0

o JANE #9550 R ¢GRI OLIEEBIR AL 3% 0 AL RGBT, A T ARIESIE W NE & R
AR IGHAT AT, B ek R T adiig, TAERLE A&,

o BUIRZAE B 4935 O FNAEEL E O €424\ RRPP 2R4935% 0,

1.5 in AR ERANLETR

s LRI B G, EAEEME FHUT display fird ] LU RIS 5 SR AL IS TG 0L, it A
R R (RO

F1-29 i OER R RFAHETR

#BRIE we
e s e display mirroring-group { group-id | all | local | remote-destination |
BN A7 5B . . .
BABHERAH RS- remote-source } [ | { begin | exclude | include } regular-expression ]

1.6 im ARG BB L & 251
1.6.1 ZKibim O $R1GEC & 2415

1. A EK

e Device A it i 1 GigabitEthernet1/0/1 £ GigabitEthernet1/0/2 43 Jll % #5137y 3 Al A5 »
JFiE 43 1 GigabitEthernet1/0/3 %42 Server.

o IEIECE Y U7 AR A B, A8 Server W DU FTA HE TR RS
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2. tEFE
El1-4 Aitis OG5 B M E

¢

ERZkH

GE1/0/1
) GE1/0/3
Device A

GE1/0/2 Server

PR

Q Ui
0O Hgsmn

3. BB
(1) HcEAMBGU
# O AR A 1,

<DeviceA> system-view

[DeviceA] mirroring-group 1 local
# CEAMEHA 1 ISk GigabitEthernetl/0/1 I GigabitEthernet1/0/2, H )i 11 K4
GigabitEthernet1/0/3.
[DeviceA] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 gigabitethernet 1/0/2 both
[DeviceA] mirroring-group 1 monitor-port gigabitethernet 1/0/3
# 7F H 193 0 GigabitEthernet1/0/3 3¢ 1 4= Bb i
[DeviceA] interface gigabitethernet 1/0/3
[DeviceA-GigabitEthernetl/0/3] undo stp enable
[DeviceA-GigabitEthernetl1/0/3] quit
(2) I E AR
# WoR T B AL EAE B
[DeviceA] display mirroring-group all
mirroring-group 1:

type: local

status: active

mirroring port:

GigabitEthernetl/0/1 both
GigabitEthernetl/0/2 both
mirroring CPU:
monitor port: GigabitEthernetl/0/3

Bl s G, M AT LUE Server W AT HE. T8 RIE AT IR S,
1.6.2 #HITIEEBRVLANIZ I A E G 1% N B #Yin O B8 g & 2445
1. A FEK

=ANETT AL B. C 05t GigabitEthernet1/0/1~ GigabitEthernet1/0/3 ¥ 14 A\ DeviceA, I%
ki SR ThhE, 1= G EIRIN% % ServerA. ServerB. ServerC #AEME T =Nl K IX T
HIARSCHATBAR -
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1.6.3

2. tHW[E
E1-5 FIFAIZFE5E % VLAN LM A ER 352 1 B /Yis O 2H M &

‘ ServerA

GE1/0/1
GE1/0A1 gerverB
. ‘ GE1/0/2 GE1/012
Dept.B GE1/0/3
I ServerC
Dept C |

3. EBESE

# ORI B R A 1.
<DeviceA> system-view
[DeviceA] mirroring-group 1 remote-source

#RFENTBTT AL By C =N G ok S PRV AR 2 1 IRt 11
[DeviceA] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 to gigabitethernet 1/0/3
both

# W% PAT R AR IR (h4b Ll GigabitEthernet1/0/5 561D B A HHEAL 1 1% 5 1.
[DeviceA] mirroring-group 1 reflector-port GigabitEthernet 1/0/5

# B4 VLANLO 1E A Bi4 41 1 I AR B 15 VLAN, JFERE RN = & s A0l 5 £ (13 H I VLAN10.
[DeviceA] vlan 10

[DeviceA-vlanl10] port gigabitethernet 1/0/11 to gigabitethernet 1/0/13
[DeviceA-vlanl0] quit

# ' VLANLO 1E M85 4 1 i Fei% VLAN,

[DeviceA] mirroring-group 1 remote-probe vlan 10
—RBiniRin DR EERE G

1. A EK

o TEANTEMZ, Device At i [ GigabitEthernetl/0/1 4% 1%, It Trunk i K
GigabitEthernet1/0/2 5 Device B ) Trunk %ii | GigabitEthernet1/0/1 #Hi%; Device C i i %
I GigabitEthernet1/0/2 #4% Server, Jfifil Trunk % [ GigabitEthernet1/0/1 5 Device B
f¥) Trunk ¥t 1 GigabitEthernet1/0/2 #Hi% .

o  IHIWECE UL 455, ¥ Server il LM HE. BT EB IR 3.
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2. AW
E1l-6 ZRiEizin ARG EHM
W& P B & H %
Device A Device B Device C
GE1/0/2 GE1/0/1 GE1/0/1

GE1/0/11 GE1/0/2

Server

O Wil < o W O A0

3 EBESE
(1) M= Device C
# It & 4 I GigabitEthernet1/0/1 24 Trunk 1, Jf 8 ¥F VLAN 2 [{4R G

<DeviceC> system-view

[DeviceC] interface gigabitethernet 1/0/1

[DeviceC-GigabitEthernetl/0/1] port link-type trunk

[DeviceC-GigabitEthernetl/0/1] port trunk permit vlan 2

[DeviceC-GigabitEthernetl/0/1] quit

# O iE H I BR A 1.

[DeviceC] mirroring-group 1 remote-destination

# QI VLAN 2 1 e e85 VLAN.

[DeviceC] vlan 2

# QIR AR VLAN [ MAC Hiuhik2# >) T

[DeviceC-vlan2] mac-address mac-learning disable

[DeviceC-vlan2] quit

# 0B H B34 1 2 fE48i1% VLAN 2 VLAN 2, H )3 H 4 GigabitEthernet1/0/2, 7%

15 P A B BRSO LI VLAN 2.

[DeviceC] mirroring-group 1 remote-probe vlan 2

[DeviceC] interface gigabitethernet 1/0/2

[DeviceC-GigabitEthernetl/0/2] mirroring-group 1 monitor-port

[DeviceC-GigabitEthernetl/0/2] undo stp enable

[DeviceC-GigabitEthernetl/0/2] port access vlan 2

[DeviceC-GigabitEthernetl/0/2] quit

(2) Hd#E Device B

# A5 VLAN 2 1052 FE i VLAN.

<DeviceB> system-view

[DeviceB] vlan 2

# IR AR VLAN [ MAC Hiuhik2# 2] T

[DeviceB-vlan2] mac-address mac-learning disable

[DeviceB-vlan2] quit

# Mt & ot I GigabitEthernet1/0/1 24 Trunk H, Jf 814 VLAN 2 (4R SCE T

[DeviceB] interface gigabitethernet 1/0/1

[DeviceB-GigabitEthernetl/0/1] port link-type trunk

[DeviceB-GigabitEthernetl/0/1] port trunk permit vlan 2
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[DeviceB-GigabitEthernetl/0/1] quit

# I & i 11 GigabitEthernet1/0/2 3 Trunk 1, Ff 704 VLAN 2 [RHRSCGHE L .
[DeviceB-GigabitEthernetl/0/1] quit

[DeviceB] interface gigabitethernet 1/0/2
[DeviceB-GigabitEthernetl/0/2] port link-type trunk
[DeviceB-GigabitEthernetl/0/2] port trunk permit vlan 2
[DeviceB-GigabitEthernetl/0/2] quit

(3) M. Device A
# QI PR B R A 1,

<DeviceA> system-view

[DeviceA] mirroring-group 1 remote-source

# Q7 VLAN 2 11532 FE 8% VLAN.

[DeviceA] vlan 2

# KRR VLAN 1) MAC Hiuhik*% > Ty g
[DeviceA-vlan2] mac-address mac-learning disable
[DeviceA-vlan2] quit

# NCE GRS 1 % VLAN O VLAN 2, Y3 24 GigabitEthernet1/0/1, i 24
GigabitEthernet1/0/2.

[DeviceA] mirroring-group 1 remote-probe vlan 2

[DeviceA] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 both

[DeviceA] mirroring-group 1 monitor-egress gigabitethernet 1/0/2

# ic & 3% O GigabitEthernet1/0/2 4 Trunk 1, 84 VLAN 2 (3R SCil i, 78 1% 1 5G4k,
WL

[DeviceA] interface gigabitethernet 1/0/2

[DeviceA-GigabitEthernetl/0/2] port link-type trunk

[DeviceA-GigabitEthernetl/0/2] port trunk permit vlan 2

[DeviceA-GigabitEthernetl/0/2] undo stp enable

[DeviceA-GigabitEthernetl/0/2] quit

(4) HEmECEMCR
BeE seRE, P T UlRE Server ¥Rk TR AR L.

= RintRim ARG E &2

1. AR FEXK

o (E—A=EM%d, Device A il GigabitEthernetl/0/1 &£ 137 H, Jilid b 1
GigabitEthernet1/0/2 5 Device B [#)ii | GigabitEthernet1/0/1 #Hi%; Device C i id i
GigabitEthernet1/0/2 #%4% Server, Jfiliidii 1 GigabitEthernet1/0/1 5 Device B [fi [
GigabitEthernet1/0/2 #Hi%.

o HMPCE R S, {F Server nfLUEI GRE FEIE M 2 M IR T ARE. il
Y HAR 3L o
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2. LA [E
E1-7 ZRxiimORGEEEN

) %

%)&% Device B E E‘J)&%
Device A GE1/0/2 GE1/0/2 GE1/0/1 GE1/0/1 Device C
VLAN-int11 VLAN-int11 VLAN-int12 VLAN-int12
20.1.1.1/24 20.1.1.2/24,\@330.1.1.1/24 30.1.1.2/24
GE1/0/1 GE1/0/2
VLAN-int10 o GRE tunnel VLAN-int10
10.1.1.1/24 Tunnelo Tunnelo 40.1.1.1/24

50.1.1.1/24 50.1.1.2/24

O Wi Qo O Hivsn

Server

I EMELRER

(1) FCE 1P Hudik

TR B 1-7 FCEVLAN, FREA N EOINAAVLAN, At B &3 0 AP U R 7 R RS, R & ik
FEm .

(2) MHdE Device A

# Q4 1 Tunnel0, JFHLACE 1P Mk AIHERY .

<DeviceA> system-view

[DeviceA] interface tunnel 0O

[DeviceA-TunnelO] ip address 50.1.1.1 24

# MU TunnelO 42 1R GRE BEIEREI,  JF O 1%4% R g S i AT H sk .
[DeviceA-Tunnel0] tunnel-protocol gre

[DeviceA-Tunnel0] source 20.1.1.1

[DeviceA-TunnelO] destination 30.1.1.2

[DeviceA-Tunnel0] quit

# QU IFRC BN AR I 1, HRSSFSEL A tunnel.

[DeviceA] service-loopback group 1 type tunnel

# KRR LR (AL LL GigabitEthernet1/0/3 } 1) InAME S5 3R 014 1.
[DeviceA] interface GigabitEthernet 1/0/3
[DeviceA-GigabitEthernetl/0/3] undo stp enable
[DeviceA-GigabitEthernetl/0/3] port service-loopback group 1

# 11 Tunnel 2 LI 358 & B 51T B2 3R R4 1
[DeviceA-GigabitEthernetl/0/3] quit

[DeviceA] interface tunnel O
[DeviceA-Tunnel0] service-loopback-group 1

# L 'E OSPF #pil.

[DeviceA] ospf 1

[DeviceA-ospf-1] area O

[DeviceA-ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0.255
[DeviceA-ospf-1-area-0.0.0.0] network 20.1.1.0 0.0.0.255
[DeviceA-ospf-1-area-0.0.0.0] network 50.1.1.0 0.0.0.255
[DeviceA-ospf-1-area-0.0.0.0] quit

[DeviceA-ospf-1] quit

# QU A4 1.

[DeviceA] mirroring-group 1 local
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# L EAME S 4] 1 1Y 4 GigabitEthernet1/0/1,  H ()3 11124 TunnelO.
[DeviceA] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 both
[DeviceA] mirroring-group 1 monitor-port tunnel O

(3) Hd#E Device B
# Bl E OSPF Whil.

<DeviceB> system-view

[DeviceB] ospf 1

[DeviceB-ospf-1] area O

[DeviceB-ospf-1-area-0.0.0.0] network 20.1.1.0 0.0.0.255
[DeviceB-ospf-1-area-0.0.0.0] network 30.1.1.0 0.0.0.255
[DeviceB-ospf-1-area-0.0.0.0] quit

[DeviceB-ospf-1] quit

(4) MNd'& Device C

# )30 Tunnelo, J124 HALE 1P Huhl Al .

<DeviceC> system-view

[DeviceC] interface tunnel 0O

[DeviceC-TunnelO] ip address 50.1.1.2 24

# BUE TunnelO 42 1R GRE BEIEREI,  JF O 1%4% R g S i AT H bk o
[DeviceC-Tunnel0] tunnel-protocol gre

[DeviceC-Tunnel0] source 30.1.1.2

[DeviceC-TunnelQ] destination 20.1.1.1

[DeviceC-Tunnel0] quit

# AN IFEE LSS IR R 1, RSSSRTLN tunnel.

[DeviceC] service-loopback group 1 type tunnel

# KB LR ] (AL LL GigabitEthernet1/0/3 } 1) N AN S5 3R 914 1.
[DeviceC] interface GigabitEthernet 1/0/3
[DeviceC-GigabitEthernetl/0/3] undo stp enable
[DeviceC-GigabitEthernetl/0/3] port service-loopback group 1
# 11 Tunnel 2 LI $8 & B 51T EOME 25 3R R4 1,
[DeviceC-GigabitEthernetl/0/3] quit

[DeviceC] interface tunnel O

[DeviceC-Tunnel0] service-loopback-group 1

[DeviceC-Tunnel0] quit

# fid & OSPF #1313,

[DeviceC] ospf 1

[DeviceC-ospf-1] area O

[DeviceC-ospf-1-area-0.0.0.0] network 30.1.1.0 0.0.0.255
[DeviceC-ospf-1-area-0.0.0.0] network 40.1.1.0 0.0.0.255
[DeviceC-ospf-1-area-0.0.0.0] network 50.1.1.0 0.0.0.255
[DeviceC-ospf-1-area-0.0.0.0] quit

[DeviceC-ospf-1] quit

# BB R A 1.

[DeviceC] mirroring-group 1 local

# N0 EASHU BRI 20 1 i 1k GigabitEthernet1/0/1, H % 11 % GigabitEthernet1/0/2.
[DeviceC] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 inbound
[DeviceC] mirroring-group 1 monitor-port gigabitethernet 1/0/2

# 7F H 193 0 GigabitEthernet1/0/2 |5 142 Bb i

[DeviceC] interface gigabitethernet 1/0/2

[DeviceC-GigabitEthernetl/0/2] undo stp enable

[DeviceC-GigabitEthernetl/0/2] quit
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#2-9 ET4EHFmEEH

BRE we L EA
ARG system-view -
HENFE ST A control-plane slot slot-number -
1Y H QoS e e Z|45 il > [Hi qos apply policy policy-name inbound DAk

& i
A * control-plane #= qos apply policy 44~44 A%, E5IL “ACL A= QoS 44 HA#£” F4)
“QoS R

2.4 FRiRG BB E 25
2.4.1 WG B2

1. A FEK

o HEOSTI YA T TR AP AN [ I B 1P Rl JHG R T B R AR 40 Sl 4 192.168.1.0/24
F11192.168.2.0/24 W B, %A @ (1 TAER A A RE R TAEH K 8 553 18 5.

o HIRCEWMEE, A Server n] LU YL ] T K WWW it i, LA RCEARTRAE T AR
[ R A T3 1P it .

2. AW E

E2-1 REGATEEHWE

GE1/0/1] Device A

I
GE1/0/2 @ GE1/0/4

GE1/0/3
Dip7RY HARH
192.168.1.0/24 I 192.168.2.0/24
Host A Host B Server Host C Host D

I EMEDE

(1) PCE PO TR ) T R 1

# Q4 ACL 3000, Jf5& S MAN: VULECEIARES (192.168.2.0/24 MED Viin] WWW IR L.
<DeviceA> system-view

[DeviceA] acl number 3000

[DeviceA-acl-adv-3000] rule permit tcp source 192.168.2.0 0.0.0.255 destination-port eq www
[DeviceA-acl-adv-3000] quit
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# QIR K tech_c, JFRCE R SCUTECHIN A ACL 3000,

[DeviceA] traffic classifier tech_c

[DeviceA-classifier-tech_c] if-match acl 3000
[DeviceA-classifier-tech_c] quit

# QUEEIAT A tech_b, JfFCE WMEE1% 25 1 GigabitEthernet1/0/3.
[DeviceA] traffic behavior tech_b

[DeviceA-behavior-tech_b] mirror-to interface gigabitethernet 1/0/3
[DeviceA-behavior-tech_b] quit

# 0% QoS MK tech_p, JFFFRER /IS tech_c K HRAT N tech_b.
[DeviceA] qos policy tech p

[DeviceA-qospolicy-tech_p] classifier tech_c behavior tech_b
[DeviceA-qospolicy-tech_p] quit

# F QoS il tech_p [ H 2%t I GigabitEthernet/0/1 () J7 17 .
[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] qos apply policy tech_p outbound
[DeviceA-GigabitEthernetl/0/1] quit

(2) BB BRI AL TR

# 58 SUTAER ). G4k work (R BE,  HER i) 30 PB4 4 T A F 0 8 581 18 £,
[DeviceA] time-range work 8:0 to 18:0 working-day

# @)% ACL 3001, JfiE i AW VERECAE TARI A BOR (192.168.2.0/24 WD RAL T
(192.168.1.0/24 ME 1] IP 3

[DeviceA] acl number 3001

[DeviceA-acl-adv-3001] rule permit ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0
0.0.0.255 time-range work

[DeviceA-acl-adv-3001] quit

# QA7 2K mkt_c, JFRCEIRSCULECAN A ACL 3001.

[DeviceA] traffic classifier mkt_c

[DeviceA-classifier-mkt_c] if-match acl 3001
[DeviceA-classifier-mkt_c] quit

# AIERAT N mkt_b, JFECE B 25 1 GigabitEthernet1/0/3.
[DeviceA] traffic behavior mkt_b

[DeviceA-behavior-mkt_b] mirror-to interface gigabitethernet 1/0/3
[DeviceA-behavior-mkt_b] quit

# G QoS il mkt_p, JF4RE K mkt_c KHIFAT A mkt_b.
[DeviceA] qos policy mkt_p

[DeviceA-gospolicy-mkt_p] classifier mkt_c behavior mkt_b
[DeviceA-qospolicy-mkt_p] quit

# ¥ QoS g mkt_p N # 11 GigabitEthernet1/0/2 ) H: J7 1) L.
[DeviceA] interface gigabitethernet 1/0/2
[DeviceA-GigabitEthernetl/0/2] qos apply policy mkt_p outbound

(3) KM E AR
BB SER e, P LUE Server M FEAR S ] LI ) WWW it i, DLEEOREAE AR I (8]
RAET ) 1P i
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{none | trap-only }]

Bl 000 o g ) SiE L ) 1 189 A
g ({L UDP-jitter F1Voice
RS ESD)

reaction item-number checked-element
{ jitter-ds | jitter-sd } threshold-type
{ accumulate accumulate-occurrences |
average } threshold-value upper-threshold
lower-threshold [ action-type { none |

trap-only }]

MR s b i B, DR PG %
Trapi¥ B 1772

A TEOLT , A P RS 4 &
X Trapid &

1-18



1RAE we AR

B 2 O R 1) I S ) B %% | reaction  item-number checked-element
20 ({XUDP-jitterfIVoiceMitsZ | { owd-ds | owd-sd } threshold-value
=) upper-value lower-value

B2 5 9 Voice IR ICPIEA [ reaction item-number checked-element

Nl (i 2L i ) il icpif  threshold-value upper-threshold
ﬁiﬁm wAL (B Voice A5 lower-threshold [ action-type { none |
~F

trap-only }]

1 2 15 9 Voice A MOS 11 [t reaction item-number checked-element

Nl (i 2k i ) il mos threshold-value upper-threshold
ﬁiﬁm HAL (B voice SIS lower-threshold [ action-type { none |
~F

trap-only }]

= inm

o DNS MK TR XFH L% Trap /4 &, BPafF DNS MK, #k&sHh1E R GeALE A none,

e 7 Voice MX KA LA F#AT reaction trap 48, 2 X 3F reaction trap test-complete.

1.9 FEENQAZITINRE

NQA H4 7 45 5 I 1) 5] B A 58 1) NQA IR YAl —41, TSR AIMNR 45 RIS e, XL g E M
gt i display nqa statistics 4 nl LU s iZ 4 i 4 145 B il i statistics interval
iy A Tl LAV B G0 Tl (6 s [ [ g o

MR PG AL H R B A, R EBGHT I ZE v 4, R AT I R A B e v ALK B o o i
statistics max-group iy Al A E R B s KRG v 41 145

Fi 5 TR I P4 e s — ARG RS, T — AN g4l ol 4l i A 24k ahfe, BGiHAtr—x
WAL, K pe . 13t statistics hold-time 4 1] LLi5 & 481 20 11 £ B4 I 1]

%1-20 BLE NQA FitIhae

BRAE we A
ARG system-view -
HEANQAM 2 #A 1] nga entry admin-name operation-tag | -
type { disw | dns | ftp | http |
HEA DAL DA B A icmp-echo | snmp | tcp | udp-echo | | -
udp-jitter | voice }
T 0 I 4 AR AT ST vt 1) I ) A
e Il T statistics interval interval BB LT, SR S5 AT S
7
YIS 1) 1) s 2y 607
Ali%
BRETEOLT , BERS Ok B 1 R St
e BE PR B I B KRG 44 | statistics max-group number HHCH2
BRGIUFANECHON, AHATES
it
Ak
Pic G AL O B I 1) statistics hold-time hold-time R TESLR, Givk 4L 5 i
12073
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= inm

o DHCP MiX R £ # At & NQA it 7 ik,
o JuRidiT frequency 445 5 ik 4 W RN KT 46 B 18] 69 B 18] 8] 3 0, ) R AE RS 4EAE &,

1.10 FEENQAHK HIZFEINEE

THiE NQA MRXZ I I Ll sk RAE IR S, RGURdsk NQA MK sif5 5L, it display nga

history iy 4 1] LA B 1% MR ALK 7 sl 545 B

W I AP AT 4538 T DA A -

o JIHCSRIRAEIS AL ) S S ARAE I A B L E A NS, KBRS e k.

o NIRRT RERE TR AT I B R I SR SN IR Sl s SOk I e iR B H R
FL )3 S SRR 2 B e

F1-21 BLE NQA LIt RINAE

B1E we ki
ARG K] system-view
HEAANQAMI AL HL K] nga entry admin-name operation-tag
type { dhcp | disw | dns | ftp | http |
HEN AL A 2 A ] icmp-echo | snmp | tcp | udp-echo |
udp-jitter | voice }
FF FENQAMI 4L 1 4 32 3¢ i
e R 7 | history-record enable BRATHESL T, NQABIRALI B
WK RAF D REAL TR PR AS
HiE B NQABI B4 Hh [y s 1d % A
H@{%ﬁ%[‘;}j B ok history-record keep-time keep-time BB, NQAIALL i s
SRR RAF IS [R] 249 12093
Ciprin
=22 AN 4 ok (=]
?;i;%{%;ﬂé%ﬂ/l\ylﬁ%% history-record number number B tEm s, — AR gy
PRAT (11 5K g 5298 AN HCA 50

1.11 BEENQANIKLH IR A MiES £

NQA MIRAL W FH nT e S8, RHZ IR A (KR 24
B i e A, BT A AR 2R AR mT DL B0 T3 S0, nl DU 40 S i il 1 R B R 4L 2 50
F£1-22 BLE NQA MK LB RYiE A FIiES

i w2 1578
HENARTHLE system-view
HEANQAMIIAZL LK nqa entry admin-name

operation-tag

type {dhcp | dlsw | dns | ftp | http
HEA I R SR ] | icmp-echo | snmp | tcp |
udp-echo | udp-jitter | voice }
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1BRIE

A
AP <

AR

P B IR (i 7 7

description text

Al ik
SO, WKL B A d T AT
i

e 0 R L 8 P UK T 46 1)

FRT S ) T o

frequency interval

nj ik

B RO, R A % 2 P R
FEUE I [0 (Y B () ) B oA OZE 0, B
AT — IR

I 3% frequency 4 & 1 I 18] 1]
By, bk Rse ke, WA S
B — IR

P UN QAN A HEAT HR I ) 2

#

probe count times

T
AT, YA K
1K

Voice A I KE i L, T
S

Pic N QAR I 1 i)

probe timeout timeout

Al

BTN, IR A
3000Z 7

UDP-jitterill i A REAL B % S 4L

i B RN e SCAE ) 6 v ] L 28 e Y

REC
B, BRI ST 1 2 ofr

KB tth value L2 05 KB 2005
DHCPIIAA BB & 1% 54

B B NQAFR M i SCIPHR ST 3k H ik 2% e

A K a)

R tos value BT, NQAFEWILIPH
Skrp R 2528 BRI 0
ik

JA Bl 2 55 B Dh g route-option bypass-route BRETOL T R STEREAL T

DHCPIAARENL & 1% S50

1.12 EAENQAMRH

TR AL E, AT LAY B AR AT ) I 20 I [ AR 8] o e 0 A () B P DA LA 9 ] T
M now, now FoRALRIEEIR;  KESN TR HCE W] DU ELAR Y I R AN forever, forever Kor—
BT, ER M EE undo nga schedule fiy4 F-3045 11K .

FRGEI MIFE<JA I [R]> <3 ) ] 0] + FE L2 i ) >y FE py i, KA T $447 nga schedule
A, W RG] AR B B R, WA S B RE, BaiER; W R G LR S B i
B~ J3 SIS 8] - RFLLIS TR 2 18], WSZ RIS St n R GEi 18] O 288 5 Bl Ta] 4 RS a], )

AL AEIR . il display clock iy 1] LLAE 2R 4810 24 7 I 1]

1. B EEE

FEVE NQA MIRALZ 1Y, i EEARIE
o TURKSEAUAR N (I 2 A B e B s
o XITHEL NQA MRS5S A ISR, 458 B NQA HR 55 4% i O C o
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2. AENQAMR LA
<1-23 AE NQA ik

1R % EL
HANRZHLE system-view
nga schedule admin-name
o S operation-tag start-time { hh:mm:ss | . ..
TLNQATIIAZL [yyyy/mmidd ] | now } lifetime { lifetime | 2
| forever }
CIpv
?j‘ﬁ;’:?ﬂ)‘”ﬁﬁ% HINQARI LAY nga agent max-concurrent number @%é r’é’—%f’ &%‘ﬁﬁgaﬁﬁ?
R TR 2 (KN QAN 1) f5e KA £
K2

A\ e

o MK LEA IR E S 3 T G B A GZ N R AL AL Fe ) K K A AL |

o T LBHMIKAK LT RMKG MK, T R GET R n, A F AKX
i ARLIELE SR AN

1.13 NQARRFn4EA

s FIRBCE S, EEEME FIAT display 4 il LB /RECE G NQA fistrfim, Wi
oA B E RO
F1-24 NQA BRFnLEsA

1BE we
ERENOQATIRL 5 o i 3 display nga history [ admin-name operation-tag ] [ |

{ begin | exclude | include } regular-expression ]

display nga reaction counters [ admin-name
SR NQA B 152 T it () 24 B e 0 25 o1 operation-tag [ item-number 1 ] [ | { begin | exclude |
include } regular-expression ]

N s display nga result [ admin-name operation-tag ] [ | { begin
N R i & ; -
bl RNQANIA T A | exclude | include } regular-expression ]

— S Ny display nga statistics [ admin-name operation-tag ] [ |
B JIRRNEIES =P : . :
SEZINQANIR Y ZE 1 & {begin | exclude | include } regular-expression ]

. AL e 2 display nqa server status [ | { begin | exclude | include }
BIR i ?ég 41@\ :
705 AR RS regular-expression ]

1.14 NQAH AL & 2445
1.14.1 ICMP-echoillliz B & =& 151

1. A EK

1] NQA 1] ICMP-echo Ml Zhfg, MPRAET (Device A) KIXMIR LG LA Fq @ F—Bk
W #% (Device C) 2Iikf5E M H I (Device B), LLAARICHAE & I [H]
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2. 4BM
E1-3 ICMP-echo izt 2A ™

Device C

10.1.1.2/24

10.3.1.1/24

Device A Device B

10.3.1.2/24 10.4.1.1/24

Device D

3. BESE

= inm

HAT T @R EZA, FRARSKEZI MG TE,

# QI ICMP-echo A1) NQA MIRAL, JFRCE MR £ H bty 10.2.2.2.
<DeviceA> system-view

[DeviceA] nga entry admin test

[DeviceA-nga-admin-test] type icmp-echo

[DeviceA-nga-admin-test-icmp-echo] destination ip 10.2.2.2

#NOE T Bk 10.1.1.2, PUEIHAHR L8 E R — Bk (Device C) 2ik H ), 1M
ANEIE L Device D #3%k H 1135

[DeviceA-nga-admin-test-icmp-echo] next-hop 10.1.1.2

#IEIEZSE: — K NQA MR R XECh 10, BRIFIEE IS I (7] 4 500 285, WA 41IEL: P
OCINAR T 465 P 18] £ I ] [ B 2 5000 2240

[DeviceA-nga-admin-test-icmp-echo] probe count 10
[DeviceA-nga-admin-test-icmp-echo] probe timeout 500
[DeviceA-nga-admin-test-icmp-echo] frequency 5000

# IF)53 NQA I Sl sk AR D RE,  JFECE M4 5e 8 OR A7 I B oK g S il AN 40 10,
[DeviceA-nga-admin-test-icmp-echo] history-record enable
[DeviceA-nga-admin-test-icmp-echo] history-record number 10
[DeviceA-nga-admin-test-icmp-echo] quit

# Jri 3 ICMP-echo MR 1% .

[DeviceA] nga schedule admin test start-time now lifetime forever

# MPAT — BN JS, 451k ICMP-echo I 4F .

[DeviceA] undo nga schedule admin test

# 78 ICMP-echo P 5 Jm — K 45 2R

[DeviceA] display nga result admin test
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NQA entry (admin admin, tag test) test results:
Destination IP address: 10.2.2.2
Send operation times: 10 Receive response times: 10
Min/Max/Average round trip time: 2/5/3
Square-Sum of round trip time: 96
Last succeeded probe time: 2011-08-23 15:00:01.2
Extended results:
Packet loss in test: 0%
Failures due to timeout: O
Failures due to disconnect: 0O
Failures due to no connection: O
Failures due to sequence error: 0O
Failures due to internal error: O
Failures due to other errors: O
Packet(s) arrived late: O
# Y7 ICMP-echo P g 5230 3%
[DeviceA] display nga history admin test
NQA entry (admin admin, tag test) history record(s):

Index Response Status Time
370 3 Succeeded 2011-08-23 15:00:01.2
369 3 Succeeded 2011-08-23 15:00:01.2
368 3 Succeeded 2011-08-23 15:00:01.2
367 5 Succeeded 2011-08-23 15:00:01.2
366 3 Succeeded 2011-08-23 15:00:01.2
365 3 Succeeded 2011-08-23 15:00:01.2
364 3 Succeeded 2011-08-23 15:00:01.1
363 2 Succeeded 2011-08-23 15:00:01.1
362 3 Succeeded 2011-08-23 15:00:01.1
361 2 Succeeded 2011-08-23 15:00:01.1
1.14.2 DHCPiR Be & 2451

1. AR EE K

8 J1 NQA [y DHCP Jlli{fg, Wi Device A )\ DHCP [l 55 & Device B HIi5 2] IP #uhik 5 ) IS

] 6

2. A E

E1-4 E.E DHCP AW E

NQA client DHCP server
Vlan-int2 Vlan-int2
@ 10.1.1.1/16 10.1.1.2/16 )"’*;
Device A Device B

3. BB
# )% DHCP 27U NQA MliA4L, JfF8 e #EAT DHCP M1 1 VLAN #2112,

<DeviceA> system-view

[DeviceA] nga entry admin test

[DeviceA-nga-admin-test] type dhcp

[DeviceA-nga-admin-test-dhcp] operation interface vlan-interface 2
# TF 5 NQA WA AL 77 s i % (R A7 T

[DeviceA-nga-admin-test-dhcp] history-record enable
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[DeviceA-nga-admin-test-dhcp] quit
# )5 5)) DHCP JIA#EAE
[DeviceA] nga schedule admin test start-time now lifetime forever
# WK HAT— B )5, 5 1k DHCP Ml .
[DeviceA] undo nga schedule admin test
# W DHCP P e — il i 45 2R
[DeviceA] display nga result admin test
NQA entry (admin admin, tag test) test results:
Send operation times: 1 Receive response times: 1
Min/Max/Average round trip time: 624/624/624
Square-Sum of round trip time: 389376
Last succeeded probe time: 2011-01-22 09:56:03.2
Extended results:
Packet loss in test: 0%
Failures due to timeout: O
Failures due to disconnect: O
Failures due to no connection: O
Failures due to sequence error: O
Failures due to internal error: O
Failures due to other errors: O
Packet(s) arrived late: O
# W DHCP P g s i %
[DeviceA] display nga history admin test
NQA entry (admin admin, tag test) history record(s):
Index Response Status Time
1 624 Succeeded 2011-01-22 09:56:03.2

1.14.3 DNSi & =551

1. (BRI E K

{FH NQA ¥) DNS ik ZhfE, Wik Device A J& 75 n] LLE LR E ) DNS %525 K514 host.com fif
Mok 1P ik, IR 42 fig AT B i (R AT

2. A&
E1-5 EE DNS AW &

NQA client DNS server

’t 10.1.1.1/16

Device A

3 EELSE

= i

HATT BB EZA, §2ARELEZIN MG TIA,

# Q7 DNS 2B 1) NQA {4 .
<DeviceA> system-view

[DeviceA] nga entry admin test
[DeviceA-nga-admin-test] type dns
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# WO E N E 0 H bk DNS 452509 1P didik 10.2.2.2, ZL#HTHII4 4 host.com.
[DeviceA-nga-admin-test-dns] destination ip 10.2.2.2
[DeviceA-nga-admin-test-dns] resolve-target host.com
# JT )3 NQA P ZH i g 32 il sk PR A7 T BE
[DeviceA-nga-admin-test-dns] history-record enable
[DeviceA-nga-admin-test-dns] quit
# JriZ)) DNS Wl AF
[DeviceA] nga schedule admin test start-time now lifetime forever
# WAPAT —BUN A, 4511 DNS WA
[DeviceA] undo nga schedule admin test
# 7% DNS Wl b g o — 0l &5
[DeviceA] display nga result admin test
NQA entry (admin admin, tag test) test results:
Destination IP address: 10.2.2.2
Send operation times: 1 Receive response times: 1
Min/Max/Average round trip time: 62/62/62
Square-Sum of round trip time: 3844
Last succeeded probe time: 2011-01-23 10:49:37.3
Extended results:
Packet loss in test: 0%
Failures due to timeout: O
Failures due to disconnect: O
Failures due to no connection: O
Failures due to sequence error: O
Failures due to internal error: O
Failures due to other errors: O
Packet(s) arrived late: 0
# Wk DNS WU D sad sk
[DeviceA] display nga history admin test
NQA entry (admin admin, tag test) history record(s):
Index Response Status Time
1 62 Succeeded 2011-01-23 10:49:37.3

1.14.4 FTPR B & =451

1. AR EE K

i NQA I¥) FTP ik g, Wik Device A &5 1 LARIFRE N FTP k%% Device B %, LA
JeAT FTP RS 2% FAG—AN SOOIt R] . B sk FTP RS #5101 /7 44 admin, %55k systemtest,
FALIL B SS 2R 03044 4 config.txt,

2. tHWE
E1-6 BLE FTP AW &

NQA client FTP server
<§!;~1a1ﬂﬂms

Device A Device B
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JEESE

=

HATT @GR EZA, FEAREGRENNHEG TR,

# QI FTP A NQA It

<DeviceA> system-view

[DeviceA] nga entry admin test

[DeviceA-nga-admin-test] type ftp

# L E MRS E W B bkl FTP Jgs #4311 1P #hiik 10.2.2.2.

[DeviceA-nga-admin-test-ftp] destination ip 10.2.2.2

# IC BRI 1P ity 10.1.1.1.
[DeviceA-nga-admin-test-ftp] source ip 10.1.1.1

# B FTP RS54 H 1 444 admin, #6574 systemtest.

[DeviceA-nga-admin-test-ftp] username admin
[DeviceA-nga-admin-test-ftp] password systemtest
# 0 B IRPAT (3R Ny ) FTP 45 %% A% S config.ixt.
[DeviceA-nga-admin-test-ftp] operation put
[DeviceA-nga-admin-test-ftp] filename config.txt
# FFJ NQA PR ZH 1) g 52l sk R A7 DI BE
[DeviceA-nga-admin-test-ftp] history-record enable
[DeviceA-nga-admin-test-ftp] quit
# Jii 3 FTP MlREEAEE
[DeviceA] nga schedule admin test start-time now lifetime forever
# WIKPAT — B TH) e, 50k FTP P ER AT
[DeviceA] undo nga schedule admin test
# s FTP P rb e e — ki 4 2
[DeviceA] display nga result admin test
NQA entry (admin admin, tag test) test results:
Destination IP address: 10.2.2.2
Send operation times: 1 Receive response times: 1
Min/Max/Average round trip time: 173/173/173
Square-Sum of round trip time: 29929
Last succeeded probe time: 2011-01-22 10:07:28.6
Extended results:
Packet loss in test: 0%
Failures due to timeout: O
Failures due to disconnect: 0O
Failures due to no connection: O
Failures due to sequence error: 0O
Failures due to internal error: O
Failures due to other errors: O
Packet(s) arrived late: 0O
# W FTP GCH) D sl sk
[DeviceA] display nga history admin test
NQA entry (admin admin, tag test) history record(s):
Index Response Status Time
1 173 Succeeded 2011-01-22 10:07:28.6
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1.14.5 HTTPNiR B & 24451

1. ARk

{FFH NQA ) HTTP M RE, M2 5 n] ANIFRE I HTTP IRg5 a8 2 Al iz, LA HTTP
I 55 4 BRI (RIS 1]

2. A E

E1-7 HTTP i 4R M &

NQA client
’% 10.1.1.1/16

HTTP server
10.2.2.2/16 A}Q

Device B

Device A

3 EBMESE

= inm

HATTFTENEREZAN, FEARSXEZNE K E T,

# G HTTP 282411 NQA M4
<DeviceA> system-view
[DeviceA] nga entry admin test
[DeviceA-nga-admin-test] type http
# O E MR ERAE W B ik HTTP IRS-45 14 1P Hilik 10.2.2.2,
[DeviceA-nga-admin-test-http] destination ip 10.2.2.2
# M HTTP PGl EAt 200 get #ff. (get HAF N E Ay 50, B, nTRIAPAT AR ED
[DeviceA-nga-admin-test-http] operation get
# WOE HTTP Pt ; 1) B Rk 4 findex.htm.
[DeviceA-nga-admin-test-http] url /index.htm
# WOE HTTP Pl H BcA Y 1.0 GBREHOL M AE I RRA Ty 1.0, B, AT AASAT AL ED
[DeviceA-nga-admin-test-http] http-version v1.0
# JT )3 NQA P ZH 1 g S il sk PR A7 D BE
[DeviceA-nga-admin-test-http] history-record enable
[DeviceA-nga-admin-test-http] quit
# )38 HTTP MR A
[DeviceA] nga schedule admin test start-time now lifetime forever
# WAPAT —BUN RS, 45k HTTP Pt .
[DeviceA] undo nga schedule admin test
# 0o HTTP Ul d Jm — K 45 R
[DeviceA] display nga result admin test
NQA entry (admin admin, tag test) test results:
Destination IP address: 10.2.2.2

Send operation times: 1 Receive response times: 1

Min/Max/Average round trip time: 64/64/64

Square-Sum of round trip time: 4096

Last succeeded probe time: 2011-01-22 10:12:47.9

Extended results:
Packet loss in test: 0%
Failures due to timeout: O
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Failures due to disconnect: O
Failures due to no connection: O
Failures due to sequence error: O
Failures due to internal error: O
Failures due to other errors: O
Packet(s) arrived late: O
# R HTTP PR s il %
[DeviceA] display nga history admin test
NQA entry (admin admin, tag test) history record(s):
Index Response Status Time
1 64 Succeeded 2011-01-22 10:12:47.9

1.14.6 UDP-jitter;illi® fic & 2¢ 451

1. AR

i Fl NQA ) UDP-jitter JIAZhAg, MiAAUR (Device A) A€ H % (Device B) [ 1 9000
ZARER ST B e+ 2]

2. A E

[E]1-8 UDP-jitter iix 28 Y €]

NQA client NQA server
~§!;~10114M6

Device A Device B

3 EMELE

= i

HATT BB EZA, §2ARELEZIN MG TA,

(1) fid# Device B
# e NQA JIR4s2%, BeE WWray IP Hihik >k 10.2.2.2, UDP i 524 9000,

<DeviceB> system-view
[DeviceB] nga server enable

[DeviceB] nga server udp-echo 10.2.2.2 9000

(2) HdE Device A

# G UDP-jitter 28714 1) NQA MK 4 .

<DeviceA> system-view

[DeviceA] nga entry admin test

[DeviceA-nga-admin-test] type udp-jitter

# 0B AR H i HEE ) 10.2.2.2,  HIMER 5 9000,
[DeviceA-nga-admin-test-udp-jitter] destination ip 10.2.2.2
[DeviceA-nga-admin-test-udp-jitter] destination port 9000
#ICE AT IES A WA ZH 3 2 93 I 46 B ] P s ) TRJ RS 24 1000 2240
[DeviceA-nga-admin-test-udp-jitter] frequency 1000
[DeviceA-nga-admin-test-udp-jitter] quit

# J3 5 UDP-jitter MR #AE .

[DeviceA] nga schedule admin test start-time now lifetime forever
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# MAAPAT— B 5, 45 1k UDP-jitter P #RAE .
[DeviceA] undo nga schedule admin test
# o UDP-jitter WA B 5 — 0l 45 2R
[DeviceA] display nga result admin test
NQA entry (admin admin, tag test) test results:
Destination IP address: 10.2.2.2
Send operation times: 10 Receive response times: 10
Min/Max/Average round trip time: 15/32/17
Square-Sum of round trip time: 3235
Last succeeded probe time: 2011-01-29 13:56:17.6
Extended results:
Packet loss in test: 0%
Failures due to timeout: O
Failures due to disconnect: O
Failures due to no connection: 0O
Failures due to sequence error: O
Failures due to internal error: O
Failures due to other errors: O
Packet(s) arrived late: O
UDP-jitter results:
RTT number: 10

Min positive SD: 4 Min positive DS: 1

Max positive SD: 21 Max positive DS: 28
Positive SD number: 5 Positive DS number: 4
Positive SD sum: 52 Positive DS sum: 38
Positive SD average: 10 Positive DS average: 10
Positive SD square sum: 754 Positive DS square sum: 460
Min negative SD: 1 Min negative DS: 6

Max negative SD: 13 Max negative DS: 22
Negative SD number: 4 Negative DS number: 5
Negative SD sum: 38 Negative DS sum: 52
Negative SD average: 10 Negative DS average: 10
Negative SD square sum: 460 Negative DS square sum: 754

One way results:

Max SD delay: 15 Max DS delay: 16

Min SD delay: 7 Min DS delay: 7

Number of SD delay: 10 Number of DS delay: 10

Sum of SD delay: 78 Sum of DS delay: 85

Square sum of SD delay: 666 Square sum of DS delay: 787
SD lost packet(s): O DS lost packet(s): O

Lost packet(s) for unknown reason: O
# 7 UDP-jitter MR ZEil-45 58 .
[DeviceA] display nga statistics admin test
NQA entry (admin admin, tag test) test statistics:
NO. : 1
Destination IP address: 10.2.2.2
Start time: 2011-01-29 13:56:14.0
Life time: 47 seconds
Send operation times: 410 Receive response times: 410
Min/Max/Average round trip time: 1/93/19
Square-Sum of round trip time: 206176
Extended results:
Packet loss in test: 0%
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Failures due to timeout: O
Failures due to disconnect: O
Failures due to no connection: O
Failures due to sequence error: 0O
Failures due to internal error: O

Failures due to other errors: O

Packet(s) arrived late: 0
UDP-jitter results:

RTT number: 410

Min positive SD: 3

Max positive SD: 30

Positive SD number: 186

Positive SD sum: 2602

Positive SD average: 13

Positive SD square sum: 45304

Min negative SD: 1

Max negative SD: 30
number: 181
181

Negative SD average: 13

Negative SD
Negative SD sum:

Negative SD square sum: 46994
One way results:
Max SD delay: 46
Min SD delay: 7
Number of SD delay: 410
Sum of SD delay: 3705
Square sum of SD delay: 45987
SD lost packet(s): O
Lost packet(s) for unknown reason: O

Min positive DS: 1

Max positive DS: 79

158
1928
Positive DS average: 12

Positive DS number:
Positive DS sum:

Positive DS square sum: 31682
Min negative DS: 1

Max negative DS: 78

Negative DS number: 209
Negative DS sum: 209

Negative DS average: 14
Negative DS square sum: 3030

Max DS delay: 46

Min DS delay: 7

Number of DS delay: 410

Sum of DS delay: 3891

Square sum of DS delay: 49393
DS lost packet(s): O

=

display nga history 44~69 2 713 & &k R s UDP-jitter X #9485 %, 4= R4 7 # UDP-jitter X,
#9eE R, #pUGAE display ngaresult 44-F A &L —kK NQA X4y £, Kidit display nga

statistics 44~% & NQA MKt % iH1Z &,

1.14.7 SNMP;lizt Bt & 2151

1. A EK

1§ F NQA ) SNMP i Zh ¢, Ml M Device A & H—/> SNMP B3 & ) S 21 21 SNMP agent

(Device B) M 5+ SCFT FH RS TH]
2. ‘A E
E1-9 SNMP B &ilix2E M &

NQA client
’t\’ 10.1.1.1/16

SNMP agent

Device A Device B
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JEESE

=

HATT @GR EZA, FEAREGRENNHEG TR,

(1) EE SNMP agent (Device B)
# Ja%) SNMP agent R4, ¥ & SNMP JiiA K all. R4k 4 & public. #25 H1k4 A private.

<DeviceB> system-view

[DeviceB] snmp-agent

[DeviceB] snmp-agent sys-info version all
[DeviceB] snmp-agent community read public
[DeviceB] snmp-agent community write private

(2) WE Device A
# G4 SNMP R4,  JFre & A EE 10 H bl SNMP agent [#) 1P $ihil 10.2.2.2,

<DeviceA> system-view
[DeviceA] nga entry admin test
[DeviceA-nga-admin-test] type snmp
[DeviceA-nga-admin-test-snmp] destination ip 10.2.2.2
# JTJ NQA PR ZH ) Iy 52 e sk R A7 D BE
[DeviceA-nga-admin-test-snmp] history-record enable
[DeviceA-nga-admin-test-snmp] quit
# 2 S ERAT
[DeviceA] nga schedule admin test start-time now lifetime forever
# MAPAT —BUS G, 452 1 SNMP IR R A
[DeviceA] undo nga schedule admin test
# Wk SNMP 85 Jo — I R 45 2R
[DeviceA] display nga result admin test
NQA entry (admin admin, tag test) test results:
Destination IP address: 10.2.2.2
Send operation times: 1 Receive response times: 1
Min/Max/Average round trip time: 50/50/50
Square-Sum of round trip time: 2500
Last succeeded probe time: 2011-01-22 10:24:41.1
Extended results:
Packet loss in test: 0%
Failures due to timeout: O
Failures due to disconnect: 0O
Failures due to no connection: 0O
Failures due to sequence error: O
Failures due to internal error: O
Failures due to other errors: 0O
Packet(s) arrived late: 0O
# A7 SNMP IR g Sl sk .
[DeviceA] display nga history admin test
NQA entry (admin admin, tag test) history record(s):
Index Response Status Time
1 50 Timeout 2011-01-22 10:24:41.1
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1.14.8 TCPiMiz Bt & =415

1. ARk

{FH NQA i) TCP ik ZhRE, MikAuG (Device A) Flfg e Hfum (Device B) ¥ 1 9000 2 |1
N TCP IEH P i (I IR o

2. A E

E1-10 TCP iz 2H M &

NQA client NQA server
’% 10.1.1.1/16 10.2.2.2/16 ’t\’

Device A Device B

3. MELTE

= inm

HATTFTENEREZAN, FEARSXEZNE K E T,

(1) Hd#E Device B
# fHHE NQA JIRSS 2%, B & AW 1P Hulik>h 10.2.2.2, TCP ¥ 1524 9000,

<DeviceB> system-view
[DeviceB] nga server enable

[DeviceB] nga server tcp-connect 10.2.2.2 9000
(2) N Device A

# G TCP RAL A4 .
<DeviceA> system-view
[DeviceA] nga entry admin test
[DeviceA-nga-admin-test] type tcp
# e E MRS E R H kol 10.2.2.2, H 356 11524 9000,
[DeviceA-nga-admin-test-tcp] destination ip 10.2.2.2
[DeviceA-nga-admin-test-tcp] destination port 9000
# IT 53 NQA PR ZH 1 g 52 i s AR AF D RE o
[DeviceA-nga-admin-test-tcp] history-record enable
[DeviceA-nga-admin-test-tcp] quit
# 3 SR AT
[DeviceA] nga schedule admin test start-time now lifetime forever
# WIKPAT — B )5, 1k TCP R At
[DeviceA] undo nga schedule admin test
# R TCP Ml b s fo — I 45 2R
[DeviceA] display nga result admin test
NQA entry (admin admin, tag test) test results:
Destination IP address: 10.2.2.2
Send operation times: 1 Receive response times: 1
Min/Max/Average round trip time: 13/13/13
Square-Sum of round trip time: 169
Last succeeded probe time: 2011-01-22 10:27:25.1
Extended results:
Packet loss in test: 0%
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Failures due to timeout: O
Failures due to disconnect: O
Failures due to no connection: O
Failures due to sequence error: 0O
Failures due to internal error: O
Failures due to other errors: O
Packet(s) arrived late: 0
# s TCP MK I i %
[DeviceA] display nga history admin test
NQA entry (admin admin, tag test) history record(s):
Index Response Status Time
1 13 Succeeded 2011-01-22 10:27:25.1

1.14.9 UDP-echoillliz i & =& 151

1. AR EEk

{1} NQA [f] UDP-echo ik zhfg, M4 (Device A) A€ H i (Device B) [K)¥ 111 8000
Z 18] UDP PIM3AR S AT 35 I ] o

2. A E

[El1-11 UDP-echo iz 4E M &

NQA client NQA server
—ome—, 10.1.1.1/16 10.2.2.2/16 —me—

Device A Device B

3. BESE

=

HATT @GR EZA, FEARERENNHEG TR,

(1) H#c# Device B
# fiHE NQA IR%s 2%, BB MW IP Hisil ok 10.2.2.2, UDP % 1524 8000,

<DeviceB> system-view
[DeviceB] nga server enable

[DeviceB] nga server udp-echo 10.2.2.2 8000

(2) NE Device A

# 1 UDP-echo 2R IR

<DeviceA> system-view

[DeviceA] nga entry admin test

[DeviceA-nga-admin-test] type udp-echo

# B E MR H ikl 10.2.2.2,  H 935 1154 8000,

[DeviceA-nga-admin-test-udp-echo] destination ip 10.2.2.2

[DeviceA-nga-admin-test-udp-echo] destination port 8000

# JT )3 NQA P ZH i g S i sk PR A7 D BE

[DeviceA-nga-admin-test-udp-echo] history-record enable

[DeviceA-nga-admin-test-udp-echo] quit

# 0 SR A

[DeviceA] nga schedule admin test start-time now lifetime forever
1-34



# WRAPAT —BEI RS, 158 1 UDP-echo Wl 4F .
[DeviceA] undo nga schedule admin test
# 7 UDP-echo M b fi Ji — I IR 45 R
[DeviceA] display nga result admin test
NQA entry (admin admin, tag test) test results:
Destination IP address: 10.2.2.2
Send operation times: 1 Receive response times: 1
Min/Max/Average round trip time: 25/25/25
Square-Sum of round trip time: 625
Last succeeded probe time: 2011-01-22 10:36:17.9
Extended results:
Packet loss in test: 0%
Failures due to timeout: O
Failures due to disconnect: O
Failures due to no connection: 0O
Failures due to sequence error: O
Failures due to internal error: O
Failures due to other errors: O
Packet(s) arrived late: 0O
# {7 UDP-echo MR I 5290 5%
[DeviceA] display nga history admin test
NQA entry (admin admin, tag test) history record(s):
Index Response Status Time
1 25 Succeeded 2011-01-22 10:36:17.9

1.14.10 Voiceillix B & 54151

1. AR E K

[} NQA [1 Voice JiRThfE, MIRAMG (Device A) FIHEEM H M4 (Device B) Z [AME%E
S IS SE ) 50 0 212 T S 4

2. AW E

&l1-12 Voice ix 28 P [&]

NQA client NQA server
—ome—, 10.1.1.1/16 10.2.2.2/16 —me—

Device A Device B

3. EBESE

=

HATT @GR EZA, FEAREGRENN K G TR,

(1) H#c# Device B
# fiBE NQA R4 2%, BB MW IP Husil >k 10.2.2.2, UDP %i 1524 9000,

<DeviceB> system-view
[DeviceB] nga server enable
[DeviceB] nga server udp-echo 10.2.2.2 9000

(2) ME Device A

1-35



# Q1 Voice 2741 NQA MK
<DeviceA> system-view
[DeviceA] nga entry admin test
[DeviceA-nga-admin-test] type voice
# 0B AR H i HEE D 10.2.2.2,  HIMEE 50 9000,
[DeviceA-nga-admin-test-voice] destination ip 10.2.2.2
[DeviceA-nga-admin-test-voice] destination port 9000
[DeviceA-nga-admin-test-voice] quit
# Jri 3l Voice MR EEAE
[DeviceA] nga schedule admin test start-time now lifetime forever
# WAPAT —BUN RS, 451k Voice MR
[DeviceA] undo nga schedule admin test
# Yo Voice MR 5 Ja — IR ) 45
[DeviceA] display nga result admin test
NQA entry (admin admin, tag test) test results:
Destination IP address: 10.2.2.2
Send operation times: 1000 Receive response times: 1000
Min/Max/Average round trip time: 31/1328/33
Square-Sum of round trip time: 2844813
Last succeeded probe time: 2011-01-13 09:49:31.1
Extended results:
Packet loss in test: 0%
Failures due to timeout: O
Failures due to disconnect: O
Failures due to no connection: 0O
Failures due to sequence error: O
Failures due to internal error: O
Failures due to other errors: 0O
Packet(s) arrived late: 0O
Voice results:
RTT number: 1000

Min positive SD: 1 Min positive DS: 1

Max positive SD: 204 Max positive DS: 1297

Positive SD number: 257 Positive DS number: 259

Positive SD sum: 759 Positive DS sum: 1797

Positive SD average: 2 Positive DS average: 6

Positive SD square sum: 54127 Positive DS square sum: 1691967

Min negative SD: 1 Min negative DS: 1

Max negative SD: 203 Max negative DS: 1297

Negative SD number: 255 Negative DS number: 259

Negative SD sum: 759 Negative DS sum: 1796

Negative SD average: 2 Negative DS average: 6

Negative SD square sum: 53655 Negative DS square sum: 1691776
One way results:

Max SD delay: 343 Max DS delay: 985

Min SD delay: 343 Min DS delay: 985

Number of SD delay: 1 Number of DS delay: 1

Sum of SD delay: 343 Sum of DS delay: 985

Square sum of SD delay: 117649 Square sum of DS delay: 970225

SD lost packet(s): O DS lost packet(s): O

Lost packet(s) for unknown reason: O
Voice scores:
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MOS value: 4.38
# 27~ Voice MR G454

[DeviceA] display nga statistics admin test

ICPIF value: 0

NQA entry (admin admin, tag test) test statistics:

NO. @ 1

Destination IP address: 10.2.2.2
Start time: 2011-06-13 09:45:37.8
Life time: 331 seconds
Send operation times: 4000

Receive response times: 4000

Min/Max/Average round trip time: 15/1328/32

Square-Sum of round trip time: 7160528
Extended results:
0%

timeout: O

Packet loss in test:
to
to
to
to
to
to

Failures due

Failures due disconnect: 0O

Failures due no connection: 0O

Failures due sequence error: 0O

Failures due internal error: 0O

Failures due other errors: 0O
Packet(s) arrived late: 0O
Voice results:
RTT number: 4000
Min positive SD: 1
Max positive SD: 360
Positive SD number: 1030
SD sum: 4363
SD average: 4
SD square sum: 497725

Min negative SD: 1

Positive
Positive
Positive

Max negative SD: 360
SD
SD
SD
SD
One way results:

Max SD delay: 359

Min SD delay: O

Number of SD delay: 4

Sum of SD delay: 1390

Square sum of SD delay: 483202

SD lost packet(s): O

Lost packet(s) for unknown reason: O

number: 1028
1028
average: 4

Negative
Negative sum:
Negative

Negative square sum: 495901

Voice scores:
Max MOS value: 4.38

Max ICPIF value: O

Min positive DS: 1

Max positive DS: 1297
Positive DS number: 1024
Positive DS sum: 5423
Positive DS average: 5
Positive DS square sum: 2254957
Min negative DS: 1

Max negative DS: 1297

DS number: 1022
1022

DS average: 5

Negative
Negative DS sum:
Negative
Negative DS square sum: 5419
Max DS delay: 985

Min DS delay: O

Number of DS delay: 4

Sum of DS delay: 1079

Square sum of DS delay: 973651
DS lost packet(s): O

Min MOS value: 4.38
Min ICPIF value: 0O

= inm

display nqa history 4449 2 713 & ik K B Voice MK 494 R, 4 R4 7 ## Voice MiX#9 4 R,
#3GE it display nga result 443 & & it —& NQA MK 945 %, Hidit display nqa statistics

442 A NQA MK H % iH1E 8.
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1.14.11 DLSwilli® Bt & 54451

1. AT K

i NQA 1) DLSw XDy HE, il DLSw ¥ 2% R Wi S I ]
2. tAME

[E]1-13 DLSw ik 28 M &

NQA client DLSw
’t\’ 10.1.1.1/16

Device A Device B

3 EESE

= inm

HATTENEREZAN, FEARSXEZNE K E T,

# QI DLSw KA IR, JFEE KRR H bk 10.2.2.2.
<DeviceA> system-view
[DeviceA] nga entry admin test
[DeviceA-nga-admin-test] type dlsw
[DeviceA-nga-admin-test-dIsw] destination ip 10.2.2.2
# JF I NQA MIRZH 1) 7 5l K R AF D e
[DeviceA-nga-admin-test-dlsw] history-record enable
[DeviceA-nga-admin-test-dlsw] quit
# ) SR A
[DeviceA] nga schedule admin test start-time now lifetime forever
# MPAT —BUR A, 452 1 DLSw il ERAF
[DeviceA] undo nga schedule admin test
# W DLSw il d o — I 45 2R
[DeviceA] display nga result admin test
NQA entry (admin admin, tag test) test results:
Destination IP address: 10.2.2.2
Send operation times: 1 Receive response times: 1
Min/Max/Average round trip time: 19/19/19
Square-Sum of round trip time: 361
Last succeeded probe time: 2011-01-22 10:40:27.7
Extended results:
Packet loss in test: 0%
Failures due to timeout: O
Failures due to disconnect: O
Failures due to no connection: 0O
Failures due to sequence error: O
Failures due to internal error: O
Failures due to other errors: 0O
Packet(s) arrived late: O
# o DLSw A g sl % .
[DeviceA] display nga history admin test
NQA entry (admin admin, tag test) history record(s):
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Index Response Status Time
1 19 Succeeded 2011-01-22 10:40:27.7

1.14.12 NQAEX L & 245

1. AR FEXK

e  Device A %lik Device C [t F—Bk 4 Device B.

e  {fDevice A it iAM . Track 5 NQA IS, X[3ik Device C (KA K tHA AT
SN H

2. A

E1-14 NQA BXzhEc & 48 W [

Device B

Vlan-int3
10.2.1.1/24,

Vlan-int2
10.1.1.1/24

Vlan-int3
10.2.1.2/24

10.1.1.2/24

Device A Device C

I EBEVE

(1) %M 114 Bl E SR O RIP AL, AR E R

(2) {t Device A FICEFFAMMH, Jf5 Track WCHL

# Jic & 21X Device C [MERA S i F—BkHbhloh 10.2.1.1, JFRCEFASK S Track I 1 OCHK,

<DeviceA> system-view

[DeviceA] ip route-static 10.1.1.2 24 10.2.1.1 track 1
(38) 7t Device A i 'E NQA Ml ZH

# AEE P 440 admin. 3RAEFREN test ) NQA 1K 4 .
[DeviceA] nga entry admin test

# e & MA2E 7Y ICMP-echo.

[DeviceA-nga-admin-test] type icmp-echo

# MU HIifHhl 2 10.2.1.1.
[DeviceA-nga-admin-test-icmp-echo] destination ip 10.2.1.1
# MMy 100ms.
[DeviceA-nga-admin-test-icmp-echo] frequency 100

# WOEHRSN I 1 GELLRIN 5 XAl RS o

[DeviceA-nga-admin-test-icmp-echo] reaction 1 checked-element probe-fail threshold-type
consecutive 5 action-type trigger-only

[DeviceA-nga-admin-test-icmp-echo] quit
# R BRI .
[DeviceA] nga schedule admin test start-time now lifetime forever
(4) 1t Device A LPcE Track It
# ICE Track 7 1, J<HE NQA R4l G FE G4 admin, #AEFRZ A test) AUELBHIN 1.
[DeviceA] track 1 nga entry admin test reaction 1
(5) IIUEMCE4S
# 7K Device A I Track Tl f15 &
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[DeviceA] display track all
Track I1D: 1
Status: Positive
Notification delay: Positive 0, Negative 0 (in seconds)
Reference object:
NQA entry: admin test
Reaction: 1

# oK Device A [ H1 %,
[DeviceA] display ip routing-table
Routing Tables: Public

Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost NextHop Interface
10.1.1.0/24 Static 60 O 10.2.1.1 Vlan3
10.2.1.0/24 Direct O 0 10.2.1.2 Vlan3
10.2.1.2/32 Direct O 0 127.0.0.1 InLoop0
127.0.0.0/8 Direct O 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO

DL SoRfs B, NQA MRS B4~ — Bkl 10.2.1.1 AJik (Track TRRZA N Positive), It &
R A B AR
# 1t Device B _FMlkk VLAN #2111 3 17 1P #hik.
<DeviceB> system-view
[DeviceB] interface vlan-interface 3
[DeviceB-VIan-interface3] undo ip address
# 47~ Device A b Track T (15 B .
[DeviceA] display track all
Track ID: 1
Status: Negative
Notification delay: Positive 0, Negative O (in seconds)
Reference object:
NQA entry: admin test
Reaction: 1

# WK Device A % £,
[DeviceA] display ip routing-table
Routing Tables: Public

Destinations : 4 Routes : 4
Destination/Mask Proto Pre Cost NextHop Interface
10.2.1.0/24 Direct O 0 10.2.1.2 Vlan3
10.2.1.2/32 Direct O 0 127.0.0.1 InLoopO
127.0.0.0/8 Direct O 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO

PLE B BRIR, NQA MR 45 o —Bkithhl 10.2.1.1 Ar[iA (Track IR Negative ),
T B ) R A % G R
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1 sFlowfc &

1.1 sFlowfE 9y
1.1.1 sFlowf&4y

sFlow (Sampled Flow, SKFFHL) &Rk THROSCRFE R M 4 i i da Bk, F 2R T 4
AT T .

n B 1-1 R, sFlow R4 7 — MR AE B T R sFlow Agent iz i () sFlow Collector . HiH,
sFlow AgentHH -3 H I GE o5 SRR E B, RS BB 2 isFlowdi 3, YisFlowdik 3L 22
DX 35 5 7EsFlowdk SCEALIN Al CGEARIN TR 1 #8) HI G, sFlow Agent2s¥ésFlowsl STk 1% 2|
15E [f)sFlow Collector. sFlow Collector<stsFlowdi L4704, I Bonairss 5.

sFlow 45 DL~ AR AEA L -

o Flow RFf: JETEIRARREE, TR N A WA AE E

e Counter XAf: JEFW R G D FEv5 BoRFE, F 3R L g5

El1-1 sFlow ;RE &

sFlow Agent

Ethernet:k

Pk | UDP3k | sFlow Datagram

Flow X £f

A 4

-
| |
| |
I CounterXAf |
e
N

Device

sFlow Collector

VER— T g im s HoAR, sFlow A @ F st

o SCREAE TR B ) R LR b A A Y % I

. — sFlow Collector HEM 1 #£Z 1> sFlow Agent, HA R4 @,

e  sFlowAgent "] LN RFE RS, AFTFEL ] sFlow Agent 4, 194 T A

X i

B A% & R 3 #F sFlow Agent, T % #F sFlow Collector.

1.1.2 sFlowRBshFiE(Tid

sFlow J& hFLE AT B AN SRR R

(1) ¥ LiE sFlow Agent F1 sFlow Collector 15 B .

(2)  AELLRMEG D ERCE Flow XAE 5, sFlow Agentex WA KRER S, SR IG5 RAER SRR
sFlow#Rk 3. HARELE nfZ 0L “1.2.2 Pl EFlowEKAE” ©

() 7ELLAMSEG L B CountersEAE 5, sFlow Agent2s i& I 2 1% 1 R g5 5, R Ja
Geit i BB sFlowHfsr . HARLE TS WL “1.2.3 Jil'# Counter AL
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1.2 fic&sFlow

i % 4% Al sFlow Collector _[-5g % sFlow A5SHC & J5, sFlow Mg A BEIEH TAF,
o TEW# AL E sFlow Collector [1) IP Ml Flow KA1 Counter SRA¥ .
e 1 sFlow Collector I5¢ A< HL & »

1.2.1 F¢&EsFlow AgentfisFlow Collector{z 2

AHCE T HCE %41 sFlow i, iz ) sFlow Collector A8 W5 2%, 3% sFlow i) 3L
T8 o
#1-1 B & sFlow Agent #0 sFlow Collector {5 2

#BR1E we A

WNRGAE system-view -

CIpv

BRATEOT, AR EsFlow Agentf)
IPHuhE . %23 WIS B A A7 A
sFlow Agentf{jIP3il, fn SRATELE,
B2 BB — AN IPvARIEE A
o . sFlow Agentf{jIPHilE. EBhETEI
i B sFlow AgentfgiPsiyl | SHOW agent {ip ip-address | ipvé IPHLIE {5 R SR A FE e A |

ipv6-address } A
E SE=NIUPEn

o AT LEE sFlow Agent
i) 1P Huhk:

o TR L HAEACE —1 sFlow
Agent [1) 1P il

sflow collector collector-id Wik
{[vpn-instance vpn-instance-name ] {ip | S THM T, BESTEEIE—E
fit. & sFlow Collectorfi{= & ip-address | ipv6 ipv6-address } | ¥ H itsFlow Collector. ¥ TG

datagram-size size | description text | 2 ff1sFlow Collectort {1 5 £t .
port port-number | time-out seconds } * WL Fldisplay sflow i 4 A5 5

o _ CIpvH
CSFowfiLC i, | Rt SSeCe P paddess TIpYe BRI, A B SFlowd LY
bk
1.2.2 BLEFlowsEH
%1-2 BLE Flow K4
BRIE we 15t BR
ARG system-view -
HEXNTZJE LUK M OE S =2 | interface interface-type i
DS NNk interface-number
fl li d ik
- - g sflow sampling-mode L
BFFloWRA IR { determiné | random ) BT, O R
A Arandom
Pt B SCISRAE TR B, Bl #Einterval . ) Wik
AR PRI — A S AT SR sflow sampling-rate interval R T
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BRI i 15% Bf

] ik

iﬁ_{{iﬁﬂ\ﬁiﬁfﬁ?ﬁﬁi%ﬁﬁ, vEss sflow flow max-header length @%fé‘f%“b‘i‘f, })\}E\Qﬁi&jcﬂﬁ%fﬁﬁ,

DU e K1 4 SOVFHE DU B K 1 4o 128715 .
A A R B T

fic & e Flow R #E )5, sFlow Agent ik

el R =] e A NA

i Hi sFlowdR 3C I H ftisFlow sflow flow collector collector-id BT {RT’ AFI%V?Kﬁfus!:IOVAV .

Collectori & CollectorZ f1 b€ K &, M HRE
H f¥jsFlow Collector4m s

Z m

BT AZ 7| KA X B E sFlow RAEAEX A determine.

1.2.3 ELECounters#f

#1-3 Bt E Counter &4t

#BRAE we 1t AR
WANRGAE system-view -
HEAN TR BUK M AL ECE =)= | interface interface-type i
DL I 3 11 4L & interface-number
L Counter SF¥ IR e 6] 1] f ter interval seconds |
FL.Counter>iK A 1) B [a] [] sflow counter interval seconds - B
AT, AT Counters KAt
B 263 Counter AL, SFI ik
e Counterk » SFlow B
N L sflow counter collector iR, CountersEEEFIsFlow
Agentfir Hi sFlowdi 3L H If1sFlow : e N e
Collector4 & collector-id Collector 1 485E S R, WIS AT 167
H f1sFlow Collectori 5

1.3 sFlowTR=Fngt$p

el LIANE G, EAEEME N AT display dir4, Al PLB/RECE 1) sFlow FtEis i, 18
A B s B UERC & RO .
F1-4 sFlow FRFNHEP

R1E e

display sflow [ slot slot-number ] [ | { begin | exclude |

| = £
WorsFlowL F A B include } regular-expression ]
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1.4 sFlowH AT & 245
1.4.1 sFlowELEY g & z&45)

1. AR E K

Host A 5t it 4 %5 Server il it Device #Hi% . {& Device |iz4T sFlow Agent, Jf1&
GigabitEthernet1/0/1 I J)ii sFlow Ifig (L5 Flow KAFF1 Counter SKAf), ffi Agent BEW X} %
i 17T Y 289 B2 B AT I 58 - Device #4 sFlow # S0 1 GigabitEthernet1/0/3 Jki% %5 sFlow Collector,
sFlow Collector fi-%} sFlow 7 CHEAT 0 H1IF Sm o

E1-2 sFlow BB F? & 4H W

sFlow Collector
3.3.3.2/16

VLAN 1
3.3.3.1/16 GE1/0/2
2.2.2.1/16
GE1/0/1

Host A 1.1.1.2/16 Server

1.1.1.1/16 Device 2.2.2.2/16

2. EBEESR
(1) P& sFlow Agent #1 sFlow Collector {5 &
# FLE B0 P Huhk.

<Device> system-view
[Device] interface vlan-interface 1
[Device-Vlan-interfacel] ip address 3.3.3.1 16
[Device-Vlan-interfacel] quit
# It 'E sFlow Agent 1 IP ik,
[Device] sflow agent ip 3.3.3.1
# it & sFlow Collector {5 &.: sFlow Collector (1] ID 24 2, 1P Huhl >4 3.3.3.2, %t S FFH4 (4,
FiR {5 B4 netserver.
[Device] sflow collector 2 ip 3.3.3.2 description netserver
(2) KCE Counter XFF
# Jic & Counter SRAT IR H] [H] 8 120 75
[Device] interface gigabitethernet 1/0/1
[Device- GigabitEthernetl/0/1] sflow counter interval 120
# BLE 204 Counter KA )5, sFlow Agent 4t sFlow 4l SC i H 1) sFlow Collector 454 2.
[Device-GigabitEthernetl/0/1] sflow counter collector 2
() Mfic® Flow FRit
# BB RN BENLRA . ROSCIER LIS 4 4000, RI7E 4000 MRSl — MR OSCEAT R
o
[Device-GigabitEthernetl/0/1] sflow sampling-mode random
[Device-GigabitEthernetl/0/1] sflow sampling-rate 4000
# BLE 20 Flow XAf )5, sFlow Agent i i sFlow #SC1#) H 1¥) sFlow Collector 454 2.
[Device-GigabitEthernetl1/0/1] sflow flow collector 2
# Wor sFlow [HHC & R AT15 B
[Device-GigabitEthernetl1/0/1] display sflow
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151

sFlow Version: 5

sFlow Global Information:
Agent 1P:3.3.3.1(CLD)
Source Address:

Collector Information:

1D 1P Port Aging Size VPN-instance Description
1 6343 O 1400

2 3.3.3.2 6543 NZA 1400 netserver
3 6343 O 1400

4 6343 O 1400

5 6343 O 1400

6 6343 O 1400

7 6343 O 1400

8 6343 O 1400

9 6343 O 1400

10 6343 O 1400

sFlow Port Information:

Interface CID Interval(s) FID MaxHLen Rate Mode Status

GE1/0/1 2 120 2 128 4000 Random  Active

LT e B R al LU BT )5 sFlow T fER GigabitEthernet1/0/1 5 1 () 4b T Active IR 25,
Counter KAEIS [H] [A]FE 4 120 #5, IR EI 4 4000, Ko sFlow Dfig1E L IE #1517 .

w B E IR IR 2

i AsFlow Collector 7o 3% U4 2l sFlowHR 32

1. MPEH &R

iy [¥) sFlow Collector Joik i 2 sFlow i 3C .

2. WBE ST

AR LA LA BRI

e KA HE sFlow Collector ] IP ik,

it AT & sFlow SRAE, 208 it 3R SR A a0

B & (1) sFlow Collector [#) IP HuhikFiliz i (1K) sFlow Collector [#) 1P Musib AN, S5 8 b (1)
sFlow Collector JoiZ i 2] sFlow % 3C;

WR B A RANE = 2800 1P shht, sBdE T IP Hubk(E 2 DAtk 1P 4 Y8 1P Huhkf¥) UDP
T F)IL sFlow Collector;

o W 4HN sFlow Collector 2 [a] {1 ¥ 2% 4 B o bt o

3. MUEHERR

(1) 47 display sflow x4, &H 411K sFlow it & 15 5, KA 2154 sFlow BrE i & AR
(2) KA 4N E T LLAT sFlow Collector S i1 1P Hudik;

(3) K& M sFlow Collector 2 8] (4B E R 15 IEH .
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1 NetStreampid &

Z

S5500-28SC-HI #= S5500-52SC-HI 7 X 4% NetStream 48 X Bt & .

1.1 NetStream$#F AN B =

Internet (1 =38t A J b Y A T S R 5, SCHRINL S RN H LT 22, AL i s 4e it SNMP,
Uiy BR85S, BT Ge vk i i 7 A R B 75 B Bt IR 55 A i 55 S BT, TG vl 2 ) ) 5% 3
TSNS B, TP BACK B AF S R 4 I ]

NetStream F7 A& —Fi T W4 e S GETHREAR, v LIKH 2 o Rl 25 3t S A L EA T 8 0T R0 7 o

TEMZE N Z LR ZE . 02 L, #RT LS NetStream.

NetStream AN A7 LR JLFH.

o %% NetStream ML T-FHUf (WL, W58 WEBAE) (o FIAH O TH 22 £t 1 RS 4 1 8
Internet i 45 B AL 1 1T LA X L6455 RO SEAT RIS 01T 9 3k ms, Wik Fifie, aoe. M. ik
SRS . AR AT DU X S S S ] B F s A A, DA ROR) R

o MZEHIKI: NetStream nf DL W £ 8 8L T HARMOCHAE B, LU 15 2% Z 1A) 1) 9 26 B 1 O
DG P A 0 288 B2 1 R, S A5 /DN PR 19X 4 35 5 A TR 1) g 1 1) D9 28 1k RE AT ]

o Mg yE: I AEH DFE NetStream, ST Internet 944 (114 1 AT SEi (v & G 4%, ]
DA BT &R0l 25 v FH R AT SE RS Do 07 N 03 ] LIRRIR T8 645 R H I I 8¢ () s AT i o, RS
SR IAN A B D) 255 285 ) bt D 28 P PR REOFRLEOT, 716 I A N G KA L D 2485

o FHPMEERIHT: IS NetStream i AT LI ) 2545 135 504 SRR 7 A5 FH ) 268 R0 . FH 98 905
IVEA TR O, 0T Ry SR DA B 7 FE X 48 85, PRI X 245 11 22 A28 4T

1.2 NetStreampyE A#E A
1.2.1 NetStreamiiENX

NetStream & — I T “ it " RELHER LGB EARYE 1PvA $RICHTH 1P bk I 1P Mk
H i 5 P8 5 BhlS . ToS (Type of Service, MR4-2EAD . i AN Bl H 42 1ok e X
Wi, AR\ TCA AR IR [/ — 45

1.2.2 NetStreamZ&AG4A K

— /™LA ) NetStream % 45 1 NDE(NetStream Data Exporter, (243 %tk #ir i ) . NSC(NetStream
Collector, MRS I NDA (NetStream Data Analyzer, M Z&im%E 24T =70 4k
° NDE

NDE 1 5% P 48 St i AT /3 T AL BE,  $-EIFF & 45 kAT gt IEH S B h 45 NSC 4%
AT D AT e B, SR A . BLE T NetStream IIRENI X £/E NetStream R4 H
1 NDE ffi 4.

. NSC
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NSC it % }yiz4T T Unix 27 Windows i — AN AT, 7ok B NDE fk3C, B4
P2 EdE e, ATk NDA HEATA#NT. NSC T LURAEZ AN NDE it i, o Hod 47
BB IERER G .

. NDA

NDA & — AR R T T, &M NSC g $dfs iﬁﬁiﬁ AN TANEE, ARk,
A AL PR CLbanim T2 MaeRl, Mok D, 1%, NDA HATEEALH - i,
AT LU O R oo T O 2 Hdi

El1-1 NetStream REHHZEAE

o e

NDE

NSC

un & 1-1 J7R, NetStreamBEAT 4 REAF 73 B L Bl

(1) LT T NetStream Sifigifidt s (HI NDE) SRS T U 00 BE4H{ BLE WIK 1% NSC:
(2) {51 NSC DAL BE S & %45 NDA:

(3)  NDAXSHRHEAT AT, LUHTEF20. MLl SR

/ NDA

X

e H Ti% & f£ NetStream A 47324 NDE A &, FIVARAIASE L% NDE ) ZIVARELE .
e NSC #= NDA —f#& & & £ — % NetStream R 4% L.

1.3 NetStreamx#Eiy A
1.3.1 L

NetStreamiii & 1t 12 & % 1| NetStream il 45 & 4 tH i e v 5 B — AT BL. 241 4% J3 HINetStream )
Refa, Mot B S e S AEE e ¥ & 1M NetStreamZZ i X . 4 7Ef%7E % 4% LI NetStream (s
B2 )G, WA X g e B 7 iU 1 NetStreami H i S0k % 45 NetStream
fRgsds . =My XA E WS “1.10 Bl % NetStream 1)t Z 4L ”.

1.3.2 i

1. B A

W g AR TR TS R R G . AR AL AR S, RIS T B e
#I| NetStream Jl45 %5 .

WAL At NetStream 45 s 7] LIS BIRE SRV ITEN GE v B o (H2 R i 2 IR W, X
Pl MG I0 T W9 2 B R4 1) CPU A7 3R, i HOA T AP X a5 5, 5 B A7 A s /]
MARZAEDL T, P HATRESRBOT AR HE B
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2. RERmE
RO mt SRR SRR IhRe G, WX RA DI 5E A0 F R g v s BT,
A5 BN R ARG, JF HoB %R A G5 B R 1% 2 N BB & Fik 5 B W
NetStream %5 2% .
Biltn, KIEVUSTCPHL, HoHMHbbAIE . JEdhbAE, Wm0, B %4 10, %8 £ 1-1
H M- VR G 7, R AT BARE D U P . H s 7 RERIX DY 4 TCP
DU . H W DA BCS AR, PR R A WA R I Sl sk — R R A MR EE . )
2% FUR R A GRS BRI (R & 485 B INetStream I 554 . HIIG AT WL, ZEE 1K
U A 2 AT DAY X I 28 7 5 1) o FH
72 H BT RSB, SR Uik SRR 9 Bl 3lin & 1-1 Fros s RGPS IE FEIRE 5 77 SR 3R & R B,
BREENRE TN ZLREIEAN LR, NN —&RAIEK. 9 FEAE UM, 7]
AR
F1-1 BERHEHZHFNIOMAR

BEANX ®

Wpi-om H A
(protocol-port)

op

KR

Prs s P . H

RIS ey

(source-prefix) IR KR, WAL A2

EI H‘]Eﬁg&g‘z% . BF AT O 1

(domtinasonprefixy | TSI FiA, k%)

3 F B A% HR A

”fi”fﬁi@f”"w” VIR . TR VAT, IO, MABEOZE . G %)
- T A VNI, HIONIA. BUERIKRE . HAOMIKIE . ToS. WX, WRO. HAok
(prefix-port) . AL RL] B R

TR55 R -IR TR
(tos-source-prefix)

M55 282 - HIHT SR &
(tos-destination-prefix | ToS. HEHMKA . HEATE. fibEOxRg|

ToS. WHIZ. P, WA IR

)
MR 5 RAL-HI B R & ToS. EHTZ. WWHEASKRE. HHARE . HAURTZ. S N3 1 &R 5 DR H e 1
(tos-prefix) EGl

Hi 5 2R - Wi -3 1 3R A5

ToS. SRR, W . Hism . MAEORG], Wil RY
(tos-protocol-port)

1.3.3 MR AR A&

H il Netstream % 1 (0RSC 2T 5. 8. 9 =AM, FLrpRA 9 Sy St 1 nl s X&Evh oo
B, P TR S B 5 SR B VAR, A ST v 5 A B B R

o A S: ME-E Al AEURI IR, ERSOR KR E, AR R

o JRA8: SCRERGHIMI, ERISORKRE, AHT R

o A O JLFRRAR S I, AEGETHE S B O R, ) DU R S i P AL s s Rl
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1.4 NetStream><#E T E TN 8
1.4.1 NetStreamZ#f

NetStream 7] L1 5 Sampler CRAERS) BCAATH o 30k 3@ & S ERAE IR, MBI T 900k i
SCHEED, MR R ZE T B AR AT DURAIE LA TE A S A R TR IR L . A, SRFRIE AT LN
X 1R 86t R P BB TR ST o 15 SR AT DG IR ) 2605 2 L I 4 A L R I s I 5 i 3 7 vP 19 “ Sampler 7.

1.4.2 NetStreamidjE

NetStream 7] LL 5 ACL (Access Control List, Vilal##ii%13) 1 QoS (Quality of Service, %%
i) FAEH, NetStream HZiH 54 ACL Al QoS Jiiidk Hi Rk e R 3C . ik i 7y =X mf DA
NetStream X F J v E IS AT S0, SRS FH P ZREM gE i 2K

NetStream JGig &1 ACL B 2 F1 QoS L&, #B2 8 T4 B AT g, XA NetStream
SarLL RO R RF S AR AT SEvE . P S X2 s QoS W AR I R & i FR g i, H
VA2

1.5 NetStreamBt F L& B/

7EFCE NetStream ZiiF, IR LA T SR PRAH N 1 ic B 281 2

o %% NetStream M HARALE, HRiE W5 241 M 28 B35 (R &5 ¥ 2% L JF )5 NetStream 1)
HE o

o WURMLE LA AL, AL A ] ACL Bl QoS ik H T HE G v 1 E Kk

o WML BRI, WL B EAR R T RAE

o RSBl AR SCIIRRCAS, X NetStream Zi il HH 3R SC AR A 34T 80

o MRIESEBRML T URITE SR, Xt NetStream (1 & (LI TR AT &

o WARGHRHIIMIOEZ, WL ERSHHSHE R, 8 S AR S A s

=5

o

HARWECED RIS % [ 1-2.
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E1-2 NetStream fit B $ 18

AT

Be BT 46

JF J3 NetStream B fig

AU I it e T T

it B SRR T g =

RERAE?

5

FERE W
ENIREE=S s

'y
e A

A%

BeE R TT 50

A P A

e EEPSERY

=< KL )

#1-2 NetStream BB & &

REES L RR HHERE
FF 5 NetStream I fig DAk 1.6
fic & NetStreamid J€ Ih it ATk 171
fic & NetStream KAE L) fig % 1.7.2
Eﬂ%’g;NetStream%iE‘l;ﬁ S
P HiNerstream it . i RS 18
fic & NetStream & A& 5
K
B NetStreamir H 4R SC % X Al ik 19
ficl & NetStream {1t Z 1k Ak 1.10
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1.6 FFENetStreamIfgE
1.6.1 FRimOHRINetStreamIf gt

F£1-3 FF2ix O/ NetStream Ih e

BR1E e 52 BR
ARG system-view
PN )RR M OB =2 . .
DL I3 11 VL interface interface-type interface-number
Wik
JF )3 1 FINetStream ) fig ip netstream { inbound | outbound } B tER T, NetStream I i b -

1.7 Bt & NetStreamid i€ XA Ih&E
L& NetStream IS JERFEINAERT, W& 5CH ip netstream iy 4 JF )3 NetStream Zhfig.
1.7.1 B¢ ENetStreamiTJETNRE

1. FRACLARHITILIE
F=1-4 BEERFEIEESEHEXT NetStream T E LN &€

#B1E we 15t AR
HARGALE system-view
TR a5 interface interface-type
HA=RUAKMR AL interface-number
Ak
e B AR TE 2 A NetStreamid 38 | ip netstream filter acl acl-number B MR, NetStream&:
ik {inbound | outbound } H T IPVAIR S, A i

=

o JoR ARG LRI AR B RAF, RERLTIEE RAFRL.

o FRELJEAN, R ACLANSMAGELELRA S, ACLIKIIFAGE, TRAFMIR RS2 ACLHLL .,
*F ACL #9484 A 25 AL “ACL #= QoS e B 455" F49 “ACL”.

2. EAQoSAHRIHITIHIE

fill ] netstream filter -4 1] LU VG AC 2 B AR SCHEAT NetStream Ztit.
e deny: AXHRICHEAT NetStream 4iil, B K

e permit: X4 CIHAT NetStream Ziil-.

%1-5 1§/ QoS ARFHITIIE

#HBR1E

o
A

15 FR

WANRGAE system-view
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1BR1E we L AR
TE SCRIFHEANSAR K traffic classifier tcl-name [ operator { and | or } ] -
S SCUC BC A P ) if-match match-criteria -

SEREAZE

quit

3 S ANRAT W N AT
W

traffic behavior behavior-name

fit & NetStream it JE 5 1E netstream filter { deny | permit } DAk
B AT AL quit .
S SR i N SR A 1] qos policy policy-name -

TESEME p o 2 dg e K imAT
%

classifier tcl-name behavior behavior-name

SER RIS

quit

BT

HEN T2 BLK 9 s 1A e = 2 DA OK o i AL g
ALK

gos apply policy policy-name { inbound |

outbound }

RQ0S HTVLAN

SRl

HANRGAE
gos vlan-policy policy-name vlan vlan-id-list
{inbound | outbound }

HANRGAE
gos apply policy policy-name global { inbound |
outbound }

e LR}

HENFZE - L
gos apply policy policy-name inbound

% i
%ﬂ-_;‘é\ ;}zlkb//f‘ jb\
X .

RGN B AR, HANL “ACL A2 QoS Be 455" 44 “QoSHE

1.7.2 ELENetStreamet£IhgE

#1-6 BLE NetStream BYZAEIN&E

B1E we LAA
HARGALE system-view .
SN e T L 0 P
gﬁ%{i%ﬁ(gﬂuﬁk " | interface interface-type interface-number -
AN ’




1RIE we A

- SN i tstream sampler sampler-name g MR, NetStream4:
I % NetStream KL L fig Ip ne o &
© {iinbound | outbound } SETEIPVAIR S, ANEFR

FEThAE

X

o YR X & LR AR EA KA, &S RTIEE KRR,

o MERMA, BRRMELMAL (BPFEZ sampler 441 KAEE) , REMLA Ip
netstream sampler 5| A RAE 2. KRBT A B RAFMIR. *-F Sampler #9719 235 520 “ W %4
FEfe i E 38" F49 “Sampler”.

1.8 e ENetStream%iit{= 2804 L

1EWRE NetStream ZEi1Z B I, G524 NetStream S8t Sy H (s 1R H bk 34T
WE, A& NS .

1.8.1 BtENetStreamT i@ RIS E S H

%1-7 BLE NetStream LB RHKITEEMHE

BRIE we 1t BA

ARG system-view

BEANZJREUR M DRI =2 | . .

DA 38 1 VL] interface interface-type interface-number

i A 11 (INetStream 4 i1 ik

e ‘INetStreamZi v . .

e © ¢ ip netstream { inbound | outbound } BT, NetStreamZii-Thag
b TR IAPIRZS

SEY E R quit

P E NetStream Il i 411 % | ip netstream export host ip-address Ik

B ) H AR H FJUDP | udp-port [ vpn-instance BETERR, RENE TR G E

uiig 5 vpn-instance-name ] H () 4k AT E (UDP3E 12
nlik

BURILF SR e S

Lo P o E R fy
fic ENetStreamZt i 5 £ 4l | ip netstream export source interface :Fﬁlj]mdu?l%j IR BAIE O D

PRI g 11 interface-type interface-number
AR A A D s 1, 5 R
S SR, I I RS A i e

JSY
A
P P R PR ) ip netstream export rate rate BA LR, NetStream&e it

RT3 AN B2 R
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B SCRFPR R G T ARG TSR 5. A RE BRI S ThRE, MBS il B AE xS
R KRB A FE RS THE BT BCE R RER S IR N, Wl i 1 B
5 RGBS A R RGeS BEATIE R, AT A3 B0 MR S A5 R . DRI e B
PEREE G IIRE, REUGAT RRARI IR 5 B BRI #E

1.8.2 BENetStreamB &

$1-8 B & NetStream BERMZEITHEEM Y

BRE we LA
ARG system-view -
HE R LA L )2 interface interface-type interface-number | -
A P i 114 )
{454 1 fONetStream 5t 1 3) ik
ﬁbﬁblﬂﬁ etStreamty ip netstream { inbound | outbound } Bs LR, NetStream%iil- 1 g
B P .
b TR RS
BRI RZEME quit _
1l & NetStream i 56 4 1) e
. e ip netstream aggregation advanced Ba UL T, NetStreamBfifE7i 58
G UIREAL TR RS
ip netstream aggregation
{ destination-prefix | prefix | prefix-port |
A NetStream 2 411 K protocol-port | source-prefix | Dhik
tos-destination-prefix | tos-prefix |
tos-protocol-port | tos-source-prefix }

it & NetStream & G55 B
HrH 0 B s iEA E I UDP
H%5

ip netstream export host ip-addrress
udp-port [ vpn-instance
vpn-instance-name ]

BEENT, BHUMETRAR
& H sk H M UDPi H S .
YJT?)&//'*XTI_J?%*“’H’J&{%, nf
HAERGUWE TR Eip
netstream export host#r4, It
5% LA R G i fs B

fic & NetStreamZ & 45115 &
i )R i )

ip netstream export source interface
interface-type interface-number

Al 1k

Bt UUT . SR g AR ST

B H s 1 R R 45 A OZE ) o

WP (Y S|

o ANFEZRAWE T A CARCE A
Ii] {4 95t s 1
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HEiHE A
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enable
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o ARSI feA A2 AAE T4 ip netstream export host RETEE. EZA4NE TREW ip
netstream export host 474~/ A1 I & 48 K 3L

o RMRGARFN AL LB AL R HIANR.

o EREGMAT, AP B EH NetStream Lttty L9k Bt , (UTREARTAR @ A 5AL
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1.9 it ENetStreamifi H IR X8I B 14
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15 FR
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A THN T, IPvAYSE RS R
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A
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1.10 FEZENetStreamBiiinE it

1.10.1 RELBI=FHNE

NetStream yit Z A L =FALi
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s A

e TCP ] FIN #1 RST # 3¢l 2k, GZIE XA TCP IEFYRERIN B 31 47)

1. 3Rk
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o ANEIKMIEAL: MG —AMRCITUR, 1A ip netstream timeout inactive & % [ ]
W& ABCRAER (RIERER inactive MKW GETHRIM A H KA, AR &2
NetStream k2524 XM IG5 S, X R 2 AT RIS, @i FiEth, ol
DL B 58 %I NetStream 220 X i EH &30 (ei{# 4] display ip netstream cache #ir 4
TCFEAE RSN » RS R IV .

. TR EAL: W —MRSCIFLS, iZIAAE ip netstream timeout active 8 5E (K [a) N — B
RER RS FHERI (RS SO 1 active K G, FEHHIZRMATHE R, X2
TEER L Z AL T 4% ) NetStream JIl 25 284 i BRI g T BUG BRI S b IS 7L,
JirLATE B 45 | NetStream 2 ph X 4k 24 v (UEW ] display ip netstream cache 7]
DU B MGt R D o X R 77 202 540 1 1) NetStream JIik 55 24 th i BRI SE T HE
SRR HLE]

2. @K

JH 7R LLRAT reset ip netstream statistics iy 7R 7H1% NetStream 2200 X g i 24k,  FH5
NetStream 221 X 15 &

3. TCPEYFINFIRSTHR il & E 1L

YT TCP %EH:, MAkrdih FIN B0 RST MR SCRIERS, TR —IRSIEEHN . Ky —4& O&A71E
) TCP #piY NetStream it it ik — 45 hr i A FIN 5 RST 4R SCH, 7] LA B2 A6 A1 Y ) NetStream
T ARSI — 25 TR I — MR SR & TCP (19 FIN 85 RST 33T, M43 1E 3 (I m AR Al d— 40T,
AT A . XF TS AE A LB TR, ANREIE L AT Ay AT 8 8o iz AE T

1.10.2 Bt & NetStreamByii &t

F1-11 BLE NetStream AUk

BRI we 15t AR
HANRGALE system-view
A
FURNRRRS | . o S .
%Hﬁlﬁ‘[ﬁj 1p netstream timeout active minutes @%fé\']‘%ﬁ‘l\" yfﬁﬁl/ﬁﬁ@%{)ﬁurﬂﬂjﬂ5
b
(RN "
-
B BRI | ip netst ti tinacti
e | seonds o NaciVE BT AT )
308
B smbl i | BRI E | quit
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1RIE we AR

nJ i

2L reset ip netstream statistics *ﬂﬁﬁﬁé\%ﬁﬂ%%ﬁ%i’?g*
B, &R NetStreamZ2 i X (1)
RAAE B A5

1.11 NetStream & ;< F04EFA

1ETE I IR LR 5, AT ALK T AT display #r4 AT LA RBCE 5 IPv4 NetStream AT 15100,
I AR WoRAE B R E I ROR .

1R LB AT reset v T LU B NetStream 148015 B

%1-12 NetStream & RFNLE

#BRIE we

A NetStreamiii A7 X FIBC E FIRZSTE | display ip netstream cache [ verbose ] [ slot slot-number ] [ |
B {begin | exclude | include } regular-expression ]

. 1 e display ip netstream export [ | { begin | exclude | include }
i il-sr 5 E .
A NetStreamZt i i it L5 & regular-expression ]

. g1 B L e 2 dlsplay Ip netstream ter |plate [S|0t slot-nun ber] [ | { begin |
e 4] e P DS
_%NetStrea T *ﬁﬁﬂﬁ@ﬂ H. H’U\zm'f;:u N xclud | includ }r lar-expr i ]

BB X P rE s 2, IR
NetStreamZz i X [FRA(F B A H R SC | reset ip netstream statistics
o

A/

1.12 NetStream B2 B! fr B 2451
1.12.1 NetStreamI i@k BG5S 256 Bl & 25

1. A FEK

WK TR, 7F Device A L E NetStream, XN SCHEAT ST, FH8F NetStream i i 15t
THE B 3] NetStream k45 2%, NetStream Hi45 2511 1P ik ok 12.110.2.2/16, UDP i[5k
5000,

2. 4AM
1-3 NetStream L @AY FITHERMEECELEW

Vlan-int2000

GE1/0/1 12.110.2.1/16
Network S
N

Device A NetStream server
12.110.2.2/16

I EEVE
# {3 1 GigabitEthernet1/0/1 )5 5 NetStream A&ttt

<DeviceA> system-view

[DeviceA] interface GigabitEthernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] ip netstream inbound
[DeviceA-GigabitEthernetl/0/1] quit
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# {E VLAN $:11 2000 i 1P Mtk

[DeviceA] vlan 2000

[DeviceA-vIan2000] quit

[DeviceA] interface vlan-interface 2000
[DeviceA-VIan-interface2000] ip address 12.110.2.1 255.255.0.0
[DeviceA-VIan-interface2000] quit

[DeviceA] ip netstream export source interface Vlan-interface 2000

# ML'E NetStream il i Ze v B 50 19 H (ko
[DeviceA] ip netstream export host 12.110.2.2 5000

1.12.2 NetStreamZB &S 1HE B4 H A & 2445

1. (BRI E K
1r Device A it & NetStream, HAKZEIK K.

. 5 W 1 G TS B F IR 5 #% U 2] NetStream JIR 4525, NetStream JIRZ-2L 11 1P Hutil A
4.1.1.1/16, UDP i 154 5000

. 5 FH A 8 #% 3Xx) 4 B2 A Jii(protocol-port. source-prefix. destination-prefix 1 prefix)
BTG, IR IR A T4 B H 2% NetStream fil 45 259 3000, 4000, 6000 FI 7000 ¥
[:[ o

2. AW
E|1-4 NetStream BERHIFITEEWHECEEHMWE

Device A

Network

NetStream server
4.1.1.1/16

3. BELSE
# 7E . AJ7 )8 H NetStream it Thfk.

<DeviceA> system-view

[DeviceA] interface GigabitEthernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] ip netstream inbound
[DeviceA-GigabitEthernetl/0/1] ip netstream outbound
[DeviceA-GigabitEthernetl/0/1] quit

# e B S A e B a1 H

[DeviceA] ip netstream export host 4.1.1.1 5000
# WOE PN — i RS, DA SRR S ge vHE B e i H sl

[DeviceA] ip netstream aggregation protocol-port
[DeviceA-ns-aggregation-protport] enable
[DeviceA-ns-aggregation-protport] ip netstream export host 4.1.1.1 3000
[DeviceA-ns-aggregation-protport] quit

# MBS AR, U RA BB G gevHE Rt 1 H rg ik
[DeviceA] ip netstream aggregation source-prefix
[DeviceA-ns-aggregation-srcpre] enable
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[DeviceA-ns-aggregation-srcpre] ip netstream export host 4.1.1.1 4000
[DeviceA-ns-aggregation-srcpre] quit
# HE HIATSER AR, DO A B S R Ge vh 5 St i H k.

[DeviceA] ip netstream aggregation destination-prefix
[DeviceA-ns-aggregation-dstpre] enable
[DeviceA-ns-aggregation-dstpre] ip netstream export host 4.1.1.1 6000
[DeviceA-ns-aggregation-dstpre] quit

# BCERTSCR AR, DURGZER SRR AR G g5 S 4t 1 H ik

[DeviceA] ip netstream aggregation prefix
[DeviceA-ns-aggregation-prefix] enable
[DeviceA-ns-aggregation-prefix] ip netstream export host 4.1.1.1 7000
[DeviceA-ns-aggregation-prefix] quit
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1 IPv6 NetStreamfid &

Z

S5500-28SC-HI #= S5500-52SC-HI ~ ¥ # IPv6 NetStream #8 4/t & .

1.1 IPv6 NetStream#z RM LSS

IPv6 NetStream $ KRN H 1 5t Internet ¥ s & J& 0 S 4t 1 58 sty v, SCREIIL S5 AR H H

Wiz, iR SNMP. i A5, B TSy A RGeS 2R L RS 4%

A 7 5 SRR, G2 20 W 2 34T R AN B B, T MR B S I B SR S T A

IPv6 NetStream 5 A J&—FhJE T M 25 i B I Ge TR, ] DI 4% vh (1)l 45 i e 17 b AT e v

IHT. AEMRIENZ. ILRE. O 2L, #RTLLEE IPv6 NetStream.

IPv6 NetStream AN HIAT LR JLFT

e iI'%%: IPv6 NetStream ML T ¥ty (angkik. wroe. B WSSV 324t TR 4N
5. ISP (Internet Service Provider, ¢ ARG HEAERT) ] IR H I Lef5 BORSEAT RIG 1)
THRSRNE, WA TRE. e, ML RS TESE. AR n] DUE AT LEE S ST o
B FC A, DAEA 2808 H B2

o MK IPv6 NetStream ] LUy M2 T HARMLOCHE(E B, bl & 4% 2 W) (1) M 4 37
TG, DA AL W 26 B T H AR, S DA g /s 1R X 4% 0 785 e AR I8 28] e A T ) 8 1k e R T S

o MZINEE. JREFEH IEEE IPv6 NetStream, X4 Internet 4% 1142 H3EA TSI A & 1
5, T EAA AT 8 Aol 25 o e s SE (R AR  o DX N D3 R DAAR AR K 645 ) 0 ) 8% 1 1 AT 1
Dy SR IAN A BRI 265 225 ) Bt D9 205 T B P RERLZ0T, g 60 10X 5 N 2 TR R 23 et A 6% 8 905 o

o HSUEEERIANT: T IPV6 NetStream HiA ] UAE [ 44 55 BE 32 58 0a SREUH {5 FH 99 286 1
PRISIITVEAN NG L, 1T v Rl DA R 4y P X 48 R 905, ORI 9 28 1) 2 A2IB AT

1.2 IPv6 NetStreamfy & A&
1.2.1 IPv6 NetStreamiiiE X

IPv6 NetStream ;& —Ti3LT “WR” KALMHR LG AR DA . S AR 1PV6 HSCH) H 1 1P Hudik.
PP Mokl H s 5. Wm0 5. hills . WESIE. WARSE. 22 1 a1 ke S,
ARTE )\ TCAIAR IR K [A]— 450

1.2.2 IPv6 NetStreamZ Gt B K

— /ML) IPv6 NetStream Z4:H1 NDE (NetStream Data Exporter, W48 $difit ). NSC
(NetStream Collector, M Z&i%idElicsE) A1 NDA (NetStream Data Analyzer, M 4% %k 73 41)

B ALK

. NDE

NDE 1t 5% I 45 it EAT /3 T A B, 3R-EUATF A A i T g ut, IR RS B 45 NSC %

AT P AT e b B, LA 2R . BUE T IPV6 NetStream D REN 45 76 IPV6 NetStream

R0 NDE fita.

. NSC
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NSC il HIE1T T Unix 835 Windows L [1— NN HFET, FSi#HTK 5 NDE Ik ¢, #48HEL
PRI E ZE R, Al it NDA BEAT###T. NSC ] LIRS Z A NDE ¥ 254t i %k .

e NDA

NDA J&—MZE 0T TR, © M NSC e g 8l , AT rn TARE, A pkidREk,
N AR SR CRhlnim s 9. Wacikl, BahRiD. @, NDA HAT BB - Jitim,
AT DU P 5 (R B s RN B WA B B P s

E1-1 IPv6 NetStream REEHhHIIR & AR

e‘;-s’ 5
NDE
NSC
/ NDA
=

NDE

un B 1-1 FioR,  1Pv6 NetStreamiEAT £ RAEFN 4B it F2 o 1

(1) BT IPve NetStream ZhfEfIi 4 (I NDE) JESRAHI 5 TR REANS B e 1 1% 4
NSC;

(2) 15 B H NSC WAL R £3% 45 NDA;

(2) NDAXPHUEMATOHT, BTl MG

X

e W TiX& % NetStream %% F32/E NDE A &, PTUARI A E 5% NDE 69 EZIA R AL E .
e NSC #= NDA —#x & /£ —% NetStream IR 435 L.

1.3 IPv6 NetStream&i#Eiz A

1.3.1 mEL

IPv6 NetStream ikt % % 1] NetStream 45 as it m v G B —FFBr. 4% )0 H IPve
NetStream JJfE/5, MAHE B E LS P AEME B4 IPv6 NetStream ZZiPIX . AR 4%
/) IPv6 NetStream ifs BZ4b )G, WA IBS M X IR S HE Bl 45 2 IRA 1 1Pve
NetStream % th i SC k1% 45 NetStream fli45 45

= inm

IPv6 NetStream 71t K A A= IPv4 NetStream A8 R &9 £ ALET ], X FAREME =F 5 XA LR E
EAIL “MkT i R BT P49 “NetStream” .
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1.3.2 i

1.
W i AR TR I e S A e, OF LRI Ze v B AR 2 i 21 NetStream il 55
e

M LA AL NetStream A 4525 7] LS IR AU I TEAN o5 S o (EIE S 2RI BT, X
Ao B I T W 4% TE A BEAS 1 CPU (A%, 1 Hoh T IX 885 B, T 8 K E AN s 1],
MARZ M T, H P AT ESRPUT ARG THE B

2. BE&mmH

REns s R RS RE e, WA SR B M REma s B rE e, M
MR N R ESRE TGS, 3 EKBIZEAS T S R IE RN EICEAS S B
NetStream 55 2% o ZE A IR B U Ab 52 ] LY/ o) 9 28 415 o 14 o5 FH

RIS, 24 RERE T, £ 1-1FR. REREEFERE TR GBI, B
G NREG TR L LM EGIEN KB EW, WN—&EEIExK. 4 FRE MBI, w]LLF
I

F1-1 IPv6 NetStream B& M 150 4 MK

Bark RaxfEm

Wpi-om H &
(protocol-port)

PSS W L H A

VIE T 2% BX A

WEGRE VRSB . AT AR
(source-prefix)

HIMargR &

T O e
(destination-prefix) HIHER RS, HARTSR . Sz R 5|

ERTH IRTSOCR &

(prefix) PRI HIRER R . AT, HIATEE. MR RG], Sk gy

1.3.3 i IRSCAIR AR

WA 9 S —Fh IR 7 A S 2, A G v B S0 o R G, 1T DUH SRR i % e S A dl &
SRR -(E
H 1 IPv6 NetStream %t (1948 v 8 - Be Al A 9 K53

1.4 IPv6 NetStreamBit BE & &4

FEMLE IPV6 NetStream 2 |if, T HRAE LA 7 SR £ AR N 1A i B 261y«

e 73 IPv6 NetStream M HARNIE, WA W ZEAE N 45 A5G b W & e e LTS IPv6
NetStream I fiE.

o MRPELFEMLIE AT R, X 1Pv6e NetStream )it 2 A0 [ 3T BE

o MRS IRCE 2, WURCERG MGG R, 8 TS S R 2y

=5z

o

#1-2 IPv6 NetStream BLEB & B

BREES Wt AR HREE

JTJa1Pv6 NetStreamIifig Whidk 15
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REES WiAA HHEE

Jic & IPv6 NetStream- % i (1 4%
| R
it % 1PV6 NetStream#gi | VT St

g AR S A AT IR 1.6
B/ HEL Jid & IPv6 NetStream 4 (K145
THE B

B & 1Pv6 NetStreami H 4R SCIr4% X CIpv 17

1.5 F/2IPv6 NetStreamZIj g
%<1-3 /3 IPv6 NetStream Ih ¢
BRAE we 15t AR

WANRGAE system-view

%%EEKM% HIZEUK interface interface-type interface-number

JFJHIPv6 NetStreamIfig ipv6 netstream { inbound | outbound } | 445N, IPV6 NetStream)

ReAL TR PR

1.6 B EIPv6 NetStreamZ&it{s B B4 H

EBCE IPv6 NetStream 45 B HT I, T3 ZE%) IPv6 NetStream 485 B H 13582 R H 1)
Mol BT R, JaE LR E .

1.6.1 BLEIPv6 NetStreamIL il i B4 1= B

#1-4 BLE IPv6 NetStream L@ RIFEITEEHH

BR1E e ik

HARGALE system-view

HEN 2 DKM L =2 | , :

DL I3 11 VL interface interface-type interface-number

fiifiEIPv6 NetStreamfig ipv6 netstream {inbound | outbound } | F4 KR F, IPV6 NetStream4:
T IhREAL TR MR

BB R quit

fil EIPv6 NetStream¥%illi#i%5 | ipv6 netstream export host ip-address | ‘21&

PHE R H AT H G| udp-port [ vpn-instance BT, REME TR

UDPJi A5 vpn-instance-name ] = R E [ UDPE 15
CIB7S

FATEILR, SR gEH RS

- . _ _ (R R 1 CRIS R 25 S AHE (K45
Pz = [:j‘ R .
i E IPv6 NetStream4iit{5 B | ipv6 netstream export source interface C0) AR W

Y 1 interface-type interface-number A
R 1 0 15 R

G A, IR RS At At
(1S
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1RIE we AR

Al ik
BB BL R, IPv6 NetStream4t
i AR i H SRR AN BZ PR

P ) PR

ipv6 netstream export rate rate

Rt E 2 h

WA SCREM AR G772 ARG RS o A ARBCEME SR & ThRe, W&ol A 5
T I 5E A [F I S TG BT Al E R B R S Ihhefa, Wk ol il il fF B0
5GBS A A R R GE v BEATIE A, AT 26 B SR A g v 5 B o DRI i o e Al
PG TIRE, Rt R BRAR ISR & 0 B a% BE YR IRV 46

1.6.2 BLEIPv6 NetStreamE2 &3

#1-5 L E IPv6 NetStream B&RHFEITE R H

1RIE we it AR
HANRGALE system-view
1 =N Kl — =
ﬁimi é;ﬁlﬂﬁ R interface interface-type interface-number
Y &

f# BEIPv6 NetStreamI)jfe

ipv6 netstream { inbound | outbound }

DAk
AT T, IPv6e NetStream3)j
REAb TR IR AS

R RG]

quit

Jit & 1Pv6 NetStreamfii {58
G INEE

ipv6 netstream aggregation advanced

A3k

BB TS OUF , NetStreamAlif4: i 58
B IhREAL T O PPIR A

i AIPV6 NetStreamZE & 111X

ipv6 netstream aggregation
{ destination-prefix | prefix |
protocol-port | source-prefix }

fic & IPv6 NetStreamZE & 4ttt
{5 B H 0 B kA E 1
UDPi 15

ipv6 netstream export host ip-address
udp-port [ vpn-instance
vpn-instance-name ]

DAk

BRAATEUUT . BAME T EREN
B H bk, F1H FUDPER H 5,
H T IR RE LR TE ), Al
PLRZER AWK TR Eipv6
netstream export hostiy 4, It

i AR ARG R

fL & 1Pv6 NetStreamZE & 45l
5 S H gz 0

ipv6 netstream export source interface
interface-type interface-number

Al 3%

AT, KA R

M E T (RIS R4S S AR 0 42

) BN EE N

o RAIZEAVLE N Al CAKE B R
I) ) Y54 1

o RO TR AN EYR
0, WAEH RS B E

o RN WA IE AR
S MRACARANE, I RS A
HEHER

{§ 1%L H1Pv6 NetStream
G Ufie

enable

WAk
Bl R, IPv6 NetStream2R
FUREAL TR IARZS
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= i

o AR AS A LR LA T4 ipv6 netstream export host FIBFEEE . £ A %ALE FEE 4
ipv6 netstream export host 44~z A 1 I8 &3 4 K K.

o BMREAEAGHAL LB AL TG AR .

o ERSGAMET, B P B E4H IPv6 NetStream Lit#irth R agsm b Boig, SO REMRI AR, @
ZAAE T Ay B xR R AR, S H S ROME TAA REA LEMEN, A3 RARLA

1.7 B EIPv6 NetStreamifi HiR SCHIE 1

#1-6 BLE IPv6 NetStream i H IR ST E 1

BRAE we 15t BB

ARG system-view
R IPV6 NetStream#sitiithif kiAo | IPV6 netstream export
FEAR 104 R 357 26 Lrm vO-template refresh-rate packet | sigiEm R, £FE200M K 1%

” packets YRR

i nl ik
i EIPV6 NetStream#iil i kA9 | [PV netstream export
HEAR FA T 7 2 L vQ-tempIate refresh-rate time BRATERR, FENE304 ki
” minutes kA

e BT VIMRAZLTHEMRS XE. TIXHALNAX, Prakd EEZ T HAIAER, dsm
NetStream AR 425 #1749 VO AR As X, A P 7T AARIE L IRE L, B ERRA QARG AIFT R, &

B BT ALAR.
o VAR BTEC B LRI R Al B RIFT R, REHEAEZ—NRFTEMF, XERLEERS
NetStream k4% .

1.8 IPv6 NetStream & F04E 1A

FESER RBLE S, FEAT ALK N HUT display iy 4 T LU /R E 5 IPv6 NetStream [FIS 17140,
SiBURCe ST VN ) ST AL R e

TEF AL R AT reset fir 4 1] LUEER IPv6 NetStream 148115 8

%1-7 IPv6 NetStream T RFA4ER

HR1E we
A E1Pv6 NetStreamiit Z2 /7 X IIECE MR | display ipv6 netstream cache [ verbose ] [ slot slot-number ] [ |
SER {begin | exclude | include } regular-expression ]

display ipv6 netstream export [ | { begin | exclude | include }

- LRt L 2
A% 1Pv6 NetStreamZt it i i 3 B regular-expression ]
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1R1E we

rEIPV6 NetStream Bl (L E R | display ipv6 netstream template [ slot slot-number ] [ | { begin |
B exclude | include } regular-expression ]

FEREAF X P T R, R
IPv6 NetStreamZZ#f X PR AMS E 4 | reset ipv6 netstream statistics
WIAF R

1.9 IPv6 NetStream B B! fig & 2&451

191

1.9.2

IPv6 NetStreami i@ 7 B9 4e 1115 246 B & 24451

1. A EK

K s, 76 Device A _FICE IPv6 NetStream, U i SCt 74511, I IPv6 NetStream
TR Ze 715 B4 H 2] NetStream JIR45 25 . NetStream R4 #3119 1P ik % 12.110.2.2/16, UDP i
154 5000,

2. tHME
El1-2 IPv6 NetStream L@ maIZiTHE B H A SHME

Vlan-int 2000

GE1/0/1 12.110.2.1116

IPv6 Network N
SH

Device A NetStream /I 55 %
12.110.2.2/16

I MEDE
# 1L [ GigabitEthernet1/0/1 | J3 4] NetStream At LhfE.

<DeviceA> system-view

[DeviceA] ipv6

[DeviceA] interface GigabitEthernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] ipv6 netstream inbound
[DeviceA-GigabitEthernetl/0/1] quit

# {F VLAN #:11 2000 ACE 1P Hudik.

[DeviceA] vlan 2000

[DeviceA-vIan2000] quit

[DeviceA] interface vlan-interface 2000
[DeviceA-VIan-interface2000] ip address 12.110.2.1 255.255.0.0
[DeviceA-VIan-interface2000] quit

# JiL & IPv6 NetStream il i 4e vl B4 H 16 H (1 Hotik .
[DeviceA] ipv6 netstream export host 12.110.2.2 5000

IPv6 NetStreamE &t B4 iHE B 1 B & =641

1. AR FEK
7t Device A it & IPv6 NetStream, H &% K.
o HIEULMIGUIE B H 2 NetStream li%5#% . NetStream JIlR45-#5 1) 1P Hikik 4 4.1.1.1/16,
UDP i -5 5 5000;
e  AFEAI (protocol-port. source-prefix. destination-prefix fll prefix) (4115 S
#1Z NetStream it %5 %% 3000, 4000. 6000 #i! 7000 i I 1
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2. tHW[E
E|1-3 IPv6 NetStream B &S HE 26 Bl & 22 W &

Device A

Network S Network

NetStream server
4.1.1.1/16

I EBEVE
# Wi & i 1 GigabitEthernet1/0/1, 7EHi. AJ5 T )A ) NetStream it

<DeviceA> system-view

[DeviceA] ipv6

[DeviceA] interface GigabitEthernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] ipv6 netstream inbound
[DeviceA-GigabitEthernetl/0/1] ipv6 netstream outbound
[DeviceA-GigabitEthernetl/0/1] quit

# OB g v S A H Ak
[DeviceA] ipv6 netstream export host 4.1.1.1 5000
# B I — i R G, LUAGZER ARG HE B B k.

[DeviceA] ipv6 netstream aggregation protocol-port
[DeviceA-ns6-aggregation-protport] ipv6 netstream export host 4.1.1.1 3000
[DeviceA-ns6-aggregation-protport] enable
[DeviceA-ns6-aggregation-protport] quit

# BCEWATSOR AR, DU R gt v S ) H it

[DeviceA] ipv6 netstream aggregation source-prefix
[DeviceA-ns6-aggregation-srcpre] ipv6 netstream export host 4.1.1.1 4000
[DeviceA-ns6-aggregation-srcpre] enable

[DeviceA-ns6-aggregation-srcpre] quit

# MOE H AT SR, U S ge s S 0 H k.

[DeviceA] ipv6 netstream aggregation destination-prefix
[DeviceA-ns6-aggregation-dstpre] ipv6 netstream export host 4.1.1.1 6000
[DeviceA-ns6-aggregation-dstpre] enable

[DeviceA-ns6-aggregation-dstpre] quit

# BTSRRI, BLAZER G gevHE B H 1 H st

[DeviceA] ipv6 netstream aggregation prefix
[DeviceA-ns6-aggregation-prefix] ipv6 netstream export host 4.1.1.1 7000
[DeviceA-ns6-aggregation-prefix] enable

[DeviceA-ns6-aggregation-prefix] quit
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1 Samplerfid &

Z

S5500-28SC-HI #= S5500-52SC-HI 7 % #F Sampler 48 X At & .

1.1 Samplerf&Esv

Sampler RIHRICRFEDIRE, HISR A — 20 [t g B RSOt — R0, 38K 5 Za b S5 A b B

Sampler SR & RAERIBEHLRAFE 7 2

o [HIERFE: REARSCP S — MRCHE T .

o BEWLRFE: R4, ARE—MROCHA T RERIE

H i Sampler 1] LAfIl NetStream i&FI LA H 1

o XM SEHEATRAE, SRERERAEE R AR SRR IS R G TR R g . W RE
TG RRAL ARG, AR GETh R SCECR AT T, [RIRE AT DL R IR R B St
15 RLREIE A [ A ) 25 [R R B o

o HIERAE T LAR /D LS IR R, JRE G 0 46 PR R B R A e A RE A IR

= i
o A % NetStream t4i#m N4, HAIN “MLEEWR iR BT F4 “NetStream” .
o KA 7| TR I FF B RAAEKX.

1.2 BIIEAERS

R1-1 GERAERTIRE

BRAE we 15t AR
HENR G system-view

RN, SHrateon R,
; 1z 2 rate ik 7 AT VL. B, 1%
B sampler sampler-name mode fixed TN hl NN
BUERAE 3 packpet-inteer;I rate %%iﬁﬁjjg %%m?’f%SG ‘(,ZH,']‘&?('}J)
AMRICPRFELANRIL: RS HBEN
10, F/R7EL1024 (2f100T5) Mk
SCHRFELANR L

1.3 Sampler & RF14E$A
ESE I LRI E 5, BRI RIAT display fiv4 AT LU R & 5 Sampler s 47 5500, il A
F Do s B AR E SO .
EH P BT AT reset @4 0] LUE R Sampler 48 HE S
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%1-2 Sampler B RFNLEA

1BR1E we

display sampler [ sampler-name ] [ slot slot-number ] [ | { begin |

frfi Samplerfid B LS A7 {7 B exclude | include } regular-expression ]

1.4 SamplerE2 %! fig & 245
1.4.1 Sampler5NetStreamBt & 1§

1. AR E K

[ 1-1 fii7n, {EDevice A it & IPv4 NetStream A Gt i1, J85 4045 R K% FINSC 12.110.2.2/16
) 5000 %ij 1o ZER N5 0] K [ 2 RAE, BF 256 MR SCIE T — AN T NetStreamZi il

2. AW E

El1-1 Sampler 5 NetStream B¢ & 15 F 4H M &

Vlan-int1
12.110.2.1/16
Device A

GE1/0/1 NSC
12.110.2.2/16

Network

JEESE

(1) Hd¥ Device A

# QU440 256 HIRFERS, SRR ERFE 30, WERAERN 8, Bl 256 (2 1) 8 ) Mk
SCHSRAE 1 ANRI

<DeviceA> system-view

[DeviceA] sampler 256 mode fixed packet-interval 8

# filE GigabitEthernet1/0/1, {Euki 1 F 5l 1IPv4 NetStream AN il A8 RKAY 45 256.
[DeviceA] interface GigabitEthernetl/0/1

[DeviceA-GigabitEthernetl/0/1] ip netstream inbound

[DeviceA-GigabitEthernetl/0/1] ip netstream sampler 256 inbound
[DeviceA-GigabitEthernetl/0/1] quit

# L& 1Pv4 NetStream Zt vy R SCH) H 19 1P dik A0 H s 1 (P NSC ik BLR i 1), Y5
FER A L

[DeviceA] ip netstream export host 12.110.2.2 5000
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1 IPCHC &
1.1 IPCfE4
1.1.1 IPCH#EiA

IPC (Inter-process Communication, HEFERELE ) J&AN )Y a8 i —Fp o] SEd LSl . R s/

41 IPC BRI FEAME S

1. =

AT RIS FE IPCHAS B SEAA, S ANMST ARG, 7ESEha N v, — e -, —A

RO N T A CPU,

o EPREHK NG A CPU, Kk, s Xh N —~45 5

o I IRECA 2N, AN A CPU, SR —HURRAT 2> CPU (Ll
45 CPU Il OAM CPU 45), [, A ikss e 20 Mk s:

o IRFEZEEREM LIV BB, DR RSN EZA 8, K, IRF 2
EZOSFPSYIUE S

Bk, e EARRN I, IPC BN T IRF RIS AT %, SRS 0 AN A 2 ]

PR T — ] SE AR L] .

2. §ER%

B S AN s RN . e ] DLEAE TR RIS IPC 19 A2 ), AT RPN A2 A HACH

— 4R T ORIRSC . BEBE T RUMAAAE, #5715 R B A A HR 5

BEMSAE REVIRAIS QI SR B, & EFN R e S TIET, WRIETF ), S@ariEek.

RYGHBEBOIRAS AR S Z VB IR Dl e — A IPC 49 sl nT DU 2 4R, 3 40 BE RS T

X PR o

3. @&

TSR AN ) 9 051 2 I R A 2 TR (RSB B ) o RN R N R 43 P — N A i — 1)

STiBERSD T Y87\

) I R 1 A A0 S A A 2 I PCARER, |PCASE I I JE S22 P e s 38 4 0 i 1

Mo T BERERNEE Z RO RIE S E 11,
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E1-1 s, sRfnmEXRE

Node 1

Application 2

Application 1 —— Application 3

Application 1 ——— IPC Application 3
Application 2

Node 2

4 /X KRERR

IPC A =M SRR Ty 50 gk, AUk O SRR Re BRI AL FRHE,  RER AR 7 AT Xt

HIBAF,  E 2 B AR ] ORI 5 2 B Shig B AR AT — Rl 5K

o RERRTEANTY SO AN RN AOE T

o AFRRIFAANY SO AT RN AIE T e HIE PRI SOR T IR, RO AR
A, AR IOLPI AN AN NPT R — DN LR 2 AL, 4146
AT I QU LS 2 RE 2L 1 B B2 e B P AR R P

o IRIE, RIVIRIIN SRR SRR AN B 1) AL T 3

1.2 FRIPCHRESITTNAE

JHA IPC YEREGETI DIfE)E, REUK U1 miAEdR e N B A (Rl 10 0 fdll 1 20 ha) Ok R
DL, I display dr 4 T LB B XLEE . RAPERESEI TR, B ikguit, Sivk Bk
AR BRI, WERAEH] display @4, SRR EREGZ TGN ZI I g v - Hodls

%1-1 73 IPC MHaESiTIhEE

BE we i3t BF
Wik
FIFIPCPERESE | ipc performance enable { node node-id | self-node } | SRATEULT, IPCPEREGETHIT IR K
PPN [ channel channel-id ] Gl
IR PR R AT

1.3 IPCRRFngtr

e EIRECE S, AR N T display v T LUE S IPC s T 0L, il &5 BonfE i
UERCE I ROR -
FER TS, AT reset v ] BUEERAHSCHETHE B

il
CIT
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F1-2 IPC BRFN4EH

1R PO
WIRIPCHY RifF B display ipc node [ | { begin | exclude | include } regular-expression ]
R I A Ian(S:Fng)(; i}p:;g&znzg:)jer;c;%i r]1ode-id | self-node } [ | { begin | exclude |
L B Idnlzlpulgyé ;prc;g(l}uulsr_:);{prrlgsdseior:]o]de-id | self-node } [ | { begin | exclude |
GRRG | DSHaY be mullcastaioup (node nudeqd | sltoce ] {begin|
B RS A Idnlzloulaa\)é i}prc;gjglr(_ztxépec:iﬁ)rr:c])de-id | self-node } [ | { begin | exclude |
R BB RS (2 ?ézﬁ:gzéggrggslﬁgnnlode node-id | self-node } [ | { begin | exclude | include }
DAL LI {hegin | exclude | inatude } reguiar-expresson]
TR SRR THE B reset ipc performance [ node node-id | self-node ] [ channel channel-id ]




B =%

I T0 Y el = T 1-1
L. POETH I wreeerermmrrrrmereee et 1-1
I T =0 = PP 1-1
D12 HIFEHITE cvreeeeresereeemseeee ittt 1-2

I = le = AR R BT I T PP 1-2
1.3 HTHEPOEIIJFE «vreerereseereseresrmseeseseeesss s e ssss e e ses et e st 1-2
1.3.1 {FHEPOEIE [ FIPOETHHE «-oereeererrr it 1-2

A 2T =] T T TP 1-3
141 AT BEAERFAEPDRIIIIIEE «vveeererererireissieiei s 1-3

1.5 LB POETIZR oo s e 1-4
1.5.1 BB POETE I Rt K I R oo 1-4
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1 PoERCE
1.1 PoEfE/

1.1.1 PoE#fR

PoE (Power over Ethernet, DKM, MARIGFEAEH) JE245 U &1t UK I, I FH AL

£ XAz PD (Powered Device, 2L ¥4 HEATZFEAtAL .

1. PoERYf =

o HIEE: WIJELETPHtA, A TTE;

o EFMIRE: M Zum AT IMERYE, HFHERML,

o FbpvfE: 74 IEEE 802.3af fll 802.3at b, [ 4ERG — M FLIEHE 5

o NAEIE IZ: WILUHT IP HiE. Lk AP (Access Point, A D (RS
Fl-RHL P25k Bl R A4

2. PoEAAXM#E&

PoE&R St K 1-1 i, fHEPoE Y . PSE (Power Sourcing Equipment, ff:H 545 ) . PI(Power

Interface, HLJ§E#ZI1) FIPD.

(1) PoE ML AN PoE RGHAEIIE,

(2) PSE: H#k4 PD itk . PSE 73 A NE (Endpoint) HISME (Midspan) Wff: HE
JRIGE PSE BN AE WA N EE, ANEIRINE PSE SR LI . AR 4% PSE ¥R H]
W& 720 REHEFH PSE ID Sk FUIANF PSE, ffH display poe device iy 41 Ll A FH PSE
ID FIEL 53 A& AT N G R o PSE SCRFI E 2D Re 548, &0l PD, X PD 4338, JfmdL
e, MHATDIEREE, SR, RIS PD IERGE S IMITAE .

@iﬁﬁﬁ
PSEID ¢9it H 7 kA Z&WR AT x3+1, Blde: X&WRN%5H 3, L PSEID % 3x
3+1=10.

(3) PI: H%& PoE ftHfE S LA M T, HFR N POE #:11.

(4) PD: $:%2 PSE fitHii 4%, i IP ik, JZk AP (Access Point, AR  E# %7
HLAS . R ML M5 k55, PD W& {E4H:52 PoE FLIEHLFE RN, nf DUE B & g,
BT HIFEIUAR &0 -

El1-1 PoE RGEREE

PoE H1L i PD
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1.1.2 U HsE

5 PoE M=y k. IEEE 802.3af. 802.3at.
1.2 PoEBCEESEN

Mt & POE 42 1145 PR 5 5

o WA AATICE

e JEIEE POE Profile, Jf¥ PoE Profile W Tl 545 & f] PoE #£11.

PR SRR —FF, o DURSE HAR I 77k £ BCE 00 PoE B, —BCRH A AT E
Mt ERCE PoE #K, —8KH PoE Profile Fl & . f1-[H— PoE #I1 F[HE— PoE il &%
B, Rk PE— Moy NHATI S CRFRESORTHERD .

#1-1 PoE BLEFEE G

BEES 15.H AR E
filifitPoEY)fit i fitPoE#: LI [fIPOE Y fig nik 1.3.1
KPD 8 BE b U PD A ) it CIpY3 1.4.1
Iil & POE ) % fil B PoER: M M1 Fe KR ATk 1.5.1
Wi & POE ) R 45 H i B POE 5 I Th 4 5 Al % 1.6.1

Wi fPSE % 1.7.1
POEF e

i 2PD BASPDYIN & Al | 112

PD, Nl S fr 4 Tk B

WiLPoE Profilefig i | /& XPOE Profileify iy i 181
PoEH J¥JTIPOE Profile QipT 1.8.2
TEL T PSEAFLE AT Cipe3 19

N
o JLFLE POE h#LHT, 541 POE WiEA= PSE CL24 FEH T/KRA, TN, THAFHA

POE fit & 34 fit. & 4 POE 7 it R ik 2 3%
o JREREBHILAF RUKEA POE Bk, THAF 3 PoE Profile F 4 PoE At & ik A .

1.3 {£HEPOEIN&E
1.3.1 {EREPOEIZEOAYPOEL&E

W R e POE #1001 POE HhfE, RHEASLY PoE #:0 N PD fitr, ALY PD T
IjJ%o
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{fBEPOEFZ 1 [POELIRERT, WIHIXPOEF: M IMAANL FEPSEY Rk 4k, W AvHEige. /0,

H1%POES% [ /& 7518 e POET R A5 PR Lh RE vk i (POES% L IR HM AN 4iE S W 1.6.1 i E

PoEH: LI PR HD:

o W% PoE #: WA H5E PoE )24 B IIRE, WA RVHERE X PoE 421 [) PoE JifE;

o WIRZPOE #: 1 E4MfRE T PoE TR HINAE, W AVFIREZ PoE #1111 PoE Thig (fiff
fe)a PD & At Rk i e R # e, el PoE #2: ki se 40

PoE #2 e F it fi A7 Py RS o

o [ETEAtmEl: PSE M 3/5 WAL rh AL s it I Zext (1. 2. 3. 6) [ PD 1%
SATECHE 1 [ I A i LA P

o NI PSE ] 3/5 FEMA L A AT M x) (4. 5. 7. 8) [ PD kA%
HEE .

@iﬁﬁﬁ

o PSE #Fit#: 4 PSE LT ZRMFEEZIIRAAEZ KT PSERKIA XN, A%
kA PSE #F LR (PSE RRZF d il p#gfie Bk ),

o PSE #= PD &/t AR 494K, F AL EF4td,. 4R PSE 4o PD L H a9t AEX TR (Bt
Jw PSE RAFHZ WA LN, PDRILFZRNAEAE ), MFEE434 42 PD 4w,

o KA E POE 4 U AL IFIL S TR RALX A PD R G UATR AR E,

%1-2 {£8E PoE $#8/Y PoE IhgE

$R1E we it EA
HWARGHE system-view
\ interface interface-type
HEAPOEHE ML .
interface-number

i hEPOE: i FR At L g poe enable BT , POER: I3 Rt i T B
Ak

Pic # POEHZ M £ PDIN A 7 B poe pd-description text B TESLF, POEH: [ B:PDIH
WAE BN, HERARHIRGER

1.4 #&MPD
1.4.1 {FaEIEFREPDINITH BE
PD %4597 JhntE PD FlAERRYE PD, #n#E PD 24547 H |IEEE 802.3af ArUEf) PD 1 4. 1 1/

T, PSE H ek zkadE PD, Jf 0 HAtdH ., HAZEIRE PSE il dEkr#E PD I)fg)5, PSE 4 Hg
K 2 9EFRE PD, 3f A H AL,
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F1-3 {£8E PSE tMIEHR/E PD TheE

BRI we 15 BB
ARG system-view

i REPSERIIAEFR

oe legacy enable pse pse-id iy , HRERIN B bR EPD, A
PO p gacy pse p BTN T, PSEXNRER I EIFRHEPD, A

RERLIARFREPD

1.5 ELEPOEINXR

1.5.1 BLEPOEZEOMBZEAINE
POE #: M KT Z& PoE #: M EEHEIRAL4E T H: PD Ml K%, 4 PD ZERMThE KT
POE 5 [ K Ih# I, MR 245 PD fiira.
#z1-4 BLE PoE EOMRANE

#R1E e 2R

HWANRGHE system-view

. \ interface interface-type

HENPoEH: 1L .

interface-number

Ali%

fict & POE#: M 1 45 K it HL Ty 26 poe max-power max-power R TEOLT , PoE4: Hi KA HLT) 2
24300004 FL

1.6 POEIhZXEIE
POE D& 4y /N4 PSE ThZ 4 P PoE % 11 I8 7,

1.6.1 BLEPoEEONERER

PD HtH I T PoE 4 LI 2ESk . POE ;L AL SE % M s {3 . Critical. High

Fl Low, PD REf 132k HL 252 POE 2 11 D R 5 B S m (1 4761

[T PSE #FATAHIFI ) POE 2 1 D)2 45 B . PSE XA PD W& AT AL HLH «

o {EXAERE POE B NIRRT, Wi PSE TR #k, WA HrE At PD fibr;

o {EAlifE POE 4 N I3 L AL JU S (GO T, R PSE i 2, #AFM PD, X}
PAERATI PD Wird, fRAUERZEZ =1t PD fitr.
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@ 15t AR

o R&ELHA POEETFRT 19W 694k %, wAEiE M PD k&6 F K 3h, AmPribd T
PD #9Bia] sh it KM $ 5 PD ¥ /. L4209 Fife PSE # & F 19W, @ H PoE &0k
A B BEMRBET, LI e) PD b, S48 0 AT /e PSE #4& %% F 19W, {2 PoE 4
OEE TR, SHALR DRI BRI BE D e, RARIE SR AL T 8 R

TAE.

o 4R CIEAL) PD hFERKIE A, R PSE oy E B0, 421k x5 3 5 (K AK 56 4% POE 41
bo4 PD #g4tdy, VIAEARIELE R LS 6 PD At d,,

1 PSE FIRRIET)H (PSE i KI)&d 2 1% PSE Hik4:40h Critical [ PoE #1115 KT,
15 PoE #z M2 i i POE ThRETL ) /N T-i% PoE 2 i KT ZnT, & Critical L5G A B

N, 1% PoE #2 NLSEZ % Lh B0y Critical, F53e !t # MR 4 PD )3, #3841 PD Wi
HL, {HJZIXLE POE 42 AL E A . K55 PoE £z LIILSE M Critical B e 56K, mIRg
FHHE PoE #1111 PD 432k,

1. BEEEE

ffifig PoE 4% LI R4t fi I fiE
2. EEPOER AL
%1-5 BLE PoE #EOThREE

1BR1E we i3t AR

HWANRGHE system-view

fi REPOEHE I Th A A5 B Se 4 S ms poe pd-policy priority BT T, B ke
POE# 1 D445 B 4
K

BEAPOE#: DMK interface interface-type interface-number
CIp7A

TiC & POE#E A HILL S 2% poe priority { critical | high | low } BT, POERE
BEHALSEH K low

1.7 PoE!MsiznINRE

Ml POE WS ThiE S, RGmias e s — S H s, 2Yix Lot I e TE I, RS
B REL— Sk itk AT B AR Y. PoE WIS ThAE X} PoE Hyi. PSE 1 PD ¥4 PA LK ¥

Fr Ul B A A

1.7.1 M¥=PSE

2 PSE & 4TI A A 3 8 YO 8RR E DR BER, Rgie kit Trap SR
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F1-6 BLE PSE X EEHE

BRIE we 15t RA
ARG system-view
FLEPSEM % | poe utilization-threshold nlik
R utilization-threshold-value pse pse-id BT R, PSE )2 454 bl {2 80%

1.7.2 M$=PD
M PSE HIG #1125 PD fiLHEI, RS KX Trap 15 8.
1.8 @I PoE Profilefit PoEIZE[O

Me & PoE # A PIA T 2, PRy M —FE, v AR AR ki st Bgor Aoy

o HIAAITACE . %7 2UEE H TN A PoE i DR E .

e it PoE Profile it &, J£¥4 PoE Profile N £IF5 & 1) PoE 2 1. 1%y Uil H Tt & ic
B POE #:11, WILAfRIAL 7 IR AE

PoE Profile J& —#Hi & 144, — PoE Profile Ha] LIBLE 24> PoE $5tk. 78 KM M %,

¥ PoE Profile N #]Z /> PoE 11, X%z [t AT AR PoE #51k; 4k PD i A0

AR, AR O BN PoE Profile N 258 4 AL D RIW], AT REZEEFTE AR BLE, M

JifE T W N Gk PoE R PEIMIHLE .

W% SCFHEE 2 A PoE Profile, £15F AN A PD 52 AN A 1) POE B & A7 i ¢E /AN 7] ) POE Profile H+,

JEAE PD 4 A3 O N HAH N ) PoE Profile BIH[ o

1.8.1 ENXPOE ProfileliNE

F1-7 EX PoE Profile BIAA

#HR1E we 15t AR

HANRGALE system-view

fil7PoE Profile, Jf-# APoE Profile | poe-profile profile-name ik

LK [index ]

1 it PoE4: M FR At i o fig poe enable BTN, POER: Mt it d s kb
TEEAIRZS
ik

W B PO I ) e KA i Ll 22 poe max-power max-power | sl R, PoEH: F i kit i 1%
300002 L

poe priority { critical | high | "I
| Tow } AL, POES: LRS54 Mlow

P B PoE & I it /62
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=i
A FE

e 4% POE Profile ©.22 5, s8I POE Profile #9& F J&, 7 #8MIIR A5 i% PoE
Profile.

e %4 poe max-power max-power #= poe priority { critical | high | low }s&A4R4E R B —F 77
KB E, BpRALdide41Th B X R feid it PoE Profile it & .

o XtFF]— PoE # v F#)F — PoE ft B A4k, RAEEFE—P 7 X#ATEE (L4515 2 AR IR ),
SBE G AR, R AT 20 E e S4B i PoE Profile B &, | PoE Profile & /2
M & 0; 4wR5f POE Profile &8 Bitt) A4 Al i 4 AITaE, WA ITHITAK. L/
SBOHAABRE, FHEE A LRI,

1.8.2 M FHPoOE Profile

N PoE Profile WA 5 : I —RERZMWE TN PoE Profile, J7al 24 KR
M PoE Profile. WiFl 7 &R —FE, JRECE MR WRTEEE PoE Profile N F| £ A4
PoE #1, U720 A fifE .

%1-8 [ PoE Profile (FX—)

#BRE we iR
HWANRGHE system-view
¥ PoE Profile N H i35 & — ek %A | apply poe-profile { index index | name Bk
PoE#: I profile-name } interface interface-range
#*1-9 Fif PoE Profile (A7)
BRI we iR
WANRGAE system-view

. \ interface interface-type
HEAPOER: 41 .
interface-number

o . apply poe-profile { index index | -
#4PoE Profile N H] £ 24 HPoE £ M , ik
name profile-name }

==
A =

POE Profile sTvA A T % 4~ PoOE &2, {2—/- PoE 412 T R 4t H —4~ PoE Profile.

1.9 HEZ&HRPSEAIRE 4

M Paf LGl I DL N AR R 26T PSE AL EPE, TEZTH IR IR A PSE SR8 Tt 4.

THRA PRI

o refresh B\, ZBAUELE PSE W JRAT Kb B ERAF A SE0N T SLREAT TR B . — et ol AT
H refresh #k T2 PSE Ab P AT
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o fUll Bis, ZBAUT R PSE i lsUA AL BRI ER , FFEEHTRN . PSE ARBLEAF A
It oL~ CRBUAPTMATIN POE i 20 AT ANz ), wl ] full BeaHE T T4, AR

2R PSE AP R TH GO R A M b W OBl A AR R S B0 ER D), FR A full U3

THR IR, VA e 2 W e s T full Jr s BIR] el TR BEA B, BriK) PSE AL

Ak 2L
#1-10 7ELFR PSE B4
#1E we LA
ARG system-view
poe update { full | refresh } flename pse
FHPSEAL PR A4 pse-id Wk

1.10 PoERRFALE+A

s ERIE G, (AR FHUT display #ir4 T LU R S 5 POE IISATHRIL, Wil &%

oA B F B RO
%1-11 PoE | RFn4En

BE we
B . display poe device [ | { begin | exclude | include }
BRI PSERIASAS &

regular-expression ]

SRR E POEH: I It HUIR S

display poe interface [ interface-type interface-number ] [ |

{begin | exclude | include } regular-expression ]

7R POE#: [ [ L 284

display poe interface power [ interface-type interface-number ]
[|{begin | exclude | include } regular-expression ]

E/RPSEfF R

display poe pse [ pse-id ] [ | { begin | exclude | include }

regular-expression ]

R RPSEERL A T A PoEFZ M A HURAS

display poe pse pse-id interface [ | { begin | exclude |

include } regular-expression ]

B RPSE®HIPoER: [ 2h 2% A

display poe pse pse-id interface power [ | { begin | exclude |

include } regular-expression ]

7R PoE Profile g & Al B H 1) i 7 15 15

display poe-profile [ index index | name profile-name ] [ |

{begin | exclude | include } regular-expression ]

WRTR T PoER: 1 17 A 34 ¥IPOE Profilefit
BRI N BT {5 R

display poe-profile interface interface-type interface-number

[|{begin | exclude | include } regular-expression ]

1.11 PoEfEYfL E Z& 45

1. tHME K

e  GigabitEthernet1/0/1. GigabitEthernet1/0/2. GigabitEthernet1/0/3 2 IP Hiif .,
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GigabitEthernet1/0/11. GigabitEthernet1/0/12 2\ AP ¥4 .

IP LRI e m T AP &4, 4 PSE Zhd 3, fLsesy 1P diffitd.
GigabitEthernet1/0/12 F%1) AP 2 AT & KASRE L 9000 2 FL.

2. A E

[El1-2 PoE A&

AP 1

3 EMELSE

# {fifE PoE 4% GigabitEthernet1/0/1. GigabitEthernet1/0/2. GigabitEthernet1/0/3 [z f5 it i
htie, JF BALELEZ R critical.

<Sysname> system-view

[Sysname] interface gigabitethernet 1/0/1
[Sysname-GigabitEthernetl/0/1] poe enable
[Sysname-GigabitEthernetl/0/1] poe priority critical
[Sysname-GigabitEthernetl/0/1] quit

[Sysname] interface gigabitethernet 1/0/2
[Sysname-GigabitEthernetl/0/2] poe enable
[Sysname-GigabitEthernetl/0/2] poe priority critical
[Sysname-GigabitEthernetl/0/2] quit

[Sysname] interface gigabitethernet 1/0/3
[Sysname-GigabitEthernetl/0/3] poe enable
[Sysname-GigabitEthernetl/0/3] poe priority critical
[Sysname-GigabitEthernetl/0/3] quit

# filifE PoE %11 GigabitEthernet1/0/11 fil GigabitEthernet1/0/12 ()it fL it i) fE, L& PoE
11 GigabitEthernet1/0/12 ff# KL HL IRy 9000 2 FL .
[Sysname] interface gigabitethernet 1/0/11
[Sysname-GigabitEthernetl/0/11] poe enable
[Sysname-GigabitEthernetl/0/11] quit

[Sysname] interface gigabitethernet 1/0/12
[Sysname-GigabitEthernetl/0/12] poe enable
[Sysname-GigabitEthernetl/0/12] poe max-power 9000

Ml B e G, 1P HTEF AP B b, Bef8 IEH TAF.
1.12 EREEiEIREEH)
1.12.1 ECEPoOEZOMLIER Acritical N Ih

1. [RE S
e  POE #IOf7E PSE F 4 {FAUETh /N T PoE # D i Kt Ih &,
e POE BRI egt it Hof )y sCHEAT i .
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2. BBRF*E

o XTTEMESLT LB K PSE (Rt L D FOR A v, 80 7E PSE FIR (RUEII R AT
VLI N POE $2 1 fe KL FL IR .

o XA AL S B oAk N E

1.12.2 K2 FPoE ProfileZ|PoEiE O A KT

1. [RE S

% POE Profile [ 46 & i O 40 ok 2o 7 AT I &

1% POE Profile )5 L800 B AT A PoE 2 1 C B 2K .

LW A71E POE Profile 751% PoE £ 11NV H .

2. BRRFE

XTSI L, AT DA I B Ay 2R ke ke
XFF2E RGO, TIE 0% POE Profile 13 S8 10 .

TR RGO, SeEG HiAth PoE Profile 7£1% PoE #: N H .
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1.0 2 AT T AEJEUBE «oeeereeeeeesesetee sttt 1-2

R = N < 7 P PP 1-4
I AR e - TP PP 1-6
IR R i 1 B =5 T PP PO 1-6
NI Ed N D] = USRI 1-6
1.3.3 fTTHENTDP IS «vrveeevresereemeeereieietisse st iss st 1-6
1.3.4 PHFENTDPZEEIL «eevrennereeeremnrn ettt 1-7
1.3.5 TR F S JE overeeere ettt 1-8
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1.3.9 Tl B AR TEE i [ A0 TH cveeereseseeeeemeeseee s cic et 1-10
1.3.10 P B EETEE TR PP IR SL wvvvvvreereeermmmmtemmeeta e 1-10
R =% =3 v O 1-11

Lo T I R TR 4G cvereeeeseeee et 1-11
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143 TFENLEEIGFME T oveeereeeerre ettt 1-12
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1.6 T IR TAE 28 HIIASEEE «vveveereseeres ettt ettt 1-13
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1 smwmmn
Z

EEEATT FIPS XA, REFEH T A4 % FIPS X FmANBig AN bR BT
49 “FIPS” .

1.1 E3EEE T

B 190 2 KB RO T T, W) 2830 et A TR R R N e, IR AR IR e 45 O 4 B AR AR S,

(7 Bof 2k X e £ 08— L P btk 75 H AT 1P Huhk BRI H &5 SR A R Jese ot — AR g,

SRR LU AT AR e L3 )

GRE (Cluster) S48 4IRS, SRMFAE BRI 5 1 A0 A0 A ok R0 5P ) 28 B0 45 1RO 4R

AR, AT U

o HHELNKMIP L,

o fAMLECEEHALS . MEEHARGE G ERCE A 1P Mkl il ST S8 P 3t
B BANGEY Y, EHT Sk B R G B LT E

o RUMRINKBURIE S TIRE, A7 BT IR 4%

o AIEINR 2 G B A VAT AT RS EICE,  HASZ W 25504 FIER 2 B o

1.1.1 £ AE

HRIEAESAE T A B A, RN Zh BERIAN IR, W BRI 1 e 70 0 BLU R =Fh A

o EHHA (Administrator): ELRAE AN BRI DR T e, BB A rp i —
FOE A PP Hhb et BRI (HRRE) $RE MEHB & WEMP SRS
EATHCHE BRI M 7 A0 U o e B e 2 R AEA T, A BB R AT SR AR R DA
SEMRIE B

o JlGIEA (Member): FELHEH AL THUE BRI B .

o fRikix# (Candidate): FHBAMAEMAREESLRERES . REVS O AR A N B 46
BB RIXIE T TR IME B OO B R BIH AR ISR .

El1-1 SR BUE W [E

Network manager

. L3 ) 69.110.1.1/24
Administrator £
69.110.1.100/24

Member

Cluster

Member

g g

’\-
@ Candidate

Member

11



I B 1-1 P, BCEAT 2 PIPHUIE I SR AT 8 BRI BE IR BE % 2 i B e, JLE i BRIN B2 1 54
Bk, MARMAATATARHE L S AR RE I M B R RIE B o 7 BB AR b1 B e IR IRI AR 7 —
ANEEHE

Ell-2 SRfpekiRTER

AR IMANSERE

. MRS . BRI
Administrator Candidate Member

wn B 1-2 o, A Al AR A 4

o HfEIRIE A LOVREAREN, ZRAAURC TIXANRREIAE B s B e AT R ER
GEREIN A REK B A0k e 6 o

o HIERRE R A A SIEERE TR, BRI R B R IR R e e )
B SR I B 4 o

1.1.2 £ T1ERE

AR F Y HGMPV2 (HW Group Management Protocol version 2, HW 414 BRI A 2) Sk
SEEL, B BAR AN

. NDP (Neighbor Discover Protocol, 4B &I

. NTDP (Neighbor Topology Discover Protocol, 4 J&E# 4 &I

e  Cluster AR

SERFIR I DL B =AM, PRI IR I B A AT L E AN B, AR R A S A AR DA SR T I
AL RAES o AR I RN SRR YR I R AT, S MO R A AR R S T AR A B

ER(GE LI
o Iy NDP RERIUALfm et (15 8, AR AR B I PERRCAS . EHLA . MAC Sk
A 1144 FRAEAR R

o EHIRZIEIS NTDP RIS ™ s BRI Bl A 1) 4615 B DA R SN I RIS REAE B, RN
WA B3 M B o e SRR A3 B 4%

o EIIRANE NTDP Wb S5 I%L 1 215 B 58 BORH I E B & IR L B0 1 2% B T AR B 11
AE

1. NDPf&i #v

NDP R SRH E AR AT T 2 1045 8., e 1. WA AR AR SR, TR

L/

o IZAT NDP [ ¥4 WP 1) A1 5 & 3% NDP 4732, P40 7 NDP 135 5L CRLIE 24 5 B 45 1R 44 R
BAFRRA RIS Heun 1 5545 5D BLA NDP 5 B 7E s & L2 Ay i), Rl S8l (HANES
KD AL JE % R I% ) NDP R 3.

e 217 NDP IR &S A G FI4E NDP 215 538, TRk o B 6 40 fn e & Q) 8 — MR T
MR T AN, BIER— R R KL NDP 4RO, S Hopr— AN, Bl EI 1
AR T 1% NDP 5 25 145 BN, WV SE AR N (R 100 e IL AR 1) G SRAR ), D) S8
ARIFTA] s G B2 A I T B I J5 AT A 20 48 5 1) NDP {5 6L, F B Sl I BRAH R 1R 2R 10

NDP WhSGE AT A5 4 2, Db ] LS FEAN R] 1R 0 8 2 B

2. NTDP{Efv

NTDP i Bl AR nT In NSRRI e 15 5, R TR e BN £ 14 #M5 S . NDP 2 NTDP

PROLAR R AT B, NTDP MRS ARG B IE R ) NTDP 4Rl sk, W — e 443 LA i
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B ) NDP 5 B DA S IR S8 B 45 ] () TE el o AR ST IR R, oy B B 4 U e T FH IR L8

BTE T it DI RE

T B A 1K) NDP ORIRAR A7 AR, T8 L4 TR SOHE 408 52 0 S e i B e, R

Bl LLUH 2 NTDP WUEARTE i, IR NTDP A& K b [ P9 24 1 (K 2218 o

R T LAE IR P4 A TR AMECR, T T U T TR E A 2 an bl e R B

WA M BRI T

o EEIYLH AERE NTDP [k 118 HIE A% NTDP #i MR RS

o WCEITERARSCA B L MUACIR S S VARSC R B B A, IR CAERE NTDP fi 1 A2 i
SRAR LI I B0 VLA 3141 AR SO0 AR B4 (K SE AR DT 4845 B2 46119 NDP 5 1o

o ARRBAAWCEIRIRSOT R RAT AR, B R 0D R SRR S B A B AT T P9 Y
T B

SECENCE SER SIS EHEELTE N PN R E G S I L et AR Ve STE SRR I S-S R NLVE S

AR S T G A A R B B4 AT 55 AT, R ORACBA M 42 A 4 MO 32 SRR SR 97

J&:

o HEBUMCERREBCEIRHAMIORITRIBOTE, HALEER SN, 2SI BN T 7 i
AN VR

o R HBS L, BRE AN, JUEH LR LN AT I MR SRRSO,
R HEIE BN i) P AR B R AR o

3. REFEIRYE

(1) B SRR

AP ST A IR B e i B e, BB 1) LUE L NDP I NTDP BSCR DRI 5 15128 B2

FIAEILABIIMAGERE, BT DOE L TG B R B A IR

AL B A5 I NN, K aRAG T BB A MO AR AP 51 SRR AL R 1P

HuhE2%

(2)  SRAFARIE R

TESRBF I, AL A1 O B IR TR SO IEAE, A e AT L T AR, R B

R B4 IERIRA I [ 1-3 P

E1-3 B/ AR EREER

Active

Connect » Disconnect
PR A PR ARF A ) R e O )

o IRBEENLIRID. ORI SO At Ja BB R HOIRS R B R BUA S, TF
K HORSPRD Active; BB R H 5 RS S BORAEZIAML, IR 30 A SRS UL

Active,
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o EPRUE AR T N B AR T A AR B R A AR TR E AN, 5
FORERFEA Active;  Jl b A& I BB BB % 4R TR UG AN, k3L B BHIRAS IR Fr
4 Active.

o YRR R RIEIETFMOUG, 15 AR TR I (] A1 5F P9 750021 A A 3 4 148 TR,
MPF HARA B Active iT# 8 Connect; [FIFE, i W& RIEBE TG, 78 —=154E TR
klﬁﬂﬂ*ﬂ (i) B P9 A8 B 158 BR U 2% 4R 40, H BRSO M Active 1I8F#% 4 Connect.

. EHWR AR T AT Connect RAS IR B T 2% 76 A 200k B I ) P 36 1) 48 T B0 B4R 3L
U”H%EH:* LI Active, I N Disconnect—— RGN BE B A 25k 5 2B 0 %
WrIs kT Connect SRS I 5 1A £ 7R AU OR B I 1) P WAL 1) T 48 B R 4% A ik (1) 48 - Bl
PRI SC, LK H BIRSIT R A Active, 53T 4 Disconnect.

o CYEHIW AL R WA TG N, AbT Disconnect tRAS 1 T AR FET INNAERE. T
NI, B B TR B 4 LA R AL R PIR S R 2 Active .

PRI A AR, 5 B A AR 4R TR S 1) 4 B U A I AR A R

4. EIBVLAN

P VLAN T8 S BEYIMSCHR SCE I FH 19 VLAN, ‘& B 7 A2 4% B (04 9 [ , 3 ok 70 A5 98 VLAN,

RSP R T

o AEMFIUEBEMRCC (EFE NDP. NTDP HHETFARI0) #ORKFRHI/EE B VLAN Y, SEIL T 5
WICBRE, Wn T <4,

o EHIV AN L T A IR B VLAN SEIE TP HOE T

SRS B SR A B A 46 5 DR A% VB A AT Pty 1 CEIRE R0t 1) B2 Fe 1445 B VLAN J8 .

Hais AN SR VP BE VLAN GBI, i T I3 A AN R N AR, DRI 2 o v % 5 45 B 1 4% AT

T [ ity 1AL FE Ity A ALV L VILAN SR I, AT 3d e 3 VLA [ Bl i A8 501k i 14 4% 1 iy 11 LA

FOVFE R VLAN G o FUA 2 8 A 4 5 i DAk 0B 182 4 PO 2 1)y 1) R BBk 1D (1% VLAN

ID #B/2EH VLAN I, A4 AVIRCE S VLAN SO Tag i, 75 WL VLAN [FJHRSCER

it Tag Wil .

Z i
o BFEH TR IR B IR AR ERIL B I — SRR S5 S R BARE R, X SR LR &2 N 49 ik
#mua,

o A * VLAN #= Tag 940 AN, HAIN “ZEHRK-ARRNREREILF” F4) “VLAN”.

1.2 SHEERERESFEN

PP BCEARAET, T E AR N R DI A O LU IIRE, 3 ANEERCEANSC I IRE, fillr 54k
AR P S 5 A T LA R A
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11 KREEEREESZEN

BEES 1t BA HHRE
i HENDP I % ik 131
fii EENDP 44 ik 132
{HRENTDP L) fig Ak 133
fid ENTDPZ Ali% 134
FABEIAME R T 135
il B AL FEREAERE Lh e T 1.3.6
ERVA S i WA 13.7
ffifes VLAN A 1T Ihfg Wik 1.3.8
PC B AR A 53 AT HL Ak 1.3.9
i A AR TR B IR S Ak 1.3.10
S i dakesit Al 1.3.11
{fHENDP IS fig Al 14.1
{fHENTDP I fig Ak 14.2
P 5 4 B T AME R 2y 14.3
fEREAERE Th e nJ ik 1.4.4
(WD AAR & SERIE i 2y 145
e E AR TR 5L L Al 15
T %18 BE A I N BT ny ik 16
Fic A A I 4 ik 171
e 5 AT TR T L Th AR e —
SNMPC ' [ Ty g ik 173
L AC E Weblk f Ak 1.7.4

A 1%
b5 =X

o EHMEIE, E¥HEEELEFRNIEELEF NDP 3% NTDP i e, ERRAMK, 2203
oy 22 3 5 0 R ARG BRI AT.

o LE—ANEEP, L4FseT 802.1X K MAC HuhbikiE T 8569 A R 1% &8 5 4 16 R L&,
e IR EZ PR IR & L FF B HABP server Zhfg, & W& B &4 ik At ik 309 i R & AT E
32, A * HABP (HW Bypass Protocol, HW 3B ) ¢9if@N 23, HANL “%4h iR B4
57 dgy “HABP” .

o doREBETITE XL RO RTIH, P HGHR G R TR0 R i kX &% a5 E,
P S BT A kIR A R E A NR B

o Y EAERIR G EBEAZE LIRS0 B R OH, BP Rk @3 & PRI B 6g3bht 4% 181K 444
B, CEFEARER AR R ERE,

Yo

g

RN
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1.3 BEEEHIRE
1.3.1 {FEENDPIfgE

24 JRy Al ) NDP ZhREARFERERST, NDP 4 BEIEH 1217 .
F1-2 {#8E NDP IigE

BE we WLeA
HEANZR G system-view
Ak
i AE 4R INDP Y fig ndp enable BB LR, 4R INDP IS
AT REIRAS
REMET ndp enable interface interface-list
=l TR
NDIT;;; e : DLW #: 0 8 — | interface interface-type interface-number | ghas i wi R, B K (YNDP
Y BRABOUK IIREAAL T-AE R A
T ndp enable

Z m
AR BRI E KRR NE BN R IR E A AME S iR e N B, U B X ik &AR
FEwgska £ ) NDP sh4g.

1.3.2 JAEENDPS ]

68T NDP ZhHERII 123 I BAYEH 7] 4F %% NDP 4R . 24 NDP R SC{EFI % 4% b #1240 ) i) 48
I, BB AT AR M B AV 45 3% 1K) NDP 31830, M08 #4551 1 B0 54 A B 45 Boxst I () 416 S 2 T
F£1-3 A% NDP S

HRAE we WA

HANRGALE system-view

Pﬁﬂfﬁﬁi}NDP}&lﬂﬁ ndp timer hello hello-time ﬂlﬁﬂ . o

I T I BB, RIENDPHR LN 7] 1 K 2 60F)
A%

Hic & NDP 4 3C 75 31 , , -

W I 2 AL T ndp timer aging aging-time | 444 4t K, NDPHR LRI B 4 b (012 AL I ) g
180F%

=
A TE

NDP R X A2 3K & £ 69 AL 8] 2 s F & i% NDP 4R 49 Bt 18] 18] %, 7 )44 5] A2 NDP 5% o 4T
JEAT B R AT

1.3.3 {EEENTDPISAE
24 R Rl 1 NTDP ZhREARMERERT, NTDP 4 REIEH 1217 .
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F1-4 {¥5 NTDP IgE

BRIE we EER
ARG system-view
ALk

fii e 4 JRIINTDP I fE ntdp enable
e " P BRI T, 4 INTDP S AL T ek

HEANCUKM LB T2 | interface  interface-type
REBEOME interface-number

CIpv

{fifexi HINTDPLBE | ntdp enable ‘
¢ ¢ BRI, BT O UNTDP I RS T AL IR A

Z m
AR e BRI B ERNE B NGB IRENIEIME I iR AN £ B, E e 5 X ik &40
H kT LA NTDP 3448,

1.3.4 AENTDPSE]

T P P NSRS CRP S RS mT DA At v R Y T 4% (4R M5 EL, T S JE BRI

WA R . s AR LR MO e 38 T4« ) e v/ A IR Bk 1) 73

FERCE T H MBI I Ta) TR R/, 502K LA TRT R Ok Jl S EAT 0 4 ME 2 gk

Sh TR A F AR 1A £ T [T B K I i 8 i ST 5 R A 2

o THEBNERATE BRI RIS, AR LI — B i) 5 b L 58—y 1 3% R4k
s

o ER—H®AL, BREAuAh, e e LN DR T MR SRR, #
H4 L IR — B ) P 4k S0 I %R

#1-5 A% NTDP £

181k PO 8
HWANRGAE system-view
KCTHE NI B ABES. | ntdp hop hop-value i
. ]
b hop fop BT MR e kR 3k
He B S HMSCAE IS TR ] B | ntdp timer interval %
; P BT 3 MR DB 145
A

BN T 0 . .
SR e R h | NP imer hop-delay delay-fime | Gt I, AN LI KA AN R

S HEIR I 7] 4 2002 5

RE-
R 30 1 Al . |
(L g | NP timer port-delay delay-fime | g N, S CH B R MR A

SCHEIR I R) Ky 2022 Fb
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F

F NI 3 T & 4B AN AR 0 IR I AN e B AR A M R S b B AN R A A
B R R R P B T X AL I A, O IR AR IB T S SR AE A R AR
AR,

1.35 FHKEHRIMER
R G, B AAS I IAMESE R MG B . B T LA PR £ 58 B NTDP Ih R 1% £
LT RGER MG BRI TR (NSRS ), I A RO e ST SE R4S 5 IR
HER AL N T R AIRCE .
Fz1-6 FlEHRIMERE

1RME we 18R
FAAEILIME B ntdp explore Wik

1.3.6 fERESEBFINRE

17 (FREERTIIRE

BR1E we AR
ARG K system-view
Ay ik
RS Ll e cluster enable \ A
’ ’ BN T, B AEAL TR

1.3.7 B &R

FESTAERERT, AUREE B VLAN, 53 B8 ISR BE 5 it AN e FHZ 0 2 VAN,

SESTARRERT, IEIAERRNC BN B A (i BN E A B T AL 1P shhibyei, HAEPE
B MIEE A BRI VLAN $2 T 1P b AR M AN BERC EAE F) B A, 5 AR RRI AN BE IE
WOLAE . AR BRI, 8 B A IR R B A B — S RERS AR AR T I AA A 1P i,

FFSE R A B R TEA
TR PR T T AN A, H, 72 AZh Bt fE b, A7 AR R 4R
ZN=Euftlfee S

(1) Tk, RGEFOREMANERALK,
(2) o, RGKY IR E MBREEE F A A I BT A 5k e
(3)  ARGKHEPTA H Wik B g B BB PG I AR
AT, RVFH P MA<CrI+CSHUN S, JHRIN Azl g . ZadE H el b
IIAHTRIBER, OISR R B AR Of B FEEAE T
#*1-8 FEIERE
BRIE we i AR
WANRGAE system-view
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#HR1E we AR
Al ik

FREE EVLAN management-vlan vlan-id B
BB, A EVLANSVLAN 1
N cluster
P B A 5 % % M FA IPHAE | ip-pool ip-address { mask | s
Ju mask-length } A AE U, BEATRE B AT IPHB L
6
ToEIESERE | build cluster-name — A
BIEEARY i —
HahEIEERE | auto-build [ recover ] FATEIUN, B AR R

.
A iE

& T4EF IR AL H 69 UDP 5% 1 5 4 40000, B bz s B E AfRizss o Rk bR, TUHF
ERETRK,

1.3.8 [FEEEIBVLANB IR
B VLAN BRI TR E T, M B 5 R T & A0 B VLAN 2 AR5 7 1 5 24 A I
{3 1 R 0 s S Fe V4P B VILAN TR I, BT e 40 ey I N R . T /e B B & L FREA B
VLAN Fshthiishae, w7 LUE 58 BV 4 A4 om0 M gt 1 S i N BE VLAN .
F#1-9 {FEEEIE VLAN BihEThEE

BRI we 15 Af
ARG K] system-view
HENGEHE L] cluster
R FIVLAN [ Y75 i managem.ent.vlan itk
synchronization enable | gragtsyt 7, AFHIVLAN [ B S AL T3 R A

Z m

EIFRBTEEVLAN AWM A e, &R N XEZ R ® T HRL AT

o 4o RiZsH 1 ZFT A Access i, M4EH: A Hybrid 540, B3 RFAFRE 2 VLAN 5P 89 i

VLAN @it (42 VLAN vA tagged % K@it ) .
o R iZm 1 ZHT A Trunk Sk Hybrid 3% @ , W] 484 id f2 245 0 XA fe 2 AFE 1249 VLAN B A
ok, R AFE T VLAN i@ 1T (xFF Hybrid 3% 2 2 tagged 7 X ).
WA P EREARAGZAT, FIARKEZ 0] &% 0650 KA fe AR 69 VLAN, #8 % 5548
AR W &= A A
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1.39 BEEENAXE

TEAEREN S, B A B B0 B Al i 3 TR OCHEAT SE IS, DR eI TR R BRIRAS . AT LA

TER PRV A% O B R 0 T4 SC IR ] [ i) o R A R DR B T T, 2 B R 5o R TR P S0 I A 8 A e 5 )

AR 6 T4b T Connect R A IR B 5 1 4% ke it «

o N U B A AR A ACOR BN A R B OR B % A I R, WK RS I A
Disconnect. B E G, 1% A B A& TF P INAN O TR AR R 2 A Bk T 1)

o NSV BRI AT A SR B I A ISR TR B A BT R, K RS IT R R Active

%*1-10 BREEHBRXE

BRAE il AR
ARG system-view
HENETALE cluster
e ROE R TR SCHIR RS | timer interval Wk
BREIEDL T, RIEE TR ST A [ E 2 L0FS
CIpzs

WL B R UR B () holdtime hold-time

FAETOUN, ATOR I TR 60FD

1.3.10 FeEERHEEMINIR

SR HPMRIC (55 NDP. NTDP I HABP R 30) (1545 H i) MAC Mk IEEE {4 ¥4 (1 414%
MAC il 0180-C200-000A, i 43 BAT 454 H i1 MAC ik A b Hu bk i SCANBE IE 3 e
TS SRR BE O IR SOOI 4 X S 2% o BRSO, EARSCR LA A MR R, ks
AT B BRSO H B MAC i hbAE SO e MAC HbdilSRaRE G 53w AR 1 1) 1 12 4T .

B T AL AT I R U 1) e A B V4% R 3% MAC b B 1 R SO R R AR B B SR ST I H
£ MAC Hiuht-.

F1-11 BEESEHEEMIEIR

#1E we 15 AR
ARG K] system-view
HEANGERLK cluster
BATEOLT, SRR BRI H IIMAC
R TR Hi4ik: 4 0180-C200-000A
Eﬂﬁ%ﬁiﬁﬁﬁm BRI cluster-mac mac-address .
¥ H IMACH 1k OGO E O MAC HoBE A
0180-C200-0000 , 0180-C200-000A ,
0180-C200-0020 ~ 0180-C200-002F &,
010F-E200-0002
nli%
ic B &% 15 MAC Hb 1k By 7 , :
T B S B T 1 6 B cluster-mac syn-interval interval SRS IR, RIEMACHEIE T T T 3R HR C [
s i ) gl Ay 15
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rp—
FE
A lIlu-\

Fefie B EAEE AR 4G B 49 MAC kit
o B A% MAC IR S4BT A AR, 242 A shFE155%Ah 1 a4,
o F A% MAC bbbt 7 ) 4648 oG it i) 8] R dE &, ) 3% B Ia) 8] R PR R 4L,

1.3.11 £ aREE

F Py DA B £ BT TR MR R IE B8, ] DA I R A A h i 2 1R B 53 10 4%
U8R B A T B RROAS T2 TG S A5 S IR 5 S I, ] DA B v A e LA T I R L
1. RN R &

F1-12 FMRIRE

BRE we LA
HEN RG] system-view
HENERALE cluster
Yo fist stk o add-member [ member-number | mac-address mac-address | . ..
H ik v INANAERE [ password password | Wik
2. MIBR B R &
#*1-13 MIBRAL R g &
1BE we WEEA
ARG system-view -
BEANEEREALIE cluster -
v AR =
gﬁk BB A8 A delete-member member-number [ to-black-list ] Dhidk
I ERRRARE
*1-14 ERMRAKE
1BE we WLEA
ARG system-view B
WAL RALE cluster N
B E M K | reboot  member { member-number | mac-address i
% mac-address } [ eraseflash ]

1.4 BCER RIZE
1.4.1 {EEENDPISAE

B2 W, “1.3.1 fHHENDPIIAE”,
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1.4.2 {EEENTDPISAE

S M “1.3.3 {FEENTDPISAE”.

1.4.3 FHREHRIMER

WS “1.3.5 TFahlEHRIMS B,

1.4.4 {FREEBETNRE

WS “1.3.6 (ERELERFIAE”.

1.4.5 BCERRIRFIR R

F=1-15 BEERRIREIRE &£

1BE we it AR
HEN RG] system-view
PR cluster
BB % R AR HAERE | undo administrator-address Ak

15 BEEEMRREIR

2 NDP. NTDP FIAERE D REMI AL E ¢ 5, nl el B 48 0] 1 b e AT IO B S P BRI . 1k
AILER B A% )40 BIFG i D3 0 2% (O B S T 2 5 e A BT A HE s e R R B4 D)
e[ BV 2% R A S B S B A T
WIEH P AL R AT R A E .

F1-16 MELEHKRES

1RIE

A
AN <

5L FA

M BB R AT S 1 D)
He Bl 53 B ARATE S

cluster switch-to { member-number | mac-address mac-address |
sysname member-sysname }

M5 B B A S 1 )
B PR AT S I

cluster switch-to administrator
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AZXEE

B IR & AR XA R 0939180 T Telnet 154, AT 225

o RNEEMIINE XL LT ZINE, INERBEFRFRIMLRIK, WA G P AR
& IR & TR B R B,

o MEREEIMANEBRA RN EEE, LBA A 34 super password 2 8 3B F 5 & X &R H
— . EBREIIE, BV P RS BRI ( QL3EE Bk &F= R T X% )49 super password,
VA S, 3 it i FIAGE AR AT o K K.

o MEEREWHIR N KL, oRIETORATGE, ¥ETHER L, WA EERTEXE
kR IR B B AT R,

o e RAIE REF XL Telnet Al P iR LK,

1.6 EEEIRIZIRFIMNERF

H ] AR R IE W4 DRHMTICE, BRIE R B 5 InASEA T 5 RE .
F1-17 BLEIRIE L EMNEEE

#B1E we 1L AR
HENZR G system-view
WENBETALE cluster
T P B 2% IR administrator-address mac-address name name Wk

1.7 BRESHEESRINGE
1.7.1 EEEAIMEE

44 W5 B2 R AR N B A, I 48 A B DL T R BT 2 AR CRIER R | i 3 b 15 2SO0

ARE R ARG, WS T HT I M I FNIROL S ARAER $MBEAT LRI 11 1R Y 4R B AT 2 T

PRI SR

o IRIMEEIAL N BIERUES SN, ST LA B G M HT 4 H Fh BEAT AN 2 N IE A R 9 4%
M o ARSI 2 AR R OL SN B A B 4Ed, RN, B ERAME A R

o IRIMEHERMA . HINEALZ RS SCVF A INNEERE. A A SRR A MAC
bk, Fiz il AR A R R N, R LR N % 1) MAC HUEFIE: A b 1. 4551
NBZIPIMEIE R A, 7 2 A B TF T B bR JG, Jr al I AR B

HA RS BA 0 B Rk AR Sl e AN E R g B AR I E 4

Ho AN SR PAREANTE B A SR A ANTE R A b, R RUE R TR A AL B IE R 4

RO o

F PR Lok 44 B R 44 FEAT 2 Oy RIS, A7 LA PR 7 2K

o RMEAEREAHN FTP RS b AR ERA BT LTI FTP Ixdsa% LIk .

o RMTEEEIW AN Flash . SRR A TN, A4 R5EA RS HENEHE K &1 Flash
tE s AT ERT OV, nTARAE F P B B e 2 N BRI A 1Y Flash Hik &, Hn]F
S NE L4411 Flash k& .
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#*1-18 B EKRHHRINEE

BE we AR
ARG system-view
HENSEREAL cluster
KRS IMAERLH black-list add-mac mac-address Ak
PR PR A B b b B black-list delete-mac { all | mac-address } Ak
ﬁﬁﬁ}%ﬁ?%ﬁﬁﬁ@%%%ﬁb J£1¢ | topology accept { all [ save-to { ftp-server | local-flash } ] | Tk
K brESR 4D mac-address mac-address | member-id member-number }
%jgﬁﬁ;jj SIFTP %5 topology save-to { ftp-server | local-flash } ] ik
SRBCERAES G AME BT IR topology restore-from { ftp-server | local-flash } ik

1.72 EEEERAIRZE

Gt )m, W MEE RS PO S—

fid'& FTP/TFTP ligs#s. M EHLA H & TN

ARG U E FTPITFTP kg5 asa, bt v i 5 BB 4ok Ui M iU &L 1Y) FTPITFTP 55
28 CHI7E R A BE4 I ftp o thtp A A48 S B & IR IP Hud. 56 ftp 1 thtp frd
WITEANH, HS W IR E w22 % 7 Pl “FTP R TFTP™).

ERRRGE - ICE H S NS, b et T H S5 S ARt 2% H S EALE: kit

#Am i H G R, HEE BRI AOR S B, I il BB e X 2 H A5 B kAT M
hEEE, ARG RIEFIZH G TN L.
o JERREGERCE M THUS, 0 e BB 1 2 H ) SNMP RS 3t I Trap £ 5.

U AR N 1 o5 CELES FTPITFTP RS54 . Wi 3=

HURN H & BN 3 DR SRV B VLAN Gl i,

R TR 6 JC T o e B 5 SR P S P AR A TR B XN AR PR AR TORFIX SN A

%1 VLAN 32 DECE ) A1,
F1-19 MEEHANIINZE

#B1E we 1t AR
ARG K] system-view
AT cluster
W B BN FETETP R 45 ftp-server ip-address [ user-name | i

username password { simple |

i cipher } password | BTSSR AT OFTP RS

RO SRR AN TRTPR tftp-server ip-address ) o )

K WO E, SRR AR TFTPIRS: %
BEAMH & Wik

HO SR AT B S logging-host ip-address L " .

L BRI T, SRR A T 15 AL

i B4 B8 FH [ SNMP snmp-host ip-address | ik

It [ community-string read stringl ™ " .

i write string2 | A TEOLR, BRI SNMP R 5 il

e 4 % I A 2 | nm-interface vlan-interface | ...

M interface-name
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A =

AT B ERGT BRI L BRI RN AR LTSE, EUE X EE EBM LI E40E
8550 B AAEE VLAN iBiE, FRETEXEGONETHED,

1.7.3 SNMPEC B RS T

SNMP o [F)25 Thig 78 TAEREE FE, n] DAZEAS PRV 4% FHEAT SNMP R G B R IR 3L [ 25
P4 PR AR A L, M T R R B I TR S, AR e AR
%1-20 SNMP Bt BE £ IheE

BRI we 154 BF
HEN RG] system-view
HE N cluster

B & £ B & H 1 | cluster-snmp-agent community { read | write } ATk
SNMP 2144 community-name [ mib-view view-name ]

cluster-snmp-agent group v3 group-name
BC & &% B 2 M W | [ authentication | privacy ] [ read-view
SNMP v34{ read-view ] [ write-view write-view ] [ notify-view
notify-view ]

B ECE AR A | cluster-snmp-agent  mib-view  included . X .
JEH H{]M|B%}I‘L1’%‘l%\ view-name oid-tree @%%\‘T%—ﬁ‘F’ %ﬁé}m EquB@_]thlg
JhViewDefault, 1 i1SOT-H

cluster-snmp-agent usm-user v3 user-name
JAERE A FIISNMP | group-name [ authentication-mode { md5 |
V3HRIN—AN B | sha } auth-password ] [ privacy-mode des56
priv-password ]

%
o EBEMMIARNEEIMNE L FMIRAT, SNMP A8 £ fe ARG 4 4:1% 9 .
o A ¥ SNMP 948 (NG, HA N “M&T @ lirfi B89 $4 “SNMP”.

1.7.4 BEEWeblk
HEEECE Web K RSO T — P HER) J7vd, H T AR PR 4% B Bl o Web 77 208 % 3
EREN BB (R PR AR R &) I P AR, JRB S R0 321 A 44 5 il il 2 % &
Fo Y Web 7 38 S BIEREN B A AT AR SRR, 3 N P 4 R
F1-21 #HtEBCE Web kP

#R1E me 1t BA
ARG K] system-view B}
AN cluster )
A EWebllk ' | cluster-local-user user-name password { cipher | simple } password Wik
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@ 1jt FR

LB KR N LGN E L2 MenT, Web K P 698 B gk 4489,

1.8 EFEIE R R4
S LR E S, EAERAE T AT display a2 ] DL RECE GBS TN, Wil aE S
TS B IF BB R R
e N AT reset iy 2 ] LU B NDP 48 iHE R .
FT1-22 SEEIR R RGN

1BRIE we

display ndp [ interface interface-list ] [ | { begin | exclude | include }

(TN L NER S -
2 /NDP AL EAS regular-expression ]

E/RNTDPFIRL & A5 & display ntdp [ | { begin | exclude | include } regular-expression ]

f— 7 S A display ntdp device-list [ verbose ] [ | { begin | exclude | include }
{2 7RNTDPHCAR 21 i 8 %17 B reqular-expression |

display ntdp single-device mac-address mac-address [ | { begin |

BRE B WA IR i Ei=) : .
e B HINTDP AN exclude | include } regular-expression ]

IR B T B AR IS B display cluster [ | { begin | exclude | include } regular-expression ]
BRI M B display cluster base-topology [ mac-address mac-address | member-id

member-number ] [ | { begin | exclude | include } regular-expression ]

g gl e N display cluster black-list [ | { begin | exclude | include }
1 o A L -
BoRAERE AT B AL regular-expression |

— e display cluster candidates [ mac-address mac-address | verbose ] [ |
BN R £ A B ; . .
SIS B 15 1 {begin | exclude | include } regular-expression ]

display cluster current-topology [ mac-address mac-address
g NI - [ to-mac-address mac-address ] | member-id member-number
AR AT B [ to-member-id member-number ] ] [ | { begin | exclude | include }
regular-expression ]

DN - display cluster members [ member-number | verbose ] [ | { begin |
=] L AL A2
R B exclude | include } regular-expression ]

THFRNDP RIS T 5 reset ndp statistics [ interface interface-list ]

1.9 E£EERMAIALE =54

1. M T K

. M =6 WA MM ER abe, HAAH VLAN 4 VLAN 10, H:, Switch B 48 # & %
(Administrator), H M & 8% 124 Vlan-interface2; Switch A 1 Switch C 24 1%, 1 #% £ (Member ).

o HEANMERLK IP Hulk ok 63.172.55.1/24 W AAAE AN FTP RS 25H1 TFTP RS 2%, SNMP %k
S HETEHL 1P Mtk 69.172.55.4/24.

o EMEE, ¥ MAC Hilikh 000f-e201-0013 345 I B4 ¥
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2. LA [E
1-4 SRHEEREAN

FTP/TFTP server
MAC: 000f-e201-0011

Member

Switch A 63.172.55.1/24

GE1/0/1

GE1/0/2 Vian-int2

Administrator <&, 163.172.55.1/24
Switch B GE1/0/1

GE1/0/3

GE1/0/1

Member ®
Switch C
MAC: 000f-201-0012 SNMP/Logging host
Cluster abc

69.172.55.4/24

I MEDE

(1) BCE MG B Switch A

# 1ifiE 4 )5 NDP Zhifig fllii LI GigabitEthernet1/0/1 _I-ff) NDP Ififig.
<SwitchA> system-view

[SwitchA] ndp enable

[SwitchA] interface gigabitethernet 1/0/1
[SwitchA-GigabitEthernetl/0/1] ndp enable
[SwitchA-GigabitEthernetl/0/1] quit

# 1k 4> )R NTDP ZhAEA 1 GigabitEthernet1/0/1 L) NTDP 16
[SwitchA] ntdp enable

[SwitchA] interface gigabitethernet 1/0/1
[SwitchA-GigabitEthernetl/0/1] ntdp enable
[SwitchA-GigabitEthernetl/0/1] quit

# AT REAERE D) BE -

[SwitchA] cluster enable

(2) HECE L Switch C

T 2 A IO B AT R, DA Switch C AT E 5 Switch A AL, Fid B L FERE .
(3) Ml B4 Switch B

# flifie 4 )5 NDP Thig, J£4> B4l it 1 GigabitEthernet1/0/2 Fll GigabitEthernet1/0/3 L[] NDP 3
At

<SwitchB> system-view

[SwitchB] ndp enable

[SwitchB] interface gigabitethernet 1/0/2
[SwitchB-GigabitEthernetl/0/2] ndp enable
[SwitchB-GigabitEthernetl/0/2] quit

[SwitchB] interface gigabitethernet 1/0/3
[SwitchB-GigabitEthernetl/0/3] ndp enable
[SwitchB-GigabitEthernetl/0/3] quit

# I EA WA AL ) NDP R SCAERROBE % B2 AL 1] 24 200 75
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[SwitchB] ndp timer aging 200

# ML 'E NDP SR SCAIE I T 8] b 70 75

[SwitchB] ndp timer hello 70

# R4 i) NTDP IhfE, 352 B i 1 GigabitEthernet1/0/2 A1 GigabitEthernet1/0/3 -ff) NTDP

g,

[SwitchB] ntdp enable

[SwitchB] interface gigabitethernet 1/0/2

[SwitchB-GigabitEthernetl/0/2] ntdp enable

[SwitchB-GigabitEthernetl/0/2] quit

[SwitchB] interface gigabitethernet 1/0/3

[SwitchB-GigabitEthernetl1/0/3] ntdp enable

[SwitchB-GigabitEthernetl1/0/3] quit

# e B PR I s KR ECY 2 Bk

[SwitchB] ntdp hop 2

# WO B AR 1A Ve 3 SR T SRR SC R SE IR I 1) 2 150ms .

[SwitchB] ntdp timer hop-delay 150

# MO BB e e MR S SRR SR SEIR IR ) ) 15ms

[SwitchB] ntdp timer port-delay 15

# O P F AR A S TR TRI B R 3 4l

[SwitchB] ntdp timer 3

# I B AR EE VLAN J VLAN 10.

[SwitchB] vlan 10

[SwitchB-vlanl0] quit

[SwitchB] management-vlan 10

# ¥435 1 GigabitEthernet1/0/2 fll GigabitEthernet1/0/3 #fic & 4 Trunk [, 3 V8 B VLAN B it

[SwitchB] interface gigabitethernet 1/0/2

[SwitchB-GigabitEthernetl/0/2] port link-type trunk

[SwitchB-GigabitEthernetl/0/2] port trunk permit vlan 10

[SwitchB-GigabitEthernetl/0/2] quit

[SwitchB] interface gigabitethernet 1/0/3

[SwitchB-GigabitEthernetl/0/3] port link-type trunk

[SwitchB-GigabitEthernetl/0/3] port trunk permit vlan 10

[SwitchB-GigabitEthernetl/0/3] quit

# M RESERET AE

[SwitchB] cluster enable

# 0B B I FAT 1P kS D 172.16.0.1~172.16.0.7.

[SwitchB] cluster

[SwitchB-cluster] ip-pool 172.16.0.1 255.255.255.248

# MCE AT B OV BB, R4 abe HISERE.

[SwitchB-cluster] build abc

Restore topology from local flash file,for there is no base topology.

(Please confirm in 30 seconds, default No). (Y/N)

N

# B VLAN H i Zhig

[abc_0O.SwitchB-cluster] management-vlan synchronization enable

# WOE KA BERE B R OR B IS TR) DY 100 5

[abc_O.SwitchB-cluster] holdtime 100

# TC B ALY T 4R ST I R TR) Bk 10 75

[abc_0O.SwitchB-cluster] timer 10

# R R AT FTP RS %8 TFTP IR454%. HE LN SNMP &3
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[abc_O.SwitchB-cluster] ftp-server 63.172.55.1
[abc_O.SwitchB-cluster] tftp-server 63.172.55.1
[abc_0O.SwitchB-cluster] logging-host 69.172.55.4
[abc_0.SwitchB-cluster] snmp-host 69.172.55.4

# 5 MAC ik & 000f-201-0013 (151 4% I\ 4% .,
[abc_0O.SwitchB-cluster] black-list add-mac 000f-e201-0013
[abc_O.SwitchB-cluster] quit

# Kty 1 GigabitEthernet1/0/1 il A\ VLAN 2, Jf#% Vlan-interface2 i & IP Hhhik.
[abc_O.SwitchB] vlan 2

[abc_O.SwitchB-vlan2] port gigabitethernet 1/0/1
[abc_O.SwitchB] quit

[abc_0.SwitchB] interface vlan-interface 2
[abc_0O.SwitchB-Vlan-interface2] ip address 163.172.55.1 24
[abc_O.SwitchB-Vlan-interface2] quit

# ¥4 11 Vlan-interface2 Bt & b &1,

[abc_0.SwitchB] cluster
[abc_O.SwitchB-cluster] nm-interface vlan-interface 2
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1 CWMPHLE

1.1 CWMPEf

1.1.1 CWMP1¥

CWMP (CPE WAN Management Protocol, CPE " 3 %4 2 /30) J& i1 DSL (Digital Subscriber's
Line, #H P 4l IR RETF R INEARMIEZ —, %i'5 4 TR-069, Bt LA X H#x A TR-069 Wil .
CWMP {EBvHIN 22510 DSL A M ZE IR . 75 DSL A ML, HTHP s fim%e . E
OrHL, JEEALTH P, ARG TR & AR YEY, CWMP $¢ ik ACS (Auto-Configuration
Server, HZINCE RS Xf CPE (Customer Premises Equipment, FH /4 ) HEAT o fedE
ERL, ok CPE WA I BENME, TALES A, P ) AR R

RESH A O 2 AT S DSL 3858 BAT AL RAAE, R NS LA A%, 11 HL R A ARSI 4
ik, SEH IR RS IR A R IR & G Ol X LS5 Dh e A [\], iR
e A CWMP Pl s S 3 T im AR A s BRI C 5 n) DA 5 pie i, I HLS JH IR 4 i
PR ARAS SEIDfERE

WAL T CWMP Wil S8, 7R BLER AN ML 1] LUE R CPE &4, H3M ACS T
. A TGN T TRCE 7, FIH CWMP T fE g —R s B AT LU R LA

o AN EIRIF &S T KEE, WOEE TAE, #RaEEEE

. WA TTAR G R AT B N 4%, AT S TR S, FRIRA ) A

o FUEICHTEARG, FRIRN THCE LR

1.1.2 CWMP W Z&HEZE

CWMP W 2% [ BEAHESL U ] 1-1 P :
El1-1 CWMP MR ARIEZE ~=E

ACS

DHCP server DNS server
)”
CPE CPE CPE

@iﬁﬂﬁ
B 1-1 4 DHCPIR 4% . DNSIR4%X. ACSRMEA A & =7, FEMFmm FiXhae Tl E R £ —
EREHE.

1-1



CWMP FREG ) £ 10 5 EE A 45

e CPE: WZTIHE %, AL ACS Lk B BHE B ISR ICH N e

e ACS: HAIBEMSS#, HT 1M CPE & FRICE M CPE W& MBS . A
ACS 248235 7 H3C IMC 4> 3 W A B e LR 48 (K IMC BIMS)  IRIIRZ% 4% .

e  DNSserver: #5545 . ACS HI CPE  [A]n] L§ H] URL itk >k B AHIR I A1V5 i), DNS H
T IENT URL 4.

e  DHCP server: DHCP k4%, Hl+h CPE 43fc IP Huht, J£{¥ /1 DHCP 32 ) option 7
B CPE #4497 ] ACS Jirfii i) URL 2534,

1.2 CWMPHEKINEE
1.2.1 BFACSERICPEE s T4 BB X4

h T AT S P AEAH R 25 T BE B B & AT PO L, 485 B B T AAE ACS AR X128 1k

HIMECE SCIF. 2 CPE W5 ACS i i&# )5, ACS v LLHIWT CPE W& AT @2, JKe 1%

FRURATINCE SO N RS CPE B4, MM v LMEAR R ALK K i CPE W4 SR AAH R Ik &5 il 2

H il ACS 1] LLId ik ™= i -5 FP 515 55645 CPE Rl AN R 251

ACS [r] CPE "FARBLE SCAFI, wTCAIE i L p b 7 (kAT

o FENANE: ACS I CPE KIENCE XM, 55 CPE AHuIHE BLE SCfF, 4 CPE H )3
ZJe s AE R DAE AT I s AT .

o IENIZATICE: ACS HIENAEHE K CPE, 5 A% CPE FIYFifCE T, AUENE
BB AR5, AR T EE AT IR AL & A, DRIE S R EA S E K.

1.2.2 BFACSEIECPEIRZH AL X H

W 25 B 53 T LUKy CPE 152 4 1N F R 3 SCPF AL B SO T B S F R 4E ACS |, 24 ACS R
A SCAIIRAS E W, 2@ CPE T 4. CPE IRE| ACS M FiEK G, REWMRYE ACS
SRR AL N AR RSO 4L, BB E NSO IRSS B RSO N EGERUE, 0 SR
FIETEMAR N R A, JRR NS IR ORI R igh ACS. HET CPE nf LUl ACS MW
SO SRV FE % N FH AR 7 SO R SO

[FIRE, T S2BU EEH W %0y, CPE K HR¥E ACS BIE RN 24 1 A HC & SCAA H &S0 AL 2
E{Epedin)i &

1.2.3 @IFACSII=CPERIRSFITERE

ACS ] UL 45 5 HAHE ) CPE &R S5 t AT CPE RAARIMERE, nIHATIZhEet &
5, Kl ACS 2 REIR I AN R SR AL CPE PERE, I 4% 3 CPE 1 24 i e & LA X iE & 142 55 . CWMP
ARV BN T A & U S HUTHE T ACS SREUX 224, LIME T i CPE HPREM G TS &
ACS fetg I FPIRASFIPERER . | R4 M (Manufacturer). | Fikri OUI (ManufacturerOUD .
¥4 (SerialNumber). filfifhfii4~5 (HardwareVersion). #fiAS (SoftwareVersion). %
#IRA& (DeviceStatus). I (UpTime). FLE . ACS Hilik. ACS /"4 . ACS %15,
Inform 3L A REEREARE . Inform R SCF AR N TAIAIRE . Inform RS0 &% HIH . CPE
Mtk CPE /"4 . CPE #i%%%,
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1.3 CWMPHBYSEIRHN &

13.1

1.3.2

1.3.3

ACSHICPERY B #hiEE

CPE {E55— X LHUSZI, ik DHCP H 33k IP ik, DHCP k4545 73 I 1P bdik- 1 [m] i
#i1n) CPE 1815 BA T W%

e  ACS [ URL il (ifiit option 43 Jilﬁéj\ﬁﬂ)

o IEFZ ACS FITREMA A FIE RS G option 43 1ET 4 i)

e DNSJR& bl (EBED

CPE W& 42U {5 B 5, i DNS iR &4t ACS [ 1P Hiuhik, ) ACS REIERAFNK, Wik
F P & R 06 E 8, CPE Al ACS Z IA)HF s bh g V3% 3%

WA U A 45, (FRIER i, CPE ¥ Azl HpnEs, H 2 FnE ik ok 3
R

FEIBATRIRE S, CPE W& ml LIAR P e & JA 3P 5l e i 17) ACS MR %54 Al iE 82, ACS i n] LAZE
fEATIHE H 3 10 CPE KRR, it CPE iAUE (B CPE /"4 . CPE %fd) J&, "ILlY
CPE ##3/i% .

ACS[EICPET &AL EINE %

CPELACSHI & JG, ACSH LA F A —LEil E 4 CPE, ¢4 CPER Hahll A . CPER LA
MACSHHELP) B B & IS E0n & 1-1 .

%1-1 CPE ATLAM ACS FKEXRY L E IR

fie &1 A&
. - HF 5 CPER A i fic ' S48, ACSR] LA FH SO 200 24 i e & FE 2 1)
flic & 3 (ConfigFile) CPE F &0t
ACSHbHE (URL) HHCPEICRMMACSHIE, W T 3R ACS/IkS k2 W] 1T
ACSHiI" 4 (Usermame) éAcsLu%ﬁHFg%qu;z@zsw AL QZJJHLF@JCPEV;Z% i

Inform# 3¢ H Bl Kk fghr &

(PeriodiclnformEnable)

T |5 CPE £ & 3% Inform#l 3T 1 D) fig

InformR SC & 3 2% B 1] 1] fic & CPE J&HAYE M ACS & % Informdf St S, H T B & v B g Al gs
(Periodiclnforminterval) H&0

Inform# 3C e 13 & 1% H 11 Ji0 B CPELEHS & IN 1] 55 1] ACS K 2% Inform3 SCE ST, FT-1E48 58 N 1]
(PeriodicInformTime) RO B &0

CPERI "4

(ConnectionRequestUsername)

P B CPEAEHE 32 ACS S FRIXE #2 IN T it 2 A Bk A7 6L
CPE#1i%
(ConnectionRequestPassword)

ACS*CPERIEIE AR

ACS %} CPE W4 BN IR ¥ 1l — RV I EAE RS, X ELE CWMP WU R RPC Uy
e EEFERHEAINR

e  Get: ACSfiHiZ 5L nLIZKEL CPE L& 514 .

e  Set: ACSIHiZ L LI E CPE LB
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Inform: =4 CPE 5 ACS f L HEN, s IR Z NS K AR RS, 83 CPE Ji M A ik A
53] ACS I, CPE ##Hl %7k M ACS A il 1545 8

Download: 4 T {&iE CPE ik IIFH4 LA S R e & SO B 8 M3k, ACS A% 5]
PLEEK CPE 2R 19 URL N R & ISR B8 CPE AL SC A

Upload: & 7 J5{8 ACS %} CPE it #, ACS i JH1i% 730 LAk CPE ¥ & i et 1
f£5] ACS FE AL

Reboot: Y CPE Wl 8 5 ZEHAF TG W % , ACS AT 1% 714 0T LAY CPE AT A2 H )T o

1.3.4 E&FACSHIRETRYIR{EA R

R PA— AN AR TR AR E % ACS Ui I sEILeL AR, W RKIENE E. & A
ACS, + ACS A&7, THEFEF. N TIESEY, T ACS T2 XN 1) CPE #2144 H
ACS I, A-FHFRFRUF:

E1-2 £ ACS #]#:FfE ACS 5 CPE HIE 23 B 2445

1)
(@)
®3)

(4)
(5)

(6)
()
(8)

(9)

S
<
<

ACS (main)
(1) Open TCP connection ,\
v/
(2) SSL initiation ,\
(3) HTTP post (Inform) L

(4) HTTP response (Inform response)

A

(5) HTTP post (empty)

\ 4

(6) HTTP response (GetParameterValues request)

A

(7) HTTP post (GetParameterValues response)

(8) HTTP response (SetParameterValues request)

(9) HTTP post (SetParameterValues response)

\

(10) HTTP response (empty)

(11) Close connection

\

AT TCP .

SSL ¥Idatt, HAT AL

CPE k% Inform i 3¢, FFandsr CWMP iE$z. Inform $i 3CAf H Eventcode 7Btk ik

Inform LS, %218 “6 CONNECTION REQUEST” , /i ACS Bk righ:,

Wi CPE @ik ACS fYiAIIE, ACS KiiR [\l Inform W 4R SC, R,

W CPE A MG R, e kg — N, CUl 2 HTTP $i)- S sk 4R SCA2 H A
(CWMP 25T HTTP WrX ¥, CWMP 3 HTTP ST EE & 0 2344 HTTP 4L

)

ACS #rifj CPE L E 1) ACS URL [1I{H.

CPE 13k H 2 [1) ACS URL [F){E e 2 45 ACS.

ACS &I CPE ] ACS URL J£ AHL URL M, T2k Setifisk, Zk+¥ CPE [ ACS URL

VeE A £ ACS ) URL 1R

WE R, CPE Kk miNAR 3.

(10) ACS KikZR LM% CPE, Fon ANHHERILAD N 2
(11) CPE XxMliES.
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ZJG, CPE ¥+ H ACS kit

1.4 CWMPELEF%E 1)

1.4.1 DHCPRRE£E/RIBELE

142

1.4.3

£ CWMP M5, DHCP iii4s4e %1 117 CPE M %5 ACS A7 B FIIE(E B, Ktk DHCP iRk%%

a FrRCE E A DU N

o FUEMELM, N CPE WA IP Mk

) fic & DNS k45 %8

e il option 43 i%%, |1) CPE M ACS 15 5

X T A4 option 43 BEIICE Jrvk, ST Hihbt Al DNS R4S SR &2 W “ = )25 AR-IP

W& E R T i “DHCP 447

M H H3C ¥ %5 1F 5 DHCP server i, ] DU dr 247 HLE 4L ACS 24411 option 43 {5 &, iy

4 #34: option 43 hex 0llength URL username password

e length: F/rkHE 7 option 43 hex 01 J5 & Bk B K%, - ANSEHIBER.

. URL: ACS itk

e username: ACS I 4.

e  password: ACS [{#14.

ACS ] URL. H P S5 SR Sk BT, S8 b 200 470t WK ASCI SR+

HEHMERS A AT, ATRL 20 40 6 B 8 AN ToNHERIME N 4, ARSI, Lo, 20k

ACS HihiEic &  http://169.254.76.31:7547/acsChttp://%} W ] ASCII 5 i)+ 7535k 68 74 74 70

3A 2F 2F, 169.254.76.31 XJ V. [ ASCIH #5175 12EHIME A 31 36 39 2E 32 35 34 2E 37 36 2E 33

31, 7547 XN ASCH LR+ /N 3REHIME 4 3A 37 35 34 37, /acs XF V(1) ASCH -+ 75 BEHIE A

2F 61 63 73). U/ ABCE N 1234 AN ASCH LI+ /53EHIME 4 31 32 33 34)., HHLECE A

5678 (XfN [ ASCI -+ NHEHIME 4 35 36 37 38), ZE#& At ASCIH 5 -+ /N 1EHIE A 20,
(URL+1 M= #+username+1 a5 +password) —3L4 39 NFLF (39 F M K-+ 7Nk A

27), JrLh length {84 0x27, AJ4EFH LA R ic B A0 5.

<Sysname> system-view
[Sysname] dhcp server ip-pool O

[Sysname-dhcp-pool-0] option 43 hex 0127 68747470 3A2F2F31 36392E32 35342E37 362E3331
3A373534 372F6163 73203132 33342035 3637 38

= i
% F DHCP #K . option 43 £4kv\ & option 4r4-4 i a8k A “ = BHAR-IP L 4-Fu B 3597
¥ 49 “DHCP ##i£” #= “DHCP R4H%E" .

DNSARSFZEEHIELE

1F DNS R45#8 I, 5 E ACS RSS2 URL Al IP #bhkfx i, LUME CPE & 4% vl LUl i
WA fENT DI RELS 21 ACS 11 IP Hihl,

ACSHREZ RHIELE
HACSILFEE M, XMCPEIHMTHANMNLE . WL EM FESEIES W 1.3.2 . ACSHk% s L AN &

2 WAG P IEACS I 55 4% (1 AT A T 5t 1
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1.4.4 CPERERIBLE

B3 i 47 T THRE CWMPS A, W BCE N A 22 1-2 PR

Z i

K& CWMP 3R % CPE, BT R4 CPE X& L AT6)BLE .

#1-2 CWMP BEBEEE N

FLE (TS5 15 BB FAEE
{fHECWMP I fg DAk 1.5
fic & ACSHURL1H Wik 1.6.1
lL B ACSHR % #3415 B
fic B ACSI H P 4 A28 Al ik 1.6.2
L& CPEW H 7 4 Ay nl ik 1.7.1
lil & CWMPHE Tl ik 1.7.2
Fil & CPE® # &tk ik Informi 3L A% 1.7.3
fiL & CPE H 3 B # 1 IR EL Tl ik 1.7.4
Jie 5 CPEJG i A% i 1 8 Py B (3] Tl ik 1.7.5
fic B CPE) TAEA Tl ik 1.7.6
BB CWMPS| FHIKSSLE P sfimg | ik 1.7.7

1.5 {FRECWMPISAE

{fife CWMP j5, CWMP (R e E A e E3.
F1-3 {E8E CWMP ThgE

RIE W 15 Af
HANRGHE system-view
HEACWMPHL & cwmp
ik
1 e CWMPIfig cwmp enable
- - P BT, CWMPIHEA T ks

1.6 BEEACSHREEEE
ACS 458/ BALFE ACS [ URL. F " 50, 24 CPE JKGEERAEKIN, ERAE R CHE 4

#47 ACS [ URL. H 7 2 F1% 0 . 2 ACS W BIZ R )G » W X AN S B E A A B & 19— 2
MIGAE R T, FOVFEES &R WERA—2 WIRIE R, AR b .
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1.6.1 ELEACSHIURL{E

%1-4 BLE ACS By URL &

BRIE we 15t BR
HWANRGHE system-view
HEACWMPHL & cwmp
fid & ACSIURL{E cwmp acs url url Lk }
AL, BARCEACSHIURL

Z i

—/A~ CPE R4l E—/A ACS, % k@i ACS #) URLAAR, FT696LE 4 3L,

1.6.2 BEEACSHIE R & F1=45

%1-5 B E ACS W P B FNE15

BE we 15t RA
HWANRGHE system-view
HEACWMPHL & cwmp
fid BIEEFIACSHIF "4 | cwmp acs username username BT, VAT I T B FIACS Y
M4

ik, WTBLIUR S SR, (1ACS
L5 e 43 FACS I 4T cwmp acs password [ cipher | simple] | FCPE_LFACE L2505
password BRI, B EEREFIACSIY

1

Z m
iH1E R ACS L&k A P 4 A Bk B B username #= password 24k, F N, CPE A fgidid
ACS #9iAiE.

1.7 BEECPEREZE T

£ CPE L& AR ¥ CPE FI . A A& S, XLEEIEH] T CPE X ACS A AT IRUE. ik
Pedt ACS LI, xRl RS 25 CPE I M 4 M. CPE WA WENZM G, 54
BUEI CPE M A AN S LR, W R WS AR, BEAGEHAESI M B, I, AER
W, IR HGERE TR
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1.7.1 BEBECPERYE P& F1=45

#1-6 fLE CPE R & F1EH

BRAE we i3t AR

HWANRGHE system-view

HEACWMPHL & cwmp

EBEACSE%QJCPENH% cWmp cpe username username Lk

RINIERG 44 BREHILE, B B CPEN I 4
Ak, AR A4 500E, {HACS

BLEACSIEHZICPERTH | cwmp cpe password [ cipher | simple ] %ﬂCPELD@EﬂE%Zﬁ*&I

FANE [ 25 H password

BT, BB ECPEN # Y

1.7.2 BEEECWMPE#EZEO

CWMP 4 L4512 CPE L Ti&H: ACS W1 . CPE &7E Inform #3547 CWMP &2
FOR 1P Hbhil, Esk ACS Il I IP Mol Al S i MMV, ACS 23 1n)iZ% IP Hiuhik[m & Inform

M 4% 3 o

HHEEWT, RESKH 2P A3 CWMP ER:8: 0, H41 B3R CWMP 8
A& CPE F1 ACS SERRAEMFE AN, e T3 CWMP R KM KL, FERXFHEGHL T
FHET TH%E CWMP #8211,

F1-7 BLE CWMP &EiEE0

#R1E e WEEA
ARG system-view
HEANCWMPHE A cwmp
WECPE LH T##ACS | cwmp cpe connect interface i

4 0

interface-type interface-number

AU, BANCECPE LHTIE
BEACSHIE D

1.7.3 %i%Inform3R 3

CPE 5 ACS Z A i B 5 2R 3% Inform #8301 ¥ & Inform S0 R ES 5, wl LA ik
CPE |n] ACS Azl kit iz,

1. BL & B HAME & 1= Inform3Rk 3T
F1-8 BLEFEHMEAIX Inform R 3L

BRIE we WEER
HEN RG] system-view
HEANCWMPHE A cwmp

i iECPE 3 & i%Inform
WL YRE

cwmp cpe inform interval enable

BB TEOUT, CPEJMI A% Informi
LIEEAL T AR A
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1BR{E

A
<

LEA

fic ' CPE & i Inform#i 3¢
H) JE 447

cwmp cpe inform interval seconds

Al ik
AR, CPEAERE600F) &% —
X InformiR 3

2. BLE E R & X Inform#R 32
#*1-9 BLEER&IX Inform $R3C
BE we WERA
HEAN RG] system-view
HEACWMPHE A cwmp
Me B CPEAE R I %1 Ko i% BB T, CPERIEInform3f 3L 1) H I

—RInform3 3L

cwmp cpe inform time time

)2, B B E CPESE It R i%Inform

HB ST A I TR)
1.7.4 ELECPEBIEHERERIREL
i—'{CPE 1] ACS 15 SR IEF R, siE e SRR & 7w h 1k (CPE WA W B RS I
ZER PO W, & T UL SR R R E R .
%1-10 BL& CPE Bl EFIEIERIXE]
R1E wE 1t AR
ARG K] system-view
HEACWMPHE A cwmp
nJ ik
fi ' 2 B B R M B 3l : BRRIEOLT, B EBE IR
T BRI Ok cwmp cpe connect retry times )JIFZU\: I 4 2o P 5
JEIZE ACS Kk E LI R

1.7.5 BLE CPEJE#E 1% B i Y B 8]
TR S N I ) S5 B T LA R PR

o TEMEREVILRET,

CPE [n] ACS RIZZERENR, H

MNAR L, CPE #iA A&z I8,
o EFEE)E, WL CPE Y ACS 7o A% i i i (o] WA AR SCAZ T, CPE KA ik

ya=x=wu i

I 20 b T B A A I R 1 3 95 AT WA g

o W ITIERE.
#1-11 ECE CPE iR MiBES AR ja)
R #% 15 58
HEARGME system-view
HEACWMPHE A cwmp
Eﬁg%ﬁﬁ%mﬁﬁ cwmp cpe wait timeout seconds %f;%{ﬁ? TEHCH A 0 1
43070

1-9



1.7.6 BLECPEMY T{EHER

LA CPE # ACS B HILINY, T LR A AL W28 v (A, B B IR TARAR 2

o CHEAAEBEACMNE ., NN D, I B N R T He CPE. BRI, i
sk ACS BEWSE FIA R4 LI K N2 CPE, W5 & ¥4 T/E4E gateway B,

o WURWA N EBATHEL CPE I, W LIELE ¥4 T/E4 device B,

£1-12 BLE CPE B TIEHER

1BRIE we AR
ARG K] system-view
HEACWMPHE A cwmp
Al %
B CPE LAEREA cwmp device-type { device | gateway } | GtEL R, B4R CPER THETE
gatewayfH {

.
A =

Wik TAEAEXAT, XM CWMP Zh4g. E0|, REednik.

1.7.7 BEECWMP3S|FHHISSLE F i ok B

CWMP 3T HTTPHTTPS Wi, CWMP R CAEH HTTP/HTTPS 1 3C A EE 8 7 B 5 AF
HTTP/HTTPS 43¢ . i ACS ¥ URL LA “http://” IT3%, TMEFH HTTP B, Wik ACS ) URL
LL “https://” J13k, WHEH HTTPS Mhill. ] HTTPS By, T3l & %4, kXt ACS 15
By HEATINIE, 55T SSL &/ i SR I EAI A AN B 1SS 0 “ 2 58S i) “SSL”.
%1-13 B & CWMP 3| FH#Y SSL & P if 5k

R1E % it
HEANRGALE system-view
HEANCWMPHL ] cwmp
il CWMP5 | F (1SSL% , . _ DAk
P A ssl client-policy policy-name %ﬁ%gﬁ? CWMPY4 3| FTISSL%

1.8 CWMP & ~F0LE+R

e R R, EEERE FHIT display @4 T LB RIEE S CWMP [(IZ(F500, Bt 7
F 5T B B R
F1-14 cwmp RRALEH

BRIE we
— sl 3 ~ display cwmp configuration [ | { begin | exclude | include }
BN g 5 E :
2 7RCWMPH 4 B il .45 & regular-expression ]
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1BR{E we

HRCWMP IS ERRES(E B display cwmp status [ | { begin | exclude | include } regular-expression ]

1.9 CWMPELEIFD & Z=15)

X i

T+ ACS #¥9BL BE 2 /%% T H3C IMC BIMS #4464 IR 438 L 847, & SRR 6 237, BIMS
8 HE AR E T B A, S fEPTAE R 6 AR R E S A RR, T AR R AR R R 6 R
J P F Mt iThe .,

1.9.1 AMEK
B OHEHAME (AR B) FEME KBRS, HITM% P CfEdE ACS %5 #/DHCP it
% 23IDNS JIE45 3%, MR s iBER0E, BRI CWMP S BIAHLE b % &4 5 A 30 F R AR
IR B SO R LML P = 6 B8 A 45 CWMP ZhRg (& 15
E1-3 CWMP 7Y i & Z= 45148 W 5]

ACS DHCP server DNS server
10.185.10.41 10.185.10.52 10.185.10.60

PP POD

DeviceA DeviceB DeviceC DeviceD DeviceE  DeviceF

HLEA LB

AP EE B PIASHLDS 82 S 815 0 26 1-15 PR
#*1-15 FEHENRETIR

= & F5IS
DeviceA 210235A0LNH12000008
A DeviceB 210235A0LNH12000010
DeviceC 210235A0LNH12000015
DeviceD 210235A0LNH12000017
B DeviceE 210235A0LNH12000020
DeviceF 210235A0LNH12000022
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WY 28445 B Y D 15 AL BT £ o0 il B gt T L S sys_a.cfg Al sys_b.cfg, ACS Mi4s#%
WV A A 6 o “vicky” #1“12345”7, URL #ilik >4 http://acs.database:9090/acs .

1.9.2 BEESE

1. ACSHR %528 LRYECE

AR, ACS MRS % L lLE 4G LR LI

o Ujln) ACS JIRE5-#s 11 4 Rl i

o I4fN CPE A& MIME E I CPE il 43 BIA [ (141 1

o A CPE W &A1Y AR 1) e & SO

ACS JIr 25 a1 H AR e B R R A (RO AT

# 75 ACS JIR 45 fs e E H P 4 Fsstn

R RS D0, il AU I[CPE WIEH PRI, JEN CPE WIEH P A B .
E1-4 CPENERA R EERE

L REEE >> CPEAEA @

HHCPEATER
APE | | | Za || EEB |

CPEIATER P Al
| || EEE |
HE1FIET , SFEIE1-1, 58 111 H|ILRT 1 8 15[50] 100 200

_W

bims ELARICPELMER .

<>, SN CPE YGIFH L .
E1-5 &0 CPENEFR PR TRE

S REEE >> CPEMEAF >> HMCPEIAIEA P O A
WmMCPELAIEA P
= P4 |vi|:kg.r |Q
- T 112345 |
| ®= || ®BmE |

WEM A SRR G, Sl <ifie >H 50 Ol i/ .

# £ ACS L4/ CPE W& r i FIZE Ay, X HLLAKE N DeviceA 45 %] “DB_1" 411f] “Device_A”
REHH . EFE “TIRE I IR, ﬁ%?ﬁnmﬁiﬂ ([0 20 8 BRIV S AR AT, BN B4 73 21 0
[ T <d N> dH,  HEN N % 2 4l LT
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E1-6 inig& a5
BEEE > EEHE >> WNEESHH L

B a0 46
wHESHERSR
+ SHEET [oe_1| L7

s3iHmid

LIS W E S HPRER

LQEEA:ﬁﬁﬁﬁR

=0

[¥ admin admin B

| ®m= || BH |

WE ARG, P <t >4 58 B ey .

# A SRR P [ SR SR AT, BN A ST LT S A <B I > 4L, HENBE N 4% S T
1.

E1-7 &g &RETH

TEEEE:V&%%&}>HME%§& @R
BmEaas
+ SRR [Device_a (7]
=@
PERl it
[
| = || my |

BEE BRI, oy <ff s > H A 52 o g At «
# L T AUR P [ I B A R S, NI N B 4% LI
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El1-8 EhNi&&TIm

iy EEEE > BNEE @
&
* WA |Devices 7
r [A3c ©
* Ul |oooFe2 7]
+ FAIS |21023540LMH1 2000008 7]
wEEl |Device_a =l
BEE [ FDE_1 =l
| == || mi# |

WE RGN RAG B, PR 2R AN & UG, s < e >3l 58 B e .
E1-9 g &R E

q}; EEST - FAEE oL 320
@ HNHES “Deviced * HETA.

HiAGE

BEEN | 2T

#eR | wERS [pE =l

] | PHdE | . =@ || ==
BERE
| B || RE |[Pringiie | ERER || BREHMBE |
HEEEIET, LEIE1 -6, 2 MW HRE7 1 815 [50] 100 200
n@g-
[T @350 Deviced 210235A0LKMHT 20000028 Device_A

TR P, ¥ DeviceB Fl DeviceC & & M5 BN, 5EHALE A R &R IS
# 7 ACS DRCE LA SRR CPE W #&dhw, KL AZIME . LR TR IS 17 5]
SERIN, PR B R A L B A I AT B B .
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E1-10 FREEETE

égaaﬁé Oy

BEAS

F

HERERE HE RS
Bah3E G &kH
s Eigi i
BahiE & & Wt

}é‘&% Eé HIEE

SR IE U WA TPk -3 B to] LV S A A B (B Bl = v L W
El1-11 BaARE KSR ETE

& BEHT »> BahBE R ERE @FEh

HahZBE & & EH

YRR

EREEEE

FRiE itk |$E EE!
= TSI |sys_a.cfg
HEHASEM

L L

= B [ 2011-03-28 14:31:25 (7]
R BahEEEaicE

4 g | @
BEEG

il R i [BatEnE =]
EREERER

EEESEER

FIBIT S EHIRER.

| ®E || Bm#E |

# Bl RG], HE B SRR U1, IR BB 1Y) Device A S8R, iy <iiff i >4
TERCEFEERAE
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E1-12 EEURFEE T

e
FERLEA | [ =8 || ==
XN
HAsEAEF » HEidl1 -5, 8 1N 7 #2815 [50] 100 200
I:I

38820K

Cievica_A
[T MSR30-40
[~ MER20-40

[ AsB00

# 56 L TUJERE IR [ B Bl 788 e 26 BC B DU, By <Al S 4% AL e iR B A 55 1 B
El1-13 BEESERITE

[Fok: £.2:2 Q%8
D iRt “82011-03:28 1431:25” .

HiE

wgEm [ #EEE [ =

#erE [FE ]  WEER [Hr = zm || EE
BEHEIIE
| mET || #E || tkE || #Bs || R |

HE10RIEF » HETHE1-10, 38 11 I 8 15[50] 100 200
T T L e
2011-03-28 2011-03-28
m| | oA E? 25 gg;gg& 14:32:51 SR | = Z & %

XA B =6 %, MEDBIEARMLL, FEXH T

o WEIANLG BRSO BT, filln “Device_B”.

o TEMEIMART, MM B =5 %S A Z] Device_B A,

o QIEFRERE LN, XA B ML E S5 Device_B 4T KHE.
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2. DHCPHRSS 88 L HIEL &

%
DHCP R 425 9 Bt B vA % 4% option 43 #8469 H3C RAA Bl AT, 4o R AL 69 7 4
DHCP k435, #5218 4k 694 A F A,

o TlEMMEML, & CPE W4/ IP Huhil Il DNS JIiids 3%, MbAbLi/rid 10.185.10.0/24 [ Bt (it
i SEi7

# {fifi& DHCP JIi45 -

<DHCP_server> system-view

[DHCP_server] dhcp enable

# ML VLAN #2111 TAFAE DHCP IR 55555

[DHCP_server] interface vlan-interface 1

[DHCP_server-Vlan-interfacel] dhcp select server global-pool

[DHCP_server-Vlan-interfacel] quit

#BCEAS S AR 1P Huhl (BEAL(FS DNS fIR%5 %5, ACS RS54,

[DHCP_server] dhcp server forbidden-ip 10.185.10.41

[DHCP_server] dhcp server forbidden-ip 10.185.10.60

# L DHCP Hulikith O (A7 st (M BL. DNS Hik5asitihit.

[DHCP_server] dhcp server ip-pool 0

[DHCP_server-dhcp-pool-0] network 10.185.10.0 mask 255.255.255.0

[DHCP_server-dhcp-pool-0] dns-list 10.185.10.60

o i option 43 ZET. MEITN A LSS ACS Byl FH AR .

# ¥4 ACS [fithhil\ FH P 44 R i 4 s ASCIL %o I URL Hihilxh W ¥ ASCII 52k 68 74 74 70 3A

2F 2F 616373 2E64 6174616261 73653A393039302F 616373, H] "4 vicky %W ] ASCII

fi5k 76 69 63 6B 79, %t 12345 XM [f] ASCII {5y 31 32 33 34 35,

[DHCP_server-dhcp-pool-0] option 43 hex 0140 68747470 3A2F2F61 63732E64 61746162 6173653A

39303930 2F616373 20766963 6B792031 32333435

3. DNSHR%5 88 L ROBCE

7t DNS Jlg %5 #y b 75 200 B 3804 F b bk (1 R 3R, K5 http://acs.database:9090/acs 1 ik B 55 4
http://10.185.1.41:9090/acs. HAKRKLE J720E S WA 1) DNS 4285 E Tt

4. ECPERE M4

45 CPE FHUREEMLST, CPE J44418 CWMP Prist 7 A3 A ACS AbJRIRAL T AT -

5 fEACS L EEEREMR

HERE “YRUEFELY TURE, i ORI B A A ORI, AR AR AT A TR,
5 B 500 IV 8 A6 17 L2872 P R
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1 s
1 R5206 J LA FRRASCREHRSCR IR D fig

1.1 RICHIRE T

FRSCH IR D) B AL e £ REE A AR SLUC B ST, $R AL T — e A I 24 ) jU R g A% o A6 FHX D RE T LA
FRT AR ST 23 BT 158 45 11 0 238 0 4 8 46 PR 90 328
TR MR SCAT A WA I8 X, ) AT LB S Ay AT B A SR RS0, 0 mT LU 3R 14 SC
i A peap A& SCE, TS TR (W Ethereal. Wireshark) #4770 #7 .

1.2 BcERICIIR

e B SRR DI RES, 5B R
o UHURSCHEZRING I T ACL, JA SR SCHIZR G, ANRE AT ACL RUIEEA T8 25 (Rl g 1) % ACL
HR N B FIAE SO .
o WIRHSCHIFRINGIH T ACL, M2 ACL MUMIKIsh1E, HROCITHEL HAE A ACL 1) 40 2.
o SERARSCHIFEG, #UEH undo packet capture iy A5 IEATRE, LIRS R G YR
*F1-1 BERCHR

BRIE we L RA
packet capture { acl { acl-number | ipv6
LR o aclé-number } | buffer-size size | length "™
BRI 23 capture-length | mode { circular | ik
linear } }*
) - - packet capture start [ acl { acl-number | | — 2 4
SLZA SRS | ipv6 acle-number } | buffer-size size | %M?ﬁt/t N N
3 (RN E | length capture-length | mode { circular | | SRETEDL T, RICHZRINREAL T
JHEARIC | ocHisksso | linear }| [ packets packet-number | IEIRAS S IROCHIERTE IR B
ik seconds second-number ] ] {14 Fpacket capture startdy
BeEH AR | packet capture schedule datetime time /?\ CLACHL ST
%I date H
CIpY3
TERF  DRAF B B SC g X
I BRI, B ROk
RGESAE LN AR — R 5 00T H
BRIl 3R packet capture stop APEARC R

o RS FAR 20 iAE R etk
B, FARSCGE X il

o JEFRAGIRSCECR R IR

o RICHH SRR (A b R

DRAFAR ARG o DX AR P ¢

packet capture buffer save [ filename ]

nJigE
¥ peap o PR A7 K SCHE 4 e 4

1-1



1.3 RICIHIRE RFALE P

TEATEME T HUAT display packet capture status 4 n] LLRP S 25 RSO SRR SR O
FAMZE I K

W17 packet capture stop fir% 7, AT LAEAERPLE T i1 display packet capture buffer 4
BEZMX PN, Wr] LA LB F AT reset packet capture buffer iy 4 kiEERZz P IX
RN, DAMEREAT B AR SCRE IR 45

F1-2 RICHIR BRI

BE we
BE YR SCRRORES display packet capture status
T TR SR AL X [ P 7 display packet capture buffer [ start-index [ end-index ] ] [ length

display-length ]

TH BRI SCHTIRZE ph DX v P 2 reset packet capture buffer

1.4 IRICHEIRE B L B 25451

1. AW FEK

1F Switch 3R iZ %W B H 192.168.1.0/24 M EBLHIIR S, 81 Air 47590 SCIi 3k 45 A
17 J*.peap SCHF, LUMEERES] Switch ) PC F#EGZCHE, 1 FHIR ST BT 3:47 40 4t

2. AW E
Bl1-1 #R 33K A LA P

Switch

IP network

I MESE

(1) mshRaclisk

# 2 IPv4 KA ACL 2000 GIEEREIN: VLRC>K H 192.168.1.0/24 M BLIFHR S .
<Switch> system-view

[Switch] acl number 2000

[Switch-acl-basic-2000] rule permit source 192.168.1.0 0.0.0.255
[Switch-acl-basic-2000] quit

[Switch] quit

# W E Switch ffi3k#% ACL 2000 &R SC, FFE SR STk .
<Switch> packet capture start acl 2000

# BERHPRES .

<Switch> display packet capture status
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Current status : In process

Mode : Linear

Buffer size : 2097152 (bytes)

Buffer used : 1880 (bytes)

Max capture length : 68 (bytes)

ACL information : Basic or advanced IPv4 ACL 2000
Schedule datetime: Unspecified

Upper limit of duration : Unspecified (seconds)
Duration : 13 (seconds)
Upper limit of packets : Unspecified
Packets count : 10

AT W, SRS SR IEAEREAT .

(2) fRAFIRSCHIZR G R

# TR SR

<Switch> packet capture stop

# REARSCE T D N AR AT test.pcap U

<Switch> packet capture buffer save test.pcap

# W H ST H SRS R

<Switch> dir

Directory of flash:/

0 -rw- 1860 Sep 21 2012 12:52:58  test.pcap
1 drw- - Apr 26 2012 12:00:38 seclog
2 -rw- 10479398 Apr 26 2012 12:26:39 logfile.log

HIE AT L, R SCH SR G X ) A 2 R IR A

# SEIARSCI RS, A5 BRSO DD e, REIUR SE BT

<Switch> undo packet capture

# 925 Switch () PC i LUERE FTP ok TFTP T H Ui ¥4, Ki*.pcap X #IF) PC L,
H] Wireshark 854 3073 M4 A1 1647 AL BE .
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