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BB , Tk XTI 4% g B B, S5120-HI %) 32 #6 HL R 67 5 K
R I BRI KU 3, B % 1T TDC $iE a0 &
B 5 BB AZE B B0 1-15 FRR . Bl 115 S5120-HI R 52 #ebl

(2) S5120-E1 & 51| 32 e #11

S5120-E1 A5 3 # L& 4 T JE 4 LA K W9 22 8 BL 7™ &, BL 2% & 9l 55 4, 42 {3t TPv6
R INREL R E 4 4 10GE ¥ B4 11,381 H3C IRF2 Thfl, b R g8 ¥ . S5120-
EI Z %) F IR0 LK B A8 HetL 3 R 4k 0 T- JE (2 3 A, [l B i BT LA T8 b o iR 5 28 0%
| MEEHE . S5120-E1 & A Bl 4% S5120-28C -El, S5120-52C -EI, S5120-28C -PWR-EIL,
S5120-52C-PWR-EI.S5120-24P-EI #1 S5120-48P-EI, il 1-15 fiR.

S$5120-24P-El S5120-48P-El S5120-28C-ENS5120-28C-PWR-EIl  S5120-52C-EI/S5120-52C-PWR-EI

B 1-16 S5120-El & 5135 # 4l

(3) S5120-SI £ 53 #e 8l

$5120-ST % 51 A K R A2 LR 2 T IR 4 UK 9 38 $ AL, 7 32 B0 A i ol 199 b (X R4 i
AR R BRI 09 & T J6 AL LUK R % 0 #0885 B R B0 5 R, 3CRF TRF R
$5120-S1 A3 2 # ML 41 3% S5120-9P-SI, S5120-9P-PWR-SI, S5120-9P- HPWR-SI., S5120-20P-SI,
S5120-28P-SI,S5120-52P-SI,S5120-28P-PWR-SI #l $5120-28P-HPWR-SI, fll /f 1-17 fi/R.

S5120-9pP-51 S5120-9P-PWR-51/85120-9P-HPWR-SI S55120-20P-S1
S5120-28P-51 85120-52P-S1 S§5120-28P-PWR-S1/S5120-28P-HPWR-SI

B 1-17 S5120-S1 £ 5|38 il

(4) S5120-L1 &3z il

S5120-LI ZF LI KM HILE 2L BT RA T KB M A NS TIEA LU KR il
i B STRMAED CKREFRI, AEREE A 21
B RAMERE, AT A T PR @ b R R AR AT AR A T IR F
SR R, S5120-L1 ZF| A HLAIE S5120-28P-L1
@ 1-18 S5120-L1 E¥)3#al M S5120-52P-L1, i 1-18 fiaR.
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7. BRMBXMZHBEN >R

(1) S3610 RF3cHH

S3610 &I BN ML R 3F IPv4/IPve SRR B X IRt UL &Y. B4 %%
IPv4/IPv6 SRR R BEF 55 & . E & i IPv4/IPv6 Bt h i B EH A, B AR K M. M%
LREFEMICE RAZRILL B h/h el 4 L B0 38 e dl. H3C S3610 5 & thill
e Hl H AT & & S3610-28P, S3610-28TP, S3610-28F, S3610-52P F1 S3610-52M, il & 1-19
iR .

T * e

53610-28P S3610-28TP S3610-28} S3610-52P

Bl 1-19 S3610 &% 35|

(2) S3600 %1 3€ # L
$S3600 R AL BEMMELL KM, RGRA IRF HER, ELLFE . LU F
B GEEMGEP S TEAANREE BRI TR BRI AR 55 R
P AT B 3 A TR AL B/l L4 AL B B0 AE R L. S3600 R B AR MEE
#l B 84 S3600-E1 1 S3600-SI B§4~F £ 5. H S3600 EI 23 S3600-28P-EI,S3600-
52P-E1.S3600-28P-PWR-EI,S3600-52P-PWR-EI, S3600-28F-EI % 3z ¥ #l; S3600-SI &
S3600-28P-S1,S3600-52P-SI,S3600-28 TP-SI,S3600-28P-PW R-SI1,S3600-52P-PWR-SI £ 3¢
WAL, A 1-20 iR,

S3600-28TP-S1 S53600-28P-SI/S3600-28P-1 1 '55600-28P-PWR-EI
S3600-28F-El S3600-52P-S1/S3600-52P-E1/S3600-52P-PWR-EI

P 1-20 33600 FEF3EHEL

(3) S3100 Z 538 #Hahl

S3100 &% A2 Wl & S3100-EI #1 S3100-S1 B4~F £ 51 .

S3100-E1 £ 5|3 e dl /2 H3C 24 vl A MR & %4 W F B8 NS 7 R mi B it #9 LK R 32
WL G W SRR AR ERE L RIS RSB A R AE RN N THEF S
JAtE, B4 5 AR B, S3100-El £ 5l EE 4 & S3100-8TP-EIL, S3100-
16 TP-EI. S3100-26 TP-EI. S3100-8 TP-PWR-EI, S3100-16 TP-PWR-EI, S3100-26 TP-PWR-
EI @ 1-21 B .

S3100-SI RI ML E _BELEF BRI NELIRKMEEBIL ™M, BRA TIA E47.
WS ERNBEBRT R EENELM QS HEHERFHA . MEALHAPZLFME.
Bad AT R.BEHEABMERESTIL SR TN XA AN 5y ST
ML A L, S3100-SI & %1 32 #: #l + E 40 &% S3100-8TP-SI, S3100-16 TP-SI, S3100-



| WIE HICHUAR R 8N

S3100-8TP-El S3100-16TP-El S3100-26TP-El

S3100-8TP-PWR-EI-F  S3100-16TP-PWR-EI-F  S3100-26TP-PWR-EI-D

Bl 1-21  S3100-El & %) 35 i HL

26 TP-SI A & S3100-52TP-SI, tnfg 1-22 fizs .

S3100-8TP-S1 S3100-16TP-SI S3100-26TP-S1 S3100-52TP-SI1

B 1-22  S3100-S1 £33 8 4L

BT LA Eas#PLoh, H3C & 4F 4 SMB(Small and Midium-sized Business, /N4 b B
Ak ) HE 4 S1000,52000,S5000 RFIMER ~BELAKMZBIL X BETIHBELZL.H
HREMEFTRMmMAEL ERFIEGFHLUKMEHRIL. EHETLUR HICHE MK H#FTER.

1.3 SR X 9 22 e pLAw ot 7

BHEUANE . FEPEERREE=MFLFEM, HICHMAFEAP TR, FREELE
FEH DESHAMNERET R IS EFORRL ST RMESITERIIBRTE,

1. F/NERMERAR

(1) MK

HEoWvFEWBREHERX MG, BRRCRAV AR RLEZE, C4hhn, HEtEH
B RS, LEA S A B34k, fB9E3E A Internet MUK E-mail . 3£%F Internet BEif.

(2) FGRaHr

A M ETH R T4 100 AL HIEEEFEEASTE 1004 EAH . ERERITHTELEB
Sl —EHBRA MRS S ATEIPLSERIREA  BEAGEREEASLY 120 41, F AN A K
HRBTE FR ML BRAMAATAEAD 300 MEBRBAKL. N THREBEILEMADPAR
S5 32 B, B 28 64 7T S50 BORSw HLFL 4% 5058 04 W0 4 4 SRR ), PRHE 7 P £ i R L K
HE Rzt AR MERZINAIE ., $ T, A5 RHEFFKH 100Mbps B AL #41,
BORITEXHENEEFAGERANTELS. TEZLILERE - ENEETHEAGEH
7E R 28 H 1 B vh 2% 5 ) 38 9 22 1) B B B 14 Bl oK 8, B RS A R R B I A Internet,

(3) H3C MM F 2 (WA 1-23)

R M TR MM R SHEREIE AR UL AT, A T R FEA R ZH IR A S3100-
El ZF|R 22 LmA#l. S3100-EI R ZHHL0 LR EHELLEAUNEREAR, L
BRBM AP O EEA, FE LM EE M EZ 2R, O %42 ARP Detection
SRS AR FTERLSRERM. %032 S$5500-S1 8% # S5500-E1 £ 4488 T Ik =
BB NG LS THEAME, EREHITZEHAREHLE., MEHOHE

11 2
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el AL

F1000-C/U200!
MSR 20-1

R e AN |

A 1-23 b E X R A RoR B

MSR % i1 28, AT B N H P41 Internet OSSR . P W4 MSR B By 2% FIAZ O 3 i bl
Z [ #F F1000 5% U200 LLHME L LB MB s VPN HIFEA,

2. XAERMBARTR

(1) PEFTER

RRFFELHARM LK KX H %, 49— A CERNET.CERNET2 #l Internet, 3t [
YT, B FERM T R4, LGB AN EE—AIEENEREE. MR
BR¥RER EMERGEHRBRFHRTARE.

(2) TR

BESIENEX , GPMERYBAUE S HER —-RTOAFR®T. EUTFEESD
e X ST J ST A9 SR R S O 1 S R B X B SR 5 — 2 A CERNET X Internet,
AR A H S X BT & KA B BEE I A X, R 7E 3 A X 57 2 e i e o LA
EEBEARERN,

A RIEFEESKCRAEAGAESE AL 0 AEMmiH 2% EHY AR EH
BANESEAREH AW G MHINEELHRTER; BEHLLHAMFHIOEPEA,
CERNET2 I F—AE &M, &N 1Pv6 284 Fl BT F IR 55 . B8 1t IO 4% 5 4% 5 B 30 4% 1Pv4 A
IPv6 D F% % .

(3) H3C #EFER TR 7 ¢

A R AR VR AN B9 T R 44 M4 R R PERETE PR UCBG , ALR B M4 R A1 £ & S9500E
T3 I A% L 3 e L4 AR B s P, S B T W R HERE L R R R R R E o HE B
JE 6 S9500E 22 bl 4 F J JK A 8% B A0 53 B2 X 9 S9500E Z2#etl 53%

4% th 0 Bk H3C 4k 2% %5 ©T &% 3% b 2% SR8800 F %I B th 28, 4 I 32 £ IPvd/
1Pv6 DURR B .

PEFIL R %k S7500E M1 S5500-E1 5 S B bl , sSE BT IR 48 AT IRAL L7,

PSR H AL S5120-E1 s # 7 % FH3C bl E126 A 55 50 BLH: A 2235 19 8 43 IAE LA it
wOBBEEARPRES,

4% o0 0 P AR AR S BRI BOHE R0 % S5800 & B 3 e 1 S BEAR 4 25 A9 i
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A,

P OB A 2@ S HF [Pv4/1PvE DU UM AR ENREB AP, £ GE B4

$£ A CERNET ,Internet A}t CERNET2, M ¥ &M T —{CREMBEEMLTHE HHEE, &
A EEmE 1-24 B,

— 1Gbps
100Mbps

IR
HENERNE e

P 1-24 koY B X R kO SRR A

HEAELZHMBRITE, EHTS R H3C M.



EXERERS -

2.1 BRZEMPLILYARER S

2.1.1 Console A FINITHBREES
1. 8
M AR IT a4 ER Mg 3E T —3t H3C UM ZE 8], i B 45 % 811 5 17 30 %) i3 2 37 1%

HHATHN LR AAEE., X THAMNE RS, EE S0 PC AT b 4 7485 0
#% ) Console H#HTHIMAACE .

BRINTEGLT L BALI Console 1% FIkUE T X A None, BVARFE EIAIE. K TREE
278 WL, T B AN UE Ty U AT B, IF e NIE# S
2. AWM

P 2-1 fr72 X Console OB A F AR B HMAE .,

RS-23211[ ] Console] | ‘é’
AL P L5 Y

pPC

Switch

B 2-1 Console [ 8 3% A il # & A7 8 41 190 A
3. BREEXK

A 2-1 Bris, W 5 X% P it Console OB F R H#ALAANIE TR . SEHEfTHEX
AC 8, BRI P 00 2908 o DA UE T8 s B Ac e L, HH P g i R A B (3 40 .

4, BRETRNME

Console OB #% 3 AINiE X, : None,Password Hl Scheme, T @4 93 iARX 3 fhik
WEHXWAE.

(1) 8% A P HIAER A4 None,

[Sysname] user-interface aux 0

[Sysname-ui-aux0] authentication-mode none

(2) BB FEHPEIAIE XK Password, FFBHPHMINIEOS A AR, OS
2 123456,
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[Sysname] user-interlace aux 0
[Sysname-ui-aux0] authentication-mode password
[Sysname-ui-aux0] set authentication password simple 123456

(3) @ H KA P HAIETT XA Scheme, R A1 A #IATE RS 7 .
@ RIRAHH T guest. HFEAA MM A,

[Sysname] local-user guest

@ R WA S EIAE D 4 MBSO R, 104 K 123456,
[Sysname-luser-guest] password simple 123456

Q@ HEAMMP RS LR Terminal HHFRFIH 2,

[ Sysname-luser-guest] service-type terminal level 2
[Sysname-luser-guest] quit

@ #A AUX JHM BB A,

[Sysname] user-interface aux 0

® % Hi# i Console M8 335 ¥ HLAY H 7 # 47 Scheme AiE.
[Sysname-ui-aux0] authentication-mode scheme

® 55 system 8K BRIN, I8 B 2 Scheme IANIEH R local,

[Sysname]| domain delault enable system
[Sysname] domain sysiem
[Sysname-isp-system] authentication default local

BT A6k, 520 5k iEF X A Password & Scheme, AiEF X # Scheme

HEZG AR BARNPELRAN AP LA Fnt B3R RERE.

2.1.2 Telnet iR ERSPHARFREIES

1. 58
SRS SN EREENMEREEZE MATNFNERECETUIER

BT . ERENESTREPIBRP THABF LR EN T ERASER - HERIHAT
R EIEIR ., H T A Console N R B EHFEAMEE AXFFLT BEAIRATE.
Bt , 7% BAE R & b AT Telnet 70 B2 B 5% i A OC A B L DLARIE 5 38 53 A7 LAGE 3 M 45 i 12
R EHATERE .

2. HME
B 2-2 iR M Telnet B H RS HE MR EHNE.

PC Switch

B 2-2 Telnet i 2% S HOM R AL B 41 M

5 2
o



3. RE®K

A 2-2 B B BB AP 5T Telnet B #2352 B HLAGINIE TR . S M 1T XK
B, BRAEFXAR . BEHPENLTREAEREGCR) .

4. EETEMRE

(1) L& Telnet R AN AILEH.

O #ARGEWHE,H 3 Telnet R .

< Sysname> system-view

[Sysname] telnet server enable
@ EEMMNVTY HPFmEsEal A a4 %9k 3 4%,

[Sysname] user-interface vty 0
[Sysname-ui-vty0] user privilege level 3

@ @8 VTY 0 HM Rl 4% Telnet Prixl.
[Sysname-ui-vty0] protocol inbound telnet

@ B VTY 0 fIF AR — R 8K 30 fifed.
[Sysname-ui-vty0] screen-length 30 | ,

©® REVIYOHRPHEMLEMX AT 20 £ZH2,
[Sysname-ui-vty0] history-command'rr-aa)f.—s'ize‘ 20

® W VTY 0 Jil/* H i 6 I i 5] # 6min,
[Sysname-ui-vty0] idle-timeout 6 '

BR. A TREEL AT, ALREAMR VTY ARG ERE TA# 166
S A A OB, PP RARALFRA ],

(2) FeE i@ i Telnet B H P BIAIEY K. Telnet F 4 3 #IAIEH K : None,
Password fll Scheme, T 4 51 # 8 X JLRAIE A X ECE .

O ®id@d VTY 0 P R ing REBEILE Telnet FN AT EHETNIE.

[Sysname] user-interface vty 0
[Sysname-ui-vty0] authentication-mode none

@ @E@ET VTY 0 OB F#ZHENE Telnet F P 347 Password IANiE, HFRBEH K
WUE A4 SCF R, 040 123456,
[Sysname] user-interface vty 0

[Sysname-ui-vty0] authentication-mode password,
[Sysname-ui-viy0] set authentication password simple 123456

@ BT FHPIAETT R A Scheme, A HIAE R 7.
a, BIEEAMMAF guest, FFHA XM HFAHEA.

[Sysname] local-user guest
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BAREES |

b. R EA# P MAE 04 R, 04K 123456,
[Sysname-luser-guest] password simple 123456
c. WH VTY APMIRFERN Telnet HAI KN 3,

[Sysname-luser-guest] service-type telnet level 3
[Sysname-luser-guest] quit

d. #A VTY PR muA.
[Sysname] user-interface vty 0
e. WEMBT VTY 0 OB 23 HYLE Telnet /7 #47 Scheme iAIE,

[Sysname-ui-vty0] authentication-mode scheme
[Sysname-ui-vty0] quit

f. $82 system 18 4 BRIA B, 3 i B %% Scheme IAUF 7 = local,

[Sysname] domain default enable system
[Sysname] domain system
[Sysname-isp-system] authentication default local

MR, B TREEAL, RENEE Telnet Ml K& &k AFINGE, FF ol A b, 5 &

it A iE F X, 4 Password & Scheme,

2.1.3 Web NEFZEERTRIABEERES
1. H%

Xt EiE i Console 0% F @S Telnet B # . MEEEHN 51 & 2 8] #73X

ARIEASZH, B TS 4H10 (Command Line Interface, CLI) . BRH A HEM AR P &
SELEBHRFS . HRNBEER TR AWK,

ETFHPEEHTEMLEE.MARN IT BB TERMH Web K H T REXT 32 # tl 2

2, AME
23 fiml Web MIBZBRERCHY MR EHNE,

Network
Interface
Card

Ethernet
Port

PC Switch
A 2-3 Web FH B 8 A2 8o s R ae B 41 M A

TiBREE. XEMNEHEARE ATELIZBEMST B —FREEHET —2HTHAE
B4y,



N, HCUARZBRNADEEES

3. BRE®ER

A 2-3 BR, B GGEE AL BB L, AT B M 4% 69 PC il Web W95 % %35 8
L, e B el e R EE T,

4. RESEBAME

(1) it Console OIFHACE LI KRS #HL VLAN 1 06 TP #hE (VLAN 1 J3c#
PLASIRIA VLAN) 2 10. 153. 17. 82, F M HEF K 255. 255. 255. 0,

< Sysname™> system-view

[Sysname] interface vlan-interface 1

[Sysname-VLAN-interfacel] ip address 10.153.17.82 255.255.255.0
[Sysname-VI.AN-interfacel] quit

(2) AL E Web RIE P &% admin, AIF 0428 admin, FIP R R 3 4.

[Sysname] local-user admin
[Sysname-luser-admin] service-type telnet level 3
[Sysname-luser-admin] password simple admin
[Sysname-luser-admin] quit

(3) FRIAEHmYLE Web Server THfE.
[Sysname] ip http enable

(4) BN KRG F B, 7F Web [F]E 25
(PO /Y | %3 2% b hE 2 P9 8§ A hetp://10. 153. 17. 82

(Web [ 5 28 3% A0 LA K ™ 32 # ¥ 2 [E] 22 3% gy A
) MBS ER Web R B R, WHE 2-4 B 24 Web W £ 8 R H
iR,

5) MAEZHRI LEMBE P L MED, BT 7 HEM G %%, B/ Web K
BT,

BFR: X AR ESREERIRNGH A, T A ping #4 R &4 5 ZL#HM
WMk ikEr, HTTP AHFEIP ETiAw A sk iEF T4,

2.1.4 MERBRAPHEFHANRERES

1. ¥8

ZHEYENEENMELE HRBHNELHEESRRR. UM ARK IT £
MTERERALHTERN AAFMEXNEP AREETR TR, H FREKETIT
SRR ITAYHLE A, B LU X OL A R #E AT $E A BB B 1K 3145 i Console [ 4 il %
MEM. BEXTEERER, WLHAZRI LACE ACL EH T MEHR.

38 X8 P A9 H, BT LS B ER e A P (A TP b SR X 43 ) BE 5 1 0] P £% i 4%, S
HERHYEZLME.

2. EME

B 2-5 iR A BE AP REMRUREEANE.



3. EEER 10.110.100.46
e 25 iR, W TELBR, WALk 10, HostA
110. 100. 52 F1 10. 110. 100. 46 B9 Telnet/SNMP/Web

#2E EARRES 1)

H PR 32 L .
4. RECENRE
(1) BUgE 3k AZEA ACL #LHE 2000, >
05t
[Sysname] acl number 2000 match-order config bO:110:100.02
[Sysname-acl-basic-2000] ] 2-5 ST R H P AR ] A
(2) & XFHM, XS iF3% B 10. 110. 100, 52 REAnR

10. 110. 100. 46 4§ Telnet/SNMP/Web F f1ifj[a] 38 #41.

[Sysname-acl-basic-2000] rule 1 permit source 10.110.100.52 0
[Sysname-acl-basic-2000] rule 2 permit source 10.110.100.46 0
[Sysname-acl-basic-2000] rule 3 deny source any
[Sysname-acl-basic-2000] quit

(3) 5IHvFMEH %3 2000, 8@ B IP X Telnet fi P #EATEH .

[Sysname] user-interface vty 0 4
[Sysname-ui-vty0-4] acl 2000 inbound

(4) 5| F i 4 631 2000, 8 of B 1P X ROE A P E4 T8 .

[Sysname] snmp-agent community read aaa acl 2000
[Sysname] snmp-agent group vZ2c groupa acl 2000
[Sysname] snmp-agent usm-user v2c usera groupa acl 2000

(5) 5| ih R4 %) & 2000, 8 98 1P 33 Web i P 4T85,
[Sysname] ip http acl 2000

BE: BIABATFT,. P IKRSEXHEIAHF 5 A Telnet/SNMP/Web Al P55, Bk, A
WP EEM ACL A5 ARBZEZA YT LFAAL,

2.2 fERERTFEAZRHIBAAERS

2.2.1 THWYIESFIPERPRIZEEALUDEERES

1. %

CARMEA T AR H3C 2#l. BRI BUE , T 20 BT A 32t T+ 90 A 5T 9 R 46 3C
4, LUE I HT R 4R 7 2.

EHER/AN W RKIKFARLF . BRERR FTP i, RE N FTP M5 % &
THRBIZHE EIFERAR, X R85 A EREN T

2. AMME

M 2-6 Fim A UEN FTP ZF PR R AR AR EAMA.
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FTP Client FTP Server
10.2.2.1/ L1 1.
Switch :_@., 0.2.2.1/16 IU]_] /16
Console

B 2-6 ZZHALED FTP & 5 ik 72 7 4% 2 7 e 7 4 )

3. BMEEKXK
mE 2-6 Fim G FERBIREEFFTP REBMAHF 47 abe, B85 pwd, i

FUUA P % abe EH pwd B 3% FTP REF &, TRERB I XM HEITRARRUAR
‘&%ﬁ

4. BESEMME

(1) B2 FTP R& %5 . AR 3 FTP R 23828 T/EB 3, BIKR B 4 WK .
(2) BELHRI(FTP 5.

@ BRI & 2 A S0, DURIE R A 2 98 (2 8], FI T A 68 19 ) 30 X1

< Sysname>> dir
Directory of flash:/

0  drw- - Dec 07 2005 10:00:57  filename

1 drw- - Jan 02 2006 14:27:51 logfile

2 -rw- 1216 Jan 02 2006 14:28:59 config.clg
3 -rw- 1216 Jan 02 2006 16:27:26  backup. cfg

31496 KB total (12133 KB free)
<ZSysname>> delete /unreserved flash: /backup. clg

@ LA FTP 77 88 R W 5 4% KR GE 8 3 301 .

<ZSysname>> ftp 10.1.1.1
Trying 10.1.1.1 ...

Press Curl+K to abort
Connected to 10.1.1.1.

220 FTP service ready.
User(10.1.1.1:(none)) :abc
331 Password required for abe.
Password:

230 User logged in.

[ftp] binary

200 Type set to I.

[ftp] get aaa.bin bbb. bin

227 Entering Passive Mode (10.1.1.1,4,1).

125 BINARY mode data connection already open, transfer starting for aaa. bin.
...226 Transfer complete.

FTP: 5805100 byte(s) received in 19.898 second(s) 291.74 byte(s)/sec.
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#2% EAEEES 2

)

[ftp] bye

© M LA i boot-loader 4 3k 45 i 2K BUEY ST 0 F WA 3h st #8933 Sc 4

HRREE, LHESRE TR,
. <ZSysname>> hoot-loader file bbb. bin main

< Sysname>> reboot

$B7R: boot-loader A4 E LM TRABH N BH IS LAFAEREHRBIRET, T
AL L A BHRER AL HGRZARD R,

A TAEXZEM R, E LR L FH L4, boot-loader &4 F 235 & Wi 5,4
4w, boot-loader file bbb, app slot 1 main,

2.2.2 ZTHMHIEAFTPRSF[EERARAVNEEES

1. ¥

FEF BT, N W RSB IRE/ER FTP o8, REERRASHF X, B A b
SMEHMGERAZERE. BEEARBRKEIREIER FTP R 2%, PC1EN FTP & 7 37
BREHEMN. XA /N W L7 PC LA g% @ H K EEL FTP & 7 w84 i
GRS XHT .

2. HME
W 2-7 Fin H3CHHAE N FTP RSB A R MR E B MAE,
FTP Client FTP S.er\.-'cr
[y 1.2.1.1/16
PC Switch
B 27 AHELAEN FTP JE % 58 i Jh 40 s 5 e 5% 48 3 7
3. BREFEK

& 2-7 fiR.PCHER FTP & P ¥, i & 4E 8 FTP fli 548, PCE R FTP RF 489
P& K abe, BB K pwd, B R E LERERB S X HH AT REE R UARBEE.

4. RELSENRE
(1) FE & Device(FTP Server),

O HERELFM— DA A abe, FFREHNEFBN pwd,

< Sysname™> system-view
[Sysname] local-user abe
[Sysname-luser-abc] password simple pwd

@ 5 abe T LA A A9 AR %525 B FTP, 33 B H BB N H %,

[Sysname-luser-abe] service-type ftp
[Sysname-luser-abc] work-directory flash:/

@ B8 abe B9 G50 K 3 S, H AT LAR P57 H &P LAe 30,

[Sysname luser-abc] level 3
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[Sysname-luser-abc] quit
@ Hah&Em FTP fR%.

[Sysname] {tp server enable
[Sysname] quit

© MR B A& P 8 BRI AR UERI AL 8 6055 (6], T 70087 09 0 3 e i

<ZSysname>> dir
Directory of flash:/

0 drw- - Dec 07 2005 10:00:57  filename

1 drw- - Jan 02 2006 14:27:51 logfile

2 -rw- 1216 Jan 02 2006 14:28:59  config.clg
3 -rw- 1216 Jan 02 2006 16:27:26  back.clg
4  drw- - Jan 02 2006 15:20:21 ftp

31496 KB total (12133 KB f{ree)
< Sysname™>> delete /unreserved flash:/back. clg

(2) B2 & PC(FTP Client),
@ KA FTP Jy A% % FTP W48, EERSIMH, HHFBT FTP MFBHMBERT .

c:\>fpl.1.1.1

Connected to 1.1.1.1.

220 FTP service ready.

User(1.1.1.1:(none)) :abe

331 Password required for abe.

Password :

230 User logged in.

ftp™> put aaa.bin bbb. bin

200 Port command okay.

150 Opening BINARY mode data connection for bbb. bin.
226 Transfer complete.

ftp: %1% 2737556 F47, FRf 7.02Seconds 390. 24Kbytes/ sec.
ftp=>

@ R WAL boot-loader i 4 3 5 5E b 4% B 18 ¥ 9 F WS 3h i 89 3 A R 8h 30
(R A R & SRR s SO £ & AR R &5 » ST & Ja s U FH 4t .

< Sysname>> boot-loader file bbb. bin
< Sysname > reboot

B ZEFAFTPRSEN . HEPFSOFFIREALANRY. pREFHEH L
A GIMATE R (o L4 Bk A /R, MM FIPAEZAFGEANERE
A3 RRTEERME (L ENEARE) N FITPREA OB R ETRE, TAA
0~3 FoIfEELA .,

2.2.3 ZHHEA TFIPERREZERARABEEES

1. %]
INW AR TILGERBIE EREHAEEM. BAHAE K FTP BRI, HEH
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ARPZMEN, Xif, A8 TFTP(Trivial File Transfer Protocol , fi] 8. X4 4£ 8 130)
F2 181 52 5 FH B9 S 4044 3 DS, B AUAGE , Ho gk R A A P 42 S,

2. EME

B 2-8 i HLEN TFTP B P Smin B A AR B A M A,

TFTP Client Vian-int | TFTP Server

-_E-Lm?

Switch

B 28 XHHAEN TFTPEPREBAZADREANE

3. REER

e 2-8 frR . &4EN TFTP % P %%, PC4E TFTP IR & 28, W& TFTP M
TFTP iR % #F & F 83 3h X4, R % & 8 B 8 X config. cfg E£ 8] TFTP R % 8% 84
THEHFRLHARER R EH.

4 RESENER

(1) Fi'® PC(TFTP R %5 #%) .03 3 TFTP REB[HREITHHEZ. BURES
L {0

(2) BEBXEBY(TFTP E P 5) .

@ ¥ L. J¥ aaa. bin N TFTP 428 F TR IEE.

<ZSysname> tftp 1.2.1.1 get aaa. bin bbb. bin
@ F & M BB X config. cfg b 28] TFTP IR 3.
" <ZSysname>> tftp 1.2.1.1 put config. bin confighback. bin

@ H P A LLGE T boot-loader fr 418 & F 8 AI R 8 F W g shiet &9 3 A B 3 X
(BEAFAPTHEIEXERIXHNESFAHABE) . AFERRE,. LHIEERIXHEN
4.

<_Sysname>> boot-loader file bbb. bin main
< Sysname> reboot

2.3 XMrASEHRBRBUARERS

2.3.1 XHZGERBAARERS

1. W&\

PR 5 BB A A i 48 50 ARUAE B US  BE I8 4 9E 4T 1 B b BT AR B 4 A (ALK
RO SO SR, LB AR B R0 AR O M R B R,

2. EAE

AR 9 R ELA B 4 P T SR

3. mE®ER

BAR Y R BB B K.
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4. RESBRRR
(1) ¥ BA e B 302 0 B H A SR e,
O EFYMHRTHXHRFER.

< Sysname> dir
Directory of flash:/

0 drw- - Feb 16 2006 11:45:36  logfile

1 -rw 1691 Feb 16 2006 11:46:19  config.clg
2 drw- - Feb 16 2006 15:20:27  test

3 -rw- 184108 Feb 16 2006 15:30:20 aaa.bin

31496 KB total (10588 KB {ree)

@ R AN cfg_bak # H 5%, JH T & £ o B304 .

<ZSysname>> mkdir cfg_bak

%Created dir flash:/cfg_bak.
® % Flash B # T # config. cfg X #| 2 cfg_bak 30,

< Sysname=> copy conlig. clg flash:/clg_bak
Copy flash: /config. cfg to flash:/cfg_bak/config. cfg? [Y/N]:y

% Copy file flash:/config. cfg to flash:/cfg_bak/config. cfg...Done.
< Sysname>

@ HA cfg_bak HZE FEF Y THEHR.

< Sysname™ cd cfg_bak
< Sysname>> pwd
flash:/cfg_bak

® #HEFELAMARTHXHFRTH®.

<ZSysname>> dir
Directory of flash:/cfg_bak/

0 -rw- 1691 Apr 26 2007 18:32:23  config.cig
31496 KB total (10588 KB free)

© BiZ T EASLR cig 20080210, cfg, A F 45 YL & 6 b [, 3F @ A dir v & 24T
k.

<_Sysname>> rename conlig. cfg cfg_20080210. clg

Rename flash: /cfg_bak/config. cfg to flash:/cfg bak/cfg_20080210.cfg?[Y/N]:y

% Renamed [ile [lash:/cfg_bak/config. cig to flash:/cfg_bak/cfg_20080210. cfg.
< Sysname>> dir
Directory of flash:/cfg_bak/
4] -TW- 1691 Apr 26 2000 18:52:03 cfg 20080210.cfg
31496 KB total (10588 KB free)
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(2) e ih BUAT IR K5 & 0 0 60 B SO ST 900 5 L0 f68 i 0 A I 45 4 3
- @ Bl E--%EF.

< Sysname™> cd . .
@ BoR4HATH THEMKE,

<Sysname>> pwd
flash:/

@ HAARE XHFSTFN clg_temp, {F1F B cfg_bak e,

< Sysname>> copy config.clg [lash:/clg_bak/cfg_temp. cig
Copy flash:/conlig. cfg to flash:/cfg_bak/clg_temp.cfg?[Y/N]:y

% Copy file flash:/config. cfg to flash: /cfg_bak/clg_temp.cfg...Done.
@ ¥ Flash B T config. cfg XM M BE .

< Sysname>> delete /unreserved config. clg :
The contents cannot be restored!!! Delete flash:/config. cfg?[Y/N]:y
Deleting a file permanently will take a long time. Please wait...

% Delete file flash:/config. cfg...Done.

® # cfg_bak HEH &M cfg_20080210. cfg XK E 2 Flash B 7P, HEH S
4 config. cig, .

< Sysname>> copy flash:/cfg_bak/cfg 20080210. cfg flash:/config. cfg
Copy flash:/cfg_bak/cfg_20080210.cfg to flash:/config. cfg? [Y/N]:¥

% Copy file flash:/cfg_bak/cfg_20080210.clg 1o flash:/config. cfg...Done.
® A dir S HIARCE XHFEREI R,

< Sysname”> dir
Directory of flash:/

0 drw- - Feb 16 2006 11:45:36  logfile
1 ™w- 1691 Feb 16 2006 12:15:19  config.clg
2 drw- - Feb 16 2006 15:20:27  test

3 -rw- 184108 Feb 16 2006 15:30:20 aaa.bin
31496 KB total {10588 KB free)

AR, AP Tl AR 48249 config. ofg XA @ H LT, A4 A copy &4 &
R ELHARTRIL A EAMNHBFTAPFAGTRITRE FAHHAES,
2.3.2 EEXHEEARNEERS

1. #&
HT R RE G ER, BHEAEE M A RSN E X HATREPANETE,

XX B E) S Ak 2 (R B AR » I 7 7 A W PR N Bk BB O PR A BT

o/
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2. HME

e 4b A Be 4H R P

3. RE®ER

HAAHREERK,

4. EEIEMNMEE

(D HAARERFIHHITERES.

© HHARB#ITRAE, EHRIN LA config. cfg IF 8 35 B4 B & 04
<_Sysname”> save

The current confliguration will be written to the device. Are you sure? [Y/N]:y

Please input the file name( * . cfg) [flash:/config. cfg]

(To leave the existing filename unchanged, press the enter key):
flash: /config. cfg exists, overwrite? [Y/N]:y

Validating file. Please wait...
Now saving current configuration to the device.
Saving configuration flash:/config. cfg. Please wait...

Configuration is saved to flash succc.ssfully.

@ ¥HEE XA 0R TFTP iR 55 2 (IP ik 192.168.0.4) k.

<ZSysname=> backup startup-configuration to 192.168.0.4
Backup next startup-configuration file to 192.168.0.4, please wait...
finished!

(2) fEiR & LORAF 2B E SCMF 852 T WS shad e 7T i Ac 8 S0 .

@ EHGT—RVIRBRE  HACE S TE N config_new. cfg #HITRE . H I8 %8 T XM
# backup B,

<_Sysname>> save backup

The current configuration will be written to the device. Are you sure? [Y/N]:y

Please input the file name( * . clg) [flash:/config. cig]
(To leave the existing filename unchanged, press the enter key) :config_new.clg

Validating file. Please wait...
Now saving current configuration to the device.
Saving configuration {lash:/config_new.clg. Please wait...

(._:,t;mfiguration is saved to flash successfully.
@ #55E config. ofg Y58 T U 3h i ol A (9 BC B 3014

< Sysname>> startup saved-conliguration config. cfg main

® R M {3 3 AR E ST (config. cfg) tHBLEE, A P AT LA TFTP R % 48 L¥# &
B B B AT .

<ZSysname>> restore startup-configuration from 192.168.0.4 config. clg
Configuration file config. cfg already exists. Overwrite? [Y/N]:y
Restore next startup-configuration file from 192.168.0.4. Please wait...
finished!
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3.1 RUKMENRYR A

3.1.1 Combo iz N HAFGFIES

Combo ¥ 11 B — B33 0, —4 Combo % 11 Xt i i & 4R A — 1 O f—4 %
O. BOS5HMMEEO¥ARE EAOURMRD, BXEEHXE, BEAGER ST T 4F
CHBE P 8 — A3 a5 — N0 B8 A shAb FASRCIRZA) . A P vl MR 408 41 o0 75 SR e 2
HeOmkO.
HOMEOESFBTNARONE., YAPFEREAROSEO. BB OESEAH
JB M Can B SR U5 B 02 S HE A K B 3 LA

1. &%
M AR IT 813K T —4it H3C LK RISZ 8L, H o 25 7 2 53 6 BT X 3 48 3 it

EHATHRE M LEMEE. X TFXHB MM E, T E/ A Combo 3w 0 A )6 0 #E47i%
CE&HE.

2. AME

B 3-1 fiAk Combo SR T AR BTHMNMA.

GE 1/0/26 GE 1/0/26
AT

Switch Switch

B 3-1 Combo ¥ 1 82 %I &2 % 41 F E

3. BEE®K

MmE 3-1 iR, WEXHYLZ A Eid Combo MM ORLHRFEBLEZ MY A
HiE.

4. B BRI

EEHALRNT:
(1) @it display port combo 54 T %12 & L A B84t Combo ¥ 1, &1~ Combo % 1 &

i R 4 B b O 2R .
(2) it display interface fr4 T 41 A Combo %% O B 75 8 B ¥ 11 o 38 1~ 2 e 1

4RO, MR ER{ELR DA E“Media type is twisted pair, Port hardware type is 1000_
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e

BASE_T”, Ml & /=% % 1 A0 MR BR{E 8+ EE “Media type is not sure, Port
hardware type is No connector”, M| /R iZsm A A% 0O,
TRAERES T BATEEHAOYIENGIIN GE 1/0/26 5, #TROKENRE.,
#EA A B ALK E , #3E Combo %0,
< Sysname>> system-view

[Sysname] interface Gigabitethernet 1/0/26
[Sysname-GigabitEthernet1/0/26] undo shutdown

R RAH AT Combo oL P @SR 9Bt o & FRERS,
3.1.2 DUAXMEANITEEE MDI HBEFIES

HEENBFREFELELBRP EEHEHESFBREW TS ER, MDI ALK H
L B, e R E AR R ST A

1. B8

BHRAEEZRFEEN T RLEMSEREEZE EEERSEM PCHTEP ZA
HTREMEEL, WA HNKR G OEEE, AEYHEEESEO BB KRS, ping
AEATENER., SEAFEN TEO TAEMN T 5% MDI iLE 17,

2. AME

B 3-2 Ff 7R A K 4 0 0L T 45 3 %, MDI i 7l ig
BHMA,

3. EEER

A 3-2 R ERAESFAREOANT SEE,
MDI i B R LM E AR FMERER LA S EiE, ZR
¥ GE 1/0/1 #EOHN THEABE AN LEWT,GE 1/0/2
BOMA Prig R E SN 100Mbps, GE 1/0/3 # O #
MDI &2 % across BIX UL E EiE R,

4 BEEZROME

(1) #AGE 1/0/1 0, BREOHMUTER LS
W,

32 BKMEONTHER.
MDI St % e B £ ]

< Sysname>> system-view
[Sysname] interface GigabitEthernet 1/0/1
[Sysname-GigabitEthernet1/0/1] duplex [ull

(2) # A GE 1/0/2 %% 11 &8 3 0 49 B Ph 83 & 100Mbps,

<_Sysname> syslem-view
[Sysname] interface GigabitEthernet 1/0/2
[Sysname-GigabitEthernet1/0/2] speed 100

(3) # A GE 1/0/3 ¥ 1 .88 0 89 mdi B4 across,

< Sysname>> system-view
[Sysname] interface GigabitEthernet 1/0/3
[Sysname-GigabitEthernet1/0/3] mdi across
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BR: BAHF AT AARB oA TR S auto( A BRE, LEA B o E
T #% ik %% 1000Mbps 894 & B & v R & HE X half £, '
BIAHAT . AAR$oeid £h auto( A BIHKE., FRELTRIHERE 104
10000 A4k, 7 Jedi ko R L HHE 10 # 100 A,
s A AT,ALKRHos) MDIBEX A auvto( A FORES., AEHAT. 2B 2R
auto WA, AF LB REREBRRAL LN AR, A ESHBXFZI5E A across #, normal,

3.1.3 KKMEORLOMIBRBEEIRS

FAP AT AT I UK P 8 0135 o] 30 A T i, K 38 LA K P 428 OO RE 75 IE 06 TAF . SWidnd &0
HABEREREUER.

LA A 2 1 2 [ 0 X 2 fE B2 9 A 8 3 [ 0 5 0 S 38 56 [0 0 3

(1) AERFFER L SRS AR BR A FELME NS EROAX
FIThRE R 7 ) BB, N 3-3 Fm .

(2) AMERER[RI 3. WA T T A AR R4 O B — A ARk, WHE N & R i 30l
i APk SRR B O, RO 1, BT i o B B {4 2 BB R A Y BB, T
B 3-4 fim.

Switch Switch
Port 1 B Port 2 Port 1 ST Port 2
A Sy | .
g 1 F1Ef
— il {5 7 — il iR 3
— Hilml 4l 5L = F{i[ul 4l 52
B 3-3  NARER | i B 3-4  SRREF (@i

— f 2 B R AT A SRR (8] ) 5 AT A0 R (] 3 B O R BEAT KR SR .

1. =

RSN RN T SR MDI B SR T K E 4 M 4R A& 8 B % BE 6]
B, HE KM GE 1/0/5 # 0 Big {7 & S MR8 X S HE B XL LR EE, BE LH %
CRA AR down ARZS . X IR R BE 0T HE B 0 11 A% Yy 3B S B , 75 B2 M50 — 20 B B AR 38
iEH O RER B IER .

2. AR E

B 3-5 praa A KREEORER-LANREHAME.,

@(EI‘. 1/0/5 GF 1/0/5 @

Switch Switch

B 3-5 LA R4 O 36 [ i g R A B A 1

3. BEFK
B H B A T DA R [ 0 R S SRR (] Ak R UEHE T GE 1/0/5 BB/ IER

T1E.

29 | <
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4. BESBARE

PEA T B 00 6 LK T B2 O R0 B, AT P9 S R [0 03 A0 A0 BR [ i,
[Sysname] interface GigabitEthernetl/0/5

[ Sysname-GigabitEthernetl/0/5] loopback internal

Loop internal succeeded!

[Sysname-GigabitEthernet1/0/5]loopback external

Loop external succeeded!

BER: AL EHRAENK, o P EAAXAXUBN, EL2ABAXRNBoRE
B X 2 R .
AAMmoFEAGMN XA ENE IHALRN LIRS, £HAFOR XA REURIRA
BLE, :

FEMXRE L —AERE AR RARI AT,

3.1.4 NENMBILLABNEEES

WO TFTHARE, REMRROARFESNRAT #B/ A%/ KA EBRCHE., X4
WO EH S/ AE/ KRR ERRESHP REBENES REB EF BN B/ A%/ XA
B R L) %) R 3, WA TR 0 1 )/ G /R S B G BT A e BRI B R S
A AE R £8 Mk 55 89 IE W B AT

1. %

YR hA KRB B/ HE/ RMEEREES ZE L KM OB, S ER O L~ 4%
MEXER, TEESBMNEMAE. ATHROXFMER T RMGER, AP TLGELER D b
BoE X R R B KM EaifFEtsr
B/ B/ KM R RN KD,

2. 4ME

Bl 3-6 B 7~ o XUER 0 60 bb B AU B B AH PP

3. BEER

BE M GE1/0/1 B GE 1/0/4 3g O AL B i@ o
H iR A R 1Mbps, B KA BERLE B 512Kbps, K
KAAIE TR K 512Kbps. K T Hi{LECE , 7T LVKEGE 1/0/1
# GE 1/0/4 A A ¥ D4, 7E s D 4l P TR E .

4. BEESBEMNBRE

(1) A1l 3 2 A S 101 4 00 B 3% hn %o 2 8% 3 11

GE 1/0/4)  Switch A

P 3-6 KU Hb S R0 A BB 4R P PR

< Sysname > system-view
[Sysname] port-group manual groupl
[ Sysname-port-group-manual-groupl] group-member GigabitEthernet 1/0/1 to GigabitEthernet 1/0/4

(2) 7S DA AT KBNS LA BCE .

[Sysname-port-group-manual-groupl] broadcast-suppregsion kbps 1024
[Sysname-port-group-manual-groupl] multicast-suppression kbps 512
[Sysname-port-group-manual-groupl] unicast-suppression kbps 512
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BN WA LT A% R 46/ 048/ ko LA FHAITIH.
EXEARBEEFELRR B BBATHOEA T, &R AR Id A% AL
O, B dh THapedhiks,

3.1.5 BN%KitHBREES

{ F flow-interval B2 B 434 07 L B 451 L4 & W 3% O 48 3045 B 89 /st 18] 18] j& 5 i A
display interface 4 0] L & 7% ¥ [0 7F 1% 8] B8 B} 6] W%’ﬁifﬂﬂ?ﬁ&:fﬁ,ﬁ.; {# Al reset counters
interface iy 4 7 LLIF R3O A ITHE R

1. =

LA R W g O 4 S fR L A4 B (] [B] B BR 1A SR 300s, M &% @“;;3
5 A S AR X B A B AT S AT B — S S/ e (] =
[E] 6 » LA K BB R XS 0 i 3 L e 1S B GE 1odl  Switch A

2, AMMA

B 3-7 iR L it R EC A A

3. MEER

BB EATH T GE 1/0/4 BR1A 89 St i 0[] i) B 4
MM 120s, UEKEUE MRS O RITHE R

4. BRECEMNEE

##A GE 1/0/4 30 (BB L it A FE N 120s,

B 3-7 EEOSARIEEHME

<_Sysname’> system-view
[Sysname] interface GigabitEthernet 1/0/4
[Sysname-GigabitEthernet1/0/4] flow-interval 120

3.2 SR KMEOMNMIUBKNEEES

MTU(Maximum Transmission Unit, i KEGET)SE W PR LR S5SEA.,

1. %

BB & I LE A AS e dL = 2 DK R B LVE B9 s, B T 0 MTU (B 5 5 brg B8
RUFEFAHT, SRR X LEER . FEMUKMNED W MTU #17E8%.

2. AME

M 3-8 AR =B UAKREE K MTU 8RB B AW A .

@(i[i L0/ (%

Switch Switch

38 =RUAKRMEEOR MTU St i # P E

3. BEER
TR 20 GE 1/0/1 L MTU &3k 14308, LUk Bk & H@REXK,
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e sl

4. BT ENRE
BE=ZFEUAMEN GE 1/0/1 MR KXEH ¥ TN 14308,
< Sysname™> system-view

[Sysname] interface GigabitEthernet 1/0/1
[Sysname-GigabitEthernet1/0/1] mtu 1430

BT BANAT.ZEALARBE o MTU{E% 1500B, 44 RAZEA AR
-—hitt
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4.1 MACHsh #EHEEHRES

BIAEOL T, MAC #hht % B Sl i1 8 MAC Hohk 3 I S Bl Qs B, s
MAC Hht R HEEH - TR E,

1, &

AT RO E e, M A E] B & B s S B UL MAC H#bak 2 i A8
MAC #bht 230, 8 B PR & 5 % 0 98 , I B 1 1B F 503 B9 Ak 3k A P B BRCEOHE .

2. AmHE 0014-222¢-2269

B 4-1 B MAC St 2 45 58 5 8 41 W

3. REER J

J %5 #8 i3t GigabitEthernet 1/0/2 sy NV ok g O0OFe2ordeT
SR, NREZROEHRAORL VRS By ‘
WAL T E BEREZRALERE L. el e
WA 00 i 55 2% MAC 3o ik R0, G 32 B L e 2 i 1 Bl 4-1 MAC Hohl 268 FRAC B 4 9 P

GigabitEthernet 1/0/2 ¥ O 84§ & 2% - 1E IR 45 2%
B 3C . B GigabitEthernet 1/0/10 % # NMS(Network Management Server, 8 IR %
) AR BN E S, BRiZmMOMAFXE NMSE A,

(1) AR % 4% &1 MAC #aiik g 000f-e20f-dc71,

(2) W i O ¥R T VLAN 10,

(3) NMS ) MAC #aiik 2 0014-222¢-aa69.

(4) Switch # MAC #sht 2210 £ 4L 1 8] % 500s,

4. RELEMBRE

(1) fJ# VLAN 10,3 GigabitEthernet 1/0/2,GigabitEthernet 1/0/5,GigabitEthernet 1/0/
10 % H fmA VLAN 10,

< Sysname > system-view

[Sysname] vlan 10
[Sysname-vlan10] port GigabitEthernet 1/0/2 GigabitEthernet 1/0/5 GigabitEthernet 1/0/10
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(2) Bhnis MAC soht .

[Sysname] mac-address static 000{-e20f-dc71 interface GigabitEthernet 1/0/2 vlan 10
(3) WERHIL L35 MAC bk R0 6 1L E) 25 500s,

[Sysname] mac-address timer aging 500

4) ERERETESR MACHEhEREE .

[Sysname] display mac-address interface GigabitEthernet 1/0/2

MAC ADDR VLAN ID STATE PORT INDEX AGING TIME(s)
000f-e20f-dc71 1 Config static GigabitEthernet 1/0/2 NOAGED
00e0-fcl17-a7d6 1 Learned GigabitEthernet 1/0/2 AGING
00e0-fcSe-blfb 1 Learned GigabitEthernet 1/0/2 AGING
00e0-[c55-1116 1 Learned GigabitEthernet 1/0/2 AGING

--- 4 mac address(es) found on port GigabitEthernet1/0/2 ---

G)ELREREKX MACEIHE RO SFHE MBS MAC RIMIIEH RS, LA
GigabitEthernet 1/0/10 %% 0 2 6% & B ik 5 NMS 6948 32, 4/ ik 5 b 32 B0 J0 #3813 1
#fs.

[Sysname] interface GigabitEthernet 1/0/10

[Sysname-GigabitEthernet1/0/10] port access vlan 10

[Sysname-GigabitEthernetl1/0/10] mac-address max-mac-count 0
I_Sysname—GigabitEthernetl/0/10] mac -address static 0014-222c-aa69 vlan 10

(6) B M4v 1123 B9 MAC # bt BGA B B M98 K MAC ik 505 25 1H 5 R 4 B 1
#E MAC Hiht R4 MAC # bt 35 51 A0 5088 .

BoR: MAC ek ¢y B Lt M 4ER ToHso L b EARANFHEHCEEF I EH
XEARPREHSHAGMAC I EARLEM A P REGH S MAC it £ A RALKER .

4.2 HBEAREHS

HRECEZIMDHEUANBOIRAA—REER - T28B O ES4 EHERES
R4 0 EELEER—RSHNME RN N R BHER.

HBRBEATULHB/ ARGEREGAPE TR AN O Z M8, IS mH %K. B,
Fl—BEHE N RANOZREH S EEG B8 TR R,

1. §8]

M /> ) B B & 22 S AL 1] IOk £ 7T O 2% 6% B % 4, B v 55 B0 O fk O 3 K, — AR BB
M RC2XEWELFHTR, R AMEEHES, B 7 mesgF R, IF BESRRA
WEHA R, NETEAMAERRASETYE.

2. AMNMA

P 4-2 Bin AEERR RS ECHHRME.

3. BEER

# % Switch A I 3 M OB &8 A% Switch B, AT SC B0 H /A A7 46 &% 5L A o 11
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FRISr ., Switch A #9$ A ¥ 11 % GigabitEthernet

1/0/1~GigabitEthernet 1/0/3, Switch A
4. REDSBEANRE s s
24 01, 008 10 7 4 40 CF T P g8 |8

it‘ifﬁﬁ—‘)u Link aggregation —-—(

(D RABERESEA(LUT A3 H Switch A é é

BB, Switch B 5 Switch A #[F) . S &
OeE_EERAWOD 1, Switch B

< SwitchA>> system-view

[SwitchA] interface bridge-aggregation 1 P 4-2 BEREIRE ACH 4N A

[SwitchA-Bridge-Aggregationl] quit

@ F LA K M0 GigabitEthernet 1/0/1~GigabitEthernet 1/0/3 iII AR 44 1.

[SwitchA] interface GigabitEthernet 1/0/1
[SwitchA-GigabitEthernet1/0/1] port link-aggregation group 1
[SwitchA-GigabitEthernet1/0/1] interface GigabitEthernet 1/0/2
[SwitchA-GigabitEthernet1/0/2] port link-aggregation group 1
[SwitchA-GigabitEthernet1/0/2] interface GigabitEthernet 1/0/3
[SwitchA-GigabitEthernet1/0/3] port link-aggregation group 1

(2) RASREHBR(LLUF A% H Switch A AL E ,Switch B 5 Switch A #[F) .
OAE_EEAWD 1R EREHA.

<ZSwitchA> system-view

[SwitchA] interface bridge-aggregation 1

[SwitchA-Bridge-Aggregationl] link-aggregation mode dynamic
[SwitchA-Bridge-Aggregationl] quit

@ ¥ LLK M4 1 GigabitEthernet 1/0/1~GigabitEthernet 1/0/3 ITAR &4 1.

[SwitchA] interface GigabitEthernet 1/0/1

[SwitchA GigabitEthernet1/0/1] port link-aggregation group 1

[SwitchA-GigabitEthernet1/0/1] interface GigabitEthernet 1/0/2

[SwitchA-GigabitEthernet1/0/2] port link-aggregation group 1

[SwitchA-GigabitEthernet1/0/2] interface GigabitEthernet 1/0/3

[SwitchA-GigabitEthernet1/0/3] port link-aggregation group 1

Ba: BAENBRT TR ® T RE A ER 44, RRPP,MAC 3 4t 4A3E |

3% o 248 X, | IP Source Guard #h %&£ .802. 1x h 4k,

4.3 DR EACENS

AT SCBAR S0 2 (8] 19 R B, BT LUOKE AR [6] 89 36 O AR B 89 VLAN, {B 238 % 4 R i
VLAN Bf#. R A% O R, I HE — VLAN A0 2ZRIMRE. AP REE
H 3 1100 A B 85 4H o, g R LA SE B R A 2E P O O 2 (R B A R S . S T BR B Zh RE O P 4R
WTERL FRFEOHAMGTR.
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1. ¥&)

HEXELSMEH TR E M AGAFEERE T — SRV EEN NS
18] B AR Vi [l , S A i 5 26 F L1 (] _E 47 3% 01 40 K i

2. AME

B 4-3 iR i O R SR E A M,

3. BREEK

(1) A/ Host A.Host B, Host C 4355 Device 3%
GigabitEthernet 1/0/1, GigabitEthernet 1/0/2. GigabitEthernet
1/0/3 Mi#.

(2) ¥ 4@t GigabitEthernet 1/0/4 ¥ 15 438 M 4%
HHE.

(3) ¥ 0 GigabitEthernet 1/0/1.GigabitEthernet 1/0/
2 .GigabitEthernet 1/0/3 1 GigabitEthernet 1/0/4 | T [H
— VLAN,SZHLffi  Host A, Host Bl Host C gt [/ M 43 St 1R R SRR B4 R P
B T {8 ] DA AR R 4B AR .

4. RESENRE

(1) ¥ #% 1 GigabitEthernet 1/0/1,GigabitEthernet 1/0/2, GigabitEthernet 1/0/3 fl

AR,

Host A Host B Host C

<ZDeviceZ> system-view

[Device] interface GigabitEthernet 1/0/1
[Device-GigabitEthernetl1/0/1] port-isolate enable
[Device-GigabitEthernet1/0/1] quit

[Device] interface GigabitEthernet 1/0/2
[Device-GigabitEthernet1/0/2] port-isolate enable
[Device-GigabitEthernet1/0/2] quit

[Device] interface GigabitEthernet 1/0/3

[ Device-GigabitEthernet1/0/3] port-isolate enable

(2) BRBEAPHEER.

<“Device=> display port-isolate group
Port-isolate group information:
Uplink port support: NO
Group ID: 1
GigabitEthernet 1/0/1 GigabitEthernet 1/0/2 GigabitEthernet 1/0/3

BE: AN, RERIF - IMRBLA, FHAAZAFHUENRBEL]L, AP X TRRIER
LR RS S ACRUR 3

Fa & A Tl e AdgshoH FTRXAMH,

fEEuAsofEastian VLANS oS BAIT Ll REAAR AR

T Zil,
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4.4 VLAN RN H 5SS

4.4.17 ETWwOKM VLAN BB BIES

HEFEiI¥ 4 VLAN & VLAN B8 . BERNNS FiE., ERBIEgMOEE X
VLAN f R @m0 mMAIRE VLAN b2 5 SO mal LIE R 52 VLAN 94 3.

1. &

M ZAaE# IT 438 [ TEREH VLAN BRI A R NS R BB TAEE, MIFAR®
HWIIBAARRMN TEA. XE.BA—THEHAOHAPARLEBRBTE -EEDEER,BE T
Wl R T RN B T,

2. AME Server 2 Server |
B 4-4 B8 Jo % F im0 &9 VLAN SR fg 8

HME,
3. EEEK SwithA G 1012

(1) "B 4-4 FF 7%, Switch A #l Switch B 4} QENNT

MEETARIIIMEAM Host 1/Host 2 1 GE VO
Server 1/Server 2,

(2) RRERMIIMKES —ZRE, BRER
¥ Host 1 #1 Server 1 £ 4+ 8| VLAN 100 i, iR g
Host 2 #1 Server 2 %1438 VLAN 200 &, 5] F 44 EFROL VLAN RAURELHNE
HW A VLAN i B #iiRFHF 4 Deptl # Dept2,

(3) #£ Switch A F&'8 VLAN #:0,%f Host 1 &4 Server 2 HIBR#IT=EH % .

4. KECBTIRE

(1) B2 ¥ Switch A,

@ f] # VLAN 100, 3+ B2 § VLAN 100 i # & F & 8 & Deptl, ¥ ¥ O
GigabitEthernet 1/0/1 in A VLAN 100,

Switch B|GE 1/0/11

< SwitchA™> system-view

[SwitchA] vlan 100

[SwitchA-vlan100] description Deptl
[SwitchA-vlan100] port GigabitEthernet 1/0/1
[SwitchA-vlan100] quit

@ @& VLAN 200,33 A E VLAN 200 B3R5 8 Dept2,

[SwitchA] vian 200
[SwitchA-v1an200] description Dept2
[SwitchA-vlan200] quit

@ f)3# VLAN 100 f1 VLAN 200 4 0, IP #ihk 4> 5082 % 24 192. 168. 1. 1 A1 192.
168. 2. 1, fi3k %} Host 1 &1k Server 2 MR HIT=EH XK.

[SwitchA] interface Vlan-interface 100
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[SwitchA-Vlan-interfacel00] ip address 192.168.1.1 24
[SwitchA-Vlan-interfacel 00] quit

[SwitchA] interface Vlan-interface 200
[SwitchA-Vlan-interface200] ip address 192.168.2.1 24

(2) B & Switch B,

@ 1 # VLAN 100, 7 B B VLAN 100 # 4 & & # & % Deptl, % 3 1
GigabitEthernet 1/0/13 il A VLAN 100, '

< SwitchB> system-view

[SwitchB] vlan 100

[SwitchB-vlan100] description Deptl

[SwitchB-vlan100] port GigabitEthernet 1/0/13

[SwitchB-vlan100] quit

@ f]# VLAN 200, 3 fc ® VLAN 200 #9 # & 5 7% 8 2% Dept2, ¥ 8 11
GigabitEthernet 1/0/11 fl GigabitEthernet 1/0/12 in A VLAN 200,

[SwitchB] vlan 200

[SwitchB-vlan200] description Dept2

[SwotchB-vlan200] port GigabitEthernet 1/0/11 GigabitEthernet 1/0/12

[SwitchB-vlan200] quit

(3) B & Switch A 1 Switch B Z 6] % 8. T Switch A # Switch B 2 [A] i &% B%
T EFE L% VLAN 100 f1 VLAN 200 #% , 57 LA ol DL B B ¥ 356 9 3 1124 Trunk %60,
HAFXHED VLAN i 30GE .

@ M2 ® Switch A # GigabitEthernet 1/0/2 3§11,

[SwitchA] interface GigabitEthernet 1/0/2

[SwitchA-GigabitEthernet1/0/2] port link-type trunk
[SwitchA-GigabitEthernet1/0/2] port trunk permit vlan 100 200

@ EZ® Switch B 1 GigabitEthernet 1/0/10 350,

[SwitchB] interface GigabitEthernet 1/0/10

[SwitchB-GigabitEthernet1/0/10] port link-type trunk

[SwitchB-GigabitEthernet1/0/10] port trunk permit vlan 100 200

R: VLAN 1 4 A%k VLAN, R F R F 24 2 fo B i,

A VLAN 2oz, 26 VLANLH B A E; TU . reelRigia
VLAN & o,

4.4.2 EFMACH VLAN MAREIES

T MAC 24> VLAN & VLAN #5 —#p 8l 407 i, BRI SO IE MAC bl Rk
EWICNEE VLAN hi %,

1, &= _

M AH IT G338 1E LW E XS5 E VLAN i, 6 1 75 F MAC %149 778, LU
i A H o 3 A B R S A R B R B (O BT R BB TR TR .
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2. AMEA
B 4-5 T B4 F MAC 9 VLAN SL R A & 4 W A .
Server | Server 2
VLAN 100 VLAN 200
re
:Switchlr
GE 1/0/2 | | GE 1/0/2
Switch A ,:'é"’ .:“é’ Switch B
GE 1/0/1 ; % GE 1/0/1
Laptop 1 Laptop 2
45 HF MACH VLAN B AIF B EHMNE
3. RE®/K

(1) @ 4-5 A7 75 ,Switch A F1 Switch B ¥ GigabitEthernet 1/0/1 ¥ 14> 5% 25
2% ,Laptop 1 #l Laptop 2 R WHEICEBIN, EW T SWEEBEH.

(2) Laptop 1 #1 Laptop 2 435 J@ FE A7, W--FITE M A VLAN 100 1 VLAN
200 FHATHRES . MERXMEECABREREB NS WUEMEAH . HREFHEASHEITH
iR % 2%, BP Server 1 1 Server 2,

(3) Laptop 1 il Laptop 2 A MAC Huhl 4 51 % 0004-8818-4e71.0014-222¢-aab9,

4. BEEDBNEE

(1) Switch A HIECHE .

@D 8 VLAN 100 ft VLAN 200,34 GigabitEthernet 1/0/2 Bg &% Trunk $ 0, f2
iF VLAN 100 #1 VLAN 200 By$R Cifiat.

<< SwitchA™> system-view

[SwitchA] vlan 100

[SwitchA-vlan100] quit

[SwitchA] vlan 200

[SwitchA-vlan200] quit

[SwitchA] interface GigabitEthernet 1/0/2

[SwitchA-GigabitEthernet1/0/2] port link-type trunk

[SwitchA-GigabitEthernetl/0/2] port trunk permit vlan 100 200

[SwitchA-GigabitEthernetl1/0/2] quit

@ # GigabitEthernet 1/0/1 Bt 8 & Hybrid % (1 , 3 H 7 & 3% VLAN 100 #1 VLAN
200 RY#R 3Ct 4 VLAN Tag,

[SwitchA] interface GigabitEthernet 1/0/1

[SwitchA-GigabitEthernet1/0/1] port link-type hybrid

[SwitchA-GigabitEthernet1/0/1] port hybrid vlan 100 200 untagged
[ SwitchA-GigabitEthernet1/0/1] quit
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o

@ QI Laptop 1 i MAC #utik 55 VILAN 100 #3586, 81 & Laptop 2 i MAC #t#it 5
VLAN 200 B KB, FF J3 GigabitEthernet 1/0/1 % 11 # MAC-VLAN ZhiE.

[SwitchA] mac-vlan mac-address 000d-88f8-4e71 vlan 100

[SwitchA] mac-vlan mac-address 0014-222c-aa69 vlan 200

[SwitchA] interface GigabitEthernet 1/0/1

[SwitchA-GigabitEthernet1/0/1] mac-vlan enable

(2) Switch BB & .

Switch B (UBE B 5 Switch A %24 B, XBAFHEER.

(3) Core Switch WE & .

@ filE VLAN 100 #1 VLAN 200, }¥# GigabitEthernet 1/0/13 #1 GigabitEthernet 1/0/14
i 43 B A X B A VLAN,

<< CoreSwitch™ system-view

[CoreSwitch] vlan 100

[CoreSwitch-vlan100] port GigabitEthernet 1/0/13

[CoreSwitch-vlanl100] quit

[CoreSwitch] vlan 200

[CoreSwitch-vlan200] port GigabitEthernet 1/0/14

[CoreSwitch-vlan200] quit

@ B '® GigabitEthernet 1/0/3 1 GigabitEthernet 1/0/4 ¥ 113 Trunk % O, 3% f2iF
VLAN 100 1 VLAN 200 438 & it .

[CoreSwitch] interface GigabitEthernet 1/0/3

[CoreSwitch-GigabitEthernet1/0/3] port link-type trunk

[CoreSwitch-GigabitEthernet1/0/3] port trunk permit vlan 100 200
[CoreSwitch-GigabitEthernet1/0/3] quit

[CoreSwitch] interface GigabitEthernet 1/0/4

[CoreSwitch-GigabitEthernet1/0/4] port link-type trunk

[CoreSwitch-GigabitEthernet1/0/4] port trunk permit vian 100 200
[CoreSwitch-GigabitEthernet1/0/4] quit

BE: £F MAC# VLAN R# & Hybrid o L& E .,

AFMACH VLIAN#EEZTERNTER P HEANREN Tk LitfricE, A

Rk RS AP MEA.

4.4.3 EFHhile VLAN BB R BES

T HMLE VLAN BARYE GG 018 U B A9 SCET I8 89 B sl () 8 B DL R B e =k 44
M mAR M VLAN ID,

1. &=

M A A SRR AR EVLELT IPve MG BN THREERHET
IPv6 LB 5, R LA 22 EHLEAT 7 1Pv6 WP, S TR EH T, 1T 453 8T ER A
F W& B8 IPv4 WRA IPve Bt — R E AR .

2. AWM

B 4-6 Ff 7R o3 T VIAN SR fe & M E .,
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3. BE®RX IPv4 Server  IPv6 Server

NP 4-6 PR, 38 i AT B 28 AL il VLAN
g, P AXRELREPFRET IPva MEMET
IPv6 M 4% ) EHLEESr A S b AE VLAN By /) Xt
Jor Jig 95 %% #4738 15 . EL 79 A0 09 4% B Ui R SCRE 8558
i VLAN i# A7 B 8, J 0 IPv4 R 4 & ] VLAN
100,1Pv6 R4 f ] VLAN 200,

4. KEDENRE

(1) EffmBO MR,

@ €2 VLAN 100,¥ ¥4 0 GigabitEthernet 1/
0/11 in A VLAN 100,

IPv4 Host [Pv6 Host IPv6 Host 1Pv4 Host

- Office Lab
< Sysname> system-view

[Sysname] vlan 100 P 4-6 RTFHHLAY VLAN S AYAC F 4 3
[Sysname-vlanl100] port GigabitEthernet 1/0/11

@ f1% VLAN 200,% % 0 GigabitEthernet 1/0/12 A VLAN 200,

[Sysname-vlan100] quit
[Sysname]| vlan 200
[Sysname-vlan200] port GigabitEthernet 1/0/12

(2) BEBNERIFES TITROSE.,

@ £JE VLAN 200 F1 VLAN 100 ) B 8084 . 43 5 ICBC TPv4 F1 IPv6 BRI,
[Sysname-vlan200] protocol-vlan ipvé

[Sysname-vlan200] quit

[Sysname] vlanl00

[Sysname-vlan100] protocol-vlan ipv4
[Sysname-vlan100] quit

@ HZ'E ¥ 1 GigabitEthernet 1/0/1 % Hybrid % 0, &% % VLAN 100 #1 VLAN
200 @R CAY 3 VLAN Tag,

[Sysname] interface GigabitEthernet 1/0/1
[Sysname-GigabitEthernet1/0/1] port link-type hybrid
[Sysname-GigabitEthernet1/0/1] port hybrid vlan 100 200 untagged

@ A2 E ¥ 11 GigabitEthernet 1/0/1 4+ %)5 VLAN 100 # #p i #4% 0. VLAN 200 # #
IR 0 #EATHEE .

[Sysname-GigabitEthernet1/0/1] port hybrid protocol-vlan vlan 100 0

[Sysname-GigabitEthernet1/0/1] port hybrid protocol-vlan vlan 200 0

@ [7] 3 B2 F ¥ 11 GigabitEthernet 1/0/2 % Hybrid ¥% O, 7£ ¥ & VLAN 100 #1
VLAN 200493 SC B} 23 VLAN Tag, 35 VLAN 100 #1 VLAN 200 B iX#4R 0 # 4T
#B5E .

[Sysname] interface GigabitEthernet 1/0/2

41



[Sysname-GigabitEthernet1 /0/2] port link-type hybrid
[Sysname-GigabitEthernet1/0/2] port hebrid vlan 100 200 untagged
{ Sysname-GigabitEthernet1/0/2] port hybrid protocol-vlan vlan 100 0
[Sysname-GigabitEthernet1/0/2] port hybrid protocol-vlan vlan 200 0

B A Fihited VLAN 23 Hybrid 38 o 6o & 4 A 2.

4.4.4 ETFIPFNE) VLAN BBREIES

RFIP TRE VLAN B4 CF 1P bk B FREEEH#H TSN, BEMSD
B #| untagged R ILJF . SR IEM A I 0 E R LT R B VLAN, RIGHR a3
P14 B3 & VLAN 546,

1. %

M AR IT G FBIIA 4 ZAL M Ac L 2 F IP F R VLAN 04375 L, k5%
AR M BB B 1T R B R [E B TR VLAN o,

2. AME

B 4-7 Brm T IP ¥R VLAN SWEIRC S A M E .,

Router A Router B

10.200.30.1 192.168.5.1
.
GE VO LA GE 1/0/12
Switch

GE 1/0/1)

10.200.50.0/24
Office

192.168.5.024
P 4-7 HFIP TR VLAN S5 AL E 4 B B

3. BREEK

WMB 4-7 F 7R, A4S KON B E HLEE S B B A A R a9 R B2 (192, 168. 5. 0/24 F1 10. 200.
50, 0/24)H , ERESHE IP FM VLAN e, {#3 fe HLER 45 4% M GigabitEthernet 1/0/1
WO W B AR SORBIR EHUT BB AR, 4 MEARRFE M VLAN A&, IFRLEHREN
R 3% (Router A il Router B), H 1 192, 168. 5. 0/24 M Bt A4 34 % 8| VLAN 100 f 1%
#i,10. 200, 50. 0/24 BRI 34 & Bl VLAN 200 H4%5 .

4. BEESEMRE

(1) LiTwmOEs.

@ @8 VLAN 100,% % 00 GigabitEthernet 1/0/12 i1 A VLAN 100,
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[Sysname] vlan 100
[Sysname-vlan100] port GigabitEthernet 1/0/12

@ €HE VLAN 200,85 0 GigabitEthernet 1/0/11 it A VLAN 200,

[Sysname-vlanl100] quit

[Sysname] vlan 200

[Sysname-vlan200] port GigabitEthernet 1/0/11

(2) AR’ IP TR VLAN # 5 FiFsm o4&,

@ #f 10.200.50. 0/24 M B 5 VLAN 200 #4758k, 4 192. 168. 5. 0/24 M Bt 5 VLAN
100 #EF7 KHK o

[Sysname-vlan200] ip-subnet-vlan ip 10.200.50.0 255.255.255.0

[ Sysname-vlan200] quit

[Sysname] vlan100
[Sysname-vlan100] ip-subnet-vlan ip 192.168.5.0 255.255.255.0

@ BC® ¥ 11 GigabitEthernet 1/0/1 2 Hybrid 3 H, & % VLAN 100 fl VLAN
200 #0331 248 VLAN Tag.
[Sysname] interface GigabitEthernet 1/0/1

[Sysname-GigabitEthernet1/0/1] port link type hybrid
" [Sysname-GigabitEthernet1/0/1] port hybrid vlan 100 200 untagged

® AL % 1 GigabitEthernet 1/0/1 43 5] 5 VLAN 100 #1 VLAN 200 #F M # 47
KEK,

[Sysname-GigabitEtherne11/0/1] port hybrid ip-subnet-vlan vlan 100
[Sysname-GigabitEthernet1/0/1] port hybrid ip-subnet-vlan vlan 200

.iﬂﬁ: AT IPFMe VLAN st Hybrid s o Be £ A 2.

4.4.5 Isolate-user-VLAN i8I B i5 5

Isolate-user-VLAN K H — 2 VLAN &#), EER — A % & i 8 Isolate -user -

VLAN Hl Secondary VLAN B2 VLAN,
(1) Isolate-user-VLAN HF |17, A [E #) Secondary VLAN £ 1% #| [f] — 4~ Isolate -

user-VLAN, L7 E#128& AHIE Isolate-user-VLAN, T A5 b & > Secondary VLAN,
AL T MZECHE . TTH T VLAN %K.

(2) Secondary VLAN HlFi#E# R F ,Secondary VLAN ZH ) _ZHR I EHREE.

(3) —4~ Isolate -~user -VLAN F] L1 #1 & |~ Secondary VLAN # XK. Isolate-user-
VLAN F i f Secondary VLAN Xf b7 & Aal .,

(4) Secondary VLAN 25 R84 MAC #ht B 31 [F2E F Isolate-user-VLAN A,

1. & '

M 28] IT 4E47 38 17 75 K i 2 X 18 100 4% 0 J5 A X I PO 4% 3 4 2 o, 1 T A~ X B AF
EREEMN VLAN RS A TRECNEELEMNERLZ 2R A, BRMA Isolate -user -
VLAN £ ARfE .



& 44
O
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2. AWM
& 4-8 Fr7R 4 Isolate-user-VLAN BLAIB B4 A

VLAN 5 VLAN 6

E 2/0/5 @ GE 2/0/
GE 2/0/1 GE 2/072

Device A

A 1-8 Isolate-user-VLAN 81 % & F 4 K H

3. KA EEK

(1) Device B #1 Device C fEFIHARE 436 T M- SL MR 48 b, JFAR I A S 1)
B THNE VLAN; H FREAY AEE, BEKE A Device A # Device B fil Device C 3% .

(2) W FRERLMHEMNZE, 2R Device B #l Device C FTEE# MR &R A EEER, 0
B 4-8 fism. HTERAREAREERN VLAN /S H HE , Host A #l Host C 4b 7[R —
A VLAN B B —-FE4B B, Nl EZE A Isolate-user-VLAN IhfE, {#i Device B Fl
Device C At B VLAN 2/VLAN 3 # VLAN 3/VLAN 4 {XfFEAK A % . Device A i F
VLAN 5 fl VLAN 6 XX B3 /4> P 48 £ 47 R 43 11 o075 BB M0 1> R £8 M8 VAN fFECHE .

(3) Device A i f§ VLAN ¥ LI PN & B HCHT =B K.

4. EESENBRE

(1) fic'® Device B,

@O BLHE Isolate-user-VLAN,

<Z DeviceB>> system-view

[DeviceB] vlan 5

DeviceB-vlan5] isolate-user-vlan enable

[DeviceB-vlan5] port GigabitEthernet 2/0/5

[DeviceB-vlan5] quit

[DeviceB] interface GigabitEthernet 2/0/5
[DeviceB-GigabitEtherne12/0/5] port isolate-user-vlan promiscuous
[DeviceB-GigabitEthernet2/0/5] quit

@ f'H Secondary VLAN,

[DeviceB] vlan 3

[DeviceB-vlan3] port GigabitEthernet 2/0/1
[DeviceB-vlan3] quit

[DeviceB] interface GigabitEthernet 2/0/1
[DeviceB-GigabitEthernet2/0/1] port isolate-user-vlan host
[DeviceB-GigabitEthernet2/0/1] quit

[DeviceB] vlan 2



BaE DARSREBES

[DeviceB-vlan2] port GigabitEthernet 2/0/2
[DeviceB-vlan2] quit

[DeviceB] interface GigabitEthernet 2/0/2
[DeviceB-GigabitEthernet2/0/2] port isolate-user-vlan host
[DeviceB-GigabitEthernet2/0/2] quit

@ BL¥E Isolate-user-VLAN #1 Secondary VILAN Z [A] By G G .

[DeviceB] isolate-user-vlan 5 secondary 2 to 3

(2) BL¥ Device C,
@ #i2E Isolate-user-VLAN,

< DeviceC> system-view

[DeviceC] vlan 6

[DeviceC-vlan6] isolate-user-vlan enable

[DeviceC-vlané] port GigabitEthernet 2/0/5

[DeviceC-vlan6] quit

[DeviceC] interface GigabitEthernet 2/0/5
[DeviceC-GigabitEthernet2/0/5] port isolate-user-vlan promiscuous
[DeviceC-GigabitEthernet2/0/5] quit

@ BL®E Secondary VLAN,

[(Device(C] vlan 3

[DeviceC-vlan3] port GigabitEthernet 2/0/3
[DeviceC-vlan3] quit

[DeviceC] interface GigabitEthernet 2/0/3

[DeviceC -GigabitEthernct2/0/3] port isolate-user-vlan host
[DeviceC-GigabitEthernet2/0/3] quit

[DeviceC] vlan 4

[DeviceC-vland] port GigabitEthernet 2/0/4

[DeviceC] interface GigabitEthernet 2/0/4
[DeviceC-GigabitEthernet2/0/4] port isolate-user-vlan host
[DeviceC-GigabitEthernet2/0/4] quit

@ BL'E Isolate-user-VLAN H1 Secondary VLAN Z [BIHIBLGf X & .

[DeviceC-vland] quit

[ Device(] isolate-user-vlan 6 secondary 3 to 4

(3) BLE Device A,

@ @& VLAN 5 #1 VLAN 6, Jf ¥4 GigabitEthernet 2/0/1 il GigabitEthernet 2/0/2

%4 $IMA VLAN 5 #l VLAN 6,4 o X B A5 0 Access 3 H W Bl EATRCE .

[DeviceA] vlan 5

[DeviceA-vlan5] port GigabitEthernet 2/0/1 *
[DeviceA-vlan5] quit

[DeviceA] vlan 6

[DeviceA-vlané] port GigabitEthernet 2/0/2
[DeviceA-vlanf] quit

@ @& VLAN 5 f1 VLAN 6 #3135 4~ M 45 6] (9 3048 7T LUl i Device A #£47=
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B¥ &, 1P #ihk4r 52k 192, 168.0.1 1 192. 168.1. 1,

[DeviceA] interface Vlan-interface 5
[DeviceA-Vlan-interface5] ip address 192.168.0.1 24
[DeviceA Vlan-interface5] quit

[DeviceA] interface Vian-interface 6
[DeviceA-Vlan-interface6] ip address 192.168.1.1 24

H P 7] LUK GigabitEthernet 2/0/1 fl GigabitEthernet 2/0/2 4% (1A % & Trunk %
A8 Hybrid % 1, & EAREX B 043 76 &% VLAN 5 # VLAN 6 B9 $ SChf 4
VLAN Tag BI AT,

8 : Isolate-user-VLAN 5 Secondary VLAN # ek S5, 255 2 L# A TERE

(D #: 5k %7 [solate-user-VLAN #o Secondary VLAN & i o /8 F Access % A 85 & o 1L
AW 4 VLAN #9384, '

@ # 5 H3% o8 [solate-user-VLAN £ 8

R P A KM% Isolate-user-VLAN 5 Secondary VLAN #8k4F £ 2 5 4 T d #4714
EEE,

4.4.6 Super VLAN BB FIES

— 4 Super VLAN £ Sub VLAN JXBX,Super VLAN N AGEMM A BB & O, {H 7]
DABIEEXS MY VLAN #:0,VLAN £ 10 FrlLAf2 8 IP sl ; Sub VLAN R] RAhN A $y H ¥
[, {BAREERIE X N B VLAN 01,874 Sub VLAN PN &% 11 3£ Super VLAN i VLAN
B 0IP sk, KA Sub VLAN ZE K —EMERE. 2 Sub VLAN I PR E#fT =
Bi@En %8 A Super VLAN 4 1P Huhk£E 2 R stk , XHE £~ Sub VLAN g 4R
KHbht , N4 T 1P Mhk %Y,

1. ¥=:

MAREXKBEZBRILTAENEIT. N T AR, IT 45 811 2 # /1 Super
VLAN £ ARib AR VLAN 8811352 -t BEFIR — 1R 6,

2. AME

&l 4-9 fir/n 2l Super VLAN BRI & 21 W) B,

3. BEER

(1) Switch A fENIC AL Hbl, FHEAS AR CHRILERE r KEHOE P &R, X8R
P #ERM A T 10.0.0.0/24 Bk, SEREE 4-9 FiR, ¥ EHLR 43 5] 3 4~ VLAN
TSR RIEARE VLAN R EHLZ R0 2R,

(2) B4 1P Huhik, A XF 3 4~ VLAN 4351 R 4> F ™, ZR i | Switch A #§ Vlan-
interface 10 8 O4E R A A EHLAY R OE . 8 & UL 4R B35 (R 7 3K , [R5 38 i ARP Q2R 5E
Bl VLAN fa] EHLe =2 H il '

(3) Switch A T Vlan-interface 20 $: 1 # 3 5| Sh W 45 .

4. BESEMNEE

(1) fg VLAN 20,# GigabitEthernet 2/0/20 i A VLAN 20,3 A & Vlan-interface
20 #EO Wy ibak o 10.0.1.1/24,
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Vlan-int 10
r1_['!.(1_[).!;‘24
N&

a ’ 10.0.0.190-10.0.0.240

10.0.0.101~10.0.0.180 VLAN S
VLAN 3

P 4-9 Super VLAN BAIRZAME

< Sysname>> system-view

[Sysname] vlan 20

[Sysname-vlan20] port GigabitEthernet 2/0/20
[Sysname-vlan20] quit

[Sysname] interface vlan-interface 20
[Sysname-Vlan-interface20] ip address 10.0.1.1 255.255.255.0

(2) filgt VLAN 10,3Fid 8 VLAN 10 1M TP ﬂgﬁu;‘ 10.0.0,1/24,

<ZSysname>> system-view

[Sysname] vlan 10

[Sysname-vlan10] quit

[Sysname] interface vlan-interface 10
[Sysname-Vlan-interfacelC] ip address 10.0.0.1 255.255.255.0

(3) FFj3 VLAN 10 #2004 # ARP {CE I, {# VLAN 2, VLAN 3, VLAN 5 2 [d]
BEf 8T VLAN 10 3 016940 B 52 i ARP HER A S .

[Sysname- Vlan-interfacel0]| local-proxy-arp enable
[Sysname-Vlan-interfacel0] quit

(4) P& VLAN 2,3 ¥ ind% 0 GigabitEthernet 2/0/1 #1311 GigabitEthernet 2/0/2,

[Sysname] vlan 2
[Sysname-vlan2] port GigabitEthernet 2/0/1 GigabitEthernet 2/0/2

(5) A& VLAN 3,3F % m& [0 GigabitEthernet 2/0/3 Hidi Il GigabitEthernet 2/0/4.

[Sysname-vlan2] quit
[Sysname] vlan 3
[Sysname-vlan3] port GigabitEthernet 2/0/3 GigabitEthernet 2/0/4

(6) fIE VLAN 5,3 % % O GigabitEthernet 2/0/5 #1%3 11 GigabitEthernet 2/0/6.

[Sysname - vlan3] quit
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[Sysname] vlan 5
[Sysname-vlan5] port GigabitEthernet 2/0/5 GigabitEthernet 2/0/6

(7) 8% VLAN 10 24 Super VLAN,VLAN 2 ,VLAN 3 fl VLAN 5 % Sub VLAN,

[Sysname-vlan5] quit
[Sysname] vlan 10
[Sysname-vlan10] supervlan
[Sysname-vlan10] subvlan 2 3 5

(8) &HF VLAN 10 MAHRE R RIEV ERCE BB AR,

<_Sysname™> display supervlan
SuperVLAN ID : 10
SubVLANID : 235

VLAN ID: 10

VLAN Type: static

It is a Super VLAN.

Route Interface: configured
IP Address: 10.0.0.1

Subnet Mask: 255.255.255.0
Description: VLAN 0010
Tagged Ports: none
Untagged Ports: none

VLANID: 2
VLAN Type: static
Tt is a Sub VLAN.
Route Interface: configured
1P Address: 10.0.0.1
Subnet Mask: 255.255.255.0
Description: VLAN 0002
Tagged Ports: none
Untagged Ports:
GigabitEthernet 2/0/1 GigabitEthernet 2/0/2

VLAN ID: 3
VI.AN Type: static
It is a Sub VLAN.
Route Interface: configured
IP Address: 10.0.0.1
Subnet Mask: 255.255.255.0
Description: VLAN 0003
Tagged Ports: none
Untagged Ports:
GigabitEthernet 2/0/3 GigabitEthernet 2/0/4

VLAN ID: 5

VLAN Type: static

It is a Sub VLAN.

Route Interface: configured
IP Address: 10.0.0.1

Subnet Mask: 255.255.255.0
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Description: VLAN 0005
Tagged Ports: none
Untagged Ports:
GigabitEthernet 2/0/5 GigabitEthernet 2/0/6
R o R ¥EA VLAN #%35E % Super VLAN, R i%k VLAN Rt is T h Ao
GuestVlan; Bl #,%e R EA VLAN #& 352 4 XA o 6 GuestVlan, Bli& VLAN R itk 4%
# # Super VLAN,

4.5 GVRPREREHES

i3 GVRP, 7] LA [E— Bk 9 7 14 32 Se L 8 Wi ok B b A2 #a 189 VLAN HEHE
B s AEHAMmA VLAN EMER G M4A08 VLAN B A X% VLAN &R a 4i#
AWM ROBES, B REESHEABN VLAN EMEE R MR &5 5E.

1. &%

MABMITHPRIIELRENMSTEHE GVRP, IR —REMAFHFREN
VLAN R —E . B ATRENITIEERE.

2, HME
B 4-10 FrR % GVRP BB 4 M .
Switch A Switch B
GE 1/0/1 GE 1/0/1
2 Switch D Switch E
VLAN 5 VLAN 8 VLAN 5
VLAN 7
FM4-10 GVRPREEHANHE

3. EEEX

HREo A 4-10 Frw.

(1) b BB REIK MR DR E R Trunk 50, B F A VLANE.

(2) it L4 FF a2/ GVRP MO GVRP ZhgE.

(3) Switch CH¢E#A VLAN 5,Switch D A @# & VLAN 8,Switch E iR &% &
VLAN 5 1 VLAN 7,Switch A fil Switch B K #4T7##74 VLAN KR E.,

(4) B8 Switch E B9 1L K M ¥ 0 GigabitEthernet 1/0/1 f9E M E X K fixed, B~
Switch A,Switch B #1 Switch E Fsh & 3Mé VLANFA.

(5) B Switch E gL A M %% O GigabitEthernet 1/0/1 i MR A4 forbidden, B 7R
Switch A .Switch B 1 Switch E I sh & EMA VLAN{E A,

4. ERTENRE

(1) B2 ® Switch A,

@ 4R GVRP,



| 30/.{ HICLRAA R ST AL M BIE S

< SwitchAZ>> system-view
[SwitchA] gvrp

@ ¥ LA M % O GigabitEthernet 1/0/1 B2 & 3 Trunk ¥ 0,3 /84 VLAN i@it.

[SwitchA] interface GigabitEthernet 1/0/1
[SwitchA-GigabitEthernet1/0/1] port link-type trunk
{SwitchA-GigabitEthernet1/0/1] port trunk permit vlan all

@ 7 LA KM% O GigabitEthernet 1/0/1 FFFE GVRP,

{SwitchA-GigabitEthernet1/0/1] gvrp
[SwitchA-GigabitEthernet1/0/1] quit

@ ¥ 1A 8% (1 GigabitEthernet 1/0/2 Bt % 0 Trunk ¥ 0, 3 5 Ff 4 VLAN @ xt.

[SwitchA] interface GigabitEthernet 1/0/2
[SwitchA-GigabitEthernet1/0/2] port link-type trunk
[SwitchA-GigabitEthernet1/0/2] port trunk permit vlan all

® LUK M %5 0 GigabitEthernet 1/0/2 I3 GVRP,

[SwitchA-GigabitEthernetl1/0/2] gvrp
[ SwitchA-GigabitEthernet1/0/2] quit

© # LA A M2 1T GigabitEthernet 1/0/3 BB % Trunk ¥ 01,3 A VLAN i,

[SwitchA] interface GigabitEthernet 1/0/3
[SwitchA-GigabitEthernet1/0/3] port link-type trunk
[SwitchA-GigabitEthernet1/0/3] port trunk permit vlan all

@ 7L KM% T GigabitEthernet 1/0/3 FF 8 GVRP,
[SwitchA-GigabitEthernet1/0/3] gvrp

(2) Eﬂﬁ Switch B,

BB GigabitEthernet 1/0/1 #1 GigabitEthernet 1/0/2 # 0 & Trunk 3% O, AR A
VLAN i A RLRAU EFMROK GVRP i, AAELEA S W Switch A HEE.

(3) BE Switch C,

@ g VLAN 5,

< SwitchC> system-view

[SwitchC) vian5

[SwitchC-vlan5]

@ B GigabitEthernet 1/0/1 350 2% Trunk 30, R A VLAN @i HABER
MZW O M GVRP ifE. MEBEUMRW SR SwitchA HELE.

WA ABEFL AT HESYRILABERIES  AAREIFATAA LEREHN
E.

(4) BL & Switch D,

@ WE GigabitEthernet 1/0/1 %1124 Trunk 3 0, fAIF T A VLAN #Eaof,Fet s
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i

RAZ O A GVRP ThiE,

@ @3 VLAN 8,

(5) B2 ® Switch E,

(D B & GigabitEthernet 1/0/1 %41 3% Trunk ¥ 0, 58 # VLAN i#iad, @ FE 4
%O/ GVRP Thik,

@ fJ#E VLAN 5 #1 VLAN 7,

(6) B~ Switch A .Switch B 1 Switch E FEiZ& e VLAN {54,

@ Ex Switch A F#sh%E VLANER.

[SwitchA] display vlan dynamic

Total 3 dynamic VLAN exist(s).

The following dynamic VLANs exist:
i L

@ B Switch B E#siA VLANEE.,

[SwitchB] display vlan dynamic

Total 3 dynamic VLAN exist(s).

The following dynamic VLLANs exist:
5,7, 8,

@ B Switch E LHEh3& VLANFR.

[SwitchE] display vlan dynamic

Total 1 dynamic VLAN exist(s).

The following dynamic VLLANs exist:
8

(7) BLE Switch E 89 L1 KX M ¥ 1 GigabitEthernet 1/0/1 BIHEME X K fixed, B &
Switch A .Switch B #l Switch E Fah&FEMHE VLAN 8.
@ FE Switch E LI KM %5 5 GigabitEthernet 1/0/1 B MR K fixed,

[SwitchE] interface GigabitEthernet 1/0/1
[SwitchE-GigabitEthernet1/0/1] gvrp registration fixed

@ &R Switch A F#I3hA VLANFER.

[SwitchA] display vlan dynamic

Total 3 dynamic VLAN exist(s).

The following dynamic VLLANs exist:
5, 7.8,

@ SR Switch B F317Z& VLAN R,

[SwitchB] display vlan dynamic

Total 3 dynamic VLAN exist(s).

The following dynamic VILANs exist:
5,7, 8,

@ B~ Switch E Fé#sh#4 VLANE R,

[SwitchE-GigabitEthernet1/0/1] display vlan dynamic
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No dynamic vlans exist!

(8) AL E Switch E B9 LL KM% 0 GigabitEthernet 1/0/1 g4 = % forbidden, & 7%
Switch A .Switch B #il Switch E FahZFEME VLAN (S 4.,
@ B2E Switch E 891 KM% 1 GigabitEthernet 1/0/1 #EM#% forbidden,

[SwitchE-GigabitEthernet1/0/1] gvrp registration forbidden
@ B~ Switch A & VLAN {5 8.,

[SwitchA] display vlan dynamic

Total 2 dynamic VLAN exist(s).

The following dynamic VLLANs exist:
5, 8,

@ B~ Switch B ERIshA VLAN R,

[ SwitchB] display vlan dynamic

Total 2 dynamic VLAN exist(s).

The following dynamic VLANs exist:
5, 8,

@ 8 Switch E E#zh#& VLANGR.

ESwitsHE] disoliy Vlin dysiiic
No dynamic vlans exist!

$7: port trunk permit vlan all 4 R GVRP hib e F i3 & R L AIAT65, £ &
HEEGVRPHW AT, EVAPF REHRA A4, ABFIERER VLAN 9 B P il i & 3%
=R ACE 4 S o

F R GVRP SheEal, LM A F B2 4L 5 GVRP 3 £E.

GVRP w4k R fEi& 478 MSTP #5 CIST % 4] Lk, 3 B CIST % # Lk MSTP fa X &9 3%
o Rk X GVRP 3R L.

4.6 Voice VLAN i B S

7 B ER T, Voice VLAN ShAEH B ) 40100 #F A3 0 3 A9 MAC bt , fn R e 68
5 R R 5169 OUT b4 UC A2 , W45 3% 48 S0 5 48 F L 7 Voice VLAN Hif& 4l .

R — B At [ S, 8 O BA Bk B R MAC #ihk £F-4 OUT #uhk 894 3, 4% A 3hiR
t Voice VLAN, X BB} (6] Bk & Voice VLAN HE4LET ],

EFHEAF  FETHEAEL FHE B A4 K% A Voice VLAN 5 M Voice
VLAN B .

1. %

MARIAEA KRR IPEIL, MEPRMEFEETFREMLSBIERARE. BT
BECHNTERAR VS EEBEERNRER . UBO AR R PRSI EmEQ
W&, IT 443183 %4> Voice VLAN HHERE BT R EHMM O MA Voice VLAN, &
Gi2 HE HIET M XY QoS(Quality of Service, fR 45 ) 2 3, K 1 8 iF & BB M Sk
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R RS IERE.
2. HMHE
B 4-11 iR M B3R Voice VLAN R B4 ME .
' IP Phone |

(Tag)
PC 000f-e234-1234

Voice
Gateway

GE 1/0/1

Server

IP Phone 2
(Untag)
OUL:000-2200-0000

M 411 B Voice VLAN R H 4 ME

3. BRE®EK

e 4-11 ff 78, PC iiid Y IP Phone 1 3 BEJ5 # A Switch A [ GigabitEthernet 1/0/1
%% 11, 1P Phone 2 B3 # A GigabitEthernet 1/0/2 #g11, & IP Phone 1 X HH# & Tag i&
T (A H Voice VLAN i) VLAN Tag),IP Phone 2 & H{ #9 & Untag i &% # CR#EH T
fi] VLAN Tag), BEFERE Voice VLAN ThHEE, A BN TFTHIEXR.,

(1) ALE VLAN 2 24 Voice VLAN, HI 3k f& % i % 3048 . £ LAY Bl & 100min. {55 M
Sl 55 ¥4 89 VLAN 2 VLAN 6,

(2) ER{HE GigabitEthernet 1/0/1 fl GigabitEthernet 1/0/2 ¥ [ fE &8 8 shiR $E F
Vi, P IEE IR S PC ik %5 B4 % 2 B AR VLAN, @i it Switch B 35| &% EiEH M
KRS 2%

(3) IP Phone 1 #1 IP Phone 2 # OUI #bat R7EZ H LAY BRIN OUT BN, T Z ¥ m
QU #i ik 000£-e200-0000 F1 000f-2200-0000, #F F4F43 5% IP Phone 1 1 IP Phone 2,

4. EESENERE

(1) €& VLAN 2, VLAN 6,

< SwitchA>> system-view

[SwitchA] vlan 2

[SwitchA-vlan2] quit

[SwitchA] vlan 6
[SwitchA-vlan6] quit

(2) '8 Voice VLAN BIE{LITHE] .,
[SwitchA] voice vlan aging 100
(3) %8 OUI #uhk 0001-e200-0000, 3 R F 4 X IP Phone 1,

[SwitchA] voice vlan mac-address 000f-e200-0000 mask {{{{-ff00-0000 description IP Phone 1
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(4) 8 OUI #1hik 000£-2200-0000, ## ik F4F % IP Phone 2.

[SwitchA] voice vlan mac-address 000{-2200-0000 mask ff{{-ff00-0000 description TP Phone 2
(5) £/ )G Voice VLAN ThiE, |

[SwitchA] voice vlan 2 enable

(6) ¥ 3 [1 GigabitEthernet 1/0/1 I Voice VLAN 8 TR 8 % B s (7 &,
BOAR LT . 5% O Voice VLAN T/EfE B EER.).

[SwitchA] interface GigabitEthernet 1/0/1
[SwitchA-GigabitEthernet1/0/1] voice vlan mode auto

(7) ¥ %O GigabitEthernet 1/0/1 # 5 % Trunk ¥101.
[SwitchA-GigabitEthernet1/0/1] port link-type trunk

(8) B E WO MBRIA VLAN 4 VLAN 6,3 f2iF VLAN 6 a9# SCifiad, LA PC B IE %
R EGER.

[SwitchA-GigabitEthernet1/0/1] port trunk pvid vlan 6
[SwitchA-GigabitEthernet1/0/1] port trunk permit vlan 6

(9) FF/E¥W M Voice VLAN Ih8E,
[SwitchA-GigabitEthernet1/0/1] voice vlan enable

BoR: TARALEESE, S PCHR it ad, 848 A sh A% o652k VLAN, &3t £ &
% VLAN ¥ 454 ; % IP Phone #94f Xif it ®, % o B 34§ Voice VLAN Mo | %% 2 4438 it
# VLAN 51 & ¥,/ BE KX #E 0 A% A Tag #99% X A %, 4% IP Phone T4 E ¥ M X,

3% v GigabitEthernet 1,/0/1 . T A& K % Hybrid st o, B E it #£ 5 Trunk 3% 2 £41, B
F 245 VLAN S ¥ 4 %A VLAN B o], % IP Phone & i #94R Uil it 8, 5% o« B 393§ Voice
VLAN HeA f#Fi#8 it &9 Tagged Port 5] & ¥, 4k Voice VLAN #5#8 L# & VLAN Tag %X i%,

(10) B F IP Phone 2 RBE & i Untag #9158 % M , B )t GigabitEthernet 1/0/2 350 R
BERC & F A,

[SwitchA-GigabitEthernetl1/0/1] quit

[SwitchA] interface GigabitEthernet 1/0/2

[SwitchA-GigabitEthernet1/0/2] undo voice vlan mode auto

(11) B2 B GigabitEthernet 1/0/2 3% 01 34 Access % O, % & @ i M VLAN %
Voice VLAN,

[SwitchA-GigabitEthernetl/0/2] port access vlan 2
(12) B3I Voice VLAN ThHE.
[SwitchA-GigabitEthernet1/0/2] voice vlan enable

T 3% o GigabitEthernet 1/0/2 4.7 A B & % Trunk %% v & Hybrid 3% o, B #& 4%
Voice VLAN #2 & # %A VLAN, B 55 fic £ & i% Voice VLAN #9548 X ot &3 VLAN Tag.



4R IP Phone 2 % ik 6 % Tag i& & 7%, 9] GigabitEthernet 1/0/2 # o R ft & X #
Trunk 3% 2 & Hybrid & o, #2149 VLAN Tag #955 X &4 VLAN 2 $948 5,

HAFEAT, AW U FTRBEFMEH Voice VLAN # OUT Mo bk, B P2 T 2L A F7 B B %
BEGEERE W,k 4-1 P,

F41 GETEH OUI MU

FE OUT #b it =T
1 0001-e300-0000 Siemens phone
2 0003-6b00-0000 Cisco phone
3 0004-0d00-0000 Avaya phone
4 00d0-1e00-0000 Pingtel phone
5 0060-b900-0000 Philips/NEC phone
6 00e0-7500-0000 Polycom phone
7 00e0-bb00-0000 3com phone

4.7 QinQ K EHKS

4.7.1 QnQ HBREIES

EA QinQ INEEFRMAISHE VLAN Tag 2% 018Nk VLAN # Tag, RiE# QinQ I fE
WA LR A NE VLAN Tag i E M 42 VLAN Tag,

1. ¥&

ZEBNAAAIMARARMETHMNEERS N ARG H QnQ HARE M AF L
MEAS P ZEEr 2 VPN BEE.MART UM EACHWFARN VLAN ID, 545
HEEERAM VLAN ID ph2E i 7 5E .,

2. AFE
4-12 frR b QinQ HL 7Y Fe 40 WA,

Customer A

P

GE 1/0/1
Hybrid

Provider A 6§ ) &g Provider B
GE 1/072 GE 1/0/1TGE 1/072
Access ; Trunk | Access

o

Customer B Customer C

B 4-12 QinQ $&7YACE 4 R

AE DARZAREES 55 )
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3. BEE®ER

Provider A Provider B {E 432 & ¥ ™ 4% 1148 i% %5 , Customer A ,Customer B,Customer
C hH P M4 i1%i5% % . Provider A Provider B Z [6] i} Trunk % [ % # , Provider A &
TFEZEWME&H VLAN 1000, Provider B J& Tz B B M4 # VLAN 2000, Provider A
Provider B Z 8] ,iz B i R I H M &R %, TPID {8 3% 0x8200,

BETHERELD FIIER,

(1) Customer A fJ VLAN 10 Eér?ﬁjcifufu Customer B ) VLAN 10 I (&1 &
FI R 2589 VLAN 1000 ¥ & J5 Bl .

(2) Customer A ) VLAN 20 &4 30T L #l Customer C ) VLAN 20 B4R XL 2118
BRI E VLAN 2000 # % )5 538 .

4. EBTEMBR

(1) Provider A ECH .

A% VLAN 1000 #l VLAN 2000:

<<ProviderA> system-view
[ProviderA] vlan 1000
[ProviderA-vlan1000] quit
[ProviderA] vlan 2000
[ProviderA-v1an2000] quit

@ GigabitEthernet 1/0/1 ¥ O MAECE .

a. BOE ¥ 1% Hybrid 3% 0, f21F VLAN 1000 1 VLAN 2000 4 3@ i, F B X
E RS2 Tag,

[ProviderA] interface GigabitEthernet 1/0/1

[ProviderA-GigabitEthernet1/0/1] port link-type hybrid
[Provider A-GigabitEthernetl/0/1] port hybrid vlan 1000 2000 untagged

b. 3k H VLAN 10 #9483 VLAN ID 5 1000 402 Tag.

[ProviderA-GigabitEthernet1/0/1] ging vid 1000
[ProviderA-GigabitEthernet1/0/1-vid-1000] raw-vlan-id inbound 10
[Provider A-GigabitEthernetl/0/1-vid-1000] quit

c. ¥k H VLAN 20 4 ScH3E VLAN ID 25 2000 K4h 2 Tag.

[ProviderA-GigabitEthernet1/0/1] ging vid 2000
[ProviderA-GigabitEthernet1/0/1-vid-2000] raw-vlan-id inbound 20
[Provider A-GigabitEthernetl/0/1-vid-2000] quit
[ProviderA-GigabitEthernet1/0/1] quit

@ GigabitEthernet 1/0/2 3% 1 HIfR & .
a. BOEN R Access %50, fAiF VLAN 1000 #9423l .

[ProviderA] interface GigabitEthernet 1/0/2
[ProviderA-GigabitEthernetl/0/2] port access vlan 1000
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b. BCE %O KEA QinQ BhEE, Kk H VLAN 10 {3 0 H% VLAN ID 3% 1000
42 Tag.

[Provider A-GigabitEthernet1/0/2] ging enable

[ProviderA-GigabitEthernet1/0/2] quit

@ GigabitEthernet 1/0/3 3 O M E & ,

a. BCE %024 Trunk %100, H 23 VLAN 1000 1 VLAN 2000 f#4f SCifi it .

[ProviderA] interface GigabitEthernet 1/0/3

[ProviderA-GigabitEthernet1/0/3] port link-type trunk

[ProviderA-GigabitEthernet1/0/3] port trunk permit vlan 1000 2000

b. N5 I ML b i 5 #EAT 5, B B 30 3 L & 3% SCR 8 32 B B VLAN Tag
K TPID {2k 0x8200,

[ProviderA-GigabitEthernet1/0/3] quit

[ProviderA] qing ethernet-type service-tag 8200

(2) Provider B BB .

fi18# VLAN 1000 1 VLAN 2000;

< ProviderB> system-view

[ProviderB] vlan 1000

[ProviderB-vlan1000] quit

[ProviderB] vlan 2000

[ProviderB-vlan2000] quit

@ GigabitEthernet 1/0/1 %% 0 BB & .

a. BCE 0% Trunk 3% 0, H f£iF VLAN 1000 #1 VLAN 2000 A9 308t .

< ProviderB> system-view

[ProviderB] interface GigabitEthernet 1/0/1

[ProviderB-GigabitEthernet1/0/1] port link-type trunk
[ProviderB-GigabitEthernetl/0/1] port trunk permit vlan 1000 2000

b. 543K P B4 AT TOE , At B S B UL R DK MR SO B4 2 BB VLAN Tag
f# TPID {2 0x8200,

[ProviderB-GigabitEthernet1/0/1] quit
[ProviderB] qing ethernet-type service-tag 8200

@ GigabitEthernet 1/0/2 S O E
a. MEEMON Access 8§, fiF VLAN 2000 A3 S0t .

[ProviderB] interface GigabitEthernet 1/0/2
[ProviderB-GigabitEthernet1/0/2] port access vlan 2000

b. B ZEOMNEEA QnQ IWRE ¥ A VLAN 20 iR r B3 VLAN ID 35 2000 #
b2 Tag.

[ProviderB-GigabitEthernet1/0/2] qing enable
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(3) AIEMB T EMBEE. BT Provider A F Provider B 2 8] {if F iy 2> 31 ) 4% 15 45 o]
RE3k B AR X B A AR AR, FEAIM % 5 Provider A ) GigabitEthernet
1/0/3 %5 0 1 Provider B # GigabitEthernet 1/0/1 % 0 & B &, A MO f2iF
VLAN 1000 #1 VLAN 2000 f# S #64 VLAN Tag 347 % 3£ BI 7T,

®|T: BAAK AT ,H3C &7 X H ALk A& TPID {4 % 0x8100,

— AW E VLAN Tag Rfe st — A E VLAN Tag, R AP RA TR LG E
VLAN Tag, & & 4Bk a6 s & VLAN Tag 8o B, R 5 F R E 34 5 E VLAN Tag.

4.7.2 ETFTRMRBF QAN ABRKEES

R & QinQ DIREH AT LUE T QoS HEwg i 7 =X 3¢ B, i if Ac & L Ad # XA VLAN Tag
IR AP KA E S SME VLAN Tag 89947 K 308 H7E QoS HEms b ¥E47 e Bk 4R 5 B A1 Bl 3%
BRSO, B IR ERXAE VLAN #3542 VLAN Tag B9II8E.

1. 8 ;

EER N AALES#EHRE QinQ R, £ 6B R 3 iz & i R4 A1 M4 M R, X
R AL EE A FRFEME MRS HMEE S .

2. A

K 4-13 FiR BT R RIE QinQ 8L R ACH 4 A .

Customer A Customer D

P

VLAN 10,VLAN 20

VLAN 10 VLAN 20
Customer B Customer C

B4-13 ETHMARE QnQ ARREHARE

3. BEEEK

Provider A.Provider B X iz & B M £& i1 2 i% %5, Customer A, Customer B, Customer
C.Customer D & i/ W& ih 4% i% %5 . Provider A, Provider B Z [6]if i Trunk 35 O i £,
fUFZE B M4 W VLAN 1000, VLAN 2000 #l VLAN 3000 i@ it. Provider A flProvider B
2 0], 5 B R H Al R AR &, TPID {824 0x8200,

FHREBTREEARTIEKR,

(1) Customer A ) VLAN 10 #9#R 8] LL #1 Customer B # VLAN 10 iR X & EE
BRI VLAN 1000 # £ 5 Hil.



_Bom LARZAREES 89

(2) Customer A ) VLAN 20 # 4% £ 7] A #1 Customer C i) VLAN 20 i X & it &
BRI VLAN 2000 # % 5 538,
(3) Customer A B A& VLAN By 30 LU Z B M4 VLAN 3000 & &

Customer D,
4. EESENRE
(1) Provider A HACHE .
fi8# VLAN 1000, VLAN 2000 #1 VLAN 3000.

<ZProviderAZ> system-view
[ProviderA] vlan 1000
[ProviderA-vlan1000] quit
[ProviderA] vlan 2000
[Provider A-vlan2000] quit
[ProviderA] vlan 3000
[Provider A-vlan3000] quit

@ GigabitEthernet 2/0/1 3R E .

a. BRE 0% Hybrid %501, H f2iF VLAN 1000, VLAN 2000 1 VLAN 3000 f 4 3
it HAEEE RENE Tag.

[ProviderA] interface GigabitEthernet 2/0/1

[ProviderA-GigabitEthernet2/0/1] port link-type hybrid
[ProviderA-GigabitEthernet2/0/1] port hybrid vlan 1000 2000 3000 untagged

b. ¥ VLAN 3000 A % %% 0B RIA VLAN, F BB & A QinQ e, R WA # 3L
&3 VLAN 3000 B9 Tag.

[ProviderA-GigabitEthernet2/0/1] port hybrid pvid vlan 3000
[ProviderA-GigabitEthernet2/0/1] qing enable
[ProviderA-GigabitEtherne12/0/1] quit

c. BB ATAMM % Customer A i) VLAN 10 #3302 XA A10 K,

[ProviderA] traffic classifier A10
[ProviderA-classifier-A10] if-match customer-vlan-id 10
[ProviderA-classifier-A10] quit

d. X HATHR, KR E %% VLAN 1000 g950 2 VLAN Tag, #i47Hfir & P1000.

[ProviderA] traffic behavior P1000 )
[ProviderA-behavior-P1000] nest top-most vlan-id 1000
[Provider A-behavior-P1000] quit

e. SPL FACERL, SIS A A20 ILAA T VLAN ID 3 20 B3R C, BB mAT
3, kAR S HESAE VLAN 2000 # Tag,

[ProviderA] traffic classifier A20
[ProviderA-classifier-A20] if-match customer-vlan-id 20
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[Provider A-classifier-A20] quit

[ProviderA] traffic behavior P2000

[ Provider A-behavior-P2000] nest top-most vlan-id 2000
[Provider A-behavior-P2000] quit

f. R QoS M, ¥ Wi Ard AL0 FMIFATH P1000 FEFT B, K Wi 4326 A20 MF AT R

P2000 Bk, %K BE A 4% 8 qing”,

[ProviderA] qgos policy ging

[ProviderA-qospolicy-ging] classifier A10 behavior P1000
[ProviderA-qospolicy-ging] classifier A20 behavior PZ000
[ProviderA-qospolicy-qing] quit

g. 7E GigabitEthernet 2/0/1 % 1 937 18 B A qing LI

[ProviderA] interface GigabitEthernet 2/0/1
[ProviderA-GigabitEthernet2/0/1] qos apply policy qing inbound

@ GigabitEthernet 2/0/2 3 HHIAL & .
a. BOEEOAERIA VLAN 3 VLAN 1000,

[ProviderA] interface GigabitEthernet 2/0/2
[ProviderA-GigabitEthernet2/0/2] port access vlan 1000

b. BB OMEA QinQ T, Kk H VLAN 10 iR CH % VLAN ID 2 1000 g 4k

B Tag.

[ProviderA-GigabitEthernet2,/0/2] qing enable
[ProviderA-GigabitEthernet2/0/2] quit

@ GigabitEthernet 2/0/3 3 DA ACE .
a. BB ¥ 13% Trunk % 0, B f£#% VLAN 1000, VLAN 2000 # VLAN 3000 4 X

[ProviderA] interface GigabitEthernet 2/0/3
[ProviderA-GigabitEthernet2/0/3] port link-type trunk
[Provider A-GigabitEthernet2/0/3] port trunk permit vlan 1000 2000 3000

b, MEAEML PR ERITEN, REZEHMEMN TPID X 0x8200, B g & &% 1

fEHRIMSME Tag B F#9 TPID {£ 24 0x8200,

[ProviderA-GigabitEthernet2/0/3] ginq ethernet-type service-tag 8200

(2) Provider B WAL E .
£z VLAN 1000, VLAN 2000 # VLAN 3000:

< ProviderA™> system-view
[ProviderA] vlan 1000
[Provider A-vlan1000] quit
[ProviderA] vlan 2000
[ProviderA-vlan2000] quit
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[ProviderA] vlan 3000
[ProviderA-vlan3000] quit

(D GigabitEthernet 2/0/1 %% [l Eﬁ!ﬂi;

a. EENON Trunk 30, H A VLAN 1000, VLAN 2000 il VLAN 3000 3§ 3¢
< ProviderB> system-view

[ProviderB] interface GigabitEthernet 2/0/1

[ProviderB-GigabitEthernet2/0/1] port link-type trunk
[ProviderB-GigabitEthernet2/0/1] port trunk permit vlan 1000 2000 3000

b. A5 AR bR &HTEME,BEEIEEFMNEA TPID 2 0x8200, IR B i O
&S E Tag BHE A B TPID A% 0x8200,

[ProviderB-GigabitEthernet2/0/1] qing ethernet-type service-tag 8200
[ProviderB-GigabitEthernet2/0/1] quit

@ GigabitEthernet 2/0/2 35 O E .

a. FeE ¥ HAYERIA VLAN 2 VLAN 2000,

[ProviderB] interface GigabitEthernet 2/0/2

[ProviderB-GigabitEthernet2/0/2] port access vlan 2000

b. BEE O AAEA QinQ IIAE Kk A VLAN 20 fy# ScHf 3 VLAN ID 3 2000 #4h
2 Tag.

[ProviderB-GigabitEthernet2/0/2] ging enable

[ProviderB-GigabitEthernet2/0/2] quit

@ GigabitEthernet 2/0/3 50 M AL & .

a. BCE MO AEIL VLAN % VLAN 3000,

[ProviderB] interface GigabitEthernet 2/0/3

[ProviderB-GigabitEthernet2/0/3] port access vlan 3000

b. ECE ¥ O A QinQ ZHAE. K3k A BT A i VLAN #ft St % VLAN ID 24 3000
I 4hZ Tag,

[ProviderB-GigabitEthernet2/0/3] qing enable

(3) AHFMHBELHEE. BT Provider A #l Provider B 2 [&] {8 F it 2 36 R 25 {7 & 7]
fERAHM) A XBERAAEAFEE. BEEAKLME RS Provider A ) GigabitEthernet
2/0/3 ¥ O il Provider B ) GigabitEthernet 2/0/1 ¥ I ¥% 8: 49 i% %, A M B9 %% O R0 14
VLAN 1000,VLAN 2000 1 VLAN 3000 73 3C 4 VLAN Tag #4717,

BR: FBEAFQnQ i MARER oA QnQ 74, X% QnQ e £ A& T
EAAQnQ,PAZ T RKABRIFREERAS ENANAKALT.ARELE QnQ & 4k
H ¥ 4FE VLAN Tag,

-

¢

f_,‘/,’}
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1

4.8 BPDU Tunnel it B §5 S

BPDU Tunnel HIRETI (3547 STP 368 64 A 2 FA R0 32 2 7 W45 0 A & A 00 2k U,
EARFH,CAEAFHEM.

(1) % BPDU R x#ATEREH. TRAER- -H A MEH BPDU # CfEEEE M
HNHE B0 VLAN th 3477 4% , (045 76 7R (5] 3 380 0 1] — A 0 090 248 W7 LA B R 35 25 70 0 4% 3
765 — B R B

(2) [RE, i FARR RIS M4 i BPDU 48 307632 45 i R & 50 R [l VLAN s1347 ) 4%,
JF AR [ 7 4% 9 BPDU $ 3CH B B 85 , 77 LASh 57 3847 4 U8

1, &%

M 4 5] S 84 3R RS L 7 A5 FA M b Y STP ThE, 24— M FA ) & 2 4R AR (kR , & % 2%
BPDU #3045 5 - U &L W, 75 WK 6 &k 58 B0 76 8 4 AT P AL 0 J o9 A s iH . (E il F
BPDU 4§ 3£ — J2 41 4 48 3, T 45 7P STP B 6 035 4 #5243 W 36 40 39 i 3 30, B e 35 P
AR FGE B T 4% 00 A AR — 2 B S B A A8 T vk A AR IE A B A AR . B
N /A &4 J§ BPDU Tunnel 3R #8 T %A 8.

2. HFHE
B 4-14 fF/R % BPDU Tunnel B B 2H M .

Provider A Provider B
GE 1/0/1[VLAN 2 i VLAN 2

Customer A Customer B

B9 4-14 BPDU Tunnel &2 % #H M &

3. BEEXR
Customer A.Customer B 3 P #%8: A i% %& , Provider A,Provider B Jyis & i M 4

AR L, B R % B 2 AE o Bl B 8 8 Trunk S O SCHEEE.

EREA B E LI TR,

(1) 4bF K [E #IR A9 F 7+ Customer A ,Customer B ] LB iz & f M & #1745 — 4
BT .

(2) BPDU Tunnel #f 3CF i #4148 B # MAC Hifik >4 0x0100-Oced-cdd0,

4 RECBRNRE

(1) Provider A BIECE .

@ F28 BPDU Tunnel 3 303K M4 # B 9 MAC #hk % 0x0100-0ced-cddO.

< ProviderA>> system-view
[ProviderA] bpdu-tunnel tunnel-dmac 0100-Occd-edd0
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@ BLHE GigabitEthernet 1/0/1 3 O {8 VLAN 2 X B P U6

[ProviderA] interface GigabitEthernet 1/0/1
[ProviderA-GigabitEthernet1/0/1] port access vlan 2

(@ BC® GigabitEthernet 1/0/1 & O %} BPDU # SCi 4T B WL 4 .

[ProviderA-GigabitEthernet1/0/1] stp disable

[ProviderA-GigabitEthernet1/0/1] bpdu-tunnel dotlq stp

(2) Provider BHIELE .

@ BCE BPDU Tunnel $#f 3R 4HIE B 69 MAC #iht 35 0x0100-0ced -eddO,

< ProviderB> system-view
[ProviderB] bpdu-tunnel tunnel-dmac 0100-Occd-edd0

@ B GigabitEthernet 1/0/2 3 O {# F§ VLAN 2 % F P #3CHATIEE .

[ProviderB] interface GigabitEthernet1/0/2
[ProviderB-GigabitEthernet1/0/2] port access vlan 2

@ BLE GigabitEthernet 1/0/2 ¥ A Xt BPDU 4§ 30347 3% A {55 .

[ProviderB-GigabitEthernet1/0/2] stp disable

[ProviderB-GigabitEthernet1/0/2] bpdu-tunnel dotlq stp

5 £33 2 ik 4k DLDP, EOAM, GVRP, HGMP, LLDP %, STP # il # BPDU
Tunnel e Z 4, L MAFEH o LEAMME AL, & F PVST il 2 —# 4% & STP
Wi, B4 5% o L4 48 PVST #hi & BPDU Tunnel Zr b 2 &, & L M A E 3% v L % A
STP #hi # 1 #& STP #il & BPDU Tunnel 3 4& .

EETHMEMBABRLHEA/HHEE LT BPDU Tunnel £ LK A4 E R
# MAC e bt L R — 5, F B & % £ ik 3 BPDU Tunnel 3R X3t /7 E AR 7] .

4.9 VLAN MLYIRCE IR S

4.9.1 1:1VLANBSfM N 1 VLAN SIS RIREIES

1:1 VLAN B RIEME AR —4%F VLAN S# U4 6 VLAN Tag ¥ 0 ¥
# VLAN Tag.

N:1 VLAN B BI5HEAMARE D VLAN IR O M# AR VLAN Tag #
¥ M HIFH VLAN Tag,

1. 58 _

EMAFRARTEEPEAMF, I TEKSARBGAHP, ®EEREZLHRILARE®
VLAN &8 AFEH A fMEL S 8347 1 1 VLAN g5, XSt EAFI KEK VLAN,
BILEEZEMEZEARESTRMN VLAN HEAR, AT EERE X 28 Lk #T
VLAN L%, H—4 VLAN ¥R F At £4 VLAN A KR AP HEFE %, B
T N+ 1 VLAN Bt&, 7487 VLAN ¥,
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HICUAM XA BB B 15 G

2. AMME

B 4-15 iRy 1: 1 VLAN BRSHAI N = 1 VLAN s 5 82 % g 8 41 R |

DHCP client

PC

VolP
PC
IPTV

VolP

PC
IPTV

ValE GE 2/0/1

i SwitchB
GE 2/0/2
IPTV

o PHLES
Vol Q2B VI AN 3

B 4-15

3. EE®K

EXZVSFEENAXP . GPRREHHAE PCLIPTV Hl VoIP X 3 FFR LRV & W A, &k

VLAN I—=VLAN 101
VLAN 2—+VLAN 201
VLAN 3—=VLAN 301

HE i AEHR AL
GE 2/0/3

VLAN 1-=VLAN 102
VLAN 2—VLAN 202
VLAN 3—=VLAN 302

VLAN 101-200—+VLAN 501
VLAN 201-300—=VLAN 502
VLAN 301-400—VLAN 503
[ (< 42 He il

Switch C

VLAN 111-210—=VLAN 501
VLAN 211~-310—VLAN 502
VLAN 311-410--VLAN 503

VLAN I—=VLAN 111
VLAN 2—-VLAN 211
VLAN 3—VLAN 311

VLAN 1--VLAN 112
VLAN 2—VLAN2]2
VLAN 3—VLAN 312

£ FIC B R 69 DHCP JIR &5 28 B 1408 1P Huhik .,

FEE W R X 2y %5 4+ 4l VLAN 1. VLAN 2 fl VLAN 3 kX Z#E#H L, &
ZHEXZHEIERZLRENSG., BELAMZ IR HE L FHTHERRS, RER

M1 1/ N:1VLAN BSZhRESE B A T AR

() fERECERYL EMHA 1 -1 VLAN BB 168, SCBUR A A 5 BE W o2 & ) /9 4 R)

VLAN B3R 3C#AT X 4.

(2) R XAZBHL LA N 1 VLAN BRSSDhBE . R 48 Ak % 2 RUH BT A A 7 6948 3o

A3 EERTRELZRL.

GE 2/0/1

CREMER

DHCP Server

1+ 1 VLAN BREFF N = 1 VLAN B4t 3 5 A0 B 46 W &
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4. EESBEANBE

(1) Bd & Switch A,

@ VLAN Hisg O AR E.

a. 818 CVLAN(Custom VLAN)H SVLAN(Service VLAN),
< SwitchA>> system-view

[SwitchA] vlan 2 to 3

[SwitchA] vlan 101 to 102

[SwitchA] vlan 201 to 202
[SwitchA] vlan 301 to 302

b. BCE %M GigabitEthernet 2/0/1 % — %K EEM CVLAN # %4 SVLAN /18
SCHE A,
[SwitchA] interface GigabitEthernet 2/0/1

[SwitchA-GigabitEthernet2/0/1] port link-type trunk
[SwitchA-GigabitEthernet2/0/1] port trunk permit vlan 1 2 3 101 201 301

c. JFE I GigabitEthernet 2/0/1 B34 QinQ THEE.

{SwitchA-GigabitEthernet2/0/1] ging enable
[SwitchA]l quit

d. BEE %% 0 GigabitEthernet 2/0/2 5% 1K EE# CVLAN H3f i SVLAN 838
il :
[SwitchA] interface GigabitEthernet 2/0/2

[SwitchA-GigabitEthernet2/0/2] port link-type trunk
[SwitchA-GigabitEthernet2/0/2] port trunk permit vlan 1 2 3 102 202 302

e. J¥)3 %1 GigabitEthernet 2/0/2 %A QinQ THEE.

[SwitchA-GigabitEthernet2/0/2] qing enable
[SwitchA] quit

@ BLE EATH OB R,
a. MEE WAL cl~c3, 2 HIVLRC K EE M X % i CVLAN,

[SwitchA] trallic classifier cl
[SwitchA-classifier-e1] if-match customer-vlan-id 1
[SwitchA-classifier-c1] traffic classifier c2
[SwitchA-classifier-c2] if-match customer-vlan-id 2
[SwitchA-classifier-c2] traffic classifier c3
[SwitchA-classifier-c3] if-match customer-vlan-id 3
[SwitchA-classifier-c3] quit

b. BLE WATH bl~b6, 5 HlE X F B AR A SVLAN(C101,201,301,102,202,302) K
EhfE.
[SwitchA] traffic behavior bl

[SwitchA-behavior-bl] remark service-vlan-id 101
[SwitchA-behavior-b1] traffic behavior b2
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[SwitchA-behavior-b2] remark service-vlan-id 201
[SwitchA-behavior-b2] traffic behavior b3
[SwitchA-behavior-b3] remark service-vlan-id 301
[SwitchA-behavior-b3] traffic behavior b4
[SwitchA-behavior-b4] remark service-vlan-id 102
[SwitchA-behavior-b4] traffic behavior b5
[SwitchA-behavior-b5] remark service-vlan-id 202
[SwitchA-behavior-b5] traffic behavior b6
[SwitchA-behavior-b6] remark service-vlan-id 302
[SwitchA-behavior-b6] quit

c. BOHE QoS HERE pl F p2, MR4E R 45 MR W L MBAT RS ATHRE .

[SwitchA] qos policy pl
[SwitchA-policy-pl] classifier c1 behavior bl
[SwitchA-policy-pl] classifier c2 behavior b2
[SwitchA-policy-pl] classifier c3 behavior b3
[SwitchA-policy-pl] quit
[SwitchA] gos policy p2
[SwitchA-policy-p2] classifier cl behavior b4
[SwitchA-policy-p2] classifier c2 behavior b5
[SwitchA-policy-p2] classifier c3 behavior b6
[SwitchA-policy-p2] quit

Q EETHAM IR, E T/HEM 8 SGVLAN Bt M R3kA CVLAN,ER
BMELTRE EITHReE,. XERAFEER.

[(SwitchA] traffic classifier c11
[SwitchA-classifier-c11] if-match service-vlan-id 101
[SwitchA-classifier-c11] traffic classifier c22
[SwitchA-classifier-c22] if-maich service-vlan-id 201
[SwitchA-classifier-c22] traffic classifier ¢33
[SwitchA-classifier-c¢33] if-match service-vlan-id 301
[SwitchA-classifier-c33] traffic classifier c44
[SwitchA-classifier-c44] if-match service-vlan-id 102
[SwitchA-classifier-c44] traffic classifier ¢55
(SwitchA-classifier-c55] if-match service-vlan-id 202
[SwitchA-classifier-c¢55] traffic classifier c66
[SwitchA-classifier-c¢66] if-match service-vlan-id 302
[SwitchA-classifier-c66] quit

[SwitchA] traffic behavior bl1
[SwitchA-behavior-b11] remark customer-vlan-id 1
[SwitchA-behavior-b11] traffic behavior b22
[SwitchA-behavior-b22] remark customer-vlan-id 2
[SwitchA-behavior-b22] traffic behavior b33
[SwitchA-behavior-b33] remark customer-vlan-id 3
[SwitchA-behavior-b33] quit

[SwitchA] gos policy pll

[SwitchA-policy-pl1] classifier ¢c11 behavior b1l
[SwitchA-policy-pl1] classifier c22 behavior b22
[SwitchA-policy-pl1] classifier ¢33 behavior b33
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[Sl\vitChA-policy-pll] quit

[SwitchA] qos policy p22

[SwitchA-policy-p22] classifier c44 behavior bll

[SwitchA-policy-p22] classifier ¢55 behavior b22

[SwitchA-policy-p22] classifier ¢66 behavior b33

[SwitchA-policy-p22] quit

@ #E¥m O LA QoS Hkk.

a, fE¥% 0O GigabitEthernet 2/0/1 B9 A 5 i FI_E 479 #E pl.

[SwitchA] interface GigabitEthernet 2/0/1
[SwitchA-GigabitEthernet2/0/1] qos apply pelicy pl inbound

b. #E¥ O GigabitEthernet 2/0/1 89 1 J5 a1 A F 475 W pll.

[SwitchA-GigabitEthernet2/0/1] qos apply policy pl1 outbound
[SwitchA-GigabitEthernet2/0/1] quit

c. FE¥R [ GigabitEthernet 2/0/2 89 A 77 81 5f F b 47 S 8% p2.

[SwitchA] interface GigabitEthernet 2/0/2
[SwitchA-GigabitEthernet2/0/2] gos apply policy p2 inbound

d. #E3 1 GigabitEthernet 2/0/2 i i J5 (8] B Fi F 47 K #% p22.

[SwitchA-GigabitEthernet2/0/2] qos apply policy p22 outbound
[SwitchA-GigabitEthernet2/0/2] quit

G BB FfTRO,. BEH O GigabitEthernet 2/0/3 R SVLAN ##f 3GE L .

[SwitchA] interface GigabitEthernet 2/0/3
[SwitchA-GigabitEthernet2/0/3] port link-type trunk
[SwitchA-GigabitEthernet2/0/3] port trunk permit vlan 101 201 301 102 202 302

(2) B2 ® Switch B,

@ VLAN fisg O RCE .

a. f)F CVLAN 1 SVLAN,
< SwitchB> system-view
[SwitchB] vlan 2 to 3

[SwitchB] vlan 111 to 112

[SwitchB] vlan 211 to 212
[SwitchB] vlan 311 to 312

b. BRE ¥ O GigabitEthernet 2/0/1 f2if CVLAN #1 SVLAN &3 30 i .

[SwitchB] interface GigabitEthernet 2/0/1
[SwitchB-GigabitEthernet2/0/1] port link-type trunk
[SwitchB-GigabitEthernet2/0/1] port trunk permit vlan 1 2 3 111 211 311

c. FFI3 ¥ 1T GigabitEthernet 2/0/1 iy %4 QinQ II8E.

[SwitchB-GigabitEthernet2/0/1] ging enable
[SwitchB] quit
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d. BE %O GigabitEthernet 2/0/2 f2iF CVLAN Fl SVLAN 0 SCili it .

[SwitchB] interface GigabitEthernet 2/0/2
[SwitchB-GigabitEthernet2/0/2] port link-type trunk
[SwitchB-GigabitEthernet2/0/2] port trunk permit vlan 1 2 3 112 212 312

e. JFJA % O GigabitEthernet 2/0/2 34 QinQ ZHEE.

[SwitchB-GigabitEthernet2/0/2] qing enable
[SwitchB] quit

@ BE LATHROCB S Rt . ACE EATRME CHAFEMAP AR S CVLAN B4 2R
F# SVLAN, FCEERS Switch A FHIRERM, X BAHEKR.

[SwitchB] traffic classifier cl
[SwitchB-classifier-c1] if-match customer-vlan-id 1
[SwitchB-classifier-c1] traffic classifier c2
[SwitchB-classifier-c2] if-match customer-vlan-id 2
[SwitchB-classifier-c2] traffic classifier ¢3
[SwitchB-classifier-¢3] if-match customer-vlan-id 3
[SwitchB-classifier-¢3] quit

[SwitchB] traffic behavior bl
[SwitchB-behavior-bl] remark service-vlan-id 111
[SwitchB-behavior-b1] traffic behavior b2
[SwitchB-behavior-b2] remark service-vlan-id 211
[SwitchB-behavior-b2] traffic behavior b3
[SwitchB-behavior-b3] remark service-vlan-id 311
[SwitchB-behavior-b3] traffic behavior b4
[SwitchB-behavior-b4] remark service-vlan-id 112
[SwitchB-behavior-b4] traffic behavior b5
[SwitchB-behavior-b5] remark service-vlan-id 212
[SwitchB-behavior-b5] traffic behavior b6
[SwitchB-behavior-b6] remark service-vlan-id 312
[SwitchB-behavior-b6] quit

[SwitchB] qos policy pl

[SwitchB-policy-pl] classifier cl behavior bl
[SwitchB-policy-pl] classifier c2 behavior b2
[SwitchB-policy-pl] classifier ¢3 behavior b3
[SwitchB-policy-pl] quit

[SwitchB] qos policy p2

[SwitchB-policy-p2] classifier c1 behavior b4
[SwitchB-policy-p2] classifier c2 behavior b5
[SwitchB-policy-p2] classifier ¢3 behavior b6
[SwitchB-policy-p2] quit

@ BB T/THCEeSHng,. BB FATHREE O SVLAN B3t kA CVLAN, BCE
BB S Switch A FHEREXEL . XEAFHR.

[SwitchB] traffic classifier c11
[SwitchB-classifier-c11] if-match service-vlan-id 111
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[SwitchB-classifier-c11] traffic classifier ¢22
[SwitchB-classifier-c22] if-match service-vlan-id 211
[SwitchB-classifier-c22] traffic classifier ¢33
 [SwitchB-classifier-c33] if-match service-vlan-id 311
[SwitchB-classifier-e33] traffic classifier c44
[SwitchB-classifier-c44] if-match service-vlan-id 112
[SwitchB-classifier-c44] traffic classifier c55
[SwitchB-classifier-¢55] if-match service-vlan-id 212
[SwitchB-classifier-c55] traffic classifier c66
[SwitchB-classifier-c66] if-match service-vlan-id 312
[SwitchB-classifier-c66] quit

[SwitchB] traffic behavior bl1
[SwitchB-behavior-b11] remark customer-vlan-id 1
[SwitchB-behavior-bl1] traffic behavior b22
[SwitchB-behavior-b22] remark customer-vlan-id 2
[SwitchB-behavior-b22] traffic behavior b33
[SwitchB-behavior-b33] remark customer-vlan-id 3
[SwitchB-behavior-b33] quit

[SwitchB] qos policy pl1

[SwitchB-policy-pl1] classifier ¢11 behavior bl1
[SwitchB-policy-p11] classifier ¢c22 behavior h22
[SwitchB-policy-pl1] classifier c33 behavior b33
[SwitchB-policy-pl1] quit

[SwitchB] gos policy p22

[SwitchB-policy-p22] classifier c44 behavior bll
[SwitchB-policy-p22] classifier ¢55 behavior b22
[SwitchB-policy-p22] classifier ¢66 behavior b33
[SwitchB-policy-p22] quit

@ %A LR H QoS HEmg .
a. ¥ GigabitEthernet 2/0/1 89 A 27 o] i F_ L4739 8% pl,

[SwitchB] interface GigabitEthernet 2/0/1
[SwitchB-GigabitEthernet2/0/1] qos apply policy pl inbound

b. 7E¥5 [0 GigabitEthernet 2/0/1 #H 5 m M B T 1T E% pll,

[SwitchB-GigabitEthernet2/0/1] qos apply policy pl1 outbound
[SwitchB-GigabitEthernet2/0/1] quit

c. FE¥§ X GigabitEthernet 2/0/2 8 A J5 [\ b FH L 75K B& p2.
[SwitchB-GigabitEthernet2/0/2] qos apply policy p2 inbound
d. 7E¥§ 1 GigabitEthernet 2/0/2 B 7 @ i F T 175K 8% p22.

[SwitchB-GigabitEthernet2/0/2] qos apply policy p22 outbound
[SwitchB-GigabitEthernet2/0/2] quit

® F#E LT8O, BB O GigabitEthernet 2/0/3 f2¥F SVLAN &3 Cili it .

[SwitchB] interface GigabitEthernet 2/0/3
[SwitchB-GigabitEthernet2/0/3] port link-type trunk
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[SwitchB-GigabitEthernet2/0/3] port trunk permit vlan 111 211 311 112 212 312

(3) B2E Switch C,

@ VLAN #iS O Ec & .

a. FRHEREIH S B K 2% MR SCRIE BT A 6t BE G CVLAN, L B 4R 48 b 65 43 28 bt 84 )5 (0
SVLAN 501 .SVLAN 502.SVLAN 503, B 5o X BE W%,

b. AL % O GigabitEthernet 2/0/1 f23# CVLAN 1 SVLAN #7#8 3Cif it .

<SwitchC> system-view

[SwitchC] interface GigabitEthernet 2/0/1

[SwitchC-GigabitEthernet2/0/1] port link-type trunk
[SwitchC-GigabitEthernet2/0/1] port trunk permit vlan 101 201 301 102 202 302 501 502 503

c. FFIR% O GigabitEthernet 2/0/1 8 M QinQ ZHAE.

[SwitchC-GigabitEthernet2/0/1] qinq enable downlink
[SwitchC-GigabitEthernet2/0/1] quit

d. BLE ¥ GigabitEthernet 2/0/2 f2iF CVLAN Il SVLAN MR SCGE o .

[SwitchC] interface GigabitEthernet 2/0/2
[SwitchC-GigabitEthernet2/0/2] port link-type trunk
[SwitchC-GigabitEthernet2/0/2] port trunk permit vlan 111 211 311 112 212 312 501 502 503

e. JFJA % 0 GigabitEthernet 2/0/2 #9H P QinQ IhfE.

[SwitchC-GigabitEthernet?/0/2] qing enable downlink
[SwitchC-GigabitEthernet2/0/2] quit

@ DHCP Snooping fl ARP Detection AL E .

a. JFjg DHCP Snooping H1fB. 32 %47 W T 47 M SCAT, 7 DUE o #r 8 SVLAN xf
R ) DHCP Snooping I (¥) DHCP % F* 35 1P #hhk . MAC Mt L B CVLAN B85 5 %
T, ¥ 4 3CH SVLAN 4 8CH JFER CVLAN,

[SwitchC] dhcp-snooping

b, FEHNHTRE K VLAN LEEAE ARP Detection T fE, LA EX ARP i X 47
VLAN BREFAL2E,

[SwitchC] vlan 101

[SwitchC-vlan101] arp detection enable
[SwitchC-vlan101] vlan 201
[SwitchC-vlan201] arp detection enable
[SwitchC-vlan201] vlan 301
[SwitchC-vlan301] arp detection enable
[SwitchC-vlan301] vlan 102
[SwitchC-vlan10Z] arp detection enable
[SwitchC-vlan102] vlan 202
[SwitchC-vlan202] arp detection enable
[SwitchC-vlan202] vlan 302
[SwitchC-vlan302] arp detection enable
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[SwitchC-vlan302] vlan 111
[SwitchC-vlan111] arp detection enable
[SwitchC-vlan111] vlan 211
[SwitchC-vlan211] arp detection enable
[SwitchC-vlan211] vlan 311
[SwitchC-vlan311] arp detection enable
[SwitchC-vlan311] vlan 112
[SwitchC-vlan112] arp detection enable
[SwitchC-vlan112] vlan 212
[SwitchC-vlan212] arp detection enable
[SwitchC-vlan212] vlan 312
[SwitchC-vlan312] arp detection enable
[SwitchC-vlan312] vlan 501
[SwitchC-vlan501] arp detection enable
[SwitchC-vlan501] vlan 502
[SwitchC-vlan502] arp detection enable
[SwitchC-vlan502] vlan 503
[SwitchC-vlan503] arp detection enable
[SwitchC-vlan503] quit

@ KB EATRcH T Reg, BHE TR, EARMAPAHEL S VLAN(CVLAN)
g 8t B [Jf— 4 VLAN(SVLAN),

[SwitchC] traffic classifier el

[SwitchC-classifier-c1] if-match customer-vlan-id 101 to 200
[SwitchC-classifier-cl] traffic classifier c2

[SwitchC-classifier-c2] if-match customer-vlan-id 201 to 300
[SwitchC-classifier-c2] traffic classifier ¢3

[SwitchC-classifier-c3] if-match customer-vlan-id 301 to 400
[SwitchC-classifier-c3] traffic classifier c4

[SwitchC-classifier-c4] if-match customer-vlan-id 111 to 210
[SwitchC-classifier-c4] traffic classifier ¢5

[SwitchC-classifier-c5] if-match customer-vlan-id 211 to 310
[SwitchC-classifier-c5] traffic classifier ch

[SwitchC-classifier-c6] if-match customer-vlan-id 311 to 410
[SwitchC-classifier-e6] quit

[SwitchC] traffic behavior bl

[SwitchC-behavior-bl] remark service-vlan-id 501

[SwitehC-behavior-bl] traffic behavior b2

[SwitchC-behavior-b2] remark service-vlan-id 502

[SwitchC-behavior-b2] traffic behavior b3

[SwitchC-behavior-b3] remark service-vlan-id 503

[SwitchC-behavior-b3] quit

[SwitchC] gos policy pl

[SwitchC-policy-pl] classifier ¢1 behavior bl mode dotlg-tag-manipulation
[SwitchC-policy-pl] classifier ¢2 behavior b2 mode dotlg-tag-manipulation
[SwitchC-policy-pl] classifier c3 behavior b3 mode dotlg-tag-manipulation
[SwitchC-policy-pl] quit

[SwitchC] qos policy p2

[SwitchC-policy-p2] classifier c4 behavior bl mode dotlq-tag-manipulation
[SwitchC-policy-p2] classifier ¢5 behavior b2 mode dotlq-tag-manipulation
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[SwitchC-policy-p2] classifier c6 behavior b3 mode dotlqg-tag-manipulation
[SwitchC-policy-p2] quit

@ 7E% O LA QoS %Es.
a, 7E¥i5 1 GigabitEthernet 2/0/1 B A J7 [ R B 475585 pl.

[SwitchC] interface GigabitEthernet 2/0/1
[SwitchC-GigabitEthernet2/0/1] qos apply policy pl inbound
[SwitchC-GigabitEthernet2/0/1] quit

b. 7E¥5 0 GigabitEthernet 2/0/2 B A F7 w5 E 7" p2.

[SwitchC] interface GigabitEthernet 2/0/2
[SwitchC-GigabitEthernet2/0/2] qos apply policy p2 inbound
[SwitchC-GigabitEthernet2/0/2] quit

® BRE EiTwO.
a. Al E %1 GigabitEthernet 2/0/3 f2 i SVLAN K8 3@ it

[SwitchC] interface GigabitEthernet 2/0/3
[SwitchC-GigabitEthernet2/0/3] port link-type trunk
[SwitchC-GigabitEthernet2/0/3] port trunk permit vlan 501 502 503

b. AL & ¥ O GigabitEthernet 2/0/3 3 DHCP Snooping {§{E¥H .
[SwitchC-GigabitEthernet2/0/3] dhcp-snooping trust

c. BB ¥ O GigabitEthernet 2/0/3 % ARP {F{E¥ I,
[SwitchC-GigabitEthernet2/0/3] arp detection trust

d. JF/E %1 GigabitEthernet 2/0/3 KM 4 QinQ Ik,
[SwitchC-GigabitEthernet2/0/3] ging enable uplink

(4) A & Switch D,
@ #1% SVLAN 501,.SVLAN 502,SVLAN 503, ig & i 23X B R E#R .
@ {#ifle DHCP Snooping IIHE.

<ZSwitchD> system-view
[SwitchD] dhcp-snooping

@ BB % 0 GigabitEthernet 2/0/1 fiF SVLAN B i@ 1 .

[SwitchD] interface GigabitEthernet 2/0/1

[SwitchD-GigabitEthernet2/0/1] port link-type trunk

[SwitchD-GigabitEthernet2/0/1] port trunk permit vlan 501 502 503

BoR: EREW.ELFAARNG CVLAN 4 SVLAN th e St £ %,
AT4H#HobERAERW,. T2 ALTAR oM AW QinQ shik; £ Firsso LEH

AP QinQ A2, B RAMB QoS R EiEm o L E,

EN:1VLANBHF, Z2 A FHEBKE VLAN B 55 £ &, 5 52 B reset dhep-

snooping 44~ # B DHCP Snooping # %, 3 A ip check source # 4B} Firss o 5 & IP
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ol MACHI B EHREB B EHHL, KRG AHBHE QoS R +48) VLAN B S £ %,
‘2B E N: 1 VLAN S48, RAE /£ 3044 £ % SVLAN # CVLAN 4] VLAN # o,

4.9.2 1:2VLANRBSIf 2 : 2 VIAN MM HREEIES

2:2 VLAN BRg} RIEH M A B E VLAN Tag R LA N SME VLAN Tag #E %
FEH VLAN Tag,

1, F=

MARIEFA AT KEZ EAE#ET VPN 1 B0, M R XA EERNRX
Sr5lEH VLAN 10 f1 VLAN 30 B947 % . X VPN #E 872 W 5 27 @ B 4~ SP(Service
Provider, 4% iR % 2 4L 8 , W E LB HM .

2, AN E _
Pl 4-16 Frirk 1: 2 VLAN BT 2 = 2 VLAN B SRR R A ME .,
SP 1 SP2
Device A VLAN VLAN VLAN VLAN Device D

10/100 S>> 10/100  10/200 3> 30/200 3>
SWPGE 2002 G 2/0/1 9% GE 2022 GE 2/0/1 “PGE 2/02GE 2/0/T 2
GE 2/0/1| VLAN Device B Device C VLAN |GE 2/0/2

10/100

VLAN 10

VPN 1 VPN 1

Pl4-16 1:2 VLAN PRSI 2+ 2 VLAN B 8} 3t 40 g 5 4 R

3. BEER

TR7E SP MM L#f1: 2 VLAN BT 2 : 2 VLAN BRI DIRE, TR LA T &9
TR,

(D A SPREHERARERSEHGHAKE.SP1 APPSR EREN
VLAN 100,SP 2 Rl f1 4+ Be 694 26520 VLAN 200, B B4 78 58 ¥ 4> SP MG B IR %
T EATESLLE RN T — SP MK . '

(2) B3R 4 FAFRMBAK VPN 1 HEARRE VLAN Z[E 7] LLE#E .

4. BEBREEEMEE

(1) Bt ® Device A,

@ fIE VLAN 100,

<ZDevice A system-view

[DeviceAl vian 100
[DeviceA-vlanl00] quit

@ B8 LF7%RE, 5 VLAN 10 307 n VLAN ID 34 100 #5M2 VLAN Tag,

[DeviceA] traffic classifier nest

73

Y:
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[DeviceA-classifier-nest] if-match customer-vlan-id 10

[DeviceA-classifier-nest] quit

[DeviceA] traffic behavior nest

[DeviceA-behavior-nest] nest top-most vlan-id 100

[DeviceA-behavior-nest] quit

[DeviceA] qos policy nest

[DeviceA-qospolicy-nest] classifier nest behavior nest

[Device A-qospolicy-nest] quit

@ Be& % 0 GigabitEthernet 2/0/1 2 Hybrid 38 11, H7E &% VLAN 100 f3R 3O &
¥ VLAN £,

[DeviceA] intface GigabitEthernet 2/0/1

[DeviceA-GigabitEthernet2/0/1] port link-type hybrid
[DeviceA-GigabitEthernet2/0/1] port hybrid vlan 100 untagged

@ FJE3 %0 GigabitEthernet 2/0/1 (274 QinQ ThE.
[DeviceA-GigabitEthernet2/0/1] qing enable
® #E¥ 1 GigabitEthernet 2/0/1 #9 A 77 [ i Fl 475 8% nest,

[DeviceA-GigabitEthernet2/0/1] qos apply policy nest inbound

[DeviceA-GigabitEthernet2/0/1] quit

® Fi® L4790 GigabitEthernet 2/0/2 2 Trunk 3% 0, H #23F VLAN 100 f14f 3C #
# VLAN tr&i@id.

[DeviceA] interface GigabitEthernet 2/0/2

[DeviceA-GigabitEthernet2/0/2] port link-type trunk

[DeviceA-GigabitEthernet2/0/2] port trunk permit vlan 100

(2) AL ® Device B,

@ fiE VLAN 100,

<ZDeviceB> system-view

[DeviceB] vlan 100

[DeviceB-vlan100] quit

@ BB O GigabitEthernet 2/0/1 2 Trunk % 0, H 221 VLAN 100 3 C# %
VLAN #r%il i .

[DeviceB] interface GigabitEthernet 2/0/1

[DeviceB-GigabitEthernet2/0/1] port link-type trunk

[DeviceB-GigabitEthernet2/0/1] port trunk permit vlan 100

[DeviceB-GigabitEthernet2/0/1] quit

@ A B % [ GigabitEthernet 2/0/2 3 Trunk % (0, H £ VLAN 100 #9 3 3C # 4
VLAN #R&# .

[DeviceB] interface GigabitEthernet 2/0/2

[DeviceB-GigabitEthernet2/0/2] port link-type trunk
[DeviceB-GigabitEthernet2/0/2] port trunk permit vlan 100
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(3) AL Device C,
@ fj# VLAN 200,
< DeviceC> system-view

[DeviceC] vlan 200
[DeviceC-vlan200] quit

@ BC® % A GigabitEthernet 2/0/1 A J7 [ % #8 3C i 43 25 #8 M) downlink _in, T i¢ 1 2
VLAN 25 10,42 VLAN 3 100 B3 3.

[DeviceC] traffic classifier downlink_in

[DeviceC-classifier-downlink_in] if-match customer-vlan-id 10

[DeviceC-classifier-downlink_in] if-match service-vlan-id 100

[DeviceC-classifier-downlink_in] quit

@ BLE ¥ O GigabitEthernet 2/0/1 A J5 ) Xt # 3C #9347 & downlink_in, ¥ $f 3C 44 5b
B VLAN ## % 200,

[DeviceC] traffic behavior downlink_in

[DeviceC-behavior-downlink_in] remark service-vlan-id 200

[DeviceC-behavior-downlink_in] quit

@ ELE Y% O GigabitEthernet 2/0/1 AJ7 ] (Y S 8% downlink_in, ¥ A J7 6 89 i 235 #1
WMAT A HITHE .

[DeviceC] qos policy downlink_in

[DeviceC-qospolicy-downlink_in] classifier downlink_in behavior downlink_in

[DeviceC-qospolicy-downlink_in] quit

® B E ¥ O GigabitEthernet 2/0/1 H 77 [A] % # SC #4943 288 W downlink_out, ILAZ A 2
VLAN 24 30.4F2 VLAN 2 200 B3 3.

[DeviceC] traffic classifier downlink_out

[DeviceC-classifier-downlink_out] if-match customér-vlan-id 30

[DeviceC-classifier-downlink_out] if-match service-vlan-id 200

[DeviceC-classifier-downlink_out] quit

® B E ¥ 0 GigabitEthernet 2/0/1 H 7 M %3 A9 47 & downlink_out , & 3L A
J2 VLAN ##2% 10,52 VLAN E#:4 100.

[DeviceC] traffic behavior downlink_out

[DeviceC-behavior-downlink_out] remark customer-vlan-id 10

[DeviceC-behavior-downlink_out] remark service-vlan-id 100

[DeviceC-behavior-downlink_out] quit

@ BB B GigabitEthernet 2/0/1 H 77 7] 4 % 8% downlink_out, ¥ H 75 [/ A9 L 43 25 0
WMAT RHATHE .

[DeviceC] qos policy downlink_out

[DeviceC-qospolicy-downlink_out] classifier downlink_out behavior downlink_out
[DeviceC-qospolicy-downlink_out] quit
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® BLE %O GigabitEthernet 2/0/2 1 77 ] X4 48 SC#9 4> 25 #01 uplink _out, UL &2 4 B
VLAN 34 10,402 VLAN 3k 200 #9383 .

[DeviceC] traffic classifier uplink_out
[DeviceC-classifier-uplink_out] if-match customer-vlan-id 10
[DeviceC-classifier-uplink_out] if-match service-vlan-id 200
[DeviceC-classifier-uplink_out] quit

@ BB % 0 GigabitEthernet 2/0/2 Hi 7 [ X1 # 3L W AT 4 uplink_out, ¥4 LK K 2
VLAN £#:% 30,

[DeviceC] traffic behavior uplink_out
[DeviceC-behavior-uplink_out] remark customer-vlan-id 30
[DeviceC-behavior-uplink_out] quit

@ B¢ E ¥ O GigabitEthernet 2/0/2 H 77 [ 9 % B4 uplink_out, ¥ tH J7 [ i L 4 2 ML
7 HATHRE .

[DeviceC] qos policy uplink_out
[DeviceC-qospolicy-uplink_out] classifier uplink_out behavior uplink_out
[DeviceC-qospolicy-uplink_out] quit

@ ¥ S5 F BI%E O GigabitEthernet 2/0/1 1 GigabitEthernet 2/0/2,

[DeviceC] interface GigabitEthernet 2/0/1
[DeviceB-GigabitEthernet2/0/1] port link-type trunk
[DeviceB-GigabitEthernet2/0/1] port trunk permit vlan 200
[DeviceC-GigabitEthernet2/0/1] qos apply policy downlink_in inbound
[DeviceC-GigabitEthernet2/0/1] qos apply policy downlink_out outbound
[DeviceC-GigabitEthernet2/0/1] quit

[DeviceC] interface gigabitethernet 2/0/2
[DeviceB-GigabitEthernet2/0/2] port link-type trunk
[DeviceB-GigabitEthernet2/0/2] port trunk permit vlan 200
[DeviceC-GigabitEthernet2/0/2] gos apply policy uplink_out outbound
[DeviceC-GigabitEthernet2/0/2] quit

(4) AicE Device D,
@ )& VLAN 200,

<ZDeviceD> system-view
[DeviceD] vlan 200
[DeviceD-vlan200] quit

@ FB 475w, VLAN 30 (9330 VLAN ID 2 200 #94hfZ VLAN Tag,

[DeviceD] traffic classifier nest
[DeviceD-classifier-nest] if-match customer-vlan-id 30
[DeviceD-classifier-nest] quit

[DeviceD] traffic behavior nest
[DeviceD-behavior-nest] nest top-most vlan-id 200
[DeviceD-behavior-nest] quit

[DeviceD] gos policy nest
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[DeviceD-qospolicy-nest] classifier nest behavior nest
[DeviceD-qospolicy-nest] quit

@ BCE % 1 GigabitEthernet 2/0/1 25 Trunk % (0, H f2iF VLAN 200 3} 34
VLAN pr%858E i .

[DeviceD] interface GigabitEthernet 2/0/1
[DeviceD-GigabitEthernet2/0/1] port link-type trunk
[DeviceD-GigabitEthernet2/0/1] port trunk permit vlan 200

@ BLE %0 GigabitEthernet 2/0/2 Jy Hybrid 3 O, B 23 VLAN 200 f3R 3R #F
VLAN #rsid it .

[DeviceD] interface GigabitEthernet 2/0/2
[DeviceD-GigabitEthernet2/0/2] port link-type hybrid
[DevieeD-GigabitEthernet2/0/2] port hybrid vlan 200 untagged

® FFHi % 0 GigabitEthernet 2/0/2 f24 QinQ I8k,
[DeviceD-GigabitEthernet2/0/2] gqing enable
® 7EN M GigabitEthernet 2/0/2 89 A J5 18] B il 147 % #E nest.

[DeviceD-GigabitEthernet2/0/2] qos apply policy nest inbound

[DcviceD—GigabitEthernetZ/ 0/2] quit

R At RE FAR o6 L7 R%, k% SVLAN 6944,

Wit B E T o) T/AHE%S, £% SVLAN fo CVLAN ${i 34 & H R R 61,
Wit A E AT oed B4R, R 8 CVLAN &9 4ii,
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5.1 RSTP MR EIES

RSTP(Rapid Spanning Tree Protocol, $R 3 4 li# th 3 B STP UMl ibhR . Hth
B, M — RO BRI O M ER DG sﬁﬂfkﬁﬁﬂﬁﬂ@ﬂﬁ&?ﬁﬁ%#?
KKLEME AT T P45 B 38 B #h FN 8 € B e A9 [R] .

1. #&

EFAHENEE, SEMPEE SHFEETIAEN. X TRAIER HAR HEREE
B, 3 BL7E 3 Ak 1 o b I T LA TD A EE B 1 B DB M B AR S L R R 4 Sl L M
ANGIE-S #:3 Sy ob- ALk & gy e S poi e

2. AFH

B 5-1 fiRh RSTP AR BAMMAE.

Eth 1/0/1
Eth 1/0/2 Eth 1/0/5

Switch B :é" Eth 1/0/3 Eth 1/0/4 "'§" Switch €

Eth 1/0/1

. e
Eth 1/0/6 Eth 1/0/4  Eth 1/0/3
Eth 1/0/2

Switch E Switch F

B 5-1 RSTPARIAREAME

Switch D

3. BEEXR

(1) Switch A FBELEXEULMERRR.

(2) Switch B.Switch C AL EE3c#Hl.

(D Switch C % Switch B #%& # 32 ¥4, 24 Switch B i BL#k B i, i Switch C ¥ &
g,
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@ Switch C 1 Switch B 2 [B] 38 i3 P8 265 B AR , (R E 76 — Fc B8 B 2 AF MR i HfR, 5B
—FATLIE W T4,

(3) Switch D.Switch E.Switch F 8 A B35 #4dl .

@ Switch D,Switch E.Switch F F i BB H: 85 P g E L.

@ Switch D.Switch E.Switch F 43 53fi i — %4 [1 &5 Switch C.Switch B #i% .

FHRHEESTRPFH T RSTP #HX# B ®, i T Switch D,Switch E #l Switch F
i) RSTP Bt 8 24—, & H 27 T Switch D E iy RSTP AL & .

4 EESENRE

(1) Switch A AL E.

@ & &Jash RSTP,

< Sysname > system-view
[Sysname] stp enable
[Sysname] stp mode rstp

@ &% RSTP 3G . &4 % OK RSTP BRIA N B 31RE . EEAR S 5 RSTP 5 893
HLXi RSTP, A E K 25 RSTP i+ B M % 0 RSTP X M (ML &b {5 2 4
GigabitEthernet 2/0/4),

[Sysname] interface GigabitEthernet 2/0/4
[Sysname-GigabitEthernet2/0/4] stp disable

@ BLE Switch A AR, ABRF .
a. ¥ Switch A 9 Bridge LR E R 0,

[Sysname] stp priority 0

b. HiE{E M4 Switch A BE R .

[Sysname] stp root primary

@ 745 Swtich B,Swtich C M &M I8 E &R O b5 s AP 6.

[Sysname] interface GigabitEthernet 2/0/1
[Sysname-GigabitEthernet2/0/1] stp root-protection
[Sysname-GigabitEthernet2/0/1] quit

[Sysname] interface GigabitEthernet 2/0/2
[Sysname-GigabitEthernet2/0/2] stp root-protection
[Sysname-GigabitEthernet2/0/2] quit

® F3h Switch A #§ TC BB W8E.

[Sysname] stp tc-protection enable

(2) Switch BHEE.
© #&&J5zh RSTP,
< Sysname> system-view

[Sysname] stp enable
[Sysname] stp mode rstp
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@ &% RSTP Bal/5,. £ 1M %O RSTP RIARESIRA . A2 5 RSTP HE 404
NEXPM RSTP, FEAEH 2 5 RSTP i3 3 10 RSTP 3¢ (] ik &b X 51 2
Ethernet 1/0/8),

[Sysname] interface Ethernet 1/0/8
[Sysname-Ethernetl1/0/8] stp disable
[Sysname-Ethernetl/0/8] quit

@ B ® Switch B B Bridge i %c & Bt & 24 4096,
[Sysname] stp priority 4096

@ EEMEERD FESRETIIEE.

[Sysname] interface Ethernet 1/0/4
[Sysname-Ethernetl/0/4] stp root-protection
[Sysname-Ethernetl/0/4] quit

[Sysname] interface Ethernet 1/0/5
[Sysname-Ethernetl1/0/5] stp root-protection
[Sysname-Ethernet1/0/5] quit

[Sysname] interface Ethernet 1/0/6
[Sysname-Ethernet1/0/6] stp root-protection
[Sysname-Ethernet1/0/6] quit

® RSTP W THE A . WESH w0 LM SEE R R AE.
(3) Switch C 1B & .
@ #+#&J3 s RSTP,

< Sysname> system-view
[Sysname] stp enable
[Sysname] stp mode rstp

@ #®#%& RSTP B . F WO/ RSTP BRIA N B 3RE . 7EAS 5 RSTP I+ B M 5
O FE%MH RSTP, B EAE ¥ 25 RSTP i+ B % O RSTP M (I 4k (X 71 % 4
Ethernet 1/0/8),

[Sysname] interface Ethernet 1/0/8

[Sysname-Ethernet1/0/8] stp disable
[Sysname-Ethernet1/0/8] quit

@ B Switch C ¥ Bridge (R 59 A0 B 7 8192, 7124 Switch B B &y Ac bl
[Sysname] stp priority 8192

@ EETHERD LESRETINEE.

[Sysname] interface Ethernet 1/0/1
[Sysname-Ethernet1/0/1] stp root-protection
[Sysname-Ethernet1/0/1] quit

[Sysname] interface Ethernet 1/0/2
[Sysname-Ethernetl/0/2] stp root-protection
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[Sysname-Ethernet1/0/2] quit

[Sysname] interface Ethernet 1/0/3
[Sysname-Ethernet1/0/3] stp root-protection
[Sysname-Ethernetl/0/3] quit

® RSTP W TR HESH WO LHSHEBRARIAE.
(4) Switch D N & .
@ # %5 8h RSTP.,

< Sysname > system-view
[Sysname] stp enable
[Sysname] stp mode rstp

@ &% RSTP /a5, £ MO M RSTP RUAHHRE . EAXS 5 RSTP HHH&H
HEXMA RSTP. B AE K S 5 RSTP it B % O RSTP &M (1 &b (T3 %
Ethernet 1/0/3),

[Sysname] interface Ethernet 1/0/3

[Sysname-Ethernet1/0/3] stp disable

Q WEESHMMEENNDOEE A% O, MR BPDU {3721 88 (e 4b {51 2
Ethernet 1/0/3).,

[Sysname-Ethernet1/0/3] stp edged-port enable

[Sysname-Ethernet1/0/3] quit

[Sysname] sip bpdu-protection

@ RSTP # TYESE | i 8] S8 . 0% 01 A0t 2 30 SR A BRA L.

® Swicth E 1 Swicth F BJBc & [ Swicth D,

B : stpmode 4 A T X L #ied STP 24X . STP.RSTP £ MSTP,®iA L
4 F MSTP # X,

5.2 MSTP iR B IR S

MSTP(Multiple Spanning Tree Protocol, #4& R BOHERFH AP —THEE
A~ VLAN Bt 5 ¥] MSTI(Multiple Spanning Tree Instance, % 4 B # S #) £, B &4
VLAN H R B — 4~ MSTI it VLAN W X RAERT TN X AN EHARE,
DLHT 4 {5 T 8 M 0 BE IR 5 R

1. H&

RSTP ] AR WS, B2 STP —FEFFE LA T 6REE : RIRM A BT A R E— R4
B, BB VLAN HETT A, A VLAN iR X#HEE —BERAWEET R &,
MSTP a A ¥ % STP A1 RSTP A9 B& , BEFT LI s W8, B AR VLAN W B #5 % B
HIBREE MNTIRTTRERBEHTEFHNARIHNE. MAR ITHFRMNERER
M o %5 MSTP &1t RSTP,
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\\_\{9 T e e e 1

2. AME
B 5-2 FfiRy MSTP SL AR S 41 A

Switch A Switch B

Permit
VL.AN 20, VLAN 30

Permit
VLAN 10, VLAN 20

Permit
Permit VLAN 20, VLAN 3

§ VLAN 10, VLAN 20
‘*“.—.u

Permit: VLAN 20, VLAN 40

Switch C Switch D
VLAN il ES
VLAN 10 MSTI 1
VLAN 20 MSTI ¢
VLAN 30 MSTI 3
VLAN 40 MSTT 4

BMs5-2 MSTPAAURE4MNE

3. BEE®EK

At E MSTP,{#@ 5-2 AR [E VLAN iU BAR M4 M cpf L. B4RRENT:

(1) M hir A 2R FR-— MST .

(2) VLAN 10 B4R SCHY 306 1 $: % , VLAN 30 {3 # 3 # %, VLAN 40 ¥y &3¢
) 4 B % , VLAN 20 #y & L4 0 ¥ %,

5-2 #1 Switch A 1 Switch B R iC B2 # %, Switch C #l Switch D Y EA R R &,
VLAN 10, VLAN 30 ZEIC R E# &4 45, VLAN 40 78 A Z S &4 45, N 7T LLAS & 554
1 1928 3 BOMHHR 451 Switch A I Switch B, 52 4 MR % Switch C,

4 BEECENRE '

(1) B2/ Switch A,

@ #A MST H¥HE .,

< Sysname> system-view
[Sysname] stp region-configuration

@ BE MST a4 . VLAN B8 EMEITE T,

[Sysname-mst-region] region-name example
[Sysname-mst-region] instance 1 vlan 10
[Sysname-mst-region] instance 3 vlan 30
[Sysname-mst-region] instance 4 vlan 40
(Sysname-mst-region] revision-level 0

@ FH#i% MST MR,

[Sysname-mst-region] active region-configuration
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@ E X Switch A R3] 1 HHH .,
[Sysname] stp instance 1 root primary

(2) T Switch B,
@ #A MST B .

< Sysname>> system-view
[Sysname] stp region-configuration

@ ME MST HAsi4  VLAN B8 X EMEITR .

[Sysname-mst-region] region-name example
[Sysname-mst-region] instance 1 vlan 10
[Sysname-mst-region] instance 3 vlan 30
[Sysname-mst-region] instance 4 vlan 40
[Sysname-mst-region] revision-level 0

@ Fh#E MST HRKE.
[Sysname-mst-region] active region-configuration
@ & X Switch B 326 3 B4R,
[Sysname] stp instance 3 root primary

(3) BB Switch C,

@ A MST S{HL B, H B0 8 MST 4% . VLAN BT L E f{EiTSHR 9.

< Sysname>> system-view

[Sysname] stp region-configuration
[Sysname-mst-region] region-name example
[Sysname-mst-region] instance 1 vlan 10
[Sysname-mst-region] instance 3 vlan 30
[Sysname-mst-region] instance 4 vlan 40
[Sysname-mst-region] revision-levei 0

@ FHWIE MST HHRE.
[Sysname-mst-region] active region-configuration
@ X Switch C HLH 4 BB .
[Sysname] stp instance 4 root primary

(4) @& Switch D,
@ #A MST HMHE,

< Sysname>> system-view
[Sysname] stp region-configuration

@ B8 MST 34 .VLAN BES X R fEiT4 5.

[Sysname-mst-region] region-name example
[Sysname-mst-region] instance 1 vlan 10
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[Sysname-mst-region] instance 3 vlan 30
[Sysname-mst-region] instance 4 vlan 40
[Sysname-mst-region] revision-level 0

@ FEh¥HE MST H R E.
[Sysname-mst-region] active region-configuration

HBr: AR Esk o LETE MSTP &Ll T oh k. & % 3£ © ,RRPP,Smart Link #
STP ##L& BPDU Tunnel 34 .

A3 4T MSTP sk & £, R A % k3 B -F(KikH 0, RT&) . ¥ 2 . VLAN
B M A A MSTP T Sy B E 440 F, X R &2 M AMRABEN, NI RE TR

""4\ MST &e
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A R I SR A A P S RS ———

6.1 EMEEAMBAR AT

4EBE (Cluster) Th BB #+f HGMP V2(Huawei Group Management Protocol , 48 3 20 %5 5
OB, /A HGMP V2 ZhEE, M4 % 2 51 T LUE o — 1 ER B A M 1P #hhk, 5
BX LB ER., EXRIBRAEERE, HABETHENZRIKRIRREE. &
R & —-MAREAR IP Hihl @ FH RS EE LN KA RENEEMAES, B
HREMBAREHR T - ERE,

1. B%

WiEsBHAENMREHFEAPEHT REN HIC ZHY., ATEHREPHE, WEE
BITEM X BT S8, AR WEEHRKEAMIP REMKEBE, ril,2
TLEEXIE, W BB IEMS A HGMP V2 X 8 bl 74— F 8.

f#H HGMP ZhRE® 5 — NMF AL rT LA KB M E S AL E B, R E E A BE.

2. EME

A 6-1 Frnh HGMP B4R i & 46 ) /) .

FTP/TFTP Server Eth 1/0/1 SNMP/Logging Host(NMS)
63.172.55.1 : 69.172.55.4
‘ VLAN 28 [11P# b}
BHikE 163.172.55.1

ERIGEMACHEE B AMACHAE
MAC:000f.e201.0011 MAC:000fe201.0012

H 6-1 HGMP i #4H2 & £ B
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3. BREEX
Q) ik 6-1 fim,3 B BIMAR—MER, Kb 1 6 v FHEE, HIEFHE VR A
#HE.

(2) BERELAELN O Ethernet 1/0/2 FI¥ 11 Ethernet 1/0/3 FTEH & MR 4%,
it %i 0 Ethernet 1/0/1 8 AF| 448 £ ; Ethernet 1/0/1 J& F VLAN 2,VLAN 2 g8 0
IP #uhk % 163,172, 55.1,

(3) BB AAHFEM FTP Server . TFTP Server, IP #iht 3k 63. 172. 55. 1,

(4) M THENZBEEIH IP Mkl H 69. 172, 55. 4,

4. BRESRfRE

(1) BEERAREWL L ERABENHD,

@ Bshik4 L&y NDP fi¥ 0 Ethernet 1/0/1 | # NDP,

<_Sysname™> system-view

[Sysname] ndp enable

[Sysname] interface Ethernet 1/0/1
[Sysname-Ethernet1/0/1] ndp enable
[Sysname-Ethernetl/0/1] quit

@ B E& i NTDP fi¥ 0 Ethernet 1/0/1 /) NTDP.

[Sysname] ntdp enable

[Sysname] interface Ethernet 1/0/1
[Sysname-Ethernet1/0/1] ntdp enable
[Sysname-Ethernet1/0/1] quit

@ Ja B R AFTIRE .

[Sysname] cluster enable

(2) EEEHEE.
D Bahik& L #4 R NDP fisg 0 Ethernet 1/0/2 . Ethernet 1/0/3 &) NDP,

<_Sysname > system-view

[Sysname] ndp enable

[Sysname] interface Ethernet 1/0/2
[Sysname-Ethernet1/0/2] ndp enable
[Sysname-Ethernet1/0/2] quit
[Sysname] interface Ethernet 1/0/3
[Sysname-Ethernet1/0/3] ndp enable
[Sysname-Ethernetl/0/3] quit

@ ME NDP 5 B BA AR BB |24 200s,
[Sysname] ndp timer aging 200

® FC & NDP 2 3¢ &K i) [B] [B] A 70s,

[Sysname] ndp timer hello 70
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@ FE#hik%& L& NTDP fid% 0 Ethernet 1/0/2 . Ethernet 1/0/3 ) NTDP,

[Sysname] ntdp enable

[Sysname] interface Ethernet 1/0/2
[Sysname-Ethernetl/0/2] ntdp enable
[Sysname-Ethernetl/0/2] quit
[Sysname] interface Ethernet 1/0/3
[Sysname-Ethernet1/0/3] ntdp enable
[Sysname-Ethernet1/0/3] quit

©® BLERIPCEEE N 2 Bk,

[Sysname] ntdp hop 2

® FoE BObCaE B &5 R AR TR A9 E R B [B] 2 150ms,
[Sysname] ntdp timer hop-delay 150

@ BB O B B 0% 1 7% R IR FVBCE R R Y [B] 2R 15ms,
[Sysname] ntdp timer port-delay 15

® BB F K B ) 18] 18] R 3min,

[Sysname] ntdp timer 3

@ R ERNE.

[Sysname] cluster enable

O PEARBEILAE.

[Sysname] cluster
[Sysname-cluster]

O BCEEMABEAMN IP bkt &ifsit o 172.16.0. 1,4 8 k.
[Sysname-cluster] ip-pool 172.16.0.1 255.255.255. 248

© BeEEREA S, BT R,

[Sysname-cluster] build aaa
[aaa_0.Sysname-cluster]

O HTHEAMERBILIMA SRS,

[aaa_0.Sysname-cluster| add-member 1 mac-address 000f-e201-0011
(aaa_0.Sysname-cluster]| add-member 17 mac-address 000f-e201-0012

@ AE R A B AR B e E R 100s,
[aaa_0.Sysname-cluster] holdtime 100

© A& 4B T 3CE i & 3% H 8 [ 6] g 24 10s,

[aaa_0.Sysname-cluster] timer 10
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HICUAM R ALREES

® BEERBFANMAHE FTP Server, TFTP Server.Logging Host & SNMP Host,

[aaa_0.Sysname-cluster] ftp-server 63.172.55.1
[aaa_0.Sysname-cluster] tftp-server 63.172.55.1
[aaa_0.Sysname-cluster] logging-host 69.172.55.4
[aaa_0.Sysname-cluster] snmp-host 69.172.55.4

Q) KERA LNRE. BEREETHNREMAEH UG ERRBE LT
Bt
O EERFRBAMHNTHE FTP R% 2.

<Caaa_l.Sysname>> ftp cluster

@ BARENEFHAMATE TFTP RF 3 TF & 3CH aaa. txt T4 M,
<Caaa_l.Sysname>> tftp cluster get aaa.txt

@ A& LR bbb, txt BIEFENHEAREK TFTP KR53 .

<Zaaa_l.Sysname>> tftp cluster put bbb. txt

6.2 IRFEAMBMEERS

6.2.1 IRFAEHEBELAESE

IRF (Intelligent Resilient Framework, S fE##28#) & H3C A M E M A B HElL
EAR., ENBELCEBEBEZEGREA&E T IRFYHEEOEEE &, STV ENRES, B
PULR—&“AHREE". FAXFBLUERTULAZAREWHETE .- FH
F0A (6] M 4 4P .

IRF MR aF -

(1) e,

(2) Wl fEtE,

(3) MAKIMEY RAES .

IRF MEERINVG TR . SR EEMFEEE. HFAWOTF .

D) B EENRARENYHENEERE, T EATRARSYHACE > BRHN
HR,

Q) FEEE TSR EEFENR., B Y81 S8 b B Rs e, £5| & IRF 4>
B MHREEE R ABMEEN, SRS ERE, IRFHVLERAXZERN.

1. & ;

TARIFELT — KRB EPC.HEHTREHN HIC AR TIRAS IR L.
B B b PR AR R A SRR EE, BT LA 3 4 M A% A0 AT REdE M B SRR o TR B Y
B3R, @i — Bt EMRTHMEPT S, T A R e A H3C MA K IRF H AR IR
¥ 9 45 1 AT Btk L R LR R,
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2. AFME
WP 62 BN IRFHREEEEARETARE.

¥ AY) U
Sl IRE-Port 1 IRF-Port 2 &

H6-2 IRFHEREREAREHMNAE

3. EEER

Wk 6-2 B .3 GRBAAM IRF, Hrb 1 G4FK Master 8%, 55 2 G4EHR Slave i1 4.
4. EETENBRE

(D) MERERS .

@ Device A RERIARSH | AREHTEE.

@ 7 Device B P B R A RS BE™N 2,

< DeviceB>> system-view

[DeviceB] irf member 1 renumber 2

Warning: Renumbering the switch number may result in configuration change or loss. Continue? [Y/N]:y
[DeviceB]

@ 7€ Device C L&A RS BER N 3.

<ZDeviceC>> system-view

(DeviceC] irf member 1 renumber 3

Warning: Renumbering the switch number may result in configuration change or loss. Continue? [Y/N]:y
[DeviceC]

¥ 3 E5EWaE,. HEM/RERE IRF &R AEH 3 GRE&EE.
(2) &d'® IRF 3%,
@D BEE Device A BIILEDR K 10, LI{# Device A BN Master,

< Sysname>> system-view
[Sysname] irf member 1 priority 10

@ 7 Device A FOIEE &8 IRF 0 1, 5 H % O Ten-GigabitEthernet 1/0/25 4§
£; IRF #1112, 598 O Ten-GigabitEthernet 1/0/26 45€ . H R HFRE .

[Sysname] interface ten-gigabitethernet 1/0/25
[Sysname-Ten-GigabitEthernetl/0/25] shutdown
[Sysname] interface ten-gigabitethernet 1/0/26
[Sysname-Ten-GigabitEthernet1/0/26] shutdown
(Sysname] irf-port 1/1



[Sysname-irf-port 1/1] port group interface ten-gigabitethernet 1/0/25
[Sysname] irf-port 1/2

[Sysname-irf-port 1/2] port group interface ten-gigabitethernet 1/0/26
[Sysname-irf-port 1/2] quit

[Sysname] interface ten-gigabitethernet 1/0/25
[Sysname-Ten-GigabitEthernet1/0/25] undo shutdown

[Sysname] interface ten-gigabitethernet 1/0/26
[Sysname-Ten-GigabitEthernet1/0/26] undo shutdown
[Sysname-Ten-GigabitEthernet1/0/26] save

® 7E Device B FIEZ & /) IRF 3 0 1, 543 ¥% 11 Ten-GigabitEthernet 2/0/25 4§
% ; IRF 50 2, 54985 11 Ten-GigabitEthernet 2/0/26 485 , R A2,

<_Sysname>> system-view

[Sysname] interface ten-gigabitethernet 2/0/25
[Sysname-Ten-GigabitEthernet2/0/25] shutdown

[Sysname] interface ten-gigabitethernet 2/0/26
[Sysname-Ten-GigabitEthernet2/0/26] shutdown

[Sysname] irf-port 2/1

[Sysname-irf-port 2/1] port group interface ten-gigabitethernet 2/0/25
[Sysname] irf-port 2/2

[Sysname-irf-port 2/2] port group interface ten-gigabitethernet 2/0/26
[Sysname-irf-port 2/2] quit

[Sysname] interface ten-gigabitethernet 2/0/25
[Sysname-Ten-GigabitEthernet2/0/25] undo shutdown

[Sysname] interface ten-gigabitethernet 2/0/26
[Sysname-Ten-GigabitEthernet2/0/26] undo shutdown

[Sysname-Ten GigabitEthernet2/0/26] save

@ £ Device C FEIE 4/ IRF 3O 1, 5 ¥ H ¥ 1 Ten-GigabitEthernet 3/0/25 48
E; IRF & 2, 58 B % 0 Ten-GigabitEthernet 3/0/26 45 & , IARFERC T,

< Sysname>> system-view

[Sysname] interface ten-gigahitethernet 3/0/25

[Sysname -Ten-GigabitEthernet3/0/25] shutdown

[Sysname] interface ten-gigabitethernet 3/0/26

[Sysname - Ten-GigabitEthernet3/0/26] shutdown

[Sysname] irf-port 3/1

[Sysname-irf-port 3/1] port group interface ten-gigabitethernet 3/0/25
[Sysname] irf-port 3/2

[Sysname-irf-port 3/2] port group interface ten-gigabitethernet 3/0/26
[Sysname-irf-port 3/2] quit

[Sysname] interface ten-gigabitethernet 3/0/25
[Sysname-Ten-GigabitEthernet3/0/25] undo shutdown

{Sysname] interface ten-gigabitethernet 3/0/26
[Sysname-Ten-GigabitEthernet3/0/26] undo shutdown
[Sysname-Ten-GigabitEthernet3/0/26] save
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® #% Device A () IRF ¥ 01 f0 & .
[Sysname] irf-port-configuration active
® B i% Device B IRF $OIACE .
[Sysname] irf-port-configuration active
@ B3 Device C #9 IRF 3 IR E .

[Sysname] irf-port-configuration active

3 HREM AT Master FEik, SERRMMR B ASER. BERERG,IRF EK.
® 7 Device A FEF®RE&H IRF {58,

[Sysname]display irl
Switch Role Priority CPU-Mac

* +1 Master 10 3822-d669-1782
2 Slave 1 3822-d6659-42db
3 Slave 1 3822-d669-12c3

* indicates the device is the master.
~+ indicates the device through which the user logs in.
The Bridge MAC of the IRF is: 3822-d669-1781

Auto upgrade : yes
Mac persistent : 6 min
Domain 1D : 0

©@ 7 Master FEEMBIHSH 2 19 Device B,

< Sysname>> system-view
[Sysname] irf switch-10 2

FE. IRFE5 -2 9¥2 FA 0 - IFH B ELHLRTEEL.

6.2.2 |RF BLBIFE B 5 5 (LACP MAD MU AR)

IRF # M & S8 — 4~ IRF B E T ##Y IRF. XB IRF #4 HE /) 1P #bht %
ZERE.S5IREMA R, FPRMBEERNSE Y K, A TREREM A%, X IRF 43
Bt g3 B — A LA RESE A 1h ) 2% b [R] i A7 7E £ 4~ IRF, I 3 47 4 B 6 420 28 DUR B B R
IRF 4245\l % B . MAD(Multi-Active Detection, £ Active &3l 5 £ 3 B — Fb & 9
AL EEYLH .

IRF ¥ #:i0% W MAD ##l 7 &4 LACP MAD ##jf1 BFD MAD &#l, LACP MAD
B T2 F LACP B4 A 0 %Rk, 2 X # LACP thily IR #) H3C W& MEHR P
8] % & .

1. =

TARET IRF J5, 207 IRF SR SEE G T, M b4 XE A bt sh =R
HBERIFAMEHELRTH. AMRUERE,TARAREREM A IRF % Active
K,
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8, HCHARZRNARR RIS

2, AWE
i 6-3 Braak IRF LB (LACP MAD & #4) HME .

Device C

IP Network

(2
m
=
19
(9]
m

-
=]

jo)
1
-
=
L]
&=
g
=8
o
=

B 6-3 IRF EIRCH (LACP MAD ¥ 2O HM A

3. EE®ER

(1) #nE 6-3 7R, Device A #1 Device B B8 IRF thék, i ik IRF &,

(2) H T By 1k 77— IRF 8% B4 F 93 IRF 4} %4 , W4 7776 76 1 AL B e 0 IRF, B2
JBF MAD 8 WITheE, B MEARRSERE  HCRA LACP MAD i,

4. ERCTEMEE

(D) MBEREHRS .

@ Device ARBRIARS N L, A HEHGTRE.

@ 7£ Device B PR &M R HSEH N 2,

< DeviceB> system-view

[DeviceB] irf member 1 renumber 2

Warning: Renumbering the switch number may result in configuration change or loss. Continue? [Y/N]:y
[DeviceB]

B EREK BTG, %A 6-3 iRk IRFHER, RNt &i@d,

(2) i2E IRF 351,

@ 7E Device A F R+ 8 IRF ¥ 0 2, 58 BE# 11 Ten-GigabitEthernet 1/0/25 4§
& RAFELE .

< DeviceA™> system-view

[DeviceA] interface ten-gigabitethernet 1/0/25
[DeviceA-Ten-GigabitEthernet1/0/25] shutdown

[DeviceA] irf-port 1/2

[DeviceA-irf-port 1/2] port group interface ten-gigabitethernet 1/0/25
[DeviceA-irf-port 1/2] quit

[DeviceA] interface ten-gigabitethernet 1/0/25

[Device A-Ten-GigabitEthernet1/0/25] undo shutdown

[Device A-Ten-GigabitEthernet1/0/25] save



FoE MEBRAREES

@ 7F Device B LAIE#E &M IRF 30 1, 5B O Ten-GigabitEthernet 2/0/26 4§
E I RFRE.

<< DeviceB=> system-view

[DeviceR] interface ten-gigahitethernet 2/0/26
[DeviceB-Ten-GigabitEthernet2/0/26] shutdown

[DeviceB] irf-port 2/1

[DeviceB-irf-port 2/1] port group interface ten-gigabitethernet 2/0/26
[DeviceB-irf-port 2/1] quit

[DeviceB] interface ten-gigabitethernet 2/0/26
[DeviceB-Ten-GigabitEthernet2/0/26] undo shutdown
[DeviceB-Ten-GigabitEthernet2/0/26] save

@ BI% Device A B IRF 3 AE .,

[Device A-Ten-GigabitEthernet1/0/25] quit
[DeviceA] irf-port-configuration active

@ #i% Device B# IRF S O EC® .

[DeviceB-Ten-GigabitEthernet2/0/2 6] quit
[DeviceB] irf-port-configuration active

Wi P4 Al 2 4T Master Wik, R MM — K AN ERE . BRTMEIRF B K,
RY 4G — KR Device A,

(3) A2 LACP MAD # .

D Bl AEREWO M LACP MAD R B ZhfE.

< Device A= system-view

[DeviceA] interface bridge-aggregation 2
[DeviceA-Bridge-Aggregation2] link-aggregation mode dynamic
[DeviceA-Bridge- AggregationZ] mad enable

[Device A-Bridge- Aggregation2] quit

@ fEF AW O P E AR A3 O GigabitEthernet 1/0/1 #l GigabitEthernet 2/0/1,% H
T & IRF @A & & 5+ & &#17 LACP MAD K#l.

[DeviceA] interface GigabitEthernet 1/0/1

[DeviceA-GigabitEthernet1/0/1] port link-aggregation group 2

[Device A-GigabitEthernet1/0/1] quit

[DeviceA] interface GigabitEthernet 2/0/1

[DeviceA-GigabitEthernet2/0/1] port link aggregation group 2

(4) "] % Device C (AL E . Device CHEN— & IR & T B XK LACP JjgE, H
K% Ab IR LACP iR 3, th Bh Device A #l Device B HITE Active el , MATL A
H R EF— & 308 LACP ZhRER ZEE LRI AT .

© E—ITIERGWD.

< DeviceC>> system-view

[DeviceC] interface bridge-aggregation 2
[DeviceC-Bridge- Aggregation2] link-aggregation mode dynamic
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[DeviceC-Bridge-Aggregation2] quit

@ 1ET &4 R ek B %6 1 GigabitEthernet 1/0/1 # GigabitEthernet 170/2, i F
#47 LACP MAD & .

[DeviceC] interface GigabitEthernet 1/0/1

[DeviceC-GigabitEthernet1/0/1] port link-aggregation group 2

[DeviceC-GigabitEthernetl/0/1] quit

[DeviceC] interface GigabitEthernet 1/0/2
[DeviceC-GigabitEthernet1/0/2] port link-aggregation group 2

#e 48 I 6-3 FF R 8 LACP MAD # % .

6.2.3 IRF &2 Bfig B 57 (BFD MAD #7730

BFD MAD £ 2if it BFD #hi(3k 358, IRF il iR & W & 2 [ & ZE #3r BFD
MAD # i 8%, 8 i &% E  BFD MAD &0 #8018 &0 VLAN,

1. %8

EBEAESE LACP MAD &3 X IRF /5§, AR . T AT HEALEENL K
PLEHE IRF, FNLRZRESUEEEREEARER, T T A8 ke RA BFD MAD
Bl 77 3k 4 IRF #4574 Active #il,

2, M HE

[ 6-4 fii7n A IRF BLARUFC & (BFD MAD il 5 2O A M A,

XGE 1/0/25
(IRF-port 1/2)

XGE 2/0/26
(IRF-port 2/1)

GE 1/0/1 GE 2/0/1

BFD o i i %

Bl 6-4 IRF MRIFEER (BFD MAD & 77 ) 41 W B

3. EEEX
(1) {mE 6-4 ffm »Device A il Device B b FRIEMMIC R ZE . FE AW IRF,



—,

BoE MBEAREES [95)

(2) B T8Ik IRF#BREBESE IRF 3, MEFFAERNITREBM RN IRF. FESH
MAD B# sheE. MR EELE D, 8K H BFD MAD &3 77 X 3k 58 IRF f9R%.

4. RESRNRE

(D KEREAE®S.

@ Device ARBERINES N | AFEH;ITRE.

@ 7E Device B P EFNRRRSBEH 2.

< DeviceB> system-view

[DeviceB] irf member 1 renumber 2

Warning: Renumbering the switch number may result in configuration change or loss. Continue? [Y/N]:y
[DeviceB]

WP B R & TS L 6-4 PTR R IRF 858 RIEH P G B&EH.,

(2) BCE IRF {0,

@ 7E Device A - BIE % & # IRF # 0 2, 5% 3 % (1 Ten-GigabitEthernet 1/0/25 #§
ELIFRAFRLE.

< DeviceA>> systemwiew

[DeviceA] interface ten-gigabitethernet 1/0/25

[Device A-Ten-GigabitEthernet1/0/25] shutdown

[DeviceA] irl-port 1/2

[DeviceA-irf-port 1/2] port group interface ten-gigabitethernet 1/0/25
[DeviceA-irf-port 1/2] quit

[DeviceA] interface ten-gigabitethernet 1/0/25
[DeviceA-Ten-GigabitEthernetl/0/25] undo shutdown
[DeviceA-Ten-GigabitEthernet1/0/25] save

@ 7E Device B F 8IE1% & IRF 311 1, 5 ¥ ¥ 11 Ten-GigabitEthernet 2/0/26 5§
ELIHRAEE.

<ZDeviceB> system-view

[DeviceB] interface ten-gigabitethernet 2/0/26
[DeviceB-Ten-GigabitEthernet2/0/26] shutdown

[DeviceB] irf-port 2/1

[DeviceB-irf-port 2/1] port group interface ten-gigabitethernet 2/0/26
[DeviceB-irf-port 2/1] quit

[DeviceRB] interface ten-gigabitethernet 2/0/26
[DeviceB-Ten-GigabitEthernet2/0/26] undo shutdown
[DeviceB-Ten-GigabitEthernet2/0/26] save

@ 7% Device A # IRF S OB E .

[DeviceA-Ten-GigabitEthernet1/0/25] quit
[DeviceA] irl-port-configuration active

@ BOE Device B i) IRF MO K E.

[DeviceB Ten-GigabitEthernet2/0/26] quit
[DeviceB] irf-port-configuration active
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FEEREEH ST Master 3, BRAMMW— B ASIER. ER7<HEIRFE
. B G A BRYE— 4 Device A,
(3) B8 BFD MAD #1.

D fY& VLAN 3,33 Device A I %% [ GigabitEthernet 1/0/1 1 Device B I i %
[ GigabitEthernet 2/0/1 it A VLAN #,

< DeviceA>> system-view

[DeviceA] vlan 23

[DeviceA-vlan3] port GigabitEthernet 1/0/1 GigabitEthernet 2/0/1
[DeviceA-vlan3] quit

@ fi&E VLAN 80 3,388 MAD IP st .

[DeviceA] interface vlan-interface 3

[DeviceA-Vlan-interface3] mad bid enable

[DeviceA-Vlan-interface3] mad ip address 192.168.2.1 24 member 1
[DeviceA-Vlan-interface3] mad ip address 192.168.2.2 24 member 2
[DeviceA-Vlan-interface3] quit

H M B 6-4 FTR 3 BFD MAD 8% .
® [} BFD MAD #14: sl ShE B % , B LLFE GigabitEthernet 1/0/1 #1 GigabitEthernet
2/0/1 b E 4 i il .

[Sysname] interface GigabitEthernet 1/0/1
[Sysname-GigabitEthernet-1/0/1] undo stp enable
[Sysname-GigabitEthernet-1/0/1] quit

[Sysname] interface GigabitEthernet 2/0/1
[Sysname-GigabitEthernet-2/0/1] undo stp enable



=REA—IPLFRERS

7.1 1P Hsht 5 IP PEGE SL RYAC B §5 S

7.1.1 Pt RBREERES

WREMBNEOTUREESA IP sk, b —4 % IP #oht, AWM IP Maht, —
BERET, A BEORERE 4 1P toht AEALEREL FTHEREM IP foht.

1. 8

M 2w (9 R4 47 T TP sk 69 R0 40, BRI e 9 EALA BIR T 24 F ML HZ 8L E
4 W4 VLAN, Fi A £HL388 FRl— VLAN, % T L5 R M b py il £H0E S,
R 4% 45 T B3 T 0 T 4 1 45 84T TP b hE R B B ST A MUY BR OE B 45 L 1R B L AR E A2
et 55 41 B P 43 1

2, AMEA

B 7-1fraRk IP S R RR B A A

172.16.1.0/24 Host B Switch
Vlan-int 1
172.16.1.2/24 172.16.1.1/24
172.16.2.1/24 sub
|
|
172.16.2.2/24
Host A
172.16.2.0/24

B 7-1 TP sthb g %) A B 4 R P

3. BEEXK
@ 7-1 s, B i EISMR T 2 4~F®M. 172.16.1,0/24 #1172, 16, 2,0/24,
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-

-
(@)

H3C AR R B R B35 S

FORXPAM B EVLER AT LGB 2 LS4 M LS, EX MBS s
HiE.

4. EETERNERE

xf ERTEK, NP Switch ) VLAN DO 1 FHERE—4 IP #ak, W RE —34H
EVREHE T Switch SHMBMGEMHENE . X T RN KA VLA E 88 Switch 34
] Sh M4 FERCE VLAN DO 1M IP shht., I TR MEB P EHLES 58, 5
M B VLA T EH Switch B AR,

() BE8 VLAN£#0O 1 E 1P #ht fIM 1P #hfik,

< Switch> system-view

[Switch] interface vlan-interface 1

[Switch-Vlan-interfacel] ip address 172.16.1.1 255.255.255.0
[Switch-Vlan-interfacel] ip address 172.16.2.1 255.255.255.0 sub
[Switch-Vlan interfacel] return

172.16.1.0/24 MBth i EHL L ECEM KK 172,16, 1. 1; 172,16, 2, 0/24 W By 3

PLERCEMEN 172.16.2. 1,
(2) {# ping fr 4 KM Switch 5R%% 172, 16. 1. 0/24 M VL EHE .

<ZSwitch™> ping 172.16.1.2
PING 172.16.1.2: 56 data bytes, press Ctrl_C to break
Reply from 172.16.1.2: bytes=56 Sequence=1 ttl=255 time=25 ms
Reply from 172.16.1.2: bytes=56 Sequence=2 tt]=255 time=27 ms
Reply from 172.16.1.2: bytes=56 Sequence=3 ttl= 255 time=26 ms
Reply from 172.16.1.2: bytes=56 Sequence=4 t1]=255 time=26 ms
Reply from 172.16.1.2: bytes=56 Sequence=5 tt]=255 time=26 ms
---172.16.1.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 25/26/27 ms

R B R Switch SR 172.16.1.0/24 P EVLAT LA EE .,
(3) fH ping fr &4 W Switch 54 172, 16. 2. 0/24 R EHLAYEEYE.

< Switch™ ping 172.16.2.2

PING 172.16.2.2: 56 data bytes, press Ctrl_C to break
Reply from 172.16.2.2: bytes=56 Sequence=1 1t]=255 time=25 ms
Reply from 172.16.2.2: bytes=56 Sequence=2 ttl= 255 time=26 ms
Reply from 172.16.2.2: bytes=56 Sequence=3 ttl=255 time=26 ms
Reply from 172.16.2.2: bytes=56 Sequence=4 tt]=255 time=26 ms
Reply from 172.16.2.2: bytes="56 Sequence=5 ttl=255 time=26 ms

---172.16.2.2 ping statistics - -
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 25/25/26 ms

BR{EBEMR Switch 5% 172, 16. 2. 0/24 N FEHLOTLIH A,
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(4) {1 ping A KM FI4E 172.16. 1. 0/24 FIRLE 172, 16.2.0/24 Py EHLH9 @ H .
7E Host A 7] L ping i Host B,

BR: ~MROAEA AP, HRENHEIP RS ALERA L IP i,

LS4 o# A E AiBid BOOTP.DHCP # X I IP it 5, 0 R H L a4 o i A
IP 34k,

Fl— 4k 0 6 & A TP Ho bk ST A4 ) — B B 12 R )4k 1 2 14 89 TP ek R T A8 Bl — R A&,
7.1.2 IPHgERBEEES

SE R SCRAR AR B E A M. R B H IP duhk P K S B FE
BARENENMNES  FNSBFERY 1. RIAEA T . XHRILEFEHET BRI ®RE
TWEIFFRE R BIRXEBRA S EM] HHR L.

WOL D ERR T 32 S VLB 2 o] )~ & D RE, PCL Ao U8 % B 4 th 78 22 £ 3§ WOL ZhfE.

1. ¥%&

MARKMMNEEZEEE LT Internet, IT P IR TiZFE MR Wake On LAN
(WOL)ZheE, HEatm B e, A7 R Tal @ ##id Internet % A EH, W
BEBANTFEANKRE ERBEm IR, LRI BRI R Em ) #%H1 3.

2. AME

-2 Fim R E W R Em T B CEMAE.,

Vian-int 3 Vlan-int 2 Vlan-int 2

111724 1112724 022224 222124

Host Switch A Switch B

B7-2 FEWRER R SCHNE

e

3. BEEEK

NP 7-2 fif 7R, Host #4938 O 1 Switch A ) VLAN #:01 3 4bF R — 4 MEB (1. 1. 1. 0/24),
Switch A # VLAN £:00 2 1 Switch B# VLAN 8:0 2 b F R —1MEL(2.2.2.0/24),
Host AR BHBRIAR X% Switch A ) VLAN £ 0 3 iy#iht(1.1. 1. 2/24),Switch B i ®
75 B (78 Host 55 Switch B 2Z A Bl ik, BEORA B ) #HTh B Host R M &
(] ) #& SC F)5k Switch B 5 VLAN #:0 2,

4. MESERANBRE

A & ) hEE, 0T TR .

(1) F2® Switch A,

O Be B i Switch A BUE E R R,

<ZSwitchA>> system-view
[SwitchA] ip forward-broadcast

@ fil& VLAN 2 f1 VLAN 3,

[SwitchA] Vlan 2
[SwitchA-Vlan2] quit

'y

L %
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[SwitchA] Vlan 3
[SwitchA-Vlan3] quit

@ EE VLANEO 3 M VLAN 0 2 # IP #ih).

[SwitchA] interface vlan-interface 3
[SwitchA-Vlan-interface3] ip address 1.1.1.2 24
[SwitchA-Vlan-interface3] quit

[SwitchA] interface vlan-interface 2
[SwitchA-Vlan-interfaceZ] ip address 2.2.2.2 24

@ BCE AW VLAN 80 2 8 &5 ) #i| 3.

[SwitchA-Vlan-interface2] ip forward-broadcast

(2) F2'® Switch B,
@ BB 715 Switch BEWE MBI HR .

< SwitchB>> system-view
[SwitchB] ip forward-broadcast

@ @8 VLAN 2,

[SwitchB] Vlan 2
[SwitchB-Vlan2] quit

@ At B Switch B 8] Host HIiBAKH.
[SwitchB] ip route-static 1.1.1.1 24 2.2.2.2
@ BeE VLAN 8:0 2 1% 1P stk .

[SwitchB] interface vian-interface 2
[SwitchB-Vlan-interface2] ip address 2.2.2.1 24

B & 5¢LAJS » 7 Host I ping Switch A ) VLAN # (1 2 7 7 [ ™ B | #§ 3y ik
(2.2.2.255)8¢,Switch B# VLAN #00 2 7] Ld B4R . BUH HEAEfT—4 ip forward-
broadcast M . Switch B # VLAN #: 11 2 #iA BB Z M 3.

BER: AABOHEEZONHT BRI, pRRET ACLAM MAHL S BRLY
Flatif G Eatih L abfrid i, R4 ACL AN SRR EF, AHANS ACL 1l &)
AL,

4o R £ Fl—4¢ 0 F & £ #47 ip forward-broadcast acl 44,0 G @ E E ¢ ACL £ & £ L
WEEW ACL; wR ERE NS A FR¥ acl acl-number, B vAFT AL E ¥+ 9 ACL LI 34 50 .

7.2 ARP MR EIES

7.2.1 ARPEFIIHEABEERS

RIAEHR F.124 L ARP £ Z{krf £ 20min, ARP MEhA%¥ 3,849 VLAN §
BEOTH ARP SR BB A RS, 7T LUE i 7232 8 bl 5 ARP 92 8, 15 B0 16 M 451
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HFWEHK.

1, =

MAFKZBYIERMEBHME, BELHEFAL L ARP £, EREEFHP
B EER L RE L ARP Z#HITSHHE . ARk ARPENEN.,

2. AMA

x.
3. BESER

WEAZBRILB A ARP X5 £ 46648 % 10min,

B E# 1 Vlan-interface 10 LB I3 857 ARP EWM M K%k 1000,

Wehn— &K A ARP £5, 1P Hbhl & 192. 168. 1. 1/24, X Ki 9 MAC # i1t 25 000f-
€201-0000, F X5 Xt i A9 14 %% O % J& T VLAN 10 B % 1 GigabitEthernet 1/0/10,

Win—4%E#S ARP 30, IP s ik 2% 192. 168. 1. 2/24, Xf i 8 MAC # 41 % 000{-
€201-0001,

4. BRESEMBE

(1) REZHBRYLMEES ARP 204 &Z4L6t 6 % 10min,

[Switchj arp timer aging 10
(2) ®® O Vian-interface 10 A LI sh78 ARP REM & FA¥0 1000,

[Switch] vlan 10

[Switch-vlan10] quit
[Switch-GigabitEthernet1/0,/10] port access vlan 10
[Switch-GigabitEthernet1/0/10] quit

[Switch] interface vlan-interface 10
[Switch-vlan-interfacel0] arp max-learning-num 1000
[Switch-vlan-interfacel0] quit

(3) Win—& K #E ARP £,

[Switch] arp static 192.168.1.1 000{-e201-0000 10 GigabitEthernet 1/0/10

(4) Hfn— &S ARP R,

[Switch] arp static 192.168.1.2 000f-e201-0001

BT: WEARPAFAARE EF IR —AH A, B &6 ARP RAM B 6

VLAN & VLAN # o sk, o X 2 k45 ARP AR N ARG, XL C2RBITHEH
A ARP AR E L A RBATRE.

7.2.2 RE ARPHAREIES

Xt F B A BC B BRIA WG T ST 0L A A 0 4% o 6 T B DL SC BLE 4R PSRRI IR THE
Pl ARP #R&MH A C K MAC Meht 5 BAR it LA TP do bk 3f SH B LB AT RI 2.
WE ARP#EREN - TREM ENAER —-MBARER —-WRME LS — & EH,
A2 EEENH AL RE ARP MR ST L EEZFR . H— 6 EWNEID—F
YL ARP HIR#HITRIE .



5102, HICKHARZBIADREES
“\‘::/ ‘Ii A AR L AR T STyt e AT 8 A bl A i 1t

1. ¥&

M 23 B Bk %5 81T EHLAER —4 VLAN N, BF A 0089 B4 B0 S BRI WL, Bk %5
BT 4R R N R 5 B 1) (b F Ak 459 0T 1R — M BE{ELR 6] VLAND i f 473845, 1
EVEE SIS ZE— R LRI R i 2k s I ) 8, (R, 458
AT ER E/CE ARP R MR ESR,

2, HMME
A 7-3 /R A0 ARP St RUECE 40 R
Host A Host B
192.168.10.100/16
0000.0c94,36aa
Subnet A
Wlan-int |
192.168.10.99/24
@Swilch
Wlan-int 2
192.168.20.99/24
Subnet B |
192.168.20.200/16 h
0000.0¢94.36dd
Host C Host D
B 7-3 {RE ARP SR B 41 W A
3. REEXR

e 7-3 fiN, B R S AL EATE ARP, R IR AR —MEBARF VLAN # EHLER
T ERCE R AT L N BB B AE LS .

Host A #l Host D B2 & R [F-— M B # 4L (Host A 49 TP Akt 2 192. 168. 10. 100/16,
Host D f TP #hik £ 192. 168. 20, 200/16) , fHE # ¥ % Switch 5+ P4 A [F ) F B (Host
A JBF VLAN 1,Host D J& F VLAN 2), Host A #l Host D 34 Bt B 2IAM X, BREH
% Switch 3R ARP ZhiE, i 4L £ B~ F MY Host A fl Host D RE HE .

4. BRESEMRRE

(1) fi2® VLAN 1808 TP #hik, JFFF AU ARP ZhfE.

< Switch™ system-view

[Switch] interface vlan-interface 1

[Switch-Vlan-interfacel] ip address 192.168.10.99 255.255.255.0
[Switch-Vlan-interfacel] proxy-arp enable
[Switch-Vlan-interfacel] quit

(2) B8 VLAN 2 8:O @9 IP #uhik , 3R FF RS 1838 ARP BhfE.

[Switch] -interface vlan-interface 2

[Switch-Vlan-interface2] ip address 192.168.20.99 255.255.255.0
[Switch-Vlan-interface2] proxy-arp enable
[Switch-Vlan-interface2] quit
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7.2.3 wmORMBMNAEMNKE ARP ABREES

A fLER ARP A LAFEF 3 3 AL T 3Bl EHLZ 1) B9 = R H 5l .

(1) MEEFEE EYL4 0 EEDF— VLAN AR —ZRERIT.

(2) {#8E Super VLAN TifiB)5 . A 2 5@ M 4B T AR Sub VLAN,

(3) fHEE Isolate-user-VLAN ThEE 5 MM E 5@ ¥ X HLB T AR M Secondary VLAN,

1. &=

M 2 EW & 381150 AW S5 B 288 AT M R 55 22 AL TR — & 32U
] —4~ VLAN W, (B 5585 Z [H B0 B T o L R B (R IR 28 Z RIAREIE (G . Bk % 1
TR YRS BEER TSR AL RBARNREAE AENSRIL L EEER. TEI LR
P e i 8 EREATIAE S PR . AR A R 51 AT DARE BB A iU E ARP i b 38 i i s 28 (0] £

2, HME

B 7-4 B R O R B R AR E ARP BLRIRC B AR A,

Swiich A

GE 1102

VLAN 2

WVlan-int 2
192.168.10.100/16

GE 1/0/1

‘ GE 11072 GE 1/073 ’
Host A Switch B Host B
192.168.10.99/16 192.168.10.200/16

P 7-4 3 OB BN A A M AU TR ARP SR RUAC B R

3. BEEKR

mE 74 iR, EEABELREAMAHE ARP, B FAMM U REEG A AEELEMN
[N N4 S =

Host A 1 Host B J&8 F A — 4~ VLAN, 251 5% % Switch B B4 O GigabitEthernet
1/0/2 #l GigabitEthernet 1/0/3 #Hi% .

¥ 4% Switch B #i #f #% 0 GigabitEthernet 1/0/1 ¥ 0 5 Switch A #Hi%.

Pk — 2R B BB 1 GigabitEthernet 1/0/2 1 GigabitEthernet 1/0/3 8B — 2 H il .

4, BREIRMNEBE

(1) A& Switch B f93%% 0 GigabitEthernet 1/0/1.GigabitEthernet 1/0/2, GigabitEthernet
1/0/3 & F VLAN 2,

< SwitchB> system-view

[SwitchB] vlan 2

[SwitchB-vlan2] port GigabitEthernet 1/0/1
[SwitchB-vlan2] port GigabitEthernet 1/0/2
| SwitchB-vlan2] port GigabitEthernet 1/0/3
[SwitchB-vlan2] quit
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(2) B¢E Switch B 3% O GigabitEthernet 1/0/2 GigabitEthernet 1/0/3 Bg%5 .

[SwitchB] interface GigabitEthernet 1/0/2
[SwitchB-GigabitEthernet1/0/2] port-isolate enable
[SwitchB-GigabitEthernet1/0/2] quit

[SwitchB] interface GigabitEthernet 1/0/3
[SwitchB-GigabitEthernet1/0/3] port-isolate enable
[SwitchB-GigabitEthernetl1/0/3] quit

(3) FicE Switch A VLAN 0 2 89 1P 3k,

[SwitchA] vlan 2

[SwitchA-vlan2] port GigabitEthernet 1/0/2

[SwitchA-vlan2] quit

[SwitchA] interface vlan-interface 2

[SwitchA-Vlan-interface2] ip address 192.168.10.100 255.255.0.0

(4) BB A #{CHE ARP, 3B Host A fil Host BZ B =EHif,

[SwitchA-Vlan-interface2] local-proxy-arp enable
[SwitchA-Vlan-interface2] quit

7.2.4 ARP Detection AR A BIES

il it A2 ® ARP Detection T, A AR FAE M/ H ARP CHITER KR, EFAEE
ARP 8 3¢, T B k05 B B P b B M B .

1. B8

M AR EHITEMFERAT DHCP B e A4 bk, M@ A ER . HEEIT
BRI EBLEHIIME PR EEY P THE FEMBRERNXEH ARP,ER B N & % K
#t ARPH RIS, IT 443 1@ A B UL E, 8 n ARP Detection #¢# ., 3K
%k ARP iz k.

2. ARE

& 7-5 Ff 7% ARP Detection S %I fip 5 41 R B

DHCP Server

VLAN 10
DHCP Snooping | GE 2/0/L_—

DHCP Client
Host B

DHCP Cliemt
Host A

B 7-5 ARP Detection # &) &7 & 41 R A
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3. REEK

(1) Switch & DHCP Snooping # %, 7f VLAN 10 $4J3 | ARP Detection I §§, 5
DHCP & P o #E AT R  RUER A P AT I IE B 5 230, W EFE.

(2) Host A Fl Host B 2 DHCP & ¥ .

4. EENENME

(1) B2 DHCP IR % 28 (B8),

(2) B#E Host A f1 Host Bifii DHCP A KB 1P #bhk (88) .

(3) A2 'E Switch 3y DHCP Snooping % .

@ E# Switch Fr & % 08 T VLAN 10(8%),

@ Bt ® DHCP Snooping ThgE.

< Switch™> system-view

[Switch] dhep-snooping

[Switch] interface GigabitEthernet 2/0/1
[Switch-GigabitEthernet2,/0/1] dhcp-snooping trust
[Switch-GigabitEthernet2/0/1] quit

® ACLE ARP Detection £t 3 LURER AN EFERS, LR ORENFERS,
T DR FFRGABRCE .

[Switch] vlan 10

[Switch-vlan10] arp detection enable

[Switch-vlan10] quit

[Switch] interface GigabitEthernet 2/0/1

[Switch-GigabitEthernet2/0/1] arp detection trust
[Switch-GigabitEthernet2/0/1] quit

@ mEMCABERE.

[Switch] arp detection validate dst-mac ip src-mac

® MR ARP 3 F% P, 3K 150pps.

[Switch] interface GigabitEthernet 2/0/2
[Switch-GigabitEtherne12/0/2] arp rate-limit rate 150 drop
[Switch-GigabitEthernet2/0/2] quit

[Switch] interface gigabitethernet 2/0/3
[Switch-GigabitEtherne12/0/3] arp rate-limit rate 150 drop
[Switch-GigabitEthernet2/0/3] quit

#7: ARP Detection €14 3 Ashék: A P &k E ARP XA # Mk & ARP R
b T UE:

R REET TRIAXMEEIR, LRETAPSERAETHE, BLARITRLA
HEAF REHTAPPAxEEE.
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HCAMZ AR R R BIES

7.3 DHCP 1Ry E¢ B $5 S

7.3.1 DHCPRESS#SHEMN MR EIES

FUK P B EEA 1P bk, o7 LUGE 6 % 7P 56 69 MAC Hehk 5 TP #bhk 9852 40
RPLH. HBEA L MAC #hht 89 % 5 3 B3 1P Mt of, DHCP | % 25 K R 98 & 7 o 8
MAC s ht #5838 3 X5 07 i TP s bk , I 5HBL 4 7 P

1. 8

M A %) % A DHCP shA 4> Eo ik , (020 7] 2 2 58 W AT EP AL, SO/ IR 95 28 R F sh A
hk5rBE, A AT BE S ZE AT EDAL L AR 45 28 T 0 B 43 A M ik 2R A AR Ak 4 ok 4R HE 3 AR AR, BRI AT X
KRS E AL A RO AR B AR R 69 B 2 1P sk, W4 % 7 51 7T L4 DHCP
Server Y Bt 8 # A Mo bk 4852 , FTERML SO IR S5 B8 R 5 — P EC A S b ik

2. AME

B 7-6 Bz~ b DHCP it 95 25 89 725 90 5 Hb ik S0 78 A 5 280 R I

Client
Vlan-int 2
@10_|_|.|2m25 HJ.I.l.]f.’.S@
Gateway A Switch A
10.1.1,2/25 DHCP Server
Vlan-int 2
DNS Server Switch B
o Client

[ 7-6  DHCP Ji % 25 i 28 95 i #b ik 4 % A 25 £ ) /8

3. BREFEXR

B 7-6 B/~ > Switch B #E 25 DHCP % P i, W DHCP R 45 28 Switch A JREUE 25455
9 TP Hiht |38 4% AR 55 4% R0 O b ik 545 8

4. EESENER

(1) EEEHDH IP Hihtk.

< SwitchA™> system view

[SwitchA] interface vlan-interface 2

[SwitchA-Vlan-interface2] ip address 10.1.1.1 25
[SwitchA-Vlan-interface2] quit

(2) {fige DHCP iR % .
[SwitchA] dhcp enable

(3) A& DHCP #ihik i 0, R @ ASE Jr X S Ac TP Mok .

[SwitchA] dhcp server ip-pool 0
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[SwitchA-dhep-pool-0] static-bind ip-address 10.1.1.5

[SwitchA-dhcp-pool-0] static-bind mac-address 000{-e200-0002

[SwitchA-dhcp-pool-0] dns-list 10.1.1.2

[SwitchA-dhcp-pool-0] gateway-list 10.1.1.126

[SwitchA-dhep -pool-0] quit

Bon: BAHGAGIP i R4k 2 DHCP R B4 v IP bt , T 0 & F3 1P sbakib
E,BMFEEAEP HFLEEFHERI IP ik,

BA— /AN DHCP st A4k E — A HAHL, TUA TPt 5 MAC dbat é 52,
LTAR Pt 5% P i IDOA TR—AFR—AE P #6,4~160 N FHOFHFIMHHRE,

HAERETHAEFHID,. 25 A4% F %5 P #%if it display dhep client verbose 4~ 2
MEFHID —H, TN, PSR ERDERIP M,

7.3.2 DHCP RF{BHES BN ABEEES

A0 DHCP shasrBisht . wTRA A3 P Ad b bt ,

1. &

MZARNL SR BEBERZ, FANBSHtrEFXCEREHEHP HE.SHY
FR , 2445 38 BT LLE i B2 B DHCP R shA4 43 Fic thhk , @) 660 3 i A B A X 2 BT R AL .

2. AFE

B 7-7 AR g DHCP fIRt 45 2% 8 75 43 B0 b bk 34 R g ¥ 20 M B

Client WINS Server Client Client

10.1.1.4/25| Vlan-int | Vlan-int 2

1(J_|_|_B@n_1_|.12w25 '”-‘-‘-354@

s Switch A Gateway
Ciateway A s jateway B
AR 10.1.1.2725 DHCP Server

10.1.1.126/25

Vlan-int 1]

Switch B

i Client Client
Client Clien ien

NS Server

[ 7-7 DHCP fi 45 5% 3h 75 4 e bk 1 2 AC B 20 Y B

3. BREER

mE 7-7 FiR . &P R ACE DHCP 3754 At #b bt , R AR 38 % SR B & DHCP fit 45 8% 4
F B8 RIEAM N DHCP {# F &K .

4. BREZTEMBE

(1) {#it DHCP R % .

[SwitchA] dhep enable
(2) BBEARS 5 H 4R A IP Hhk (DNS IR % 2% . WINS fR 5 25 f R C s hb) .

[SwitchA] dhcp server forbidden-ip 10.1.1.2
[SwitchA] dhep server forbidden-ip 10.1.1.4
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[SwitchA] dhcp server forbidden-ip 10.1.1.126
[SwitchA] dhcp server forbidden-ip 10.1.1.254

(3) WCE OO AR 55 2840 W0 oh i

[SwitchA] dhep server detect

(4) BC DHCP bbb 0 937 B ¥ Gt hik 3 75 Bl .DNS IR &5 28 i 4ib) .

[SwitchA] dhep server ip-pool 0

[SwitchA-dhcp-pool-0] network 10.1.1.0 mask 255.255.255.0
[SwitchA-dhep-pool-0] domain-name aabbce. com
[SwitchA-dhcp-pool-0] dns-list 10.1.1.2
[SwitchA-dhep-pool-0] quit

(5) ALE DHCP Huhik#b 1 9 )& ¥ Oty ik o 75 B L I 3¢ . WINS JR 45 28 bl | b ik 76
mm)o

[SwitchA] dhep server ip-pool 1

[SwitchA-dhep-pool-1] network 10.1.1.0 mask 255.255.255.128
[SwitchA-dhcp-pool-1] gateway-list 10.1.1.126
[SwitchA-dhep-pool-1] expired day 10 hour 12
[SwitchA-dhep-pool-1] nbns-list 10.1.1.4

[SwitchA-dhcp-pool-1] quit

(6) B DHCP sk 2 & J& 1 (b o 15 B ot dak B FH BT BR LR 36D

[SwitchA] dhep server ip-pool 2

[SwitchA-dhep-pool-2] network 10.1.1.128 mask 255.255.255.128

[SwitchA-dhep-pool-2] expired day 5 ,

[SwitchA-dhep-pool-2] gateway-list 10.1.1.254

[SwitchA-dhcp-pool-2] quit

FRRF /R IBESS, Switch A iE7 A DHCP [REBHELE. BFESER
DHCP k% #%. BHATENREAE AR DHCP 5528 . X Switch A KB 4
M HAth DHCP fR % 2587, &ic R M TR B HFER.

< SwitchA>>

% Apr 30 08:07:51:896 2000 H3C DHCPS/4/DHCPS_Local_Server:

Local DHCP server information: Server IP (detected by DHCP server) =

10.1.1.5, DHCP server interface = Vlan-interfacel

Source client information: DHCP message type = DHCPREQUEST, DHCP
client hardware address = 000{-e200-000b

HR: 2R DHCP M4 B e9sb oo ¥ R A R B e TH ey IP ik, MR H B L kA
EPRaEAL BEFBRLW LR P IP I SERALE P #H, WAELRH P, 2N
VLAN# o 1 P IPu@E a8 A28 122 4 A VLAN 2o 2 ¢35 IP s it
HE P A EMIT 124 4,

DHCP R4 BEL5E P % AR —MEGHA T, 2 RBF BB FARET dhep
select server global-pool subaddress #4-, % % DHCP R4 E A % P 5% 5 8 [P 3 bk o, M
EMFBRo(B5EPFHMEHNB )N TP ER — MR MG PRFNu5RL
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®7E ZREA__PIsERES ()7

BEP#, WwRBOFSAMNIPHIE, MAE —AM P FriR A EER, 0 IR F B A
Lo IPHREARN—RAESEIEEPRERHSELEP &,

7.3.3 DHCPh#xsa R EIES

i F7E TP ik shZASRBGST B bR T % 7 A & 2% 48 30, W ik DHCP H3& F F DHCP %
PSR FLE FRI—AFRAKER. AR Ta5FNRE. TEAEMENE LBEE—
& DHCP R %5 28, X BREMAZ YA, DHCP fhaksheeMu TiX — A 8. FM A% P
AT L3 F DHCP #4k 5 H {7 R A9 DHCP R % 283815 , B AR 1P bk . S, B M4
L& DHCP & Pimnal LI Rl — & DHCP [R% 2% . BE W49 T LA, NEF#Hi7EPEH,

1. &

M 2\ 5] R4 %143 T 4 VLAN, B4 VLAN XA FEE#],  FBEANME LA —
£ DHCP fR% 8%, MK S M A HEAE DHCP 14 € R IiE AR VLAN (% P o i [ —
HREESBECHNE .

2. AFAE

B 7-8 fif 7R DHCP sk gt AU B 2 RO A .

DHCP Client DHCP Client

N

Vian-int 1 Vlan-int 2

10.10.1.1/24 10.1.1.2/24
Switch A 10.1.1.1V24 gyiich B

DHCP Relay DHCP Server
Host A DHCP Ciient

1P:10.10.1.5/24
MAC:0001-0010-0001

B 7-8 DHCP b 4k ft 5 i B 4 ™0 &

3. BEER

e 7-8 frk, B P 5 E oL DHCP S8k Th ik, )R 30 & P 3 T LA sh 745 43 Bc st bk , [R] &
MEFH A RS 5ahA k4B, 46 B 5E 89 A s ik, [F e FF i3 DHCP o 8% 3 ik 3% T
e, o EE 1P #uhk B 2 fE o DHCP BB & 28 3K Bt 1P bk 69 FH 7 15 150 ™0 4% , B Ik
% PR A BB TP Mt i (E) R 4% .

4, BMELEMBR

(1) f#ifie DHCP fR % .

<< SwitchA>> system-view
[SwitchA] dhcp enable

(2) B2'E VLAN $#0 1 T4E7E DHCP 4k,

[SwitchA] interface vlan-interface 1
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[SwitchA-Vlan-interfacel] ip address 10.10.1.1 24
[SwitchA-Vlan-interfacel] dhep select relay
[SwitchA-Vlan-interfacel] quit

(3) AL DHCP R %5 28 fsb ik . A ACE VLAN $:0 1 Xf 5 DHCP R 8841 1,

[SwitchA] dhcp relay server-group 1 ip 10.1.1.1
[SwitchA] interface vlan-interface 1
[SwitchA-Vlan-interfacel] dhcp relay server-select 1
[SwitchA-Vlan-interfacel] quit

(4) 7E DHCP 4k I 5 Host A BB — ¥ 75 F / #ofk W, IP H#zht 2% 10. 10. 1. 5/
" 24,MAC Hhk 3 0001-0010-0001,

[SwitchA] dhcp relay security static 10.10.1.5 0001-0010-0001

(5) FFj3 DHCP f 4k i ht ICBEC K B ShEE .

[SwitchA] interface Vlan-interface 1

[SwitchA-Vlan-interfacel ] dhep relay address-check enable

[SwitchA-Vlan interfacel] quit

#R: DHCP ¥4 5 DHCP R A B2 B LA AB B TA,

DHCP w4yt i te E 4k 5 DHCP v B LB R R A £ & . P R EIATT
dhep relay address-check enable 6r4-, 32k IE fe b F st Tl 2 %, R E &£ § DHCP
P gk 8y S fk 2h ik, ek fE DHCP. Be E 42 0 T4 £ DHCP @ X ¥,

7.3.4 DHCP Snooping 81 B E B &

DHCP Snooping i8 i P fh B 33818 H ' W DHCP Server 3£ B/ 1P #b bk F1 /P&
MAC #iiik{E 8 . W DHCP-ACK R x f1lsr DHCP-REQUEST g 3.

1. #%F .

M AR RGARFFEIEERAP EEEMEPHOEL. B TR EE, MEEHR
wEICRA P EREET K TP bt 55 8 . 88 iA P A DHCP Server 4K B 1P 3 4k #1 F
P EHLAY MAC bk 4 X 37 % % , 7] LA f 77 Jf DHCP Snooping X 558,

2. HMEA

B 7-9 fif 7~ 3 DHCP Snooping $i A B B 41 M H .

Switch A
DHCP Server

GE 1/0/1 Switch B

DHCP Snooping

DHCP Client DHCP Client
B 7-9 DHCP Snooping # %I i 8 41 (K
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3. BRE®RK

nfE 7-9 PR, B H Bt FF J5 DHCP Snooping THEE, BE{RIFE P 8 A BB 5 58 2%
Bk, dick DHCP Z /35 IP #uht 5 MAC Hisik g9xF R 6 R .

4. EECENEE

(1) flifilt DHCP Snooping THE.

< SwitchB>> system-view
{SwitchB] dhep-snooping

(2) B2 & GigabitEthernet 1/0/.1 WOREERD.,

[SwitchB] interface GigabitEthernet 1/0/1
[SwitchB-GigabitEthernet1/0/1] dhcp-snooping trust
[SwitchB-GigabitEthernet1/0/1] quit

(3) % O GigabitEthernet 1/0/2 A & DHCP Snooping ¥ {% Option 82 IhE.

[SwitchB] interface GigabitEthernet 1/0/2
[SwitchB-GigabitEthernet1/0/2] dhep-snooping information enable

(4) ¥ O GigabitEthernet 1/0/2 B¢ % Option 82 A verbose #& &, #HfTHH7E .

[SwitchB-GigabitEthernetl/0/2] dhcp-snooping information format verbose node-identifier sysname
[SwitchB-GigabitEthernet1/0/2] quit

(5) ¥ O GigabitEthernet 1/0/3 F B2 E DHCP Snooping ¥ #f Option 82 ZhEE,

[SwitchB] interface GigabitEthernet1/0/3
[SwitchB-GigabitEthernet1/0/3] dhcp-snooping information enable

(6) fF35 0 GigabitEthernet 1/0/3 FFE2E Option 82 LA verbose # A HfTH .
[SwitchB-GigabitEthernet1/0/3] dhcp-snooping information format verbose node-identifier sysname

BT #8244 TDHCP A 75 DHCP R4 2% DHCP % 3% 5 DHCP 4 =
i@ 8f , DHCP Snooping it B E &+ ik % T 4; %445 F DHCP R £ 85 DHCP ¢4
Z_jd) 8t ,DHCP Snooping e B £ & R e £ % T4k,

4% 4 DHCP Snooping sh 4t #9i% &, R ek 4 % DHCP R 4 & # DHCP v 4.

4T DHCP £ P # kM4 DHCP R E B H R IP ik, M5 5 67 DHCP R
$BhREMFoREAEER o, RENEEH oL DHCP & F siaif 69 3% o &L £ F
— A4 VLAN A3,

7.3.5 DHCP Snooping 3 #f Option 82 BRI R B 5 &

DHCP Snooping ¥ % i 51 7 DHCP #§ 3R 4% 3¢ vh 8 i Option 82 330 , 4§ DHCP & P ¥w
BIf B S B E VR DHCP IR% 85, \Ti{#i43 DHCP IR& 28 8E h VLB & E &) 1P Hodik
MHEABRESE, LN E RS REER.
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1. ¥8&

M 2 @)k % 3AE AT 192, 168. 0. 0/24 MR BL, St & 3 M HAE. B R A LGl A
# Option 82 AV N HAELIRAREEKb4L, Bt 4 DHCP RS2 Ll RE 8
AVBROMBARERHEGFL.

2, AME
7-10 fir7R 28 DHCP Snooping ¥ ¥ Option 82 $i1 %4 &g & 4 I [ .
DHCP Server
192.168.10.1/24
Switch A R
DHCP Snooping GE 1/0/4
GE 1/0/]_><% GE 1/0/3
A 7-10 DHCP Snooping 3 Option 82 #u & At § 4 &
3. RE®ER

i 7-10 FrR, B A EEEE 3 /4 Group 1.Group 2 #1 Group 3, 84~/ 4L
[B]— ¥ B P4 7 [R] b ht 3 #buhk , 48 Group 1.Group 2.Group 3 43 Bi43 Ao #bht B 192, 168, 10, 2~
192. 168. 10, 100,192, 168. 10. 101 ~192, 168, 10, 200,192, 168. 10. 201~192. 168. 10. 240,

WELMER,EEA Switch A F A2 E DHCP Snooping ¥ £ Option 82,

4 BEGEMEE

(1) {#iflt DHCP Snooping HfE.

<_SwitchA™> system-view
[SwitchA] dhep-snooping

(2) & GigabitEthernet 1/0/4 3§ O {54 0O .

[SwitchA] interface GigabitEthernet 1/0/4
[SwitchA-GigabitEthernetl/0/4] dhep-snooping trust
[SwitchA-GigabitEthernet1/0/4] quit

(3) E¥ O GigabitEthernet 1/0/1 At # DHCP Snooping 3§ Option 82 Mg, 3 &
# Option 82 MHLFE KA. & Normal,

[SwitchA] interface GigabitEthernet 1/0/1

[SwitchA-GigabitEthernet1/0/1] dhep-snooping information enable

[SwitchA-GigabitEthernet1/0/1] dhcp-snooping information format normal
[SwitchA-GigabitEthernet1/0/1] quit

(4) E¥ [ GigabitEthernet 1/0/2 | K¢ DHCP Snooping % # Option 82 T, } A2
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H Option 82 BHIF Xk Normal,

[SwitchA] interface GigabitEthernet 1/0/2
[SwitchA-GigabitEthernet1/0/2] dhep-snooping information enable
[SwitchA-GigabitEthernet1/0/2] dhcp-snooping information format normal
[SwitchA-GigabitEthernet1/0/2] quit

(5) {E%q [ GigabitEthernet 1/0/3 I"E¢ & DHCP Snooping ¥ # Option 82 ThE ., 3-Ag

B Option 82 B 75 K8 Normal,

[SwitchA] interface GigabitEthernet 1/0/3
[SwitchA-GigabitEtherne11/0/3] dhep-snooping information enable
[SwitchA-GigabitEthernet1/0/3] dhcp-snooping information format normal
[SwitchA-GigabitEthernet1/0/3] quit

BT RA %4 DHCP Snooping 34 £ % & ,DHCP Option 82 = & 4 4k 4 2,
DHCP Snooping Option 82 #§ #k i i 7 & % i DHCP Client # Snooping & & E{& A,

AR B AEAR PAEGAN,

DHCP Snooping Option 82 zj #t #54& B & £ DHCP Server g 82 % .

7.3.6 DHCPERHHBDNE TS
BRAMET MR AR AR E T, B8 EERFEE, B VR EDESRM

hER R SRR SR E EM .

1. =&
MATIMMEEERE rEFHEBH T EBTER GRS, B H R ] LLE 3 M 4%

#BLE N DHCP & F ¥, sh Aoy M4 & 0 il E B it .

2, AME
B 7-11 ff/~ iy DHCP B P i RIRC B4 M A,

DHCP Client  DHCP Client

Vlan-int 1 Vlan-int 2

10.10.1.1/24 10.1.1.2/24
@ Vlian-int 2 @

Switch A 1011124 gyitch B
DHCP Relay DHCP Server

Host A DHCP Client
1P:10.10.1.5/24
MAC:0001-0010-0001

B 7-11 DHCP % im0 RUNC B 4 N &

3. REER

mE 7-11 s, £8Pl EECE VLAN # 0 1583 DHCP a3k E IP #hit .
4 RESEIRE

(1) BlER#YL VLAN 1 #0O3f# A Vlan-interface 1 O HA .

13 ¢
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[SwitchB] interface Vlan-interface 1
(2) BLE Vlan-interface 1 #isf DHCP AR 4K 1P st .

[SwitchB-Vlan-interfacel] ip address dhep-alloe
[SwitchB-Vlan-interfacel] quit

. U REAF — &4 LF 8 & X DHCP & 5 %4 DHCP Snooping % ft . &
B T f& £ 3 4 & DHCP Snooping &% ,DHCP % f s# 4. T4k # if < %) IP bt

7.3.7 BpEERBRERES

HHRENEREERESRER M ARBEGFRITREXHHNIGE. AIRED
fEMIL T M4&RLE . T LB R & E T EH,

Al B EA TSR F,

(D AV ESRESHN, RES AL T UP REME D (MBI VLAN X 5
B DDA E AT DHCP HR K8 IP s hk B SRR B X 4R ENfS B (B, i
B {44 . TFTP IR % #6958 4% . TFTP MR % 2869 IP sbhk .DNS fg 55 25 1P #b bk 5545 8.

(2) IR HALN L M DHCP R 45 453K 3] 1P #uht R A0 B SCF & SHEEE M %
&£ TFTP #:R, A1 EM TFTP MEFMBSFMBEE M. MBRELAEHERBIHRXER, N
EEERBXHMNHERNTEEES.

1. ¥%

MABFEET —HABH, ZXHHHF LA BEFRBTEMEERR FHALRIM
HYRE. A FTRRERK. 24— 6FIRBHEKE. NEFHERATURAEESIEE
e, ERESRE R ASRBUFBATR B U RS E T84 L&atE .

2. AME

B 7-12 iRk AshEdE A P,

Switch A
DHCP Server TFTP Server

Vlan-int 2
192.168.1.42/24 192.168.1.40/24

Switch B Vlan-int 2

- 1 N ATl ]
DHCP Relay Agent |192.168.1.41/24 Switch C Vianintd

DHCP Relay Agent L192.168.1.43/24

Research Research

M7-12 HEIRBHAME
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3. BEEX

WE 712 Frs  REAR TFTRBE AT I TMEEIT, EHAR NN ZHI
3 538 o A [F] 9 9 26 1% 4 (R B VR S DHCP sh k) i A M4 .

Switch A 45 DHCP Server, 4 5l 2 i 5 S AW & 3 A9 L L4 B0 TP Hb Hk A1 3 fih B9 28
Al & 28,

FE#L EiEFT TFTPD32 %44 .4 % TFTP Server,

(1) T 6 M %k % K Switch B, Switch B [F]B#£ % DHCP 14k, il it VLAN #01
2 5 DHCP Server,TFTP Server #Hi% i 0f VLAN £:0 3 58208 F VLAY Switch D 1
Switch E##%. VLAN {20 3 9 IP #iht 2% 192. 168. 2. 1/24,

(2) Switch D 1 Switch E 435t VLAN #:10 3 5 DHCP 4k Switch B ##,

(3) BF % ¥ 6 R 3 1% 4 8 Switch C,Switch C @B DHCP #1 4k, il it VLAN #0
2 55 DHCP Server ., TFTP Server i, it VLAN ¥ 0 3 5% # 4 5 £ LK Switch F 1
Switch G #3#% ., VLAN #0 3 i IP #iht % 192. 168.3.1/24,

(4) Switch F 1 Switch G 431+ VLAN #01 3 5 DHCP 94k Switch C # .

5 T TR AL X 48 R A G0 2, (B 4% B B 5L BB o Telnet 7 B R W HE & IF
A — 5 B L RAE, AN EALAZHRILEST A SR B IhEE , 5 2 |ALE 3 fE H 33K
WACE M. BREXHEFBENTHE.

(1) #1358 DHCP 3KHU 1P #uhik .

(2) B3 Telnet R&2FTHEE.

(3) BIEAAHS.

(4) BeE g Telnet Jy R & F & &, WEHAITINE.

4. BRESEBORE

(1) DHCP Server iZ#% Switch A M H .

@ BiE VLAN£:0 2 ¥ IP #idk.

<ZSwitchA> system-view

[SwitchA] vlan 2

[SwitchA-vlan2] port GigabitEthernet 1/0/1

[SwitchA-vlanZ2] quit

[SwitchA] interface vlan-interface 2

[SwitchA-Vlan-interface2] ip address 192.168.1.42
[SwitchA-Vlan-interface2] quit

@ {#fE DHCP IR % .
[SwitchA] dhcp enable

@ B % DHCP #uht i market, i 5 ¥ sh & 2 Ac 192. 168. 2. 0/24 M B By ik , 3 48
% TFTP R4 25 .M bk fic & C -4 .

[SwitchA] dhcp server ip-pool market
[SwitchA-dhep-pool-market] network 192.168.2.0 24
[SwitchA-dhcp-pool-market] tftp ip-address 192.168.1.40
[SwitchA-dhep-pocl-market] gateway-list 182.168.2.1
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[SwitchA-dhcp-pool-market] bootfile-name market. cig
[SwitchA-dhcp-pool-market] quit

@ B2 % DHCP #iuhl i research, i BF & #3h 2540 B 192. 168. 3. 0/24 W B i) st bk, 3 46
& TFTP R % 2% . Wbk Fn i 8 304 .

[SwitchA] dhcp server ip-pool research
[SwitchA-dhcp-pool-research] network 192.168.3.0 24
[SwitchA-dhep-pool-research] tftp ip-address 192.168.1.40
[SwitchA-dhcp-pool-research] gateway-list 192.168.3.1
[SwitchA-dhcp-pool-research] bootfile-name research. cfg
[SwitchA-dhep-pool-research] quit

® BEE Pk DHCP Hdk i # S .

[SwitchA] ip route-static 192.168.2.0 24 192.168.1.41
[SwitchA] ip route-static 192.168.3.0 24 192.168.1.43
[SwitchA] quit

(2) DHCP 4% #%& Switch B JACE. .
@ KE VLAN#0O 2 f1 VLAN 0 3 i 1P shk.

< SwitchB> system-view

[SwitchB] vlan 2

[SwitchB-vlan2] port GigabitEthernet 1/0/3
[SwitchB-vlan2] quit

[SwitchB] interface vlan-interface 2
[SwitchB-Vlan-interfaceZ] ip address 192.168.1.41
[SwitchB—Vlan—interfaceZ] quit

(SwitchB] vlan 3

[SwitchB-vlan3] port GigabitEthernet 1/0/1
[SwitchB-vlan3] port GigabitEthernet 1/0/2
[SwitchB-vlan3] quit

[SwitchB] interface vlan-interface 3
[SwitchB-Vlan-interface3] ip address 192.168.2.1
[SwitchB-Vlan-interface3] quit

@ ffif DHCP R 5% .

[SwitchB] dhcp enable

@ A8 DHCP R 2 6yibht .

[SwitchB] dhcp relay server-group 1ip 192.168.1.42

@ ME VLAN £0 3 THE7 DHCP F 4R K.

[SwitchB] interface vlan-interface 3
[SwitchB-Vlan-interface3] dhep select relay

G ACE VLAN #0 3 x5 DHCP JRF484 1.

[SwitchB-Vlan-interface3] dhcp relay server-select 1
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(3) DHCP #1 4k % Switch C WAL HE .
© REEOK IP bk,

< SwitchC> system-view

[SwitchC] vlan 2

[SwitchC-vlan2] port GigabitEthernet 1/0/3
[SwitchC-vlan2] quit

[SwitchC] interface vlan-interface 2
[SwitchC-Vlan-interface2] ip address 192.168.1.43
[SwitchC-Vlan-interface2] quit

[SwitchC] vlan 3

[SwitchC-vlan3] port GigabitEthernet 1/0/1
[SwitchC-vlan3] port GigabitEthernet 1/0/2
[SwitchC-vlan3] quit

[SwitchC] interface vlan-interface 3
[SwitchC-Vlan-interface3] ip address 192.168.3.1
[SwitchC-Vlan-interface3] quit

@ f#igk DHCP R % .

[SwitchC] dhcp enable

@ EE DHCP R8sk,

[SwitchC] dhcp relay server-group 1 ip 192.168.1.42

@ ACE VLAN #1013 T/E7E DHCP gk,

[SwitchC] interface vlan-interface 3
[SwitchC-Vlan-interface3] dhcp select relay

G MH VLANEO 3 % DHCP R 45840 1.,

[SwitchC-Vlan-interface3] dhcp relay server-select 1

(4) B E F 4R TFTP Server,
@ #FEEVLE“D./TFTP Server” H % F 8B N & 20 market. cfg, XHEHNEMT .

sysname Market

telnet server enable

vlan 3

local-user market

password simple market
service-type telnet

level 3

interface Vlan-interface3

ip address dhep-alloc ]
interface GigabitEthernet 1/0/1
port access vlan 3
user-interface vty 0 4
authentication-mode scheme
user privilege level 3

return
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@ FEEHPH“D:/TFTP Server”H F T BYERBC B ¥ research. cfg, LHEMNAITF -

sysname Research

telnet server enable

vlan 3

local-user research
password simple research
service-type telnet

level 3

interface Vlan-interface3

ip address dhcp-alloc
interface GigabitEthernet 1/0/1
port access vlan 3
user-interface viy 0 4
authentication-mode scheme
user privilege level 3

return

@ iz17 TFTPD32 # {4, 1 Settings ¥4, & 7-13 fifis.
@ F e B ORI B 21 B O Base Directory, 8.3 OK 41, in& 7-14 BiR.

TFIFD32 by Fh. Jounin

- Tftpd32: Settings

Base Divectoy  [DATFTP sesver Secuily Server configuration et
; ™ Mone Tameout [seconds) 12
i | Stendard Maw Ritransmi B
7 High Tip pott e
| Base Diectory
. D\TET P senes
Cusrent Action ]
_ Abow Heb Carcel_|
Bl 7-13 TFTP Server BB R E B 7-14 @B R BE R

® BE FHLAIE 192. 168.2.0/24 1 192. 168. 3. 0/24 W Ex i B vt , KN ZE FEHL_E AT I
T4,

route add 192.168.2.0 mask 255.255.255.0 192.168.1.41
route add 192.168.3.0 mask 255.255.255.0 192.168.1.43

7.4 MAWMHTRAAEERS

7.4.1" BSHEABITARRERES

075 4 AT AR T B R B R TP M b RO R R L 4 B B R 4 3 A
S8 07 FH (A0 Telnet 87 1) B , 76 45 25 42 10 25 B0 4% WA 2 o A oh 3K 98 52 9% 4% X1 R ) TP
Mot

1 W

M /A F) IT S5 T840 IR %5 B8 FF 38 T Telnet B4, 7 LUl 3 Telnet 772 3 42 R %



#MEWRITHL. ITETFCIZ. K —EMERE LA X®REBFHRE 7L M IP it
8] B4 X5F I 36 7R, X BE LN B B T AT LA i Telnet 35547 9 77 215 1ol IR 45 38 .

2, AME

B 7-15 FiR A 4 i s R Al B A WA

10.1.1.2/24

10.1.1.1/24
@ hnsl.com’

Switch Host

B 7-15  WRAS IR 45 8 b7 S8 70 A0 40 10 PR

3. EEEEK

B 7-15 B, 2 e VL) 25 8 4 R A D 6B, S Bl it E L4 host. com TiA] IP #h
kK 100 1.1, 2 B9 EHL Host,

4. EESEIHE

(1) A28 FEHL4 host. com X R HG 1P #ht K 10. 1. 1. 2,

< Sysname> system-view

[Sysname] ip host host.com 10.1.1.2

(2) #1447 ping host. com #§ 4, Switch i i ¥ 75 1, 45 48 #7 7] LU 47 3] host. com Xf [ BY
IP #htm 10.1.1. 2,

[Sysname] ping host. com

PING host.com ¢10.1.1.2):

56 data bytes, press Ctrl_C to break
Reply from 10.1.1.2: byles=56 Sequence=1 tt]1=128 time=2 ms
Reply {from 10.1.1.2: bytes=56 Sequence=2 ttl_=128 time=2 ms
Reply from 10.1.1.2: bytes=56 Sequence=3 ttl=128 time=2 ms
Reply from 10.1.1.2: bytes=56 Sequence=4 ttl=128 time=2 ms
Reply from 10.1.1.2: bytes=56 Sequence=>5 ttiI=128 time=2 ms

-- host. com ping statistics -~
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 2/2/2 ms

7.4.2 HEHBRBITRYERES

1}, 4 % % (Domain Name System, DNS) & —fl Fj F TCP/IP K FH 2 FF 69 2 1 =L 84
FE Rt 4 5 1P Miht 2 [ o FE . T BRA ARG, A B AT R AR N A AT, BT DA E RS AT E
FiciZ 8 A B XA , B PR b i s A T R 55 2R A 0 IE B A0 TP Huhik .

1. ¢

M AR IT #PHIIFRSLET 28N, A8 G Tal LB Web T T #2427
A, MBEHAA Web RFFAEEE IP il , FEATEFRITHEH AGARETH
— ) DNS At %5 8% , X #H 5 Tor LUt Web FXUifal A8 M,
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HICHAR X AHAT R RIS

2, MM
7-16 BiaR N Sh A A MAT R AL B A R .

2.1.1.2/16

111116 3111716
host.com gl

DNS Server Switch
DNS Client

B 7-16 BB IR 2w B RO R 4 W i

Host

3. BREEXR

W 7-16 iR Z RS IP AR 2. 1. 1. 2/16, B B A 5 & AN com, L H|HLIE
Jy DNS & foi . i sh A A | il 4 5 B LD fe ., SEBLE T A host JEiin] R4 R
host. com ,IP #Hk 2% 3. 1. 1. 1/16 g4 E#HL Host,

4. REGENRE

(1) HREsh SR MITIIRE.

< Sysname>> system-view
[Sysname] dns resolve

(2) KEHARFEG PR 2.1.1. 2,

[Sysname] dns server 2.1.1.2

(3) BB AR com,

[Sysname] dns domain com

(4) fEi% % 1047 ping host fAr4, T LA ping M E ML, AXHR7 A HAHHER 3. 1. 1. 1,

[Sysname] ping host
Trying DNS resolve, press Ctrl_C to break
Trying DNS server (2.1.1.2)
PING host.com (3.1.1.1):
56 data bytes, press Ctrl_C to break
Reply from 3.1.1.1: bytes=56 Sequence=1 t1l=126 time=3 ms
Reply from 3.1. : bytes=56 Sequence=2 ttl=126 time=1 ms
Reply from 3.1. : bytes=56 Sequence=23 ttl=126 time=1 ms
Reply from 3.1. : bytes=56 Sequence=4 1tl=126 time=1 ms
Reply from 3.1.1.1: bytes=56 Sequence=5 ttl=126 time=1 ms
--- host. com ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/3 ms

RF: AFHLEHREZT . AREESINZAGBGTA, REPINRLER
i%$ﬂ

—
ot
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DNSZ PR E &k 2R H BRAEM , A ARE L A2 A6 TP bk,

7.4.3 DNS Proxy EL Bl B %35 &

DNS fLH (DNS Proxy) H 37 DNS Client 5 DNS Server 2 [8] §; % DNS 18 =k #1 5 &
R 3T, ACFF DNS Client #HATH A B HT. R M A #Y DNS Client ¥ DNS Proxy X4 DNS
Server, ¥ DNS i 5K it 3 % 2% 4 DNS Proxy. DNS Proxy ¥ Z#HRM L HE KRB K EMW
DNS Server, 3 DNS Server 4 ij 25 # 3R [8] 25 DNS Client, M\ i 32 838 4% #f #r .

1. H:

M 28 @ IT 4t 110 A2 #E 77 W 45 4R 4L . DNS Server i 1P Hyhik o R 2 BT 50T, 24
DNS Server i 1P & 4= 284k, 75 EH 8 fr 4 DNS Client iy DNS Server fit B , Bt '8 T4
wHHEER, BEAMET,7TLUASTEH DNS fCEINEE  iX#£ 2 DNS Server fiht & 4 b
mf, HFE 2 DNS Proxy b #BLH , X3 28 7 3 M A &1~ DNS Client BJEC & , i L 7 M
A,

2. HME

B 7-17 Bz 7 DNS Proxy iy fid 8 46 B A& .

Switch B -
DNS Client 4.1.1.1/24

[INS Server
Switch A
2.1.1.1/24 DNS Proxy

2.1.1.2/24 @.I_I.HM

IP Network

3000024
host.com

Host

B 7-17 DNS Proxy #i B 7 & 6 ¥

3. MEEXR

W 7-17 Pz, Switch BN DNS % )7 b . 1 5 54 R % 2% 4 Switch A, Switch A fE
S DNS CHE, SChRiR4 IR %5 2569 TP #hik 2% 4. 1. 1. 1, Switch B i# iF DNS /LB Switch A 5
B 45 AT .

4, BRECRMBE

(1) fidE DNS fL# Switch A,

© EFRIRA RS IP Haky 4.1, 1.1,

<ZSwitchA™> system-view
[SwitchA]| dns server 4.1.1.1

@ {#gE DNS Proxy THEE.

[SwitchA] dns proxy enable
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(2) fc¥® DNS % P ¥ Switch B,
O AL BT ohaE,

- SwitchB>> system-view
[SwitchB] dns resolve

@ FEB A RS20 TPtk 2.1.1. 2,

[SwitchB] dns server 2.1.1.2

(3) BiEMELR.
& Switch B_E#47 ping host. com 4>, A] LA ping i F 41, ELX R B Asbhk R 3.1. 1.1,

[SwitchB] ping host.com
Trying DNS resolve, press Ctrl_C to break
Trying DNS server (2.1.1.2)

PING host.com (3.1.1.1):

36 data bytes, press Ctrl_C to break
Reply from 3.1.1.
Reply from 3.1.1.
Reply from 3.1.1.
Reply from 3.1.1.
Reply from 3.1.1.1: bytes=56 Sequence=>5 ttl=126 time=1 ms

: bytes—=56 Sequence=1 1t]=126 time=3 ms
: bytes— 56 Sequence—2 ttl= 126 time=1 ms
: bytes=056 Sequence=3 ttl=12f time=1 ms
: bytes=56 Sequence=4 1tl=126 time=1 ms

— e e

-- host.com ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/3 ms

RBE: A LEYHEREZIT ARERES IMZ ARG TA, L& A LEER
= EE

ExH.
DNSE P T 2f B LR S BRSERN, T HRREREMATBEHR IP Huhtk,

7.5 UDP Helper L% §¢ B #5 &

UDP Helper DA LASCBER #6& UDP %% 0169 1P ) B3R SCHEAT A ke R, BPRF f 5
UDP ¥ H 897 #848 SO o BB R SC Kk 4 15 5 1 B AR 25 25 R B P AR INAE

8 UDP Helper T/ . (535 45 808 #8412 3C, M R4 i CH9 UDP B 9% 15
SRR A EX R4k K, IF AT R A AR, WRMSCHK UDP Him IS SR ER
TE P4k K i UDP ¥ 0 SR PC A, W8 3 1P #2303k 89 B B9 TP ik R CR B98 e 1
HEIMRS 48 B0, BHOR IR SCX 5 Rt UL,

1. &

BELSHMHER MARTFRET - ERBEH R, 3 M BANE— DR BN, YL
SRS IR A F AR (7] B0 00 B, 950 MR 3 S0 I b & 3% B4R 5 B (UDP T RS0 B A I . M
ISR , RMALARBERE & UDP @97 #53R 5C, B 3 52 7] LLfE 32 4l EACE UDP Helper 3
A A LA TR B 5 R B 98 B IR 55 4% .
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2, HFE
B 7-18 Fr/R 9 UDP Helper #iL I fig B 40 W & .

Vlan-int 1

Vian-int 1 Serye
10.110.1.1/16 .

10.2.1.1/16

<G

Switch A Switch B

B 7-18 UDP Helper $i 7% A 8 20 ) B

3. MEEK

UnfE 7-18 B R, Switch A ) VLAN #1011 1 9 IP Hehl % 10, 110. 1. 1/16, &8 W B
10.110.0.0/16, EE® EW UDP #0052 55, HiW 1P #ubk % 255, 255, 255. 255 Hl M
Bt F R #Esbhk 10. 110. 255. 255 M) & M 30, th k¥ & B B 19 IR 45 %% 10. 2. 1. 1/16.

4. EENENRE

EFHE T RKEE 2/, EHE Switch A $) 10.2.0.0 ME B AT ik,

(1) E Switch A FflfE UDP Helper ZHEE.

< SwitchA>> system-view
[SwitchA] udp-helper enable

(2) BLEH H o UDP 3w 1528 55 7 B CGHIT R ek f & .
[SwitchA] udp-helper port 55
(3) MEPHHEEWBMMRSAN10.2.1.1,

[SwitchA] interface vlan-interface 1
[SwitchA-Vlan-interfacel] ip address 10.110.1.1 16
[SwitchA-Vlan-interfacel] udp-helper server 10.2.1.1

$25%: UDP Helper S8t R P 44 % DHCP J" 43 0, Bp F 4k 3 % o9 UDP #% v R 6
BLE 4 67 v 68, RAF B UDP Helper HiL G . T B BB &P uk it A s UDP v ; &
0,344 48R4 7158 . % £ H UDP Helper $h 4 )5, Fr A €8 B 69 45 & UDP 3% o 484k
B,

3

23, 4



__}':'?3"(7& IP%EEEE?EEP

8.1 WK hMARERS

BERHE-MEERNEO, AEEATIRE. AHMNEWEEFHEOME S, BF
A 8 1 A B ph K T LA S B D4 LM L A8 X4 M iR B R0 (O B o S B T LA B 9 4% RO Pk BB 3F
AJ S Y R 4% o7 B AR IR BT .

RSB BB S A T, R RB H BhE R M IR NS M AR AL, M R s R A MR e E R R
TS, FTRRSHBBEATA, SBMEFRAORR, it LHh IT 5 AR FahE
UBSHHMRE. _

BRIA B th 2 7E B el 88 3 A 1R B VC AT B9 B ol e A O T A0 R B9 B o

(1) anSRAR3CH B Mo hE AN BB 5 26 h R BT T A DITUARVC AT | I8 A AR SR e BUSR A B .

(2) IR BABRAK S LMK BB ARERB RSP B2 KW OB EFT B W R
iR [El — 4~ ICMP 2 SCHE % H ik 5 R 28 AN 7T 3k .

BB AT LU AR B AT, IR 4 0.0.0. 0(HEFS L% 0.0. 0. 0) MIE R ZE MKt
Fe R H B, AT L p B2k 3h 28 i eh B 04 B, 0 OSPFLIS-IS F RIP,

1. &)

M AR B R 4% R IE Bl SS90 (2001 SO EISLEXM. RAL.ATABRE 100 ZA,
AT 10H84AA HICUKMNZHYL. HPH I HGR=ZE. MESHGERARMNEE, B2HE
L= R A ALE A R 6 i 45, 3047 1P BalfE. i THERD, MKMW B, MEET 7%
BOE R E RSB R R E B ATk, A E R L5 TR

2. HME

B8l hmSh iR EAMNE,

Host B
1.1.6.2/24

Vlan-int 100
1.1.6.1/24

Vian-int 500 '\.,‘ Vlan-int 600

1.1.4.2/30 Switch B 1.1.5.5/30

Vlan-int 500 Vlan-int 600
1.1.4.1/30 1.1.5.6/30

\f’im lI'Il{)UU
Host A 112372 4‘-:wlh.h A "mﬂt.h cl-1.3.1/24 Host C
1.1.2.2/24 1.1.3.2/24

81 mAHmANKEaME



 WeR ZRHER—IPBMREES |

i s g R ol i Bl A k.

3. MESK

RHAAH O R ENA TP bk MR M 8-1 iR ERRABAERE . HEPEE
P~ B I B = 0L 2 1) B i E A fR) .

4. BRETBRMNEE

(1) FeE A 06 IP itk (8 .

(2) MeEHAH.

@ % Switch A A2 ¥ SRINER .

<_SwitchA>> system-view
[SwitchA] ip route static 0.0.0.00.0.0.0 1.1.4.2

@ 7 Switch B Al B ¥ RS K.

<< SwitchB>> system-view
[SwitchB] ip route-static 1.1.2.0 255.255.255.01.1.4.1
[SwitchB] ip route-static 1.1.3.0 255.255.255.01.1.5.6

@ 7 Switch C FEEEBRIAKS.

< SwitchC> system view

[SwitchC] ip route-static 0.0.0.0 0.0.0.0 1.1.5.5

(3) EeE EH. ALE Host A MERIAM KN 1. 1. 2. 3, Host B IBRIARIE R 1.1.6. 1,
Host C f9BRIARISC A 1. 1. 3. 1, Bkl B 72 ng .

B 3 XA TSI AMA BB HEB Y, TRAALRELA LR LR EMN
ZEHBREERF AR SN XE, REFREANKEALATUBAEIELR,; REAARHKL
RATAHBR AN S ELE.

8.2 RIP il BIRHH ST

8.2.1 RIPEZXINGEHRAEREES

RIP(Routing Information Protocol, [ B 5 B 0 180 J& — Fh 35 4 127 28 (9 P 35 M0 SC B il
(Interior Gateway Protocol, IGP) , =% F F BLBE 8 /N W 48 b, e () 100 LA B 4 ) 48 1
b X PR 2, X3 0 B 24 B SRR KR W 2%, — R RIP.

B F RIP 55 BB (4 8, 76 G B A0 4 4 9 7 T L0 He OSPF #1 IS-IS & 5 , K MG 7E
SEERE P ARA T IZ AN .

1. ¥5

MEAFRIHRER. DAMEERKY LM AR MERIMIEREE . 2003 Fhf,
NEIMBECEHHTIE 10 5 =BMILT . XAMNELEP AREHR, RRFAGERHTL
KB R 4% B 3% B RACE T/E R RS Bk KN EAME T4y, Hit, I L—FaLlg
B2 T B RN el R . G AT, e B A B IR R E T RIP R T A
ZHRMESISBETORERE NN BRI A XM E B h ¥ BT
HePuEBE .

i
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2. ANE
B 8-2 i~ & RIP 3L oh fiie i 0 g B 4 W1,

Vlan-int 101
172.17.1.1/24

Vian-int 101
10.2.1.1/24
Vlan-int 100

o 192.168.1.3/24 _
Vian-int 102 Vlan-int 100

72.16.1.124 2.168.1.2/2:
1161124 g a 1921681224 coman

Vian-int 102
10.1.1.2/24

Pl 8-2 RIP &7 X)) fE #i 20 Ap 2 2 K

3. BEEXK

A 8-2 PR, B3R AE Switch A il Switch B T & #00 L fE RIP, {6 B RIP-2 % i
[ el B, B A B {d Switch A . Switch B #RREB F I RN HHEOF MEzRE A H 8.

4. BESEMEE

(1) BEESEOM IP #ihk(8g) .

(2) B8 RIP HAINfE.

@ B E Switch A,

<ZSwitchA> system-view

[SwitchA] rip

[SwitchA-rip-1] network 192.168.1.0

[SwitchA-rip-1] network 172.16.0.0

[SwitchA-rip-1] network 172.17.0.0
[SwitchA-rip-1] quit

@ BL® Switch B,

< SwitchB> system-view

[SwitchB] rip

[SwitchB-rip-1] network 192.168.1.0
[SwitchB-rip-1] network 10.0.0.0
[SwitchB-rip-1] quit

@ # B/ Switch A B RIP B % .

[SwitchA] display rip 1 route
Route Flags: R- RIP, T - TRIP
P - Permanent, A - Aging, S - Suppressed, G - Garbage-collect

Peer 192.168.1.2 on Vlan-interfacel00
Destination/Mask Nexthop Cost Tag Flags Sec
10.0.0.0/8 192.168.1.2 1 ] RA 11

MBI R A LAF L, RIP-1 % 7 B B el i B0 A B AR M,
(3) BLHE RIP R4,

D #F Switch A FBCE RIP-2,

I__Sw-imhAj rip

[SwitchA-rip-1] version 2



 R8E ZEEA —IPRARERES

[SwitchA-rip-1] undo summary

@ f£ Switch B LB E RIP-2,

[SwitchB] rip
[SwitchB-rip-1] version 2
[SwitchB-rip 1] undo summary

@ #F Switch A # RIP Bk 3.

[SwitchA] display rip 1 route
Route Flags: R-RIP, T-TRIP
P-Permanent, A-Aging, S-Suppressed, G-Garbage-collect

Peer 192.168.1.2 on Vlan-interfacel00

Destination/Mask Nexthop Cost Tag Flags Sec
10.2.1.0/24 192.168.1.2 1 0 RA 16
10.1.1.0/24 192.168.1.2 1 0 RA 16

MBERES T LIEH RIP-2 RAEMB P HAEIERKN FRENELR,

BR: EFRIPHOREFEZRTER,BAHAELKERGME F,RIP B o 50 sk
e, RIPHAB OB UG RAAHABHEAY ISR, ELAXVGRAE P — kA
OSPF % & thil it 478 &,

8.2.2 RIPSINSMBEBHABREIES

1. H&

M 2ARIE#HE TIAKE, A KIBEMBRALE KR, S—E1T RIP Pl & 6 M 45K
AR RS, Ht & XA E AE1T RIPBEHEL. A TFE MBI FEENTE,
— A XM RIP B MBS S — K IT 4547 A 5 i 4 X 3R [a] RIP % i A7 5051
ARITELERX—F K.

2. AME

B 8-3 fiian i RIP 3l ASMBBE h RO EAHMAE

RIP 100 RIP 200
Vlan-int 10 7 " Vlan-int 400
10.2.1.1/24 Vian-int 100 Vlan-int 200 16.4.1,1/24
2 11.1.1.1/24 12.3.1.1/24
Vian-int 100 Vian-int 200

Switch A L1224 ¢ oo 123.1.2724 g itch €

P 8-3 RIP 3] ASh & iy 41 10 AC B 4 0 PR

3. BEER

(1) Switch B FiZ4f7®i4 RIP ## . RIP 100 # RIP 200, Switch B iixt RIP 100 f1
Switch A 38 B {58 .8 RIP 200 1 Switch C Z#Hh{EE.

(2) 7€ Switch B A2 & RIP ##& 200 5| AShHE# th , 51 A F % 2 i F1 RIP #6722 100 f9
B, {48 Switch C fE# 2 B34 10.2.1.0/24 #1 11. 1. 1. 0/24 B & B . {H Switch A A fE
2 STFk 12.3. 1.0/24 F0 16. 4. 1. 0/24 BIBK B .

el P
i
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(3) £ Switch B Bt B iof 38 5 #% , X 5] A & RIP 100 9 — &%t (10. 2. 1. 1/24) #4733
B AR Z A Switch C,

4. BESENEE

(D RESEOR IP sht (B8,

(2) Bo RIP B4 Th8E,

@ #E Switch A I f5 3 RIP ## 100, 3K % RIP A S % 2.

< SwitchA> system view

[SwitchA] rip 100
[SwitchA-rip-100] network 10.0.0.0
[SwitchA-rip-100] network 11.0.0.0
[SwitchA-rip-100] version 2
[SwitchA-rip-100] undo summary
[SwitchA-rip-100] quit

@ 7 Switch B FR 3% 4> RIP #t8 , #5454 100 1 200, }+ A B RIP fiAS % 2,

< SwitchB> system-view

[SwitchB] rip 100

[SwitchB-rip-100] network 11.0.0.0
[SwitchB-rip-100] version 2
[SwitchB-rip-100] undo summary
[SwitchB-rip-100] quit

[SwitchB] rip 200

[SwitchB-rip-200] network 12.0.0.0
[SwitchB-rip-200] version 2
[SwitchB-rip-200] undo summary
[SwitchB-rip-200] quit

@ 7 Switch C L& 3h RIP ## 200, A% RIP kA S % 2,

< SwitchC>> system-view

[SwitchC] rip 200

[SwitchC-rip-200] network 13.0.0.0
[SwitchC-rip-200]) network 16.0.0.0
[SwitchC-rip-200] version 2
[SwitchC-rip-200] undo summary

@ #F Switch CHBEHEGR.

[SwitchC] display ip routing-table
Routing Tables: Public

Destinations : 6 Routes : 6
Destination/ Mask Proto Pre Cost NextHop Interface
12.3.1.0/24 Direct 0 0 12:3:1.2 Vlan200
12.3.1.2/32 Direct 0 0 127001 InLoop0
16.4.1.0/24 Direct 0 ] 16.4.1.1 Vlan400
16.4.1.1/32 Direct 0 0 127.0.0.1 Inl.oop0
127.0.0.0/8 Direct o 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct o 0 127.0.0:.1 InLoop0



(3) BiE RIP 5| A4MEPREH .

@ 7 Switch B i # RIP ## 200 5| A5 3P Bk il 51 A BB B A1 RIP 38 100 (9

B .

[SwitchB] rip 200
[SwitchB-rip-200] import-route rip 100
[SwitchB-rip-200] import-route direct

[SwitchB-rip-200] quit

@ EEREHSIAJ Switch CHEHEFER.

[SwitchC] display ip routing-table
Routing Tables: Public

Destination/ Mask
10.2.1.0/24
11.1.1.0/24
12.3.1.0/24
12.3.1.2/32
16.4.1.0/24
16.4.1.1/32
127.0.0.0/8
127.0.0.1/32

Destinations :

8
Proto
RIP
RIP
Direct
Direct
Direct
Direct
Direct
Direct

Routes :
Pre Cost
100 |
100 1
0 ]

Q 4]
4] 0
[¢] 0
0 0
0 0

(4) fi'E RIP X5 AR9Bs AT E 08,

@ 7 Switch B FACE ACL, 33} 5| Af9 RIP ## 100 Bt #1738 EHA KA 5

Switch C,

[SwitchB] acl number 2000
[SwitchB-acl-basic-2000] rule deny source 10.2.1.1 0.0.0.255

[SwitchB-acl-basic-2000] rule permit
[SwitchB-acl-basic-2000] quit

[SwitchB] rip 200

[SwitchB-rip-100] filter-policy 2000 export rip 100

@ #ETHE)S Switch C I Hh %.

[SwitchC] display ip routing-table
Routing Tables: Public

Destinations :
Destination/Mask

11.1.1.0/24
12.3.1.0/24
12.3.1.2/32
16.4.1.0/24
16.4.1.1/32
127.0.0.0/8

127.0.0.1/32

BT BHIIATARRGE, L4 P Tkl it £ RIP 100 # 42 5] A RIP 200 % &
£ Switch A L% 37 8] 16.4.1.0/24 ME®H B4,

7
Proto
RIP
Direct
Direct
Direct
Direct
Direct
Direct

Routes :
Pre Cost
100 1
0 o
] 4]

0 4]
0 4]
0 0
4] 0

8

7

#8E ZRHA —IPREREES

NextHop
12.3.1.1
12.3.1.1
12.3.1.2
127.0.0.1
16.4.1.1
127.0.0.1
127.0.0.1
127.0.0.1

NextHop
12.3.1.1
12.3.1.2
127.0.0.1
16.4.1.1
127.0.0.1
127.0.0.1
127.0.0.1

Interface
Vlan200
Vl1an200
Vl0an200
InLoop0
Vlan400
InLoop0
InLoop0
Inl.oop0

Interface
Vl1an200
Vl1an200
InLoop0
Vlan400
Inl.oop0
InLoop0
InLoop0
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8.2.3 RIPEOMMEEEARNREES

1. =

M 2 8] EFEREB4T RIP PM S B A0 20 I 45 1% 3 A [ 9 B A9 0 2 [X R, 75 R 45 40 B i 72
L ITHF AR EAH A K2 B XEARABREITR, K - &BEHS —&FmEE.H
S HE N B A A O Rl O RO B R A O R RIP BE iR iR E R AR T B & .

2, AME
B 8-4 raady RIPR:OfmERMHAMEEHAMAE.
Vlan-int 100 : Vlan-int 400
1.1.1.2/24 3% 1.1.3.1/24
Vian-int 100 Vlian-int 400
1.1.1.1/24 1.1.3.2/24 Vlan-int 500
; 1.1.5.2/24 §|
Switch A "f? s Vlan-int 500 N
Vian-int 200 Switch p 1:1:3:1/24 Switch E
1.1.2.1/24 )
Vlan-int 200 ..é., Vlan-int 300
1.1.2.2/24 N§ 1.1.4.1/24
Switch C
B 8-4  RIP 11 B o e B8 0 R fc B4 W A
3. BREEkK

(1) #£ Switch A ,Switch B,Switch C,Switch D #1 Switch E # if f # 0 i g€ RIP, 3F
fifi F§ RIP-2 4T RI48 B 3% . )

(2) Switch A 4 P58 1% 7l L33k Switch D, H 1,3 if Switch B |3k Switch D 45§
% H 3 if Switch C B3k Switch D ARG EINELE . i# oL AE Switch A ) Vlan-interface 200
ERE O 3 RIP 2% el 0% B BE BE{AL, {78 Switch A {3 M Switch B2 3|/ 1. 1.5.0/24
0 B B B .

4. REXBORE

(1) o E & A Hu bk (RS

(2) ACE RIP 3EAIhEE,

@O BLE Switch A,

<< SwitchAZ> system-view

[SwitchA] rip 1

[SwitchA-rip-1] network 1.0.0.0

[SwitchA-rip-1] version 2

[SwitchA-rip-1] undo summary
[SwitchA-rip-1] quit

@ BC ' Switch B,

< SwitchB> system-view
[SwitchB] rip 1

{SwitchB-rip-1] network 1.0.0.0
[SwitchB-rip-1] version 2
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S S P

[SwitchB-rip-1] undo summary
@ BLE Switch C,

<< SwitchC> system-view
[SwitchB] rip 1

[SwitchC-rip-1] network 1.0.0.0
[SwitchC-rip-1] version 2
[SwitchC-rip-1] undo summary

@ & Switch D,

< SwitchD> system-view
[SwitchD] rip 1

[SwitchD-rip-1] network 1.0.0.0
[SwitchD-rip-1] version 2
[SwitchD-rip-1] undo summary

@ BLE Switch E,

< SwitchE>> system-view
[SwitchE] rip 1

[SwitchE-rip-1] network 1.0.0.0
[SwitchE-rip-1] version 2
[SwitchE-rip-1] undo summary

® #E Switch A ) IP B hi %.

[SwitchA] display rip 1 database
1.0.0.0/8, cost 0, ClassfulSumm

1.1.1.0/24, cost 0, nexthop 1.1.1.1, Rip-interface
1.1.2.0/24, cost 0, nexthop 1.1.2.1, Rip-interface
1.1.3.0/24, cost 1, nexthop 1.1.1.2
1.1.4.0/24, cost 1, nexthop 1.1.2.2
1.1.5.0/24, cost 2, nexthop 1.1.1.2
1.1.5.0/24, cost 2, nexthop 1.1.2.2

AED, 83K ME 1.1.5.0/24 ® 4% RIP B, F—Bk4r %) & Switch B(IP #ik &
1.1.1.2)F1 Switch C(IP #shk % 1. 1. 2. 2) ,cost {HEP R 2; PIIAMB 1.1.4.0/24 T —Bk
R Switch Bscost B 1,

(3) f'B RIP O R&{E. 7 Switch A FE'E# 0 Vian-interface 200 {3 O i
mEEMEN 3.

[SwitchA] interface vlan-interface 200

[SwitchA-Vlan-interface200] rip metricin 3

[SwitchA-Vlan-interface200] display rip 1 database
1.0.0.0/8, cost 0, ClassfulSumm

1.1.1.0/24, cost 0, nexthop 1.1.1.1, Rip-interface
1.1.2.0/24, cost 0, nexthop 1.1.2.1, Rip-interface
1.1.3.0/24, cost 1, nexthop 1.1.1.2
1.1.4.0/24, cost 2, nexthop 1.1.1.2
1.1.5.0/24, cost 2, nexthop 1.1.1.2
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LY

TLAER, BB 1.1.5.0/24 4 RIP BE i {UA — %4, F — Bk & Switch B(IP #ht %
1.1.1.2) ,cost {H R 2.

BTN RIPEOHMPMEFES ABKMOE FAF L EMME FH, L PREKR M
BEFE(BALA O Y hARBEBRIPB O EFTA. A ELHMESTALRYH A
WRIPBGEBME, AXELELAENNBEANMERAARALE FMEE(RKAL A
FHEA D,

8.2.4 RPE®mREHEBHNBEERIES

1. §%
T RS AR B A,M AR A MY S RIP BEH KB B B RE I, IT 44 A
CRREEREMEEENEAL T REROZHRILLE RIP UMK ARBREHRBEAE
I A B AL PEREHLAS , R PIER R RRE 1T, A P N R B AE X B #L B2 A & B i RIP
A B Eh R R X — R TR .

2. AME
EF8SHIANRIPAGEASBRHMUDNEEHMNA.
Vlan-int 200 Vlan-int 500
10.1.1.1/24_g=2gp!0:6-1.2224
Vlan-int 200 Switch B
10.1.1.2/24 Vlan-int 100 Vian-int 600 OSPF
Vlan-int 300 10.2.1.2/24 10.5.1.2/24
11.3.1.1/24 308 Vian-int 100
RIP Switch ¢ 102.1.1/24  gyiich A
Vlan-int 400 AR
11.4.1.2/24 4§+ an-int
R 11.3.1.2124
Switch D
EWes5 RIPEFRAMAMKKEANME
3. BREEK
(1) Switch A.Switch B i& 4T OSPF, Switch D i f7 RIP, Switch C [&) Bt i£ 17 OSPF
# RIP,

(2) £ Switch C 28 RIP ###23| A OSPF B, Switch D A F3% 10. 1. 1. 0/24,
10.2.1.0/24.,10.5.1.0/24 #1 10.6.1.0/24 ME M BEH .

(3) AT Wi/ Switch D BB BHAM, 7E Switch C L ICBEHHERE . RAHTRSEH
B 10.0.0.0/8,

4 EESEANRE

(D RESZEDAMIE (B,

(2) Bt & OSPF XA gk,

O BLE® Switch A,

< SwitchA>> system-view
[SwitchA] ospf



[SwitchA-ospf-1] area 0

[SwitchA-ospf-1-area-0.0.0. 0] network 10.5.
2.1.0 0.0.0.255

[SwitchA-ospf-1-area-0.0.0.0] network 10.
[SwitchA-ospf-1-area-0.0.0.0] quit

@ B2 & Switch B,

< SwitchB> system-view
[SwitchB] ospl
[SwitchB-ospf-1] area 0

[SwitchB-ospf-1-area-0.0.0.0] network 10.1.
.1.00.0.0.255

[SwitchB-ospf-1-area-0.0.0.0] network 10.6
[SwitchB-ospf-1-area-0.0.0.0] guit

@ EEE Switch C,

<SwitchC> system-view
[SwitchC] ospf
[SwitchC-ospf-1] area 0

[SwitchC-ospl-1-area-0.0.0.0] network 10.1.
[SwitchC-ospf-1-area-0.0.0.0] network 10.2.

[SwitchC-ospf-1-area-0.0.0.0] quit

(3) B2® RIP A ThEE.
@ EE Switch C,

<< SwitchC> system-view
[SwitchC] rip 1

[SwitchC-rip-1] network 11.3.1.0
{(SwitchC-rip-1] version 2
[SwitchC-rip-1] undo summary

@ BEE Switch D,

< SwitchD> system-view
[SwitchD] rip 1

[SwitchD-rip-1] network 11.0.0.0
[SwitchD-rip-1] version 2
[SwitchD-rip-1] undo summary
[SwitchD-rip-1] quit
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1.00.0.0.255

1.00.0.0.255

1.00.0.0.255
1.00.0.0.255

@ & Switch C At & RIP 5| ASMBEEH 5| A OSPF #1588 1 s h f B Rk .

[SwitchC-rip-1] import-route direct
[SwitchC-rip-1] import-route ospf 1

@ #H Switch DEEHERFL.

[SwitchD] display ip routing-table
Routing Tables: Public

Destinations :
Destination/ Mask

Routes : 10
Pre Cost

10
Proto

NextHop Interface



-~

.

L1

]

HICAAM A A AR EIE S
10.1.1.0/24 RIP 100 1 11.3.1.1 Vl1an300
10.2.1.0/24 RIP 100 1 11.3.1.1 Vl1an300
10.5.1.0/24 RIP 100 1 11.3.1.1 Vl1an300
10.6.1.0/24 RIP 100 1 11.3.1.1 Vl1an300
11.3.1.0/24 Direct 0 0 11.3.1.2 Vlan300
11.3.1.2/32 Direct 0 0 127.0.0.1 InLoop0
11.4.1.0/24 Direct 0 0 11.4.1.2 Vl1and00
11.4.1.2/32 Direct 0 0 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop®
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop0

(4) 7€ Switch C FRe BB ES . REGESRH 10.0.0.0/8,

[SwitchC] interface vlan-interface 300 )
[SwitchC-Vlan-interface300] rip summary-address 10.0.0.0 §

#E Switch DR EFER :

[SwitchD] display ip routing-table
Routing Tables: Public

Destinations : 7 Routes : 7
Destination/ Mask Proto Pre Cost NextHop Interface
10.0.0.0/8 RIP 100 1 11.3.1.3 Vlan300
11.3.1.0/24 Direct 0 0 11.8.1.2 Vl1an300
i1.3.1.2/32 Direct 0 0 127.0.0.1 InLoop0
11.4.1.0/24 Direct 1] 0 11.4.1.2 Vian400
11.4.1.2/32 Direct 0 0 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 0 127.0.0.1 Inl.oop0

BT: WEHARIPHEGREGAN—FREBYE, RE % & 65 metric 453§ AT A 48
ﬂ't’bq’*‘]id‘{ﬁu

8.3 OSPF il e IR B §7 5

8.3.1 OSPFEFZIHEHBIFEEES

OSPF(Open Shortest Path First, FF i B B2 0 56) & IETF AT K — 45 T
BAREM AL . HATExt IPva Phill i i 89 & OSPF Version 2(RFC 2328).

OSPF BAEMME RBEWE. XA KR4 SNt BRI IFRIE.
HIBREFRHA.

1. 8

2006 FE M ARIB A BEREER. CLREIILTANKAET. 2G40
ERIDARA.ZEH=ZZXHBIEE. B TRNERBEEL, FA K RIP A RER,
FEEI AR A . b T BB N A SRR R R S TR L IT 450 A
R B B R A OSPF Wrisl 38 % 7024 8 (A B b .
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2. 4@
I 8-6 fir 7y OSPF 37k o A 4 % Ag B 48 W 1 .
Switch A oo ﬁomﬂ Switch B
192.168.0.1/24
Vlan-int 100 ;
Vian-int 200 192.168.0.2/24 Vlan-int 200
192.168.1,1/24 192.168.2.1/24
Area 1 Vian-int 200 & Vlan-int 200
192.168.1.2/24 AreaZ  \192.16822/24
Vlan-int 300 WVlan-int 300
Switch O /5 16.1.1/24 172.17.1.1/24 witch D
P4 8-6 OSPF 37 1) g 5t 2 fig ¥ 41 9
3. BEEEXR

(1) A A BHLERB T OSPF. B AKREZRI S K 3 MR,
(2) Hrr Switch A #1 Switch B4EX ABR ¥ H R X2 R H .
(3) REEZENGE , BE BN 2ER AS NMB A MBEKMEH.
4. REESENME

(1) BESEOR IP it (88,

(2) R2'® OSPF MAThEE.

@ B2'® Switch A,

<< SwitchA>> system-view

[SwitchA] ospf

[SwitchA-ospf-1] area 0

[SwitchA-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[SwitchA-ospl-1-area-0.0.0.0] quit

[SwitchA-ospf-1] area 1

[SwitchA-ospf-1-area-0.0.0.1] network 192.168.1.00.0.0.255
[SwitchA-ospl-1-area-0.0.0.1] quit

[SwitchA-ospf-1] quit

@ BE Switch B,

<ZSwitchB> system-view

[SwitchB] ospf

[SwitchB-ospf-1] area 0

[SwitchB-ospf-1-area-0.0,0.0] network 192.168.0.0 0.0.0.255
[SwitchB-ospf-1-area-0.0.0.0] quit

[SwitchB-ospf-1] area 2

[SwitchB-ospf-1-area-0.0.0.2] network 192.168.2.0 0.0.0.255
{SwitchB-ospf-1-area-0.0.0. 2] quit

[SwitchB-ospf-1] quit

@ M® Switch C,

< SwitchC> system-view



o

136,

[SwitchC] ospf

[SwitchC-ospf-1] area 1

[SwitchC-ospf-1-area-0.0.0.1] network 192.168.1.0 0.0.0.255
[SwitchC-ospf-1-area-0.0.0.1] network 172.16.1.0 0.0.0.255
[SwitchC-ospf-1-area-0.0.0.1] quit

[SwitchC-ospf-1] quit

@ M® Switch D,

< SwitchD> system-view

[SwitchD] ospf

[SwitchD-ospf-1] area 2

[SwitchD-ospf-1-area-0.0.0.2] network 192.168.2.0 0.0.0.255
[SwitchD-ospf-1-area-0.0.0. 2] network 172.17.1.0 0.0.0.255
{SwitchD-ospf-1-area-0.0.0.2] quit

[SwitchD-ospf-1] quit

) REMELR.
D #FH Switch A ) OSPF 482,

[SwitchA] display ospf peer verbose
OSPF Process 1 with Router ID 192.168.0.1

Neighbors
Area 0.0.0.0 interface 192.168.0. 1( Vlan-interface 100) 's neighbors
Router ID: 192.168.0.2 Address: 192.168.0.2 GR State: Normal

State: Full Mode: Nbr is Master Priority: 1
DR: 192.168.0.2 BDR: 192.168.0.1 MTU: 0
Dead timer due in 36 sec

Neighbor is up for 00:15:04

Authentication Sequence: [ 0 ]

MNeighbor state change count: 3

Neighbors
Area 0.0.0.1 interface 192.168.1.1(Vlan-interface 200)'s neighbors
Router ID: 192.168.1.2 Address: 192.168.1.2 GR State: Normal

State: Full Mode:Nbr is Slave Priority: 1

DR: 192.168.1.2 BDR: 192.168.1.1 MTU: 0
Dead timer due in 39 sec

Neighbor is up for 00:07:32

Authentication Sequence: [ 0 ]

Neighbor state change count: 2

@ B Switch A 9 OSPF BiHi1E B

[SwitchA] display ospf routing
OSPF Process 1 with Router 1D 192.168.0.1
Routing Tables
Routing for Network

Destination Cost Type NextHop AdvRouter
172.16.1.0/24 1563 Stub 192.168.1.2 172.16.1.1
172.17.1.0/24 3125 Inter-area 192.168.0.2 192.168.2.1
192.168.1.0/24 1562 Stub 192.168.1.1 192.168.0.1

192.168.2.0/24 3124 Inter-area 192.168.0.2 192.168.2.1

Area

0.0.0.1
0.0.0.0
0.0.0.1
0.0.0.0
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192.168.0.0/24 1562 Stub 192.168.0.1 192.168.0.1 0.0.0.0
Total Nets: 5

Intra Area: 3 Inter Area: 2 ASE: 0 NSSA: 0
® B/R Switch A ) LSDB,

[SwitchA] display ospf lsdb
OSPF Process 1 with Router ID 192.168.0.1
Link State Data Base
Area: 0.0.0.0

Type LinkState ID AdvRouter Age Len  Sequence Metric
Router 192.168.2.1 192.168.2.1 874 48 80000006 1562
Router 192.168.0.1 192.168.0.1 976 48 80000005 1562
Sum-Net 192.168.1.0 192.168.0.1 630 28 80000001 1562
Surn-Net 172.17.1.0 192.168.2.1 411 28 80000001 1563
Sum-Net 192.168.2.0 192.168.2.1 429 28 80000001 1562
Sum-Net 172.16.1.0 192.168.0.1 565 28 80000001 1563
Area: 0.0.0.1
Type LinkState 1D AdvRouter Age Len  Sequence Metric
Router 192.168.1.2 192.168.1.2 964 48 80000003 1562
Router 192.168.0.1 192.168.0.1 590 48 80000002 1562
Router 172.16.1.1 172.16.1.1 526 60 80000005 1562
Sum-Net 172.17.1.0 192.168.0.1 410 28 80000001 3125
Sum-Net 192.168.2.0 192.168.0.1 428 28 80000001 3124
Sum-Net 192.168.0.0 192.168.0.1 630 28 80000001 1562

@ #%F Switch D FyRgih %K.

[SwitchD] display ospf routing
OSPF Process 1 with Router ID 192.168.2.2
Routing Tables
Routing for Network

Destination Cost Type NextHop AdvRouter Area

172.16.1.0/24 4687 Inter-area 192.168.2.1 192.168.2.1 0.0.0.2
172.17.1.0/24 1 Stub 3 B G ) 1 | 192.168.2.2 0.0.0.2
192.168.1.0/24 4686 Inter-area 192.168.2.1 192.168.2.1 0.0.0.2
192.168.2.0/24 1562 Stub 192.168.2.2 192.168.2.2 0.0.0.2
192.168.0.0/24 3124 Inter-area 192.168.2.1 192.168.2.1 0.0.0.2

Total Nets: 5
Intra Area: 2 Inter Area: 3 ASE: 0 NSSA: 0

® {#H ping W3 % 8 .

[SwitchDD] ping 172.16.1.1

PING 172.16.1.1: 56 data bytes, press Ctrl_C to break
Reply from 172.16.1.1: bytes=56 Sequence=1 tt|=253 time=062 ms
Reply from 172.16.1.1: bytes=56 Sequence=2 ttl=253 time= 16 ms
Reply from 172.16.1.1: bytes=56 Sequence=3 tt1=253 time=62 ms
Reply from 172.16.1.1: bytes=56 Sequence=4 111=253 time=94 ms
Reply from 172.16.1.1: bytes=56 Sequence=05 tt1=253 time=063 ms

---172.16.1.1 ping statistics -—-



138 HICHIARSAYATREIES

5 packet(s)l transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 16/59/94 ms

8.3.2 OSPFRIAHREEES

1. B%

AT R A PR Y RE ATH M, M 2 B de 2 X 90 4% 535 17 28 37 S0 00 65 JRUSEE 1)
FAUAMBBOIZ O IR ARG ER Y%, 503000 R 8 AR, it 55 5 4%
BIShR . SERR 5 R0 2 SILRIE LR A% & it 58 OSPF 34 B e thil % 4%
LR ARG B ik OSPF #4r S#s th R A 4 B0 R 45 %02 R Al BGP Hhill 25 B
S 0 45 B ol

2. HME

P 8-7 Fir7n iy OSPF fif J] Bt 78 i 5 4 o | .

IP Network

Vlan-int 400

Switch A g

Switch B
o

: 160.1.0.0/16 CUMAEE: 160.2.0.0/16

o ¥ 0 IP sk 7 & N 1P #i 4t
Vlan-int 100 10.1.1.1/24 Vlan-int 100 10,1.1.2/24 N
Switch A Switch C
Vlan-int 200 10.1.2.1/24 Vlan-int 300 10.1,3.2/24
Vlan-int 300 10.1.3.1/24 Vlan-int 200 10.1.2.2/24
Switch B Swiich D
Vlan-int 400 10.1.4.1/24 Vlan-int 400 10, 1.4,2/24

B 8-7 OSPF i fi # K Ag B 46 I B

3. BRE®X

oy XM E L BC PSS EE . B LKNE 4 ERLOERILAR. KF B A
RHRYMERICRZRE S EEE SR, PIE BRI I AT RMETUR & 0 6
B, EEM G BB, A ERIEMNE. LHALUTHRTK.



) CEREME.LEZEVLZ B R A =ZE% . A OSPF Bl , B¥E FX i 0.

(2) ILRERE LEEES IMEWHBAMHE (5 Switch A EFEA XML YR T
160.1.0.0/16 MEt,5 Switch B FF#%4r X M ¥E T 160.2.0.0/16 MEH % # 8] OSPF
R4 ik M & B0 2 B & REREE i OSPF 23 Bl L7:4r L RI4R AU BR i .

(3) EH.OCEEYL Ll BGP % 3 #& d1, 34 BGP =5 &9 % th E ¥ £ A OSPF |
8B BRAKRINERRILEELBN L EZF R BEBERPESNMEESH.

4. REZRENRE

AR EBEZHLFIH S OSPF XA A, A X BGP Bt I Mg AN E TS W BGP

%5}0

(1) Ao’ 89 1P Hudik (B%) .

(2) Bic&

(OSPF .

@ B ® Switch A,

< SwitchA>> system-view
[SwitchA] ospf

[SwitchA-
[SwitchA-
[SwitchA-
[SwitchA-
[SwitchA-

ospf-1] area 0
ospl-1-area-0.0.
ospf-1-area-0.0.
ospl-1-area-0.0.
ospi-1] quit

@ BCLE Switch B,

<_SwitchB> system-view

[SwitchB]

ospl

[SwitchB-ospf-1] area 0

[SwitchB-
[SwitchB-
[SwitchB-

ospf-1-area-0.0.
ospl-1-area-0.0.
ospl-1-area-0.0.

@ B’ Switch C,

< SwitchC>> system-view

[SwitchC]
[SwitchC-
[SwitchC-
[SwitchC-
[SwitchC-
[SwitchC-

ospl

ospf-1] area 0
ospf-1-area-0.0.
ospf-1-area-0.0.
ospl-1-area-0.0.
ospf-1] quit

@ BECH Switch D,

<ZSwitchD> system-view

[SwitchD]
[SwitchD-
[SwitchD-
[SwitchD-
[SwitchD-
[SwitchC-

ospf

ospl-1] area 0
ospl-1-area-0.0.
ospf-1-area-0.0.
ospf-1-area-0.0.
ospi-1] quit

0.
0.
0.

0
4]

0.
0.
0.

0.

0

0] network 10.1.1.
0] network 10.1.2.

0] quit

0] quit

0] network 10.1.
0] network 10.1.3.

0] quit

0] network 10.1.2.
.0] network 10.1.4.
0.

0] quit

—

—

.0] network 10.1.3.
.0] network 10.1.4.
0.

—

—

—

1.00.0.

(=]

- %g;ﬁ EEH*—IP%@Q??&%

.255
.255

.255
. 255

255

. 255

139 ¢
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N

©® #&HF Switch A BB R B (B E Switch A Fi% 3 MR,

[SwitchA] display ip routing-table
Routing Tables: Public

Destinations : 14 Routes : 14
Destination/Mask Proto Pre Cost NextHop Interface
10.1.1.0/24 Direct 0 0 10.1.1.1 Vlan100
10.1.1.1/32 Direct 0 0 127.0.0.1 InLoop0
10.1.2.0/24 Direct 0 0 10.1.2.1 Vl1an200
10.1.2.1/32 Direct 0 127.0.0.1 InLoop0
- 10.1.3.0/24 OSPF 10 2 10.1.1.2 . Vlan100
10.1.4.0/24 OSPF 10 2 10.1.2.2 Vl1an200
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop0
160.1.1.0/24 Direct 0 0 160.1.1.1 Vlanl
160.1.1.1/32 Direct 0 0 127.0.0.1 InLoop0
160.1.2.0/24 Direct 0 0 160.1.2.1 Vlan2
160.1.2.1/32 Direct 0 0 127.0.0.1 InLoop0
160.1.3.0/24 Direct 0 0 160.1.3.1 Vlan3
160.1.3.1/32 Direct 0 0 127.0.0.1 InLoop0

(3) MEMHIZIA.

@ 7£ Switch A FACE OSPF 5| AEHEMB (—8a X MK S Switch A HiE), H &
4B 160.1.0.0/16,

[SwitchA] ospf

[SwitchA-ospl-1] import-route direct
[SwitchA-ospf-1] asbr-summary 160.1.0.0 16

@ 7£ Switch B FAt® OSPF 3| AHEBH (B -8 &5 XM 5 Switch B Hi#E),
HAMBE4HY 160.2,0.0/16,

[SwitchB] ospf
[SwitchB-ospf-1] import-route direct
[SwitchB-ospf-1] asbr-summary 160.2.0.0 16

® 7& Switch C LA E OSPF 5| A BGP 8.

[SwitchC] ospf
[SwitchC -ospf-1] import-route bgp

@ fE Switch D E#i¢ & OSPF 5| A BGP #& .

{SwitchD] ospf
[SwitchD-ospf-1] import-route bgp

8.3.3 OSPFEAHRABHANNEREIES

1. &
M AR A A EA — W A O, b TR 5 8RR B PN T 0 8]



 F8E ZREA——PRERERS |

R TINARGZ SN M, TT 4473 014 BGP i 42 3 # 0 it cp .0y , 9 358 o
LB 2 3 (d F OSPF #4780% . i F LW 0 FTRES £, 8% OSPF B
ST R A AL 3T, b I e Y B el R AT T RE AR RO B TT B4 AR SN I i o
B OSPF BRI AT R A SR 545 3 4 B ol 2 A5 48 b 55C . 15 B0 157 Ak 50028 o 0> 24 38 22 4 L
LA ERER.

2. ANME

P 8-8 Fr7R i OSPF & #ii B 4 B vh S 7% fip B 20 P

Vian-int 500 Vlan-int 600

10.3.1.1/24 10.4.1.1/24
«.. = o §

Swtch D Switch E

Wlan-int 400 Vian-int 300
10.1.1.1/24 10.2.1.2/24

Vlan-int 300
10.2.1.1/24
Switch C

Vlan-int 400
10.1.1.2/24

AS 100 Vian-int 200
11.1.1.2/24

Vlan-int 200

11.1.1.1/24
Switch B@
Vlan-int 100

Vlan-int 100 11.2.1.1/24
11.2.1.2/24

EBGP

Switch A

Bl 8-8 QSPF % 73 B 4 B oy 90 7Y /i 8 28 ™) )

3. EEER

(1) Switch A #1 Switch B fif F AS 200 4, AS 200 ;{8 f] OSPF 44 IGP i,

(2) Switch C.Switch D #1 Switch E {if T AS 100 4, AS 100 A} {#i fi OSPF £ % IGP
17308

(3) Switch B #l Switch C Z [B]E# 3z EBGP #% #:, 7£ Switch C i i BGP 5| A OSPF
B .

(4) #£ Switch B _FA¢ & OSPF #E#35| A BGP B8/, 25 7 i/ Switch A {25 F2 B8,
i Switch B EECE B B, AR R A5 HH 10.0.0.0/8.

4. BEETEMEE

(1 ECEROA TP Mk (BR) .

(2) Bc# OSPF,

@ FEH Switch A,

<_SwitchAZ> system-view

‘[SwitchA] ospl

[SwitchA-ospf-1] area 0

lewitch/\ﬂspf-l-area'().0. 0.0] network 11.2.1.0 0.0.0.255
[SwitchA-ospf-1-area-0.0.0.0] quit

—
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[SwitchA-ospf-1] quit
®@ B E Switch B,

< SwitchB>> system-view

[SwitchB] ospf

[SwitchB-ospf-1] area 0

[SwitchB-ospf-1-area-0.0.0.0] network 11.2.1.0 0.0.0. 255
[SwitchB-ospf-1-area-0.0.0.0] quit

© AL#E Switch C,

<<SwitchC> system-view

[SwitchC] ospf

[SwitchC-ospf-1] area 0

[SwitchC-ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0. 255
[SwitchC-ospf-1-area-0.0.0.0] network 10.2.1.0 0.0.0.255
[SwitchC-ospf-1-area-0.0.0.0] quit

[SwitchC-ospf-1] quit

@ BT Switch D,

< SwitchD>> system-view

[SwitchD] ospf

[SwitchD-ospf-1] area 0

[S“;itchl_)--ospf—l-area—o‘ 0.0.0] network 10.1.1.00.0.0.255
[SwitchD-ospf-1-area-0.0.0.0] network 10.3.1.0 0.0.0. 255
[SwitchD-ospf-1-area-0.0.0.0] quit

® B & Switch E.

<< SwitchE>> system-view

[SwitchE] ospl

[SwitchE-ospl-1] area 0

[SwitchE-ospf-1-area-0.0.0.0] network 10.2.1.0 0.0.0.255
[SwitchE-ospf-1-area-0.0.0.0] network 10.4.1.0 0.0.0.255
[SwitchE-ospl-1-area-0.0.0.0] quit

[SwitchE-ospl-1] quit

(3) ELHE BGP.
@ Bt ® Switch B,

< SwitchB> system-view

[SwitchB] bgp 200

[SwitchB-bgp] peer 11.1.1.2 as-number 100
[SwitchB-bgp] quit

@ BLHE Switch C,

< SwitchC> system-view

[SwitchC] bgp 100

[SwitchC-bgp] peer 11.1.1.1 as-number 200
[SwitchC-bgp] import-route ospf



#8E =RiAk —IPHOEESES 13 -

(4) 7€ Switch B FECE B3I A
@ 7 Switch B F#2'8 OSPF 8| A BGP % .

[SwitchB] ospf
[SwitchB-osp{ 1] import-route bgp

@ #F Switch A I HFEF L.

[SwitchA] display ip routing-table
Routing Tables: Public

Destinations : 8 Routes 7 8
Destination/ Mask Proto Pre Cost NextHop Interface
10.1.1.0/24 O_ASE 150 1 11.2.1.1 Vlanl100
10.2.1.0/24 O_ASE 150 1 ¥.201.Aa Vlanl00
10.3.1.0/24 (O_ASE 150. 1 11.2.1.1 Vlanl00
10.4.1.0/24 O_ASE 150 1 11.2.1.1 Vlanl00
11.2.1.0/24 Direct 0 0 11.2.1.2 Vlanl00
11.2.1.2/32 Direct 0 0 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 0 127.0.0.1 Inl.oop0
127.0.0.1/32 Direct 4] 0 127.0.0.1 Inloop0

(5) 7€ Switch B LAt @5 B G AR R G MH 10.0.0.0/8,
[SwitchB-ospf-1] asbr-summary 10.0.0.0 8
# A Switch A 9B M ERGEE

[SwitchA] display ip routing-table
Routing Tables: Public

Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost NextHop- Interlace
10.0.0.0/8 O_ASE 150 2 11.2.1.1 Vlanl100
11.2.1.0/24 Direct 4] 0 11.2.1.2 Vlanl00
11.2.1.2/32 Direct 0 0 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop0

8.3.4 OSPFHStub XiFHAREIES

OSPF %43 K 85 . 7T DLW 4 B 4 th LSA f9%0E , OSPF (Y R P13 LUMIR . % T4
F AS %K -k B TR, BT E 2 MBI h KRS LSA /5 &, 7T LUK
BB E N Stub X,

1. =

M A al LIS O AR R A OSPF B 32, 1T 1 EBENE KSR
SR, W T AR EB A6 AT AL 19 OSPF X Hi 3 84 ASBR WIFELE, BN R Z I
FrEEX PG| ASMR RS . BRI XAt LA BEh R BT RAMBA TR . B
ML IT SE 5 A B33 % 3B 11 9 OSPF X 8% AC B AL b Stub X 380k G f& i 3B ] 38 e Wl £ 89
7 3:: 8 =R



L ME HICARZRIAEREES

2. AMME
P 8-9 BT~ & OSPF ) Stub R MR BHMNE .

i Area St
Switch A Vian-int 100 Switch B
192.168.0.1/24

Vlan-int 100
192.168.0.2/24

Vlan-int 200
192.168.2.1/24

Vlan-int 200
192.168.1.1/24

Vian-int 200
192.168.2.2/24

ASBR

Area 1 Vlan-int 200 Area 2

192.168.1.2/24

Vlan-int 300
172:16.1.1/24

Stub

Vlan-int 300

Switch C 172.17.1.124 Qwitch D

B 8-9 OSPF Ay Stub X 5 #2 A4 fid B 41 ] &

3, BREER

(D A MBI EIT OSPF. 81 HBE RGN 4R 3 M.

(2) Hrp Switch A #1 Switch B #£% ABR ¥ ¥ % [X 8 2 (6] # B th , Switch D £ &
ASBR 5| A THMEPER  (FRARH) .

(3) E3R¥ Area 1 Bt 4 Stub X B, W43 25 2 0k K N B LSA i (B AR B
IRV ¢

4 EETERARE

(1) AlEEE LAY IP Mok (B .

(2) Bt’'® OSPF([RATH 8.3.3).

(3) BB Switch DE|ABRARH.

[SwitchD] ip route-static 200.0.0.0 8 null 0

[SwitchD] ospf

[SwitchD-ospi-1] import-route static
[SwitchD-ospf-1] quit

@ #&F Switch C 9 ABR/ASBR 5 8.,

[SwitchC] display ospf abr-asbr
OSPF Process 1 with Router ID 172.16.1.1
Routing Table to ABR and ASBR

Type Destination Area Cost Nexthop RiType
Intra-area 192.168.0.1 0.0.0.1 1562 192.168.1.1 ABR
Inter-area B e B 0.0.0.1 4686 192.168.1.1 ASBR

@ #F/F Switch C i OSPF Bih #.,

[SwitchC] display ospf routing
OSPF Process 1 with Router ID 172.16.1.1
Routing Tables
Routing for Network
Destination Cost Type NextHop AdvRouter Area
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172.16.1.0/24 1 Stub 172.16.1.1 172.16.1.1 0.0.0.1
172.17.1.0/24 4687 Inter-area 192.168.1.1 192.168.0.1 0.0.0.1
192.168.1.0/24 1562 Stub 192.168.1.2 172.16.1.1 0.0.0.1
192.168.2.0/24 4686 Inter-area 192.168.1.1 192.168.0.1 0.0.0.1
192.168.0.0/24 3124  Inter-area  192.168.1.1 192.168.0.1 0.0.0.1
Routing for ASEs

Destination Cost Type Tag NextHop AdvRouter
200.0.0.0/8 10 Type2 1 192.168.1.1" 172.17.1.1
Routing for NSSAs . -
Destination Cost Type Tag __NextHop AdvRouter

Total Nets: 6 .
Intra Area: 2 Inter Area: 3 ASE: 1 NSSA: 0

BR: 4 Switch CAAERKAEBREN, TARIB RV H4L AS S4B o,
(4) 28 Area 1 & Stub K.
@ FEE Switch A,

[SwitchA] ospf

[SwitchA-ospf-1] area 1
[SwitchA-ospf-1-area-0.0.0.1] stub
[SwitchA-ospf-1-area-0.0.0.1] quit
[SwitchA-ospf-1] quit

@ BL® Switch C,

[SwitchC] ospf

[SwitchC-ospf-1] stub-router
[SwitchC-ospf-1] area 1
[SwitchC-ospf-1-area-0.0.0.1] stub
[SwitchC-ospf-1-area-0.0.0. 1] quit
[SwitchC-ospl-1] quit

@ BR Switch C # OSPF B #%.

[SwitchC] display ospf routing
OSPF Process 1 with Router ID 172.16.1.1
Routing Tables
Routing for Network

Destination Cost  Type NextHop AdvRouter Area

0.0.0.0/0 65536 Inter-area 192.168.1.1 192.168.0.1 0.0.0.1
172.16.1.0/24 1 Stub 172.16.1.1 172.16.1.1 0.0.0.1
172.17.1.0/24 68660 Inter-area 192.168.1.1 192.168.0.1 0.0.0.1
192.168.1.0/24 1562  Swb 192.168.1.2 172.16.1.1 0.0.0.1
192.168.2.0/24 68659 Inter-arca 192.168.1.1 192.168.0.1 0.0.0.1
192.168.0.0/24 67097 Inter-area 192.168.1.1 192.168.0.1 0.0.0.1

Total Nets: 6
Intra Area: 2 Inter Area: 4 ASE: 0 NSSA: ¢
#BR: Stub ER R AF R E RTINS O _ASE LSA # A, B 3§ Area 1 B K & % Stub
E&B5E,Switch LEZ2F R 3 AS/HEBH Rz LI —-£%iA%dg,
@ MEZE M Stub Kl 4 Type 3 LSA,

L

145



<146
-

1

HICHARZRANERIES

[SwitchA] ospf

[SwitchA-ospf-1] area 1
[SwitchA-ospf-1-area-0.0.0.1] stub no-summary
[SwitchA-ospf-1-area-0.0.0. 1] quit

® #F Switch C 9 OSPF % &=,

[SwitchC] display espf routing
OSPF Process 1 with Router ID 172.16.1.1
Routing Tables

-

Routing for Network

Destination Cost  Type NextHop AdvERouter Area
0.0.0.0/0 1563 Inter-area 192.168.1.1 192.168.0.1 0.0.0.1
172.16.1.0/24 1 Stub 172.16.1.1 172.16.1.1 0.0.0.1
192.168.1.0/24 1562 Stub 192.168.1.2 172.16.1.1 0.0.0.1
Total Nets: 3

Intra Area: 2 Inter Area: 1 ASE: 0 NSSA: 0

R A EH3 Stub BRI B b B 448 A stub 445 K B 8 T & Stub &%,

B F B R RS E A Stub K3,

Stub R A RAEA A ASBR.IF AR ARSI B IR ERAR K A4,

BEHBEREFE Stub B3,

stub no-summary ¢ 444t 1 ¥ ABR k£, Bl F 4.k ABR 4 Stub R A A & 3 £
LLSA, B EiE %45 ,Stub R 4 Totally Stub B8, BB A B S AA#F—F &V, R
BTHiABR Py IRBAL G,

8.3.5 OSPF iy NSSA X Hh B BFiES

Stub K ARRETI A SR, M P-4 T NSSA K g9 #:&. NSSA R i iF
Type 7 LSA(NSSA External LSA)#{£#%. Type 7 LSA i NSSA X8 # ASBR =4,
‘©H) ik NSSA K ABR i, Bk &5 8 i Type 5 LSA(AS External LSA), 3l % 8| H At

1. &%

M 2 &l b 5 Wit oh O A BB R 4% 5% B OSPF shZ R i Bh i T30 % 1T &2
it B R R B T R B AL (K eT LU O e A NSSA X8, DLk BB ) X 4 o B
&, XATLLE S NSSA RIEFIA 7 2595 BB B B91E R .

2. AME _

B 8-10 FiR 3 OSPF & NSSA [X i 4 % Ag 8 40 RO .,

3. BE®|K

(1) P4 WAL ABE1T OSPF,. B HB ALK 40 3 K.

(2) ¥+ Switch A il Switch B #E % ABR 3 #% & X 18 2 8] # % B » Switch D %
ASBR B A T AM BBt (BB BEEH) . ,

(3) ERH¥ Area 1 Bt B H NSSA X i, B B ¥ Switch C AL B & ASBR 5| A 5H ¥ B B
(BAKH) , AR E B TIERME AS H15HE.
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Switch A 1ot 100 Switch B
192.168.0.1/24

Vlan-int 100
Vlan-int 200 192.168.0.2/24

192.168.1.1/24

Vlan-int 200
192.168.2.1/24

Area 1
NSSA

Vlan-int 200
192.168.2.2/24

ASBR

Vian-int 200 Area 2
192.168.1.2/24
ASBR

. Vlan-int 300 -
Vian-int 300
Switch C\U72.16.1.1/24 172171124 Switch D

M 8-10 OSPF ) NSSA X 1 #o % if B 4 ™ =

4. BEESENBEE

(1) BeEAE O IP Hbht (85 .

(2) B2 ¥ OSPF(®%),

(3) AL#E Switch D 5| A#RA R h (BS) .
(4 BEEH Area 1 RIE N NSSA KiK.,
O EE Switch A,

[SwitchA] ospl

[SwitchA-ospf-1] area 1

[SwitchA-ospl-1-area-0.0.0. 1] nssa default-route-advertise no-summary
[SwitchA-ospl-1-area-0.0.0.1] quit

[SwitchA-ospl-1] quit

@ B8 Switch C.

[SwitchC] ospf

[SwitchC-ospf-1] area 1
[SwitchC-ospl-1-area-0.0.0.1] nssa
[SwitchC-ospf-1-area-0.0.0. 1] quit
[SwitchC-ospf-1] quit

$#55%: nssa default-route-advertise 7T ¥A4E A J£ NSSA K #. 6 ABR # 4 ASBR L, A&

ABR E{# Aot R# ABR L2 Z 5 A% IAB &,ABR ¥4 6 NSSA KB A XA —& Type
7-LSA t9 % ik & ; & ASBR L4 Met, 2K ASBR A £ %A% & ASBR # £ @& NSSA
B A LN —%& Type 7-LSA BiA% &,

nssa no-summary 44~ 2 k{2 Al & NSSA ABR % ¢ 8B b, 8 T &4 45 NSSA B 3 &

# Totally NSSA K #%,ABR A& NSSA R A HHRAA — & Type 3-LSA WA & , A FHX
A3t H 44T 3 & LSA,

@ #F Switch CH OSPF g%,

[SwitchC] display ospf routing
OSPF Process 1 with Router ID 172.16.1.1
Routing Tables
Routing for Network I
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Destination Cost  Type NextHop AdvRouter Area

0.0.0.0/0 1563 Inter-area 192.168.1.1 192.168.0.1 0.0.0.1
172.16.1.0/24 1 Stub 172.16.1.1 172.16.1.1 0.0.0.1
192.168.1.0/24 1562  Stub 192.168.1.2 172.16.1.1 0.0.0.1

Total Nets: 3
Intra Area: 2 Inter Area: 1 ASE: 0 NSSA: 0

(5) FE Switch C3| ARRERH.

[SwitchC] ip route-static 100.0.0.0 8 null 0
[SwitchC] ospl

[SwitchC-ospl-1] import-route static
[SwitchC-ospf-1] quit

#£ 3 Switch D 1) OSPF M b3 .

[SwitchD-ospi-1] display ospf routing
OSPF Process 1 with Router ID 172.17.1.1
Routing Tables
Routing for Network

Destination Cost  Type NextHop AdvRouter Area
172.16.1.0/24 4687 Inter-area  192.168.2.1 192.168.0.2 0.0.0.2
172.17.1.0/24 1 Stub 172.17:1.1 172.17.1.1 0.0.0.2
192.168.1.0/24 4686 Inter-area 192.168.2.1 192.168.0.2 0.0.0.2
152.168.2.0/24 1562 Stub 192.168.2.2 172.17.1.1 0.0.0.2
192.168.0.0/24 3124 Inter-area 192.168.2.1 192.168.0.2 0.0.0.2
Routing for ASEs

Destination Cost Type Tag NextHop AdvRouter
100.0.0.0/8 10 Type2 1 192.168.2.1 192.168.0.1
Routing for NSSAs

Destination Cost Type Tag NextHop AdvRouter
Total Nets: 6

Intra Area: 2 Inter Area: 3 ASE: 1 NSSA: 0

HoR: A %485 NSSA Rk ey 8 & B &£ %48 M nssa ¢ 44§ i KR A E A% NSSA &,

8.3.6 OSPFHIDRIEHFHBEETIES

FE#EMA NBMA Mg A RFEHmSZ B MEXHBBEHELR. WRNEGH
nEHHE MEERT n—D/2 S EXR, XEBEM - GRaBHEEELES
SBERMEE, BATHEREHR. M@ RX— M, OSPF hill & L T 5 € & th 48 DR
(Designated Router) , BT 4 B th 2848 LM B R1K 4 DR, i DR MG EERRESEEX N L.

TR DR e T 55 i B T 5 28, W ) 4% o0 B B el % 6 R BT %€ DR, -5 39 DR [H
$. XTEEZERKOBE, EXBEREN,EHOHTERERAERN. ITERBHFEXITIRE,
OSPF # i T BDR(Backup Designated Router, £ {3 38 &€ s th #8) 81#%.% .

BDR Lfr E &% DR #— &4, ZE2E2%¢ DR 9 [ af 2 3% 2 i BDR, BDR 1 #1 4 [ Bz
NE T AR @ X R HRBEHGER. X DR %&%/5.BDR &2 RISA DR, H
FAFEEHERE, HFAPEXRFLCE T TUX M IREBEFEEN. HRXNER
EHEBEHEEH - BDR, BR—HRER KM KE, B RS mbkhr it
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iz4T OSPF # M4 5, BEAR DR 2 A2 BDR # 8% 885 DR Other, DR Other
{25 DR #1 BDR Z M #7483 % % . DR Other Z A R HEfTES {50 . XEBRBA T
R NBMA R4k |2 8% th 28 Z R 4B 8 56 R 3Rt , Rt s O Mg &, %%T%Eﬁﬁ

1. &

M 72> &) B4k 58 b0 R A H3C LA M A2 L3 E OSPF B& i th il B 7 R H % & 4
I, M) OSPF 2L KL TAEE EMERE . BEH M AN E, OSPF 38
BB REERK YL, ) IT #9PAR RN, 7E) BMEIFRET OSPF £ H L7 [ —
FIEt &% DR 5 BDR RA BV ARMERBEMAKN, BREH TFHRERAANEAETH,
A b % B 11 9 DR F1 BDR 38 % A2 B Bt | ¥ B8 B (R 38 e d1L , 3X 7T RE 2 5 PR — R 38
LR —EREwE, Hit,IT & Af#@id%x T DR.BDR ¥ 2N E. 2B HEHA
## DR.BDR E# B, HFMERESAEMEH.

2, AME
8-11 ff 7k OSPF 9 DR s MR mE AME .,
Router ID:1.1.1.1 Router 1D:2.2.2.2
Switch A Switch B
o S5
Vlan-int 1 | Vian-int 1
192.168.1.1/24 192.168.1.2/24
Vlan-int | Vlan-int |
192.168.1.3/24 192.168.1.4/24
BDR
Switch C Switch D
Router 11D:3.3.3.3 Router 1D:4.4.4 4
A 8-11 OSPF Yy DF. £ s Al B 41 R I
3. BERR

(1) Switch A .Switch B,Switch C.Switch D 7R —MEt ,iz4T OSPF il .
(2) B2® Switch A & DR,Switch C &4 BDR,

4. EECENER

(D BEFEEOK IP Mk (85 .

(2) B2E OSPF #AINRE,

@ B ® Switch A,J538h OSPF,}#i# B H Router ID 5 1.1. 1.1,
< SwitchA>> system-view

[SwitchA] routerid 1.1.1.1

[SwitchA] ospf

[SwitchA-ospf-1] area 0

[SwitchA-ospf-1-area-0.0.0.0] network 192.168.1.0 0.0.0.255

[SwitchA-ospf-1-area-0.0.0.0] quit
[SwitchA-ospf-1] quit

@ AEHE Switch B, 3 5 OSPF, #i& B H Router ID 35 2.2.2. 2,
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< SwitchB> system-view

[SwitchB] router id 2.2.2.2

[SwitchB] ospf

[SwitchB-osp{-1] area 0

[SwitchB-ospf-1-area-0.0.0.0] network 192.168.1.0 0.0.0.255
[SwitchB-ospf-1-area-0.0.0.0] quit '
[SwitchB-ospf-1] quit

® WM& Switch C, /38 OSPF, #:i% % & Router ID 3 3. 3. 3. 3,

< SwitchC> system-view

[SwitchC] router id 3.3.3.3

[SwitchC] ospf

[SwitchC-ospf-1] area 0

[SwitchC-ospf-1-area-0.0.0.0] network 192.168.1.0 0.0.0.255
[SwitchC-ospf-1-area-0.0.0.0] quit

[SwitchC-ospf-1] quit

@ ALHE Switch D, Jg 31 OSPF, I 8 B H Router ID i 4.4.4. 4,

< SwitchD>> system-view

[SwitchD] router id 4.4.4.4

[SwitchD] ospf

[SwitchD-ospf-1] area 0

[SwitchD-ospf-1-area-0.0.0.0] network 192.168.1.0 0.0.0.255
[SwitchD-ospf-1-area-0.0.0.0] quit

[SwitchD-ospf-1] quit

® &H Switch A BAELESA.

[SwitchA] display ospf peer verbose
OSPF Process 1 with Router ID1.1.1.1

Neighbors
Area 0.0.0.0 interface 192.168.1.1(Vlan-interfacel) 's neighbors
Router ID: 2.2.2.2 Address: 192.168.1.2 GR State: Normal

State: 2-Way Mode: None Priority: 1

DR: 192.168.1.4 BDR: 192.168.1.3 MTU: 0
Dead timer due in 38 sec

Neighbor is up for 00:01:31

Authentication Sequence: [ 0]

Neighbor state change count: 2

Router ID: 3.3.3.3 Address: 192.168.1.3 GR State: Normal
State: Full Mode: Nbr is Master Priority: 1
DR: 192.168.1.4 BDR: 192.168.1.3 MTU: 0
Dead timer due in 31 sec
Neighbor is up for 00:01:28
Authentication Sequence: [ 0 ]
Neighbor state change count: 2

Router ID: 4.4.4.4 Address: 192.168.1.4 GR State: Normal
State: Full Mode: Nbr is Master Priority: 1
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DR: 192.168.1.4 BDR: 192.168.1.3 MTU: 0
Dead timer due in 31 sec

Neighbor is up for 00:01:28

Authentication Sequence: [ 0 ]

Neighbor state change count: 2

A A E 3, Switch D 3 DR, Switch C 34 BDR,
(3) MEEO M hEMAR.
@ BEE Switch A,

[SwitchA] interface vlan-interface 1
[SwitchA-Vlan-interfacel] ospf dr-priority 100
[SwitchA-Vlan-interfacel] quit

@ BE® Switch B,

[SwitchB] interface vlan-interface 1
[SwitchB-Vlan-interfacel] ospf dr-priority 0
[SwitchB-Vlan-interfacel] quit

@ ®E Switch C,

[SwitchC] interface vlan-interface 1
[SwitehC-Vlan-interfacel] ospf dr-priority 2
[SwitchC-Vlan-interface] quit

@ #E Switch DRISEEE R .

[SwitchD] display ospf peer verbose
OSPF Process 1 with Router ID 4.4.4.4

Neighbors
Area 0.0.0.0 interface 192.168.1.4(Vlan-interfacel) s neighbors
Router ID: 1.1.1.1 Address: 192.168.1.1 GR State: Normal

State: Full Mode:Nbr is Slave Priority: 100
DR: 192.168.1.4 BDR: 192.168.1.3 MTU: 0
Dead timer due in 31 sec

Neighbor is up for 00:11:17

Authentication Sequence: [ 0]

Neighbor state change count: 3

Router ID: 2.2.2.2 Address: 192.168.1.2 GR State: Normal
State: Full Mode:Nbr is Slave Priority: 0
DR: 192.168.1.4 BDR: 192.168.1.3 MTU: 0
Dead timer due in 35 sec
Neighbor is up for 00:11:19
Authentication Sequence: [ 0]
Neighbor state change count: 3

Router ID: 3.3.3.3 Address: 192.168.1.3 GR State: Normal
State: Full Mode:Nbr is Slave Priority: 2
DR: 192.168.1.4 BDR: 192.168.1.3 MTU: 0

Dead timer due in 33 sec



182, HICHARZANANREIES

= 3

Neighbor is up for 00:11:15
Authentication Sequence: [ 0]
Neighbor state change count: 3

A UED, M4 DR/BDR 384 %74,

#T7: OSPF AREMGHBENR, AMS P DR/BDR A LML T o L %
WEREAANREF RS I AR . FRAKFK L.

(4) EJ3 OSPF #& (B,

@ #F Switch D HI4FEE A .

[SwitchD)] display osp{ peer verbose
OSPF Process 1 with Router ID 4.4.4.4

Neighbors
Area 0.0.0.0 interface 192.168.1.4( Vlan-interfacel)’s neighbors
Router ID: 1.1.1.1 Address: 192.168.1.1 GR State: Normal

State: Full Mode: Nbr is Slave Priority: 100
DR: 192.168.1.1 BDR: 192.168.1.3 MTU: 0
Dead timer due in 39 sec

Neighbor is up for 00:01:40

Authentication Sequence: [ 0]

Neighbor state change count: 2

Router ID: 2.2.2.2 Address: 192.168.1.2 GR State: Normal
State: 2-Way Mode: None Priority: 0
DR: 192.168.1.1 BDR: 192.168.1.3 MTU: 0
Dead timer due in 35 sec
Neighbor is up for 00:01:44
Authentication Sequence: [ 0 ]
Neighbor state change count: 2

Router IDD: 3.3.3.3 Address: 192.168.1.3 GR State: Normal
State: Full Mode: Nbr is Slave Priority: 2
DR: 192.168.1.1 BDR: 192.168.1.3 MTU: 0
Dead timer due in 39 sec
Neighbor is up for 00:01:41
Authentication Sequence: [ 0]
Neighbor state change count: 2

ol L F 3], Switch A ik DR,Switch C & BDR,
BER: RSN EHRAEAFull, ZHACHMEZABARTABLL,; EARKEHRS
A 2-Way, WA EMFHELAE DR & BDR, mF 2 i) 7 F &L LSA,
@ &F OSPF #HEOKRE.
[SwitchA] display ospf interface
OSPF Process 1 with Router ID 1.1.1.1
Interfaces
Area: 0.0.0.0

IP Address Type State Cost Pri DR BDR
192.168.1.1 Broadcast DR 1 100 192.168.1.1 192.168.1.3
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[SwitchB] display ospf interface
OSPF Process 1 with Router ID 2.2.2.2
Interfaces

Area: 0.6.0.0
IP Address Type State Cost Pri DR BDR
192.168.1.2 Broadcast DROther | 0 192.168.1.1 192.168.1.3

7. 4R OSPF 4 o &9 3k & 2% DROther, B8 €A Z DR, &7 £ BDR,

8.3.7 OSPF ﬁﬁ%ﬁﬁmﬁ#‘%

OSPF R K ZJ5 #HFE?% WXBBETFEHXR. HFE - EXEESRKAAMH
B, ERXIES (Area ID)E 0, @HERIE TR, FTREAFRBZMAKb,ET
TREZEMEHFERELIESE TRHEER L., ik, OSPF FLAFTHEAHE.

(D) FAEFTRELM S TREAFEH.

(2) FTXE®A S WL PRI EE.

8 7 Sc bR A, R RE 2 R O & 5 T 2 44 B R 41 %Eﬁ;ﬂ:ﬁ’“?)ﬁ X B AT LA o BS
# OSPF g #% #: (Virtual Link) F LI,

BEZERIEANES A BRZEET -1 EEF TEEMB YN —%Z8 FEEEHE.
EHRRLIR ABR, i B X FEMMEIN R oA, VEEERRESR - KEFTT
X 455, P 0 B e B DX IR O #4485 X (Transit Area).

1. &R

MZAFMIT #P A5/ LKA HIC LKMZHRIEEN P OoAMMNSE, ERE)R
EMARRBPAEI ERRMFEEET OSPF.EREBEGEHN —HLEFEIR., LidfFa
HE.FEREACRERNER FREEREE T ABR #H#EkX, SBH P —1HEF T
WA M Area 0 M, ABR LRI AGFELEEEMLRE. A TRNEHINESHAUTE,
RERSds, Bt/ Li#diBREEN T R T X — 0.

2, EME

M 8-12 ff/xJ OSPF e M RIRC E A N E .,

Area 0
Switch B Vlan-int 300

Aml\}v\‘./ "“‘é-,

. Vian-int 200 10.1.1.1/24
10.2.1.1/24

,‘-§* Switch A

Vian-int 100
10.3.1.1/24 lan-int 200

o, Vian-int 100 -y 10.2.1.2/24
Switch D 10.3.1.2/24 Switch C
Area 2

Bl 8-12 OSPF i i% & S22 i B 41 ™ 1

3. RESER
(1) Area 2 55 Area 0 WA HIEME. Area 1 ¥ UL % X 8 (Transit Area) e B
Area 2 #l Area 0. 7E Switch B 1 Switch C Z[A]EL B — R BIEE.
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(2) BB »Switch B BE# 4 5] Arca 2 HEyREH .

4. BEESRINME

(D BLEAHOM IP o dk (8%,

(2) BCH OSPF RA 6.

@© AL Switch A, J§ 31 OSPF, 3% & H Router 1D 5 7 5 1 B

< SwitchA>> system view

[SwitchA] ospf 1 router-id 1.1.1.1 .

[SwitchA-ospf-1] area 0

[SwitchA-ospf-1-area-0.0.0.0] network 10.1.1.00.0.0.255
[SwitchA-ospf-1-area-0.0.0.0] quit

@ B & Switch B, 23l OSPF, 3% % H Router ID % 2. 2. 2. 2.

< SwitchB>> systemn-view

[SwitchB] ospf 1 router-id 2.2.2.2

[SwitchB-ospf-1] area 0

[SwitchB-ospl-1-area-0.0.0. 0] network 10.1.1.0 0.0.0.255
[SwitchB-ospl-1-area-0.0.0.0] quit

[SwitchB-ospl-1] area 1

[SwitchB-ospf-1-area-0.0.0.1] network 10.2.1.0 0.0.0.255
[SwitchB-ospf-1-area-0.0.0.1] quit

@ fid B Switch C, 33 OSPF, 3% & H Router ID % 3. 3. 3. 3.

< SwitchC> sysiem-view

[SwitchC] ospl 1 router-id 3.3.3.3

[SwitchC-ospi-1] area 1 )
[SwitchC-ospf-1-area-0.0.0.1] network 10.2.1.0 0.0.0.255
[SwitchC-ospf-1-area-0.0.0.1] quit

[SwitchC-ospf-1] area 2

[SwitchC-ospi-1-area-0.0.90.2] network 10.3.1.0 0.0.0.255
[ SwitchC-ospf-1-area-0.0.0. 2] quit

@ BL#® Switch D, 33l OSPF, 3% B H Router ID Hy 4.4.4. 4,

< SwitchD> system-view

[SwitchD] ospf 1 router-id 4.4.4.4

[SwitchD-ospf-1] area 2

[SwitchD-ospf-1-area-0.0.0.2] network 10.3.1.0 0.0.0.255
_SwitchD-ospf-1-area-0.0.0. 2] quit

® #F Switch B # OSPF B .

[SwitchB] display ospf routing
OSPF Process 1 with Router ID 2.2.2.2
Routing Tables
Routing for Network

Destination Cost Type NextHop AdvRouter Area
10.2.1.0/24 2 Transit 10.2.1.1 3.3.3.3 0.0.0.1
10.1.1.0/24 2 Transit 10.1.1.2 R b 0.0.0.0

Total Nets: 2
Intra Area: 2 Inter Area: 0 ASE: 0 NSSA: 0
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BR: BT Area 08 H Y5 Arca 2 B 324035, Af ¥l Switch B B HEPER Area2 8
b- 855 I

(3) BL ¥ HE,

@O ACE Switch B,

[SwitchB] ospf

[SwitchB-ospf-1] area 1
[SwitchB-ospl-1-area-0.0.0.1] vlink-peer 3.3.3.3
[SwitchB-ospf-1-area-0.0.0.1] quit
[SwitchB-ospf-1] quit

@ ME Switch C,

[SwitchC] ospf 1

[SwitchC-ospl-1] area 1 _
[SwitchC-ospl-1-area-0.0.0.1] vlink-peer 2.2.2.2
[SwitchC-ospf-1-area-0.0.0.1] quit

@ #F Switch B ) OSPF & 3.

[SwitchB] display ospf routing
OSPF Process 1 with Router ID 2.2.2.2
Routing Tables
Routing for Network

Destination Cost Type NextHop AdvRouter Area

10.2.1.0/24 2 Transit 10.2.1.1 3.3.3.3 0.0.0.1
10.3.1.0/24 5 Inter 10.2.1.2 3.3.3.3 0.0.0.0
10.1.1.0/24 2 Transit  10.1.1.2 2.2.2.2 0.0.0.0

Total Nets: 3

Intra Area: 2 Inter Area: 1 ASE: 0 NSSA: 0

A LA B, Switch BE 2% 3| [ Area 2 B9 10.3.1.0/24,

BR: AR BER AR, AREBG M A TEREL vlink-peer 44, 5 B % 3 e K o)
hello,dead % 4~ # o4 50 — 5,

B4R Ak Fif Stub R 3, 4R 48 F i NSSA B3,

8.3.8 OSPFGRHABEEIES

OSPF GR W EZE TEHLW T .

(1) #F OSPF #}i% & ki §i , GR Restarter ;=4 Grace-LSA thif GR £, FEE G L7
1, GR Helper 842 5 455 GR Restarter Y484 REREE,

(2) OSPF thil E J5 52 B2 J5 , GR Restarter <= 37 BJ A H. 4B 8 GR Helper X 3% — 1
OSPF GR fi 5. X#,OSPF M ASHE M S HMBREXF . £ F I OSPF 4B Q)
Ji &7 »GR Restarter X HFIIKE 5 KB/ RXRIIE.

(3) ABIH XA EH BT )G ,GR Restarter SH T4 B & GR BAEE S i OSPF 485 =
i) 7] A6 B 48 e, FEAc B Bk {5 B . 52 S » GR Restarter RIBFH A H L B FH
HR 2 A & , Bk 5 38084 8 i, 5¢ B OSPF th S0t
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1. =

M A8 IT 44 A B/ L ZE 48 37 OSPF 9 4% f a8 2% B, 58 i 4 32 B AL B B OSPF GR
Tk, REGS7E OSPF #EF2 3 I Ja hn DR B d1 B3 2 > WO BF , 46 6 M 4% v BT (Y st ) . ER1 ot /s
L EfE2 ik A4y OSPF A # 4L E GR Thék,

2, AME

P 8-13 Frm i OSPF GR # 5Y Bg '8 4 M &,

Router I1D:1.1.1.1
GR Restarter

Switch A
Vlan-int 100
192.1.1.1/24
Vlan-int 100 Vlan-int 100
192.1.1.2/24 192.1.1.3/24

Switch C

GR Helper GR Helper
Router 1D:2.2.2.2 Router 113:3.3.3.3

B 8-13 OSPF GR #2% fid 5 41 /) B

3. BEEX

(1) Switch A,Switch B 1 Switch C BtJ& FHl— BIA R4, thJ& FF— OSPF &, i
OSPF B 55 B0 W 46 1.3 , H- 2 4 GR L.

(2) Switch A #£:%4E IETF #5ME GR Restarter, Switch B #il Switch C g B 3E IETF 7
# GR Helper, 3 Hiiid GR #L#§l5 Switch A fRFFH5MFEIL .

4, RESEMNERE

(1) BLHE Switch A,Jg3h OSPF, & BH Router ID A 1. 1. 1. 1.

< SwitchAZ> system-view

[SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacel00] ip address 192.1.1.1 255.255.255.0
[SwitchA-Vlan-interfacel00] quit

[SwitchA] router id 1.1.1.1

[SwitchA] ospf 100

[SwitchA-0spf-100] enable link-local-signaling
[SwitchA-ospf-100] enable out-of-band-resynchronization
[RouterA-ospl-100] graceful-restart

[SwitchA-ospf-100] area 0

[SwitchA-ospf-100-area-0.0.0.0] network 192.1.1.0 0.0.0.255
[SwitchA-ospf-100-area-0.0.0.0] return

(2) W& Switch B, 38 OSPF, ## & Router ID 2 2.2, 2. 2,

< SwitchB> system-view

[SwitchB] acl number 2000

[SwitchB-acl-basic-2000] rule 10 permit source 192.1.1.10.0.0.0
[SwitchB-acl-basic-2000] quit

[SwitchB] interface vlan-interface 100

[SwitchB-Vlan-interfacel100] ip address 192.1.1.2 255.255.255.0
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[SwitchB-Vlan-interfacel00] quit
[SwitchB] router id 2.2.2.2
[SwitchB] ospf 100
[SwitchB-0spf-100] enable link-local-signaling
[SwitchB-ospf-100] enable out-of-band-resynchronization
[SwitchB-ospf-100] graceful-restart help 2000
[SwitchB-ospf-100] area 0
[SwitchB-ospf-100-area-0.0.0.0] network 192.1.1.0 0.0.0.255
[SwitchB-osp{-100-area-0.0.0.0] quit

(3) BCE Switch C, 33 OSPF, 3% ¥ H Router ID 34 3. 3. 3. 3,

<< SwitchC> system-view

[SwitchC] interface vlan-interface 100
[SwitchC-Vlan-interfacel 00] ip address 192.1.1.3 255.255.255.0
[SwitchC-Vlan-interfacel00] quit

[SwitchC] router id 3.3.3.3

[SwitchC] ospf 100

[SwitchC-0spf-100] enable link-local-signaling
[SwitchC-ospf-100] enable out-of-band-resynchronization
[SwitchC-ospl-100] area 0

[SwitchC-ospf-100-area-0.0.0.0] network 192.1.1.0 0.0.0.255
[SwitchC -ospl-100-area-0.0.0.0] quit

(4) KR EZHR., BT8R E)S .7 Switch A FHJd OSPF #hill i) GR ##.

<SwitchA>> reset ospf 100 process graceful-restart

8.3.9 OSPFBEIdERBREES

1. %

M 22 A AL s B O R H3C 32 Byl 38 & OSPF W 4%, M4R B & SE 50 J5 3 T R0 4%
PRE IT BHERER L IT S )/ B0 45 58 69 M i R A AT PRl , (25 1) P R A RE B AR U 1)
IT 4 A By SEHE o 2 B OSPF 32 e HL e B B oh aof o8 2 — o 16 805 R 0 B e 45 0 0 X0, T
LLAR 7 iR B IT BT K.

2, AMME
g 8-14 Frss i OSPF [ ek 1o 3 i 7Y AL B 40 T 1] .
Switch A Vian-int I‘?)Dm 0 Switch B
10.1.1.1/24
Vlan-int 100

Vlan-int 400

2 10.1.1.2124
Vlan-int 200 10.3.1.1/24

10.2.1.1/24

Vlan-int 400

Vlan-int 200 Area 2 10.3.1.2/24

10.2.1.2/24

Vlan-int 300

10.4.1.1/24 Vlan-int 500

10.5.1.1/24 Switch D

B 8-14 OSPF Mt AR E S NE
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3. BEEK

(1) FTA W3 YLEREAT OSPF, 849 BHE R0 40 3 KRB,

(2) JLeh Switch A Fil Switch B #E4 ABR ¥ % X 3 2 [ 49 #4 i1 .

(3) 7£ Switch C ERCE y ASBR 5| ASMBEE th (AR d1) , JF4E Switch C b E & it o
g XS &R (3. 1.3.0/20) BTt k.

(4) 7& Switch A kg & B iy S g , %f B |3 (10. 5. 1. 0/24) ik A7at g .

4. BEEETENEE

(1) BE &4 0H IP ok (8% ,

(2) BLE OSPF,

@ ALE Switch A,

< SwitchAZ> system-view

[SwitchA] ospf

[SwitchA-ospf-1] area 0

[SwitchA-ospf-1-area-0.0.0.0] network 10.

[SwitchA-ospl-1-area-0.0.0.0] quit

[SwitchA-ospl-1] area 1

[SwitchA-ospf-1-area-0.0.0.1] network 10.2.1.0 0.0.0.255

[SwitchA-ospl-1-area-0.0.0. 1] quit
[SwitchA-ospf-1] quit

@ B H Switch B,

—_
[y

1.00.0.0.255

< SwitchB>> system-view

[SwitchB] ospf

[SwitchB-ospf-1] area 0
[SwitchB-ospf-1-area-0.0.0.0] network 10.1.
[SwitchB-ospf-1-area-0.0.0.0] quit
[SwitchB-ospf-1] area 2
[SwitchB-ospf-1-area-0.0.0.2] network 10.3.1.0 0.0.0.255
[SwitchB-ospf-1-area-0.0.0.2] quit

[SwitchB-ospf-1] quit

@ Bl'E Switch C.

—_
—

.00.0.0.255

< SwitchC> system view

[SwitchC] ospf

[SwitchC-ospf-1] area 1

[SwitchC-ospf-1-area-0.0.0.1] network 10.2.1.0 0.0.0.255
[SwitchC-ospf-1-area-0.0.0.1] network 10.4.1.0 0.0.0.255
[SwitchC-ospf-1-area-0.0.0.1] quit .
[SwitchC-ospf-1] quit

@ e ® Switch D,

[}

<ZSwitchD>> system-view

[SwitchDD] ospf

[SwitchD-ospf-1] area 2

[SwitchD-ospf-1-area-0.0.0.2] network 10.3.1.00.0.0.255
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[SwitchD-ospf-1-area-0.0.0. 2] network 10.5.1.0 0.0.0.255
[SwitchD-ospf-1-area-0.0.0.2] quit
[SwitchD-ospf-1] quit

(3) BEFIA BB RGS B
@ 7 Switch C FALE KB HMMBL 3.1.1.0/24 BB .

[SwitchC] ip route-static 3.1.1.0 24 10.4.1.2

@ #E Switch C FERCE—~#FHAMME 3.1.2.0/24 B ASRKHA,
[SwitchC] ip route-static 3.1.2.0 24 10.4.1.2

® 7& Switch C FACE —&FI HAME: 3.1.3.0/24 KRR H .
[SwitchC] ip route-static 3.1.3.0 24 10.4.1.2

@ 7£ Switch C FFl'® OSPE 5| A A .

[SwitchC] ospf 1
[SwitchC-ospf-1] import-route static
[SwitchC-ospf-1] quit

© 7E Switch A L EBHBHEE.

[SwitchA] display ip routing-table
Routing Tables: Public

Destinations : 12 Routes : 12
Destination/Mask Proto Pre Cost NextHop Interface
3.1.1.0/24 O_ASE 150 1 10.2.1.2 Vlan200
3.1.2.0/24 O_ASE 150 1 10.2.1.2
3.1.3.0/24 (O_ASE 150 1 Y0212 Vl1an200
10.1.1.0/24 Direct 0 10.1.1.1 Vlan200
10.1.1.1/32 Direct 0] 0 127.0.0.1
10.2.1.0/24 Direct 0 0 10:2:1.1
10,2015 1732 Direct 0 0 127.0.0.1
10.3.1.0/24 OSPF 10 4 10.1.1.2
10.4.1.0/24 QSPF 10 13 10.2.1.2
10.5.1.0/24 OSPF 10 14 10:1:1.2
127.0.0.0/8 Direct 4] 0 127.0.0.1
127.0.0.1/32 Direct 0 0 127.0.0.1

(4) 7£ Switch C ERCE X B eh 3. 1. 3. 0/24 AT I
@ FH| IPv4 Ml AR5 3% .
[SwitchC] ip ip-prefix prefix]l index 1 deny 3.1.3.0 24

[SwitchC] ip ip-prefix preflix] index 2 permit 3.1.1.0 24
[SwitchC] ip ip-prefix preflix]l index 3 permit 3.1.2.0 24

@ FBEXTIARMSRHFE ST, T E 3.1.3.0/24,

[SwitchC] ospf 1
[SwitchC-ospf-1] filter-policy ip-prefix prefixl export static

InLoopd
Vlian200
InLoop0
Vlanloo
Vlan200
Vlianl100
InLoop0

159
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@ 7E Switch A L& B EKHEEE.

[SwitchA] display ip routing-table
Routing Tables: Public

Destinations : 11 Routes : 11
Destination/Mask Proto Pre Cost
3.1.1.0/24 O_ASE 150 1
3.1.2.0/24 O_ASE 150 1
10.1.1.0/24 Direct 0 0
10.1.1.1/32 Direct 0 0
10.2.1.0/24 Direct 0 0
10.2.1.1/32 Direct 0 0
10.3.1.0/24 OSPF 10 4
10.4.1.0/24 OSPF 10 13
10.5.1.0/24 OSPF 10 14
127.0.0.0/8 Direct 0 Q
127.0.0.1/32 Direct 0 0

NextHop
10.2.1.2
10.2.1.2
10.1.1.1
127.0.0.1

AIES P HMMEE3. 1.3.0/24 (W BEHTERET.
(5) % Switch A FHACE X Bk 10. 5. 1. 1/24 gEA7ad k.

@ 7 Switch A FECE S EHTIE.

[SwitchA] acl number 2000

[SwitchA-acl-basic-2000] rule 0 deny source 10.5.1.00.0.6.255

[SwitchA-acl-basic-2000] rule 1 permit source any
[SwitchA-acl-basic-2000] quit

Interface
Vlan200
Vlan200
Vlanl00
InLoopd
Vlan200
InLoop0
Vlan100
Vlian200
Vlanl00
Inl.oop0
InLoop0

@ BoEXHE LSA T8 HR M B i f5 8 10.5.1.0/24 #4708 .

[SwitchA] ospf 1
[SwitchA-ospf-1] filter-policy 2000 import
[SwitchA-ospf-1] quit

@ fr Switch A F#HFERAEA.

[SwitchA] display ip routing-table
Routing Tables: Public

Destinations : 10 Routes : 10
Destination/Mask Proto Pre Cost
3.1.1.0/24 O_ASE 150 1
3.1.2.0/24 O_ASE 150 1
10.1.1.0/24 Direct 0 0
10.1.1.1/32 Direct 0 o
10.2.1.0/24 Direct o V]
10.2.1.1/32 Direct 0 0
10.3.1.0/24 OSPF 10 4
10.4.1.0/24 OSPF 10 13
127.0.0.0/8 Direct 0 0
127.0.0.1/32 Direct 0] 0

AELES, P 10.5.1.1/24 WM BRI T .

NextHop
10.2.1.2
10.2.1.2
10:1:1:1
127.0.0.1
10.2.1.1
127.0.0.1
10.1.1.2
10.2.1.2
127.0.0.1
127.0.0.1

Interface
Vlan200
Vlan200
Vl1anl00
InLoop0
Vlan200
InLoop0
Vlanl00
Vlan200
InLoopl
InLoopl
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8.4 ISISHhiYMAIREIES
8.4.1 ISISEANEHRAREES

IS-1S(Intermediate System-to-Intermediate System Intra-domain Routing Information
Exchange Protocol, #3 [8] & 45 2| 1 8] & 48 v 35 04 % fh 45 B S Be T D) B4 2 B B br AL 40 218
(the International Organization for Standardization, ISO) 7' F G 1% # W 5 1 il (Connectionless
Network Protocol, CLNP) 1 i it — Ffr 8l 75 5 i th13 ,

S TRt IP Bt % 4%, IETF #£ RFC 1195 th st 1S-1S BEAT 19" 76 #0148 8, fifi & 6
% R mf R FHAE TCP/IP M OSI Bssth , Br A 4 aifk 1S-1S(Integrated 1S-18 & Dual 15-18),

1S-1S & T 4 3B M 35 Bp i (Interior Gateway Protocol , IGP)  JH T HIEZ S A, IS-IS
S Pl R A TS L A P B 4T B 72 4 (Shortest Path First, SPRY B L AT Mt HE .

1. &%

M 2] 35 04 9 4% A0 0 5 b0 P 45 39 2 i1 OSPF Yl 30 28 T AR A9 » (R0 2 AP0 il T
R ER, HERG SHMMNERE, FHE R &R 1T 9801 EH5 5%
IGP B th P IS-1S X 8F & o P 350 190 445 140 47 3 8 I 2, (B 0 S oo ) 48 A X 2l 57

2. AFMA

l 8-15 fif/n 2k 1S-1S B AT RE L RY AL B 4 R A .

G2 g Swiich A

S L1
Vian-int 100
10.1.1.2/24

oo i iy {tan-int 100
iy 172.16.1.

& ‘ :.§. 2.16.1.1/16
Vlan-int 200 A Vlan-int 300 ™9
10.1.2.1/24 / SwitchC ~ 192.168.0.2/24 Switch D
Li/L2 L2

Vlan-int 300
192.168.0.1/24

Vlan-int 200 Area 20

e oagy 10.1.2.2/24

Switch B Area 10
L1

B 8-15 1S-1S A< ThAE Su R Bl B 40 M B

3. BEBER ,

P 8-15 fif 7R » Switch A.Switch B.Switch C #l Switch D JA FRI—HBR R4% . ERE
12 1838 it 1S-1S Bk 3 1P MR O /Y B /9 .

Hoft, Switch A il Switch B 35 Level-1 32 #4L, Switch D 2b Level-2 Z2 #t#ll, Switch C
e 3 Level-1-2 A2 M L4 B A X 3 AH % . Switch A, Switch B #1 Switch C B X 54 10,
Switch D B9 X5 4 20,

4. RESENRE

(1) FEE &3 8 IPv4 Hohk (B8 .
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(2) fc¥ 1SS,
O B | Switch A,

< SwitchA> system-view

[SwitchA] isis 1

[SwitchA-isis-1] is-level level-1

[SwitchA-isis-1] network-entity 10.0000.0000.0001.00
[SwitchA-isis-1] quit

[SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacel00] isis enable 1
[SwitchA-Vlan-interfacel 00] quit

@ ELE Switch B,

< SwitchB>> system-view

[SwitchB] isis 1

[SwitchB-isis-1] is-level level-1

[SwitchB-isis-1] network-entity 10.0000.0000.0002.00
[SwitchB-isis-1] quit

[SwitchB] interface vlan-interface 200
[SwitchB-Vlan-interface2C0] isis enable 1
[SwitchB-Vlan-interface200] quit

@ Bt & Switch C,

<ZSwitchC>> system-view

[Switch(C] isis 1

[SwitchC-isis-1] network-entity 10.0000.0000.0003.00
[SwitchC-isis-1] quit

[SwitchC] interface vlan-interface 100
[SwitchC-Vlan-interfacel00] isis enable 1
[SwitchC-Vlan-interfacel00] gquit
[SwitchC] interface vlan-interface 200
[SwitchC-Vlan-interface200] isis enable 1
[SwitchC-Vlan-interface200] quit
[SwitchC] interface vlan-interface 300
[SwitchC-Vlan-interface300] isis enable 1
[SwitchC-Vlan-interface300] quit

@ W& Switch D,

<ZSwitchD>> system-view

[SwitchD] isis 1

[SwitchD-isis-1] is-level level-2
[SwitchD-isis-1] network-entity 20.0000.0000.0004.00
[SwitchD-isis-1] quit

[SwitchD)] interface vlan-interface 100
[SwitchD-Vlan-interfacel00] isis enable 1
[SwitchD-Vlan-interfacel00] quit
[SwitchD] interface vlan-interface 300
[SwitchD-Vlan-interface300] isis enable 1
[SwitchD-Vlan-interface300] quit
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(3) RiIFMELERE,
O BARBZZHRILM ISIS LSDBFE,.BF LSP EE T,

[SwitchA] display isis lsdb
Database information for ISIS(1)

Level-1 Link State Database

LSPID Seq Num Checksum Holdtime Length ATT/P/OL
0000.0000.0001.00-00 *  0x00000004 0xdf5e 1096 68 0/0/0
0000.0000.0002. 00-00 0x00000004 Oxeedd 1102 68 0/0/0
0000. 0000.0002.01-00 0x00000001 Oxdaafl 1102 55 0/0/0
0000.0000.0003.00-00 0x00000009 Oxcaa3 1161 111 1/0/0
0000.0000.0003.01-00 0x00000001 Oxadda 1112 55 0/0/0

* —Self LSP, + —Self LSP(Extended), ATT-Attached, P-Partition, OL-Overload

[SwitchB] display isis lsdb
Database information for ISIS(1)

Level-1 Link State Database

LSPID Seq Num Checksum Holdtime Length ATT/P/OL
0000.0000.0001.00-00 0x00000006 Oxdb60 988 68 0/0/0
0000.0000.0002.00-00 «  0x00000008 Oxe651 1189 68 0/0/0
0000.0000.0002.01-00 *  0xD0000005 0xd2b3 1188 55 0/0/0
0000.0000.0003. 00-00 0x00000014 0x194a 1190 111 1/0/0
0000.0000.0003.01-00 0x00000002 Oxabdb 995 55 0/0/0

* —Self LSP, + —Self LSP(Extended), ATT-Attached, P-Partition, OL-Overload

[SwitchC] display isis Isdb
Database information for ISIS(1)

Level-1 Link State Database

LSPID Seq Num Checksum Holdtime Length ATT/P/OL
0000. 0000, 0001.00-00 0x00000006 0xdb60 847 68 0/0/0
0000. 0000.0002. 00-00 0x00000008 Oxeb51 1053 68 0/0/0
0000.0000.0002. 01-00 0x00000005 0xd2b3 1052 55 0/0/0
0000.0000.0003.00-00 *  0x00000014 0x194a 1051 111 1/0/0
0000.0000.0003.01-00 *  0x00000002 Oxabdb 854 55 0/0/0

» —Self LSP, + —Self LSP(Extended), ATT-Attached, P-Partition, OL-Overload
Level-2 Link State Database

LSPID Seq Num Checksum Holdtime Length ATT/P/OL
0000.0000.0003.00-00 *  0x00000012 0xc93c 842 100 0/6/0
0000.0000. 0004 . 00-00 0x00000026 0x331 1173 84 - 0/0/0
0000.0000.0004.01-00 0x00000001 0Oxee95 668 55 0/0/0

* —Self LSP, + —Self LSP(Extended), ATT-Attached, P-Partition, OL-Overload

[SwitchD] display isis lsdb
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Database information for ISIS(1)

Level-2 Link State Database

LSPID Seq Num Checksum Holdtime Length ATT/P/OL
0000.0000.0003.00-00 0x00000013 0xc73d 1003 100 0/0/0
0000.0000.0004.00-00 *  0x0000003¢ 0xd647 1194 84 0/0/0
0000.0000.0004.01-00 *  0x00000002 Oxec96 1007 55 0/0/0

* — Self LSP, + —Sell LSP(Extended), ATT-Attached, P-Partition, OL-Overload

@ BARBEZHEIN ISISHHEEE. Level 1 38mPLBIBh RPMZA — KRB H, B
F—8E4 Level-1-2 32 B4, Level-2 A28 HLII % th & %A BT A Level-1 M1 Level-2 A9 .

[SwitchA] display isis route
Route information for ISIS(1)

ISIS(1) IPv4 Level-1 Forwarding Table

IPV4 Destination IntCost ExtCost ExitInterface NextHop Flags
10.1.1.0/24 10 NULL Vlanl00 Direct D/L/-
10.1.2.0/24 20 NULL Vlanl00 10.1.1.1 R/-/-
192.168.0.0/24 20 NUILL Vlan100 10.1.1.1 R/-/-
0.0.0.0/0 10 NULL Vlanl00 10.1.1.1 R/-/-

Flags: D-Direct, R-Added to RM, L-Advertised in LSPs, U-Up/Down Bit Set

[SwitchC] display isis route
Route information for ISIS(1)

ISIS(1) IPv4 Level-1 Forwarding Table

IPV4 Destination IntCost  ExtCost ExitInterface NextHop Flags

192.168.0.0/24 10 NULL  Vlan300 Direct D/L/-
10.1.1.0/24 10 NULL  VlanlG0 Direct D/L/-
10.1.2.0/24 10 NULL  Vlan200 Direct D/L/-

Flags: D-Direct, R-Added to RM, L-Advertised in LSPs, U-Up/Down Bit Set
ISIS(1) IPv4 Level-2 Forwarding Table

IPV4 Destination IntCost ExtCost Exitlnterface NextHop Flags

192.168.0.0/24 10 NULL  Vlan300 Direct D/L/-
10.1.1.0/24 10 NULL  Vlanl00 Direct D/L/-
10.1.2.0/24 10 NULL  Vlan200 Direct D/L/-
172.16.0.0/16 20 NULL  Vlan300 192.168.0.2 R/-/-

Flags: D-Direct, R-Added to RM, L-Advertised in LSPs, U-Up/Down Bit Set

[SwitchD] display isis route
Route information for ISIS(1)

ISIS(1) IPv4 Level-2 Forwarding Table
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IPV4 Destination IntCost ExtCost Exitlnterface NextHop Flags

192.168.0.0/24 10 NULL  Vlan300 Direct D/L/-
10.1.1.0/24 20 NULL  Vlan300 192.168.0.1 R/-/-
10.1.2.0/24 20 NULL  Vlan300 192.168.0.1 R/-/-
172.16.0.0/16 10 NULL Vlanl00 Direct D/L/-

Flags: D-Direct, R-Added to RM, L-Advertised in LSPs, U-Up/Down Bit Set

BR: BTARFAERY Level-] B B REEHAARE XL R, Level-2 B d B2 FH & 4%
VES Y IEN-E N

8 HER Level-1 3 F Level 2 £ 8 at B o B I E A AN A IR B ERN R
&, A fEif it isis circuit-level 4 H T ; B H B2 Level-1-2 AR, H oM B & E L E
A W gL i it isis circuit-level # 4K X, UZ I REEAMERLE,

8.4.2 ISIISHDIS ZFHAFREIES

FEI G M4 b, 1S-1S 5 276 B A (9 B pht 2% oD 282 — 4 B i1 8% 4 24 DIS (Designated
Intermediate System.$§E P EE5) .

DIS FH 3k Il 8 F1 & £h W £ (Pseudonodes) , 31 1t 37 A4 B8 0 35 S A0 LSP, A1 3 1 ik X 4
W & A7 BB B p 2F .

T AR T AR ) — R S IFJE A M 28, E ISISrh . Ph A
H] DIS ) System ID i 1 =78 Circuit ID(HE 0 {E)FriR.

RS 0T AR AL W S8 0 Fh , 7= R B LSP M 84>, 18> SPF B IRIHAE .

1. ﬁﬁ— Switch A Switch B

M 2 7 BF 5 ol R 458 i H3C 38 BpUR - gy
IS-IS il 7 i B, H KE A vl TIELE &
metsh. ITHPATN L RATLLIREE
2 DIS 28 AR H DIS sk 2 BB E R
BB LI A Dy DIS, 34 3] & 38 53 e P 4% B 08 Vian-int 100 Vlan-int mr{
Hea. 10.1.1.3/24 10.1.1.4/24 -

2. HEWE ¥

P 8-16 B/ 4 IS-IS B DIS S MM BEH ~ SvenC FhD
F@FE; — B 8-16 IS-IS fi9 DIS ik ¥k 3 AU A % 41 ) 1)

i 8-16 B /s »Switch A Switch B,Switch C #1 Switch D #8127 1S-1S M i Br i LA 32
BE %, EAR T FE - X 10, FERE N #H M LR . HA, Switch A il Switch B
B Level-1-2 &2 ##l,Switch C 24 Level-1 22 ##l,Switch D & Level-2 22 #:41.

PR E ot te s 8 0 B4 DIS B 54, 4% Switch A Bg 84 Level-1-2 g4 DIS,

4, BRESENRE

(1) FE&#EOMN IPv4 MGk (B]),
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~9

(2) BELE& 1SS,
O BELE Switch A,

<ZSwitchA™> system-view

[SwitchA] isis 1

[SwitchA-isis-1] network-entity 10.0000.0000.0001.00
[SwitchA-isis-1] quit

[SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacel00] isis enable 1
[SwitchA-Vlan-interfacel00] quit

@ B H Switch B,

< SwitchB>> system-view

[SwitchB] isis 1

[SwitchB-isis 1] network-entity 10.0000.0000.0002.00
[SwitchB-isis-1] quit

[SwitchB] interface vlan-interface 100
[SwitchB-Vlan-interfacel00] isis enable 1
[SwitchB-Vlan-interfacel00] quit

@ Bt Switch C,

< SwitchC> system-view

[SwitchC] isis 1

[SwitchC-isis-1] network-entity 10.0000.0000.0003.00
[SwitchC-isis-1] is-level level-1

[SwitchC-isis-1] quit

[SwitchC] interface vlan-interface 100
[SwitchC-Vlan-interfacel00] isis enable 1
[SwitchC-Vlan-interfacel00] quit

@ B Switch D,

<ZSwitchD>> system-view

[SwitchDD] isis 1

{SwitchD-isis-1] network-entity 10.0000.0090. 6004 .00
[SwitchD-isis-1] is-level level-2

[SwitchD-isis-1] quit

[SwitchD] interface vlan-interface 100
[SwitchD-Vlan-interfacel00] isis enable 1
[SwitchD-Vlan-interfacel00] quit

6 &EH Switch A 8 IS-IS4EESE.

[SwitchA] display isis peer
Peer information for ISIS(1)

System Id: 0000.0000.0002
Interface: Vlan-interfacelO0 Circuit Id: 0000.0000.0003.01
State: Up HoldTime: 21s Type: L1(L1L2) PRI: 64

System Id: 0000.0000.0003
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Interface: Vlan-interfacel00 Circuit Id: 0000.0000.0003.01
State: Up HoldTime: 27s Type: L1 PRI: 64

System Id: 0000.0000.0002
Interface: Vlan-interfacel00 Circuit Id: 0000.0000.0004.01
State: Up HoldTime: 28s Type: L2(L1L2) PRI: 64

System Id: 0000.0000.0004
Interface: Vlan-interfacel00 Circuit Id: 0000.0000.0004.01
State: Up HoldTime: 30s Type: L2 PRI: 64

® B7% Switch A 9 ISIS LS 8.

[SwitchA] display isis interface
Interface information for ISIS(1)

Interface: Vlan-interfacel00
Id IPV4, State IPVE6. State MTU Type DIS
001 Up Down 1497 L1/L2 No/No

@ B Switch CH IS ISEOER.

[SwitchC] display isis interface
Interface information for ISIS(1)

Interface: Vlan-interfacel00
Id IPV4.State IPV6. State MTU Type DIs
001 Up Down 1497 L1/L2  Yes/No

® B Switch D B ISIS #ETIEA .

[SwitchDD] display isis interface
Interface information for ISIS(1)

Interface: Vlan-interfacel00
Id IPV4, State IPVE. State MTU Type DIS
00l Up Down 1497 L1/L2 No/Yes

BR: MO A FTUAE, £ 8 KA DIS 4£ £ 8 6 5 LT ,Switch C #4 Level-1
#1 DIS,Switch D % Level-2 # DIS., Level-1 #= Level-2 #5144 %% & 4 %] & 0000, 0000, 0003.
01 #= 0000. 0000. 0004. 01,

W 4L T L8 Level-1 #9 DIS #= Level-2 #) DIS 2 #3478 2 44,

(3) & Switch A # DIS {54,

[SwitchA] interface vlan-interface 100

[SwitchA-Vlan-interfacel00] isis dis-priority 100
[SwitchA-Vlan-interfacel00] quit

@ #H Switch A W IS-IS4FE(SE.

[SwitchA] display isis peer
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Peer information for I1SIS(1)

System Id: 0000.0000.0002
Interface: Vlan-interfacel00
State: Up HoldTime: 21s

System Id: 0000.0000.0003
Interface: Vlan-interfacel00

State: Up HoldTime: 27s

System Id: 0000.0000.0002
Interface: Vlan-interfacel00
State: Up HoldTime: 28s

System 1d: 0000.0000.0004
Interface: Vlan-interfacel00
State: Up HoldTime: 30s

Circuit 1d: 0000.0000.0001.01

Type: LI(L1L2) PRI: 64

Circuit Id: 0000.0000.0001.01
Type: L1 PRI: 64

Circuit Id: 0000.0000.0001.01
Type: L2(L1L2)  PRI: 64

Circuit Id: 0000.0000.0001.01
Type: L2 PRI: 64

@ &/ Switch A IS ISEUI{EFE.

[SwitchA] display isis interface
Interface information for ISIS(1)

Interface: Vlan-interfacel00
1d IPV4. State IPV6. State MTU Type DIS
001 Up Down 1497 I.1/1.2 Yes/Yes

BR. AEREAFTRAER, £k T ISIS 4 04§ DIS £ A4 /5, Switch A LI &4
Level-1-2 # DR(DIS), B4 % & & 0000. 0000. 0001. 01,

Wy b4 T L8 DIS 5 OSPF w41 DR A R R .DIS#H A £ ikt B8,

@ B2 Switch CH ISISAEMBOMEL,

[SwitchC] display isis peer
Peer information for ISIS(1)
System Id: 0000.0000.0002
Interface: Vlan-interfacel00
State: Up HoldTime: 25s

Circuit Id: 0000.0000.0001.01
Type: L1 PRI: 64

System Id: 0000.0000.0001
Interface: Vlan-interfacel00
State: Up HoldTime: 7s

Circuit Id: 0000.0000.0001.01
Type: L1 PRI: 100

[SwitchC] display isis interface
Interface information for ISIS(1)

Interface: Vlan-interfacel00
Id IPV4. State IPV6. State MTU Type DIS
001 Up Down 1497 L1/L2 No/No
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@ B Switch DY ISIS4EEfiEOEE.,

[SwitchD] display isis peer
Peer information for ISIS(1)

System [d: 0000.0000.0001
Interface: Vlan-interfacel0O0 Circuit Id: 0000.0000.0001.01
State: Up HoldTime: 9s Type: L2 PRI: 100

System Id: 0000.0000.0002
Interface: Vlan interfacel 00 Circuit Id: 0000.0000.0001.01
State: Up HoldTime: 28s Type: L2 PRI: 64

[SwitchD] display isis interface
Inter{ace information lor ISIS(1)
Interface: Vlan-interfacel00
Id IPV4. State IPV6. State MTU Type DIS
001 Up Down 1457 L1/L2 No/No

B 2 F IS-1S, Level-1 #v Level-2 4 DIS & 58 i 2585, Tl A R B A 7 & DIS it

FREFFGRAR, HABRBERE R PO TR,

SrEMSTRABARGHEOBASEH, MNAF MACRIEZ RSB GBS T,

RSB G B DIS K LBRAE 0,5 KL ik R F MAC 3t & X 6% W 8 4F 4 DIS,

8.4.3 IS-ISEINIMBEHAREERS

1. R
ATABRE M QF BT R b G RSB S E MM, B8 7 EREBk i oL

VISR IT 538 1T A5 P R RE — 2R 2 W 80 i by o IR 0 36 S0 0 Y 3L A 0 4 3438
# OSPF \RIP % H {th 3 dhy 0038, BRI O BF 24 o 0 PO 8 707 50 oK G il B ey (RS B 1 ST AL B TS
IS w41 P i el 7T 3K,

2. AMME
P 8-17 s by 1S-18 51 A Sh i i vy 5 7Y e 8 4 R ]

' § @# Switch A
- Ll

Vlan-int 10
10.1.1.2/24

Vlan-int 500
10.1.5.1/24

Vian-int 100Nyt 300 Vian-int400  RIP
10.1.1.1724 0y 192.168.0.1/24 10.1.4.1/24
Vian-int 200 3 Vlan-int 300 Vian-int 400 Vian-int 600

Switch C  192.168.0.2/24 SwitchD  10.1.4.2/24 Switch E 10.1.6.1/24
L1/L2 L2

Vlan-int 200
10.1.2.2/24 Area 20

10.1.2.1/24

Switch B
L1 Area 10

B 817 1S-IS 5[ A S5 B4 eh 0 U e 5 4 19 1)

169 |
8o
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A

3. BEEK

(1) Switch A,Switch B,Switch C #1 Switch D R TR — HE &%, SR 2 H@E
IS-ISthiiAT IP MR EER B 1.

(2) Switch A 1 Switch B 24 Level-1 B8 %%, Switch D & Level-2 f& H 2%, Switch C 4E
% Level-1-2 [ by 284 6 4> X 88 % . Switch A, Switch B # Switch 'C i X 8% % 10,
Switch D g X185 % 20,

(3) 7E Switch D fy IS-IS ## 35| A RIP {51,

4. EETEMGE

(1) REESEDOM IP #ht (B8 .

(2) BLE 1S-1S AT,

D A E Switch A,

<ZSwitchA> system-view

[SwitchA] isis 1

[SwitchA-isis-1] is-level level-1

[SwitchA-isis-1] network-entity 10.0000.0000.0001.00
[SwitchA-isis-1] quit

[SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacel00] isis enable 1
[SwitchA-Vlan-interfacel 00] quit

@ BLHE Switch B,

< SwitchB> system-view

[SwitchB] isis 1

[SwitchB-isis-1] is level level-1

[SwitchB-isis-1] network-entity 10.0000.0000.0002.00
[SwitchB-isis-1] quit

[SwitchB] interface vlan-interface 200

[SwitchB-Vlan interface200] isis enable 1

[SwitchB- Vlan-interface200] quit

@ BLE Switch C,

< SwitchC> system-view

[SwitehC] isis 1

[SwitchC-isis-1] network-entity 10.0000.0000.0003.00
[SwitehC-isis-1] quit

[SwitchC] interface vlan-interface 200
[SwitchC-Vlan-interface200] isis enable 1
[SwitchC-Vlan-interface200] quit
[SwitchC] interface vlan-interface 100
[SwitchC-Vlan-interfacel00] isis enable 1
[SwitchC-Vlan-interfacel00] quit
[SwitchC] interface vlan-interface 300
[SwitchC-Vlan-interface300] isis enable 1
[SwitchC-Vlan-interface300] quit
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@ AeFH Switch D,

< SwitchDD>> system-view

[SwitchD] isis 1

[SwitchD-isis-1] is-level level-2 -
[SwitchD-isis-1] network-entity 20.0000.0000.0004.00
[SwitchD-isis-1] quit

[SwitchD] interface interface vlan-interface 300
[SwitchD-Vlan-interface300] isis enable 1
[SwitchD-Vlan-interface300] quit

® BAEHHEMEN IS ISEHER.

[SwitchA] display isis route
Route information for ISIS(1)

1PV4 Destination IntCost ExtCost Exitlnterface NextHop

10.1.1.0/24 10 NULL  VLANI00 Direct

10.1.2.0/24 20 NULL  VLANIO00 10.1.1.1
192.168.0.0/24 20 NULL  VLANI00 101 T:1
0.0.0.0/0 10 NULL  VLANI00 10.1:1.1

Flags: D-Direct, R-Added to RM, L-Advertised in LSPs, U-Up/Down Bit Set

[SwitchC] display isis route
Route information for ISIS(1)

10.1.1.0/24 10 NULL  VLANI100 Direct
10.1.2.0/24 10 NULL  VI.AN200 Direct
192.168.0.0/24 10 NULL  VLAN300 Direct

Flags: D-Direct, R-Added to RM, L-Advertised in LSPs, U-Up/Down Bit Set

ISIS(1) IPv4 Level-2 Forwarding Table

10.1.1.0/24 10 NULL  VLANI100 Direct
10.1.2.0/24 10 NULL  VLANZ00 Direct
192.168.0.0/24 10 NULL  VLAN300 Direct

Flags: D-Direct, R-Added to RM, L-Advertised in LSPs, U-Up/Down Bit Set

[SwitchD] display isis route
Route information for ISIS(1)

IPV4 Destination IntCost ExtCost Exitlnterface NextHop

Flags
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192.168.0.0/24 10 NULL  VLAN300 Direct D/L/-

10.1.1.0/24 20 NULL  VLAN300 192.168.0.1 R/-/-
10.1.2.0/24 20 NULL  VLAN300 192.168.0.1 R/-/-

Flags: D-Direct, R-Added to RM, L-Advertised in LSPs, U-Up/Down Bit Set

(3) 7E Switch D fil Switch E Z [ i 47 RIPv2, 7£ Switch D | fid & IS-IS gt 2| A RIP
.
@ 7£ Switch D B2 B RIPvZ,

[SwitchD] rip 1

[SwitchD-rip-1] network 10.0.0.0
[ SwitchD-rip-1] version 2
[SwitchD-rip-1] undo summary

@ 7 Switch E | fid & RIPv2,

[SwitchE] rip 1

[SwitchE-rip-1] network 10.0.0.0
[SwitchE-rip-1] version 2
[SwitchE-rip-1] undo summary

@ 7£ Switch D F 8 IS-IS #t#5| A RIP #R Ak .

[Switch-rip-1] quit
[SwitchD] isis 1
[SwitchD-isis] import-route rip level-2

@ 87 Switch C iy IS-IS B fs B .

[SwitchC] display isis route
Route information for ISIS(1)

IPV4 Destination IntCost  ExtCost Exitlnterface NextHop Flags

10.1.1.0/24 10 NULL VLANI00 Direct D/L/-
10.1.2.0/24 10 NULL VLANZ00 Direct D/L/-
192.168.0.0/24 10 NULL VLAN300 Direct D/L/-

Flags: D-Direct, R-Added 10 RM, L-Advertised in LSPs, U-Up/Down Bit Set
I1S1S(1) IPv4 Level-2 Forwarding Table

IPV4 Destination IntCost  ExtCost Exitlnterface NextHop Flags

10.1.1.0/24 10 NULL  VLANI00 Direct D/L./-
10.1.2.0/24 10 NULL  VLAN200 Direct D/L/-
192.168.0.0/24 10 NULL VLAN300 Direct D/L/-
10.1.4.0/24 10 NULL VLAN300 192.168.0.2 R/L/-
10.1.5.0/24 20 NULL VLAN300 192.168.0.2 R/L/-
10.1.6.0/24 20 NULL  VLAN300 192.168.0.2 R/L/-

Flags: D-Direct, R-Added to RM, L-Advertised in LSPs, U-Up/Down Bit Set
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8.4.4 IS-ISGREBEEIES

IS-IS GR W EEA THEHLHI 0T -

(1 IS 1S Hhil FH i 56 J5 - GR Restarter 237 Bl [ AR89 GR Helper %% — 4~ 1S-1S
GRES. ZHSISEBRACEMNEHMMEXR. B H ISIS 4B JE (w55,
GR Restarter ZEFHRE S HHME LRI E,

(2) 4PIBEXFREH G GR Restarter SHFF A H % GR BHIBE /160 1S-1S 4B f& 2 (8]
[B BB, BB s B . A HEMIG »GR Restarter #3857 049 3 ol 7 %15 8 07 &7 2% th
R FNEE R, I B O 2 % i L 58 AR TS-1S Hh L8k .

1, &=

M 7% &l BB % o0 P 45 38 1 H3C LUK R3S bl 3R 1SS il 47 38 8 L 1T 440 A
G/ L e 50 E o op e BB S A i b0 9 4% o OSPF GR (9 id B 3% X #F & h 0 M4k
#HAT T IS-1S GR MEE . H F 1€ 1S-1S BEFR & 5 /& 4 21 hn e I 45 B S0GHE BF L 47 58 )0 45 5 b st
[ HM.

2. AME

[® 8-18 frax 1S-1S GR H 7 e T 40 9 | .

GR Restarter

Switch A
Vlan-int 100
10.0.0.1/24
Vlian-int 100 Vlan-int 100
10.0.0.2/24 10.0.0.3/24
Switch B Switch C

GR Helper GR Helper

Pl 8-18 IS-1S GR # &Y i & 41 W A

3. BE®K

4N 8-18 fff 71 » Switch A.Switch B fil Switch C JB TRl —#. X 3 &3 #HE1T IS
IS PSR SE BBk e 3% , R 3R L GR #LH.

4. EETEMMERE

(1) Fg B & 8Bl i TP #o ik 70 1S-1S Bl

O BLEABEOF IP WL TN EH, LR B R,

@ RESZHBIZERA IS IS il #4975 iE , B} Switch A, Switch B #1 Switch C
2 [ REM 7E M 4 2 538 , 3 B & B2 (8] BB 15 B 1S-1S B i 52 B 3 25 B oh SE A » K E
Bl R,

(2) F2E IS1S GR, fiifig Switch A fy IS-IS Bl i) GR HEF7 , 310 & & /3 6] R A 1] .

< SwitchA>> system-view

[SwitchA] isis 1

[SwitchA-isis-1| graceful-resiart

[SwitchA-isis-1| graceful-restart interval 150
[SwitchA-isis-1] return
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Switch B #il Switch C B¢ E 5 Switch A L, Ao B i g .

(3) WA HHR. Switch A 43515 Switch B fl Switch C BRI PHEXREE,3 S X#H
PLIF R A ¥ B R {5E B . Switch A 8 ISIS il E 5 . it A BJSHEA S .83 GR HLH 5148 /%
FEHEEEEHSR, MEHEE. # B display isis graceful-restart status 474, A] & F
Switch A  IS-IS #f i GR R .

@ EJ3 Switch A,

< SwitchA>> reset isis all 1
Warning : Reset ISIS process? [Y/N]:y

@ #F Switch A |- ISIS il iy GR RS,

< SwitchA™> display isis graceful-restart status
Restart information for 1SIS(1)
1S-1S(1) Level-1 Restart Status
Restart Interval: 150
SA Bit Supported
Total Number of Interfaces = 1
Restart Status: RESTARTING
T3 Timer Status:
Remaining Time: 65535
T2 Timer Status:
Remaining Time: 59
Interface Vlanl
T1 Timer Status:
Remaining Time: 1
RA Not Received
Complete CSNP Not Received
Number of T1 Pre Expiry: 0

IS-1S(1) Level-2 Restart Status
Restart Interval: 150
SA Bit Supported
Total Number of Interfaces = 1
Restart Status: RESTARTING
T3 Timer Status:
Remaining Time: 65535
T2 Timer Status:
Remaining Time: 59
Interface Vlanl
T1 Timer Status:
Remaining Time: 1
RA Not Received
Complete CSNP Not Received
Number of T1 Pre Expiry: 0
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8.4.5 IS[ISHIERBEEES

1. 5%

M 2> d) Wt vt B4 SR Fl H3C LUK R A #8435 1S-1S Phill s AT 36 8 , B3 T BF 5 0 4%
BRWRITER T G515 EEMERE 1SIS (035l R F 1S-1S Bl , LAH {718 & 6 8
VARNSEXR FEEINEREOBHER.

2, AME

P 8-19 A/ & IS-1S 46 iF gt 750 0 5 4 FO 1,

10.1.1.2/24
Vian-int 100
10.1.1.1/24 o 10.1.3.1/24 §
Vian-int 200 3 Vigein300- A

10.1.2.1/24 / Switch C 10.1.3.2/24 Switch D
L1/L2 L2

7

Vlan-int 100
10.1.4.1/24

Vian-int 300

Vlan-int 200 Area 20

:ﬁ* 10.1.2.2124

Switch B Area 10
L1

BI8-19  IS-IS K il s 5 AT B 4

3. RE®EK

A 8-19 frzx ,Switch A,Switch B,Switch C fl Switch D & F[R--# B, ERE]
Z[BlE IS-IS thill ik 2 IP MK HHAM H K. He,Switch A Switch B #1 Switch C & F
[l —4Kig, K2 % 10; Switch D BRF B4 — Kk, K24 20,

FEX 3 10 NEC B X, B IE AR {EE M BB {E B MA B X 10 # LSDB #; #%
Switch C il Switch D | e B ¥ b B, B I AR (5Bt 5 RE A MArBs R 251
£ Switch A.Switch B.Switch C #1 Switch D F BRI BEME X RIIF.

4. BRETENBE

(1) BEFHECOH IP it (B8 .

(2) BB I1S-IS A ThE.

@ BLE Switch A,

< SwitchA>> system view

[SwitchA] isis 1

[SwitchA-isis-1] network-entity 10.0000.0000.0001.00

[SwitchA-isis-1] quit

[SwitchA] interface vlan-interface 100

[SwitchA-Vlan-interfacel00] isis enable 1
[SwitchA-Vlan-interfacel00] quit

@ flE Switch B,

<ZSwitchB> system-view

&
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[SwitchB] isis 1

[SwitchB-isis-1] network-entity 10.0000.0000.0002.00
[SwitchB-isis-1] quit

[SwitchB] interface vlan-interface 200
[SwitchB-Vlan-interface200] isis enable 1
[RouterB-Vlan-interface200] quit

@ ALE Switch C,

< SwitchC™> system-view

[SwitchC] isis 1 .
[SwitchC-isis-1] network-entity 10.0000.0000.0003.00
[SwitchC-isis-1] quit

[SwitchC] interface vian-interface 100
[SwitchC-Vlan-interfacel00] isis enable 1
[SwitchC-Vlan-interfacel00] quit
[SwitchC] interface vlan-interface 200
[SwitchC-Vlan-interface200] isis enable 1
[SwitchC-Vlan-interface200] quit
[SwitchC] interface vlan-interface 300
[SwitchC-Vlan-interface300] isis enable 1
[SwitchC-Vlan-interface300] quit

@ BELE Switch D,

<ZSwitchD> system-view

[SwitchD] isis 1

[SwitchD-isis-1] network-entity 20.0000.0000.0001.00
[SwitchD-isis-1] quit

[SwitchD] interface vian-interface 300
{SwitchD-Vlan-interface300] isis enable 1
[SwitchD-Vlan-interface300] quit

(3) 7 Switch A.Switch B.Switch C 1 Switch D Z [ 748 fE X R RKIE.
@ 4rH17E Switch A # Vlan-interface 100,Switch C #) Vlan-interface 100 _ Bt 8 45 fs

X EARIF,. B0 7 A MD5 % 3, Bk #5945 “eRg”.

[SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interface100] isis authentication-mode md5 eRg
[SwitchA-Vlan-interfacel00] quit

[SwitchC] interface vlan-interface 100
[SwitchC-Vlan-interfacel00] isis authentication-mode md5 eRg
[SwitchC-Vlan-interfacel00] quit

@ 4+ %7€ Switch B #§ Vlan-interface 200.Switch C #J Vlan-interface 200 |- K& 4B/E

X R, R R H MDS %30, RIUE# A “t5Hr”,

[ SwitchB] interface vlan-interface 200

[SwitchB- Vlan-interface200] isis authentication-mode md5 t5Hr
[SwitchB-Vlan-interface200] quit

[SwitchC] interface vlan-interface 200
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[SwitchC-Vlan-interface200] isis authentication-mode md5 t5Hr
. [SwitchC-Vlan-interface200] quit

@ 4+ H17E Switch C ) Vlan-interface 300,Switch D f#§ Vlan-interface 300 | Fg %45 fE
KR WE, $UEJ7 Ak MDS % 30, B UF %% 4 “hSec”.

[SwitchC] interface vlan-interface 300
[SwitchC-Vlan-interface300] isis authentication-mode md5 hSec
[SwitchC-Vlan-interface300] quit

[SwitchDd] interface vlan-interface 300
[SwitchD-Vlan-interface300] isis authentication-mode md5 hSec
[SwitchD Vlan-interface300] quit

. (4) {¥ Switch A.Switch B fil Switch C - g ¥ [X 3§86 {iF , 36 3F 7y =L 8 MD5 8 LI 4iF ,
B F % 5E A “10Sec”,

[SwitchA] isis 1

[SwitchA-isis-1] area-authentication-mode md5 10Sec

[SwitchA-isis-1] quit

[SwitchB] isis 1

[SwitchB-isis-1] area-authentication-mode md5 10Sec

[SwitchB -isis-1] quit

[SwitchC] isis 1

[SwitchC-isis-1] area-authentication-mode md5 10Sec

[SwitchC-isis-1] quit

(5) 7 Switch C il Switch D |- & B th SR 91 , 5 iF 77 38 MD5 % SCK UE , 5 UE 3 85
A¥10208ec”,

[SwitchC] isis 1

TSwitchC -isis-1] domain-authentication-mode md5 1020Sec

_SwitchC-isis-1] quit

"SwitchD] isis 1

I SwitchD-isis-1] domain-authentication-mode md5 1020Sec

8.5 BGP thiyiRIpc B
8.5.1 BGPEXRINGEHRBERERES

(1) BGP £—Bh 438 W %51 (Exterior Gateway Protocol, EGP), 55 OSPF ,RIP %
R 2 I (Interior Gateway Protocol , IGP) A [d] JHERAARETFLRAMITAMAH . M
T4 1 B p 0 4% 9B R B R AR R o

(2) BGP (i ] TCP fE R G Z L CGR 05 179) 488 T WS T 5.

(3) BGP % 1F CIDR(Classless Inter-Domain Routing, Jo2E 5l 8% 8] B 1) .

(4) B ) BGP R X EH A Bt K KA T BGP &4 M i By i 8935 98, 18
F T4 Internet B RBHEHAGE.

177
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(5) BGP il ot #570 AS B 2215 8115 il o B th 37 ik f 451

(6> BGP $2 8t 7 3 5 04 B by SRBE , BE 8 X I ohy S0 B0 L 35 695 B 6 428

(7) BGP 5 T4 &, RE 38 1 M 4k HT R & .

1. ¥%

M 2> @) AN R 48 T 22 (R 2 e L O A o i) 449 58 5 ) S5 P % e, ) R R B
AR FBAE. BCP i eI BM X, EARFHBEEHNE A Y EHR
BEWR, Bk 1T 4693807 R H BGP il # B & s if & L 0 .

2. 4MHE
P&l 8-20 fr7n iy BGP %4 2h fE S 2 i B 40 A .
\\ Vian-int 100
i & B 0 IP 4b ht B & # 0 1P b 4iF
Vlan-int 100 | 8.1.1.1/8 Vlan-int 400
— an ?n b St lan Tm 4 9.1.1.2/24
Vlan-int 200 200.1.1.2/24 Vlan-int 500 9.1.2.2/24
Vlan-int 400 9.1.1.1/24 Vlan-int 500 9.1.2.1/24
Switch B Vian-int 200 200, 1.1.1/24 Switch C Vlan-int 300 9.1.3.2/24
Vlan-int 300 9.1.3.1/24
P 8-20 BGP 37 If fiE s %) g | 41 M &
3. EAER

& 8-20 T A , T A 22 L1938 4T BGP,Switch A 1 Switch B Z [6] &7 EBGP #%#,
Switch B,Switch C f1 Switch D Z [a] & 7 IBGP @ # #. 7 Switch A F# % H 8. 0. 0.
0/8, M2 H {th BGP 2z ¥l L M-I E M.

4. EECEARE

(1) AEBA O IP Hbhk (B8,

(2) Aid & IBGP ##.

@D Be® Switch B, 23 BGP,3#i% ¥ H Router ID 4 2.2.2. 2,

< SwitchB> system-view

[SwitchB] bgp 65009

[SwitchB-bgp] router-id 2.2.2.2

[SwitchB-bgp] peer 9.1.1.2 as-number 65009

[SwitchB-bgp] peer 9.1.3.2 as-number 65009
[SwitchB-bgp] quit
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@ BL# Switch C, 8 3 BGP, 3128 H Router ID % 3.3. 3. 3,

< SwitchC>> system-view

[SwitchC] bgp 65009

[SwitchC-bgp] router-id 3.3.3.3
[SwitchC-bgp] peer 9.1.3.1 as-number 65009
[SwitchC-bgp] peer 9.1.2.2 as-number 65009
SwitchC-bgp] quit

@ B Switch D, j3 5 BGP, 3#i& & H Router ID % 4. 4, 4. 4,

< SwitchD™> system-view

[SwitchD] bgp 65009

[SwitchD-bgp] router-id 4.4.4.4
[SwitchD-bgp] peer 9.1.1.1 as-number 65009
[SwitchD-bgp] peer 9.1.2.1 as-number 65009
[SwitchD-bgp] quit

(3) BL B EBGP #§#.

@ BLE Switch A, 3 8) BGP, & E H Router ID H 1.1, 1.1,
<_SwitchA™> system-view

[SwitchA] bgp 65008

[SwitchA-bgp] router-id 1.1.1.1
[SwitchA-bgp] peer 200.1.1.1 as-number 65009

@ ¥ 8.0.0.0/8 M Bl &% BGP g k.

[SwitchA-bgp] network 8.0.0.0
[SwitchA-bgp] quit

@ BLE Switch B,

SwitchB] bgp 65009
"SwitchB-bgp] peer 200.1.1.2 as-number 65008
[SwitchB-bgp] quit

@ #F Switch B #) BGP X H M ayiEERE.

[SwitchB] display bgp peer
BGP local router ID : 2.2.2.2
Local AS number : 65009

Total number of peers : 3 Peers in established state : 3

Peer vV AS MsgRevd  MsgSent  QutQ  PrefRev  Up/Down  State
g.1.1.2 4 65009 56 56 0 0 00:40:54  Established
9.1.3.2 4 65009 49 62 0 0 00:44:58 Established
200.1.1.2 4 65008 49 65 0 1 00:44:03  Established

Al LA i, Switch B 8| H 22 #%L8Y BCGP FEHEW O # T .
G #FE Switch A BBhEEL.,

[SwitchA] display bgp routing-table
Total Number of Routes: 1
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BGP Local router IDis 1.1.1.1
Status codes: * - valid, > - best, d - damped,
h - history, i- internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrf Pre[Val  Path/Ogn
* > 8.0.0.0 0.0.0.0 "] 0 i

® #F Switch B BB E.,

[SwitchB] display bgp routing-table

Total Number of Routes: 1

BGP Local router ID is 2.2.2.2

Status codes: * - valid, = - best, d - damped.
h - history, i - internal, s - suppressed, S - Stale
Origin : i - IGP, e- EGP, ? - incomplete

Network NextHop MED LocPrf PrefVal Path/QOgn
* > 8.0.0.0 200.1.1.2 0 o] 65008i

@ M F Switch C M.

[SwitchC] display bgp routing-table
Total Number of Routes: 1
BGP Local router ID 15 3.3.3.3
Status codes: * - valid, > - best, d - damped,
h - history, i- internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrf PrefVal Path/Ogn
i8.0.0.0 z00.1.1.2 0 100 0 650081

BR: A& Tk A th,Switch A R A ¥ 8] AS 65009 A 4173 dr; Switch C &
ARFEEHT AS65008 69 8.0.0. 0498 b7, 2H %5 F—9200.1. 1.2 RTRA,FALREH
#H%d, X% @ T Switch B ki it EBGP st 44 5 5 3| &9 % oy, £ &) IBGP #t % 4 Switch
CAAHBALET—%k, T—FMTARATEH TR P&k,

(4) BiE BGP | AEHERH.

@ 5 Switch B,

[SwitchB] bgp 65009
[SwitchB-bgp] import-route direct

@ 7% Switch A B9 BGP B 7.

[SwitchA] display bgp routing-table

Total Number of Routes: 4

BGP Local router IDis 1.1.1.1

Status codes: % - valid, = - best, d - damped,
h - history, i - internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
* > §.0.0.0 0.0.0.0 0 0 i
» > 5.1.1.0/24 200.1.1.1 0 4] 650097
*>9.1.3.0/24 200.1.1.1 0 0 650092
* 200.1.1.0 200.1.1.1 0 0 650097
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@ E7 Switch CH B H#E.,

{SwitchC] display bgp routing-table

Total Number of Routes: 4

BGP Local router IDis 3.3.3.3

Status codes: * - valid, > - best, d - damped,
h - history, i - internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
*>>i8.0.0.0 200.1:1.2 0 100 0 65008i
*>>19.1.1.0/24 9.1.3.1 0 100 i} ?

* 19.1.3.0/24 9.1.3.1 0 100 i} ?
* >0 200.1.1.0 9.1.3.1 o 100 0 ?

RILAFE H, 3 8.0.0.0 BB A N BB . F—MkA Switch A BHiaE.
@ A ping #H17HE.

[SwitchC] ping 8.1.1.1
PING 8.1.1.1: 56 data bytes, press Ctrl_C to break
Reply from 8.1.1.1: bytes=56 Sequence=1 ttl=254 time=31 ms

Reply from 8.1.1.1: bytes=56 Sequence=2 tt1=254 time=47 ms

1.1: bytes=156 Sequence=4 ttl=254 time=16 ms

3 {8
Reply from 8.1.1.1: bytes=056 Sequence=3 t1l=254 time=31 ms
Reply from 8.1.

1:

Reply from 8.1.1.1: bytes=56 Sequence=5 ttl=254 time=31 ms

-~ 8.1.1.1 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 16/31/47 ms

8.5.2 BGPE IGP ZEHAEERES

BGP AT LL514BJ& AS KX AS WM &R Em{EE,.H BGP AREHC Z LI AS
WEEEER MESAIGP WEHaFER B BCP haEF . FEAMAXNFER. fE5IA
IGP B& g i, o T DAt %F A [ #) e B 80k 3iF B hi (5 B kAT L 08 .

1. %=

M 2 &) P 3 0K A0 Z [B1 3R B BGP & i1 thill #8% , i F BGP A& £ ah A BURk i » B Il
S T 4 A b 0 iR Hb 0 T B0 IGP B il BE B8 & BGP R fi 44 R #h . BGP R b Hi 5| A ZR Hb il i
fR0 B IGP B i (OSPF %),

2, ARE

/] 8-21 ff% & BGP 5 IGP 38 1 #4 %I Bt & 40 W [ .

3, REEXK

(1> 7€ AS 65009 Hf# fl OSPF 4534 IGP thill.

(2) Switch A F1 Switch B # 37 EBGP % %, Switch C 30 AS W ## — &3 BGP 72
Bl
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8.1.1.1/24 AS 65009

Vlan-int 300 Vlan-int 300
9.1.1.1/24 9.1.1.2/24

Vlan-int 400

3.1.1.1/24 9.1.2.1/24

AS 65008

Switch B Switch C

821 BGPHIGPZFHAXNNREHME

(3) Al E BGP 5 IGP 894 5] Af# Switch A 1 Switch C a] KL B @15 .
(4) 7E Switch B - AC BBt B4 18] Switch A R R SR B BEH .

4, RESENRE

(1) BEEREFEON IP Mk (8.

(2) B2 OSPF(ER).

(3) Fii'® EBGP %4,

@ BL'E Switch A, 53 BGP. R B Router ID 5 1. 1. 1. 1,

< SwitchA>> system-view

{SwitchA] bgp 65008

[SwitchA-bgp] router-id 1.1.1.1
[SwitchA-bgp] peer 3.1.1.1 as-number 65009

@ ¥ 8.1.1.0/24 MBLE & T BGP Brh .

[SwitchA-bgp] network 8.1.1.0 24
[SwitchA-bgp] quit

@ & Switch B, )3 55 BGP, 3B H Router ID Jy 2. 2. 2.2,

< SwitchB> system-view

[SwitchB] bgp 65009

[SwitchB-bgp] router-id 2.2.2.2
[SwitchB-bgp] peer 3.1.1.2 as-number 65008
[SwitchB-bgp] quit

(4) BLE BGP 5 IGP 3¢ H.,
@ 7E Switch B F . & BGP 5| A OSPF 1.
[SwitchB] bgp 65009

[SwitchB-bgp] import-route ospf 1
[SwitchB-bgp] quit

@ #H Switch A FIB .

[SwitchA] display bgp routing-table
Total Number of Routes: 3
BGP Local router IDis 1.1.1.1
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Status codes: * - valid, = - best, d - damped,
h - history, i- internal, s - suppressed, S - Stale
Origin = i - IGP, e- EGP, ? - incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
* > 8.1.1.0/24 0.0.0.0 0 0 1
*» > 9.1.1.0/24 A 1 i | 0 0 650097
*>9.1.2.0/24 3.1.1.1 2 0 650097

@ 7E Switch B L ¢ ® OSPF 3| A BGP .

[SwitchB] ospf
[SwitchB-ospf-1] import-route bgp
[SwitchB-ospf 1] quit

@ % Switch C g9k h .

< SwitchC>> display ip routing-table
Routing Tables: Public

Destinations : 7 Routes : 7
Destination/ Mask Proto  Pre Cost NextHop Interface
8.1.1.0/24 O _ASE 150 1 g.1.1.1 Vl1an3ico
9.1.1.0/24 Direct 0 0 9.1.1.2 Vl1an3o0
9.1.1.2/32 Direct 0 ] 127.0.0.1 InLoop0
§9.1.2.0/24 Direct 0 0 9.1.2.1 Vlan400
9,1.2.1/32 Direct 0 0 127.0.0.1 Tnl.oop0
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 1] 127.0.0.1 Inl.oop0
G) BEHbANES.
@ fid# Switch B,
[SwitchB] bgp 6500% :
[SwitchB-bgp] summary automatic
@ @B Switch A #) BGP B K.
[SwitchA] display bgp routing-table
Total Number of Routes: 2
BGP Local router IDis 1.1.1.1
Status codes: * - valid, = - best, d - damped,
h - history, i- internal, s - suppressed, S- Stale
Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrf PrefVal
*» > 8.1.1.0/24 0.0.0.0 0 18]
> 9.0.0.0 3.1.1.1 0

® (A ping HATHIE.

[SwitchA] ping -a 8.1.1.19.1.2.1
PING 9.1.2.1: 56 data bytes, press Ctrl_C to break
Reply from 9.1.2.1: bytes=56 Sequence=1 1tl=254 time=15 ms
Reply from 9.1.2.1: bytes=56 Sequence=2 ttl=254 time=31 ms
Reply from 9.1.2.1: bytes=56 Sequence=3 ttl=254 time=47 ms

Path/Ogn
i
650097

183
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Reply from 9.1.2.1: bytes=56 Sequence=4 ttl=254 time=46 ms
Reply from 9.1.2.1: bytes=56 Sequence=5 ttl=254 time=47 ms
- 9.1.2.1 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 15/37/47 ms

$#7R: #id import-route # 43| A %] BGP % 7 & F #9 % & 49 ORIGIN &4 % Incomplete,

1& Al network 44 & A 2| BGP 2 &y f& F #) M B % b 65 ORIGIN & 1 % IGP,

ERAMBREGLRELET ARG IP B hA P, ARG RSB TAE N R ERIESH
A Aty sk,

8.5.3 BGP i H MR EIES

T iEAH BGP ka4, I RKHE A G R AL HNOEIEAE 34~ F —Bkite
i), 0 BGP 24 M MFEH RO T —Bkabht K5 FM UL, mERAME, ETEIRB
BGP B HH AR EMSEE . X —HFHELBRIL BB .

M FELE.BGP MR 4EYS IGP AR HAFAMH.

(1) IGP Bt thil & XA B i, W BAR — B bk (O AR B el AR IE 1T B 4%
B8 5 BB (Metric) #1% 69 B8 th (f1 RIP, OSPF) #F 47 fi 4% 408 , ¥& 8 69 7 #E 18 BA o (3%
Metric) ,

(2) BGPAGHEEFHMATEMNBEER . ERE— SO Ea I Bk, REERE—
A EREIEREMBa ST ARSI, E BGP A £ & 590k B0 , 7] LL7E X #%
HIT—EMERG, A ST R, bt 28 R0 A B BGP /1% B 20 0
k.,

MED Bt {XFEM B AS ZRIZZHe, B R EM AS — I Ao B4 HE &5 R
HAb%E =F AS,

MED J& # #24 F IGP {if B 09 & 8 8 (Metric) , & H F A Wi i B A AS 0§ 5 15
H. Y4—E1T BGP #98 t 23l it AR 69 EBGP % % 415 3] B b ik 1 FE F — Bk A5
B & 4% B b i L 76 H Al S A R AR 0 F B A G 369 MED 8/ EE N R .

1. ¥8

M 7\ &] B 1 5 0 2 8] 38 i BGP R MU BEAT 3%, b st MK .0 B B & BGP i
O3 8l R LRGP, EFFE T LR g0 BGP i 08 il A S H
F—GENRMET B EXHASMNB I KRB EPATERRE. IT %9301
xt BGP At 8 1 #4r  , 3k {8 P S5 4% [ 40 BB 4 & Fb F1)

2, EME

& 8-22 fif /R BGP Tk srHM AR B4 N A .

3. REEK

(1) ff4 32 #% YL EBACH BGP,Switch A fE AS 65008 #1, Switch B #l Switch C 7E AS
65009 H,

(2) Switch A 5 Switch B,Switch C Z [8]iz17 EBGP,Switch B #l Switch C Z |8z {7
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AS 65009
Vi 200 witch B
AS 65008 an-int ;
_ 200.1.1.1/24 <-§+
Vian-int 100 Vian-int 200 i
8.1.1.1/8 200.1.1.2/24 Vlan-int 400
o > 9.1.1.1/24

: T Vlan-int 400
Vlan-int 300

200.1.2.2/24 . 9.1.:,2;24
Switch A Vlan-int 300455
200.1.2.124
Switch C

Bl 8-22 BGP 1 #2558 L 750 B & 4 K Bl

IBGP,
(3) 7£ Switch A L& T8 2 #0058 B 808 2, DU W e B F1 FH 2
4. REDSBENEE
(1) FCE R IP HbhE (B8) .
(2) Bl® BGP & 4.
@ flE Switch A,JH 3 BGP, 3B H Router ID % 1, 1. 1.1,

<ZSwitchA™ system-view

' SwitchA] bgp 65008

[SwitchA-bgp] router-id 1.1.1.1

[SwitchA-bgp] peer 200.1.1.1 as-number 65009
[SwitchA-bgp] peer 200.1.2.1 as-number 65009

@ ¥ 8.0.0.0/8 M Bt a3l ¥5 7 BGP &b,

[SwitchA-bgp]| network 8.0.0.0 255.0.0.0
[SwitchA-bgp] quit

@ BLE Switch B, )3 81 BGP. i % Router ID % 2.2. 2. 2,

<< SwitchB>> system-view

“SwitchB] bgp 65008

"SwitchB-bgp| router-id 2.2.2.2

_SwitchB-bgp| peer 200.1.1.2 as-number 65008
[SwitchB-bgp] peer 9.1.1.2 as-number 65009
[SwitchB-bgp] network 9.1.1.0 255.255.255.0
[SwitchB-bgp| quit

@ AL Switch C,JA 30 BGP, 3 it 8 H Router ID 24 3.3.3.3,

<2 SwitchC>> system-view

[SwitchC] bgp 65009

[SwitchC-bgp] router-id 3.3.3.3
[SwitchC-bgp] peer 200.1.2.2 as-number 65008
[SwitchC-bgp] peer 9.1.1.1 as-number 65009
[SwitchC-bgp] network 9.1.1.0 255.255.255.0
[SwitchC-bgp] quit
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® # & Switch A B H 2.

[SwitchA] display bgp routing-table

Total Number of Routes: 3

BGP Local router IDis 1.1.1.1

Status codes: * - valid, = - best, d - damped,

h - history, i - internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, 7 - incomplete
Network NextHop’ MED LocPrl PrefVal Path/Ogn
+ > 8.0.0.0 0.0.0.0 0 0 i
*>9.1.1.0/24 200.1.1.1 0 0 6500%
* 200.1.2.1 0 0 650091

MRt Fh AT LUE I, B H AR 9.1, 1. 0/24 AW &AM d, i+ T8k 200. 1.
1.1 f s 2B th (B Switch B 988 H 28 ID B/h—88),

(3) ACE s,

(O EL'E Switch A,

[SwitchA] bgp 65008
[SwitchA-bgp] balance 2
[SwitchA-bgp] quit

@ 755 Switch A It &£,

[ SwitchA] display bgp routing-table
Total Number of Routes: 3
BGP Local router IDis 1.1.1.1
Status codes: »* - valid, = - best, d - damped,
h - history, i- internal, s - suppressed, S - Stale

Origin : i - IGP, ¢ - EGP, ? - incomplete
Network NextHop MED LocPr! PrefVal Path/Ogn
* > 8.0.0.0 0.0.0.0 0 Q i
* > 9.1.1.0/24 200.1.1.1 0 0 650091
% > 200.1.2.1 4] 0 65009

Mg RSP LESBGP Bk 9. 1. 1. 0/24 FF{ER AT — Bk, 40512 200. 1. 1. 1 I
200.1.2, 1, B#AR R R .

855 : BGP R AS PATH & .ORIGIN & .LOCAL_PREF # MED {i % 4 18 §
e hatit o,

BGP #i # 5 4245 i€ A F EBGP.IBGP A A B R Z 4],

R A SPEHAFR —BHRAB Y, WRAEREIAB O FHEE S FB HT R K
23,

8.5.4 BGPHHMAEREIES

o %5 Pk 4 BT A — 2 % % 4k 3t 22 M R 64 SR R, T R AR LR T LABE 24 AS Py — 2
BGP f i 25 2L 2R MO o e . BHERKR — B R 76 BGP X k2 A & 1, EIF A 2 5
AS i B 9 BR il o



 ¥BE ZRRA——IPROREES

BGP [ iy 857 44 7 BH U JR 4 9 B th & A 48 A Xt 4544 2> i, AT DA e ot e e IR 1Y
Ak Bt

BR 7SR~ A R A TR v b, TP R AT UG AR S R o T R AR R ¢ LU E
B g R Hb 4 b R RE

1. %

M /A @ B BT % Pl R O 2 )R F BGP #4780 % 1T 57 A 5D L 76347 B o
AL e i R B, 4 7R 2 3% th 40 B (9t b 24> 889 . A B 649 ik 59 77 2 % 8% ey 38 47 R0 4> F
AR A, Bt/ L FF3EFI A BGP & B 44 )& Xt o bk 8051 89— & 5 % fh 47 4k
PAE Fia % F BGP Bs R 1k,

2. AMME

Fl 8-23 Fixd BGP B At RIfc & 41 I .

Vian-int 100
2 9.1.1.1/24
Vlan-int 200
200.1.2.1/24 AS10
Switch A
Vian-int 200
200.1.2.2/24
EBGP
AS20 Viandnt 300  Vian-int 300 A5 20
200.1.3.1/24 200.1.3.224
Switch B Switch C

P 8-23 BGP B & # 8 Ac  H  F

3. REER

(1) Switch B 43515 Switch A.Switch C Z 67 EBGP ##.

(2) a7 Switch A FACE NO_EXPORT Hi{kJ@& ., #18 AS 10 XA ] AS 20 g
B eI A8 AS 20 m Hfts AS KA.

4 BEETENME

(1) MELEOK IP ik (),

(2) B & EBGP,

@© A& Switch A, Ji3h BGP, B H Router ID 1. 1. 1. 1.,

< SwitchAZ>> system-view

[SwitchA] bgp 10

[SwitchA-bgp] router-id 1.1.1.1

[SwitchA-bgp] peer 200.1.2.2 as-number 20

[SwitchA-bgp] network 9.1.1.0 255.255.255.0
[SwitchA-bgp] quit

@ fid'® Switch B, j3 51 BGP, 3% & H Router ID Jly 2. 2. 2. 2,

< SwitchB™> system-view

[SwitchB] bgp 20

[SwitchB-bgp] router-id 2.2.2.2
[SwitchB-bgp] peer 200.1.2.1 as-number 10

187 -



[SwitchB-bgp] peer 200.1.3.2 as-number 30
[SwitchB-bgp] quit

@ B'E Switch C, 3 81 BGP,Hi% 8 H Router ID % 3. 3. 3.3,

<_SwitchC>= system-view

[SwitchC] bgp 30

[SwitchC-bgp] router-id 3.3.3.3
[SwitchC-bgp] peer 200.1.3.1 as-number 20
[SwitchC-bgp] quit

@ #FH Switch BRI h .

[SwitchB] display bgp routing-table §.1.1.0
BGP local router 1D ¢ 2.2.2.2

Local AS number : 20

Paths:1 available, 1 best
BGP routing table entry information of 9.1.1.0/24:
From: 200.1.2.1 ¢(1.1.1.1)

Original nexthop: 200.1.2.1

AS-path: 10

Origin: igp

Autribute value: MED 0, pref-val 0, pre 255
State: valid, external, best,

Advertised to such 1 peers: 200.1.3.2

af LI H,Switch Bk BIM B i AR 45 T2 F AS 30 A # Switch C,
® P F Switch C B .

[ SwitchC] display bgp routing-table
Total Number of Routes: 1
BGP local router ID is 3.3.3.3
Siatus codes: * - valid, > - best, d - damped,
h - history, i - internal, s - suppressed. S - Stale

Origin : 1 - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrl PrefVal Path/Ogn
*»>9.1.1.0/24 200.1.3.1 0 20 10i

MBS B £ 7 LAFA A , Switch C M\ Switch BARB 23| T H Ak X 9. 1. 1.0/24 B9BRH .
(3) L' BGP HA& B .
OF:-Hew:1:5 1

[SwitchA] route-policy comm_policy permit node 0
[SwitchA-route-policy] apply community no-export
SwitchA-route-policy] quit

@ L A B SR M .

[SwitchA] bgp 10
[SwitchA-bgp] peer 200.1.2.2 route-policy comm_policy export
[SwitchA-bgp] peer 200.1.2.2 advertise-community
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@ #&F Switch B «E.

[SwitchB] display bgp routing-table 9.1.1.0
BGP local router ID : 2.2.2.2

Local AS number : 20

Paths: 1 available, 1 best

BGP routing table entry information of 9.1.1.0/24:
From: 200.1.2.1¢1.1.1.1)

Original nexthop: 200.1.2.1

Community: No-Export

AS-path: 10

QOrigin: igp

Attribute value: MED 0, pref-val 0, pre 255
State: valid, external, best,

Not advertised to any peers yet

fE Switch B i) BGP B i & 0T LUE I A0 B &4 P 4 I8 4 , o 7E Switch C ) BGP i
RPELBARNEKMAE 9. 1. 1.0/24 ERH T .

8.5.5 BGP B RHGZHABNETIES

BRUE IBGP st Bk 2 [ B @M, T EE IBGP WM& AR mEB T 2EELRE, BR
E—NASHIA n G IARZEW IBGP B R n(n—10/2, 4 IBGP #f
BB HMR L, X R4 HE A CPU iR A &R K.

PR S Afx— P8, £ - AS W, Hd— & B 8% 4E v Bt i 45188 RR
(Router Reflector) , H fth 2 th 28%4E 29 % P91 (Client) 5 8% i )2 5T 88 2 (A1 82 7 IBGP . %
MR GHEEE P ILZEEE(RIDEHER . ME/HLZEATE# T BGP %4,

BEAR B 5t 28 th R R % P HLAY BGP B il 288k M IEZ P Hl (Non-Client), EEZ P HLYS
B ez, U RFEMIEEFHLZ RO F R T2 EEXR.

1, &%

MZAR ITERAG /N L EH#HTT BGP M HEB ZB., R T B5R IBGP X 544 2 6] 2
JHBE A LSRR E:  LHENRA IBGP THZ MBI 2SR LR MH
IBGP ZHHILBEM L F . 2EBXRUE L HERERMOBELA AN -1 RE., 2485, b
L S 4GE 378 AS IR E B RS 2R o b i e T X — .

2. EWE
B 8-24 Fif7x 2 BGP Bt ehi 52 5t 2% BRI FC B 41 I 4
Route
Reflector
Vlan-int 100 Vian-int 300 Vlan-int 400

111 1/8

193.1.1.1/24 194.1.1.1/24

Vlan-int 200

lan-int 300  Vlan-int 400
193.1.1.2/24 194.1.1.2/24
-».,=1

192.1.1.2/24
AS 100

<

Switch B AS 200 Switch D
Pd 8-24 BGP B F G135 0 AL B 46 M A
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S s i e s e i o 8 i e S

3. BREB/XR
(1) FfA ZHBBLEFT BGP #13¢, Switch A 5§ Switch B g7 EBGP #%#%,Switch C 5
Switch B fil Switch D 2 [i] #37 IBGP ##.
(2) Switch C &% B i 7 51 2%, Switch B 1 Switch D 24 Switch C 8% F#l.
(3) Switch D BEf¥ i i Switch C 225 B4 1.0.0.0/8,
4. BREUSEMNRE
(1) &R0 1P Mkt (W5 .
(2) fie® BGP &4,
@ FL® Switch A, 3) BGP, 8 &3 Router ID 3} 1. 1. 1. 1,

< SwitchA™> system-view

[SwitchA] bgp 100

[SwitchA-bgp] router-id 1.1.1.1

[SwitchA bgp] peer 192.1.1.2 as-number 200

@ 4 1.0.0.0/8 MELH 2| BGP s &R .

[SwitchA-bgp] network 1.0.0.0
[SwitchA-bgp] quit

@ fid ' Switch B, & 81 BGP, 3% 8 H Router ID % 2.2. 2.2,

< SwitchB>> system-view

~ "SwitchB] bgp 200
[SwitchB-bgp] router-id 2 2.2.2
[SwitchB-bgp] peer 192.1.1.1 as-number 100
[SwitchB-bgp] peer 193.1.1.1 as-number 200
[SwitchB-bgp] peer 193.1.1.1 next-hop-local
[SwitchB-bgp] quit

@ fig® Switch C, 33 BGP, 3% 1 H Router ID 4 3. 3.3. 3,

< SwitchC>> system-view

[SwitchC] bgp 200

[SwitchC-bgp] router-id 3.3.3.3
[SwitchC-bgp] peer 193.1.1.2 as-number 200
[SwitchC-bgp] peer 194.1.1.2 as-number 200
[SwitchC-bgp] quit

® M & Switch D, 3 3l BGP, }i% 8 H Router ID i 4. 4. 4. 4,

< SwitchD>> system-view

[SwitchDD] bgp 200

[SwitchD-bgp] router-id 4.4.4.4
[SwitchD-bgp] peer 194.1.1.1 as-number 200
[SwitchD-bgp] quit

(3) FlE Bt A%
At ® Switch C;

[SwitchC] bgp 200
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[SwitchC-bgp] peer 193.1.1.2 reflect-client
[SwitchC-bgp] peer 194.1.1.2 reflect-client
[SwitchC-bgp] quit

(4) WIERCEHOR.
O #F Switch B # BGP B #.

[SwitchB] display bgp routing-table
Total Number of Routes: 1
BGP Local router ID 15 2.2.2.2
Status codes: * - valid, > - best, d - damped,
h - history, i- internal, s - suppressed, S - Stale
Origin : i- IGP, e - EGP, ? - incomplete
Network NextHop MED LocPr{ PrefVal Path/Ogn
w5 ] 0000 192.1.1.1 0 0 1001

@ #F Switch Dy BGP i .

[SwitchD] display bgp routing-table
Total Number of Routes: 1
BGP Local router IDis 4.4.4.4
Status codes: * - valid, = - best, d - damped,
h - history, i - internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrl PrefVal Path/Ogn
11.0.0.0 J 1 B 0 100 ] 1001

A LLF . Switch D )\ Switch CE &% %] T 1.0.0.0/8 ph.

BR: @FHALT B OAHSOEP LA REXEALERG B IBABTEAHEN
—AEPEHBREEEF; 2 REP IR LERG, TAFILE P66 RS, AR
T4k,

BEEPMZEMBORSE,FEPEAEE P ALZE &R b5 R T R

BHE —ARHFERA NS HAHS N AGAHBAE G S ID R EEHG,
RESABHAHSTRHEMNBHBEIHE, wR A EHFTRASABHAHE, THA
MXGAATAGS G4 EERE RN ERID, L 235 &K%,

8.5.6 BGPHEHABEERS

B % (Confederation) J24h B AS N5 IBGP R EEMEM S —M k. B8 —18
WMERKR O NETATHRER BN TFHABRRZENTN IBGP M FARB I LEEXR, T
HiE RSz EE7 EBGP X &,

EARTHUHAMBGP AE A/ R . BTH - THKENENTHARRGEE 8B4
RATGETHRHNBHFABRLEHEL A IDRERAKAX BANAREES.

BB R N EBEA T R Ry BN, ERE A EHTEE, ER/AH
hESE.

TE KA BGP W4 b, B by B2 S 25 #0556 B8 =T LA 9k [R] o5 7
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1. &%

M 22 " e & BGP M4t , fi % BGP & MM K, % T8 % IBGP & ik X%
R RUORMH ASHRE B KM RO AR, ITHEP AR LAERE S KBS
HFABRMRE S A QAT UM Ak IBGP 2SN RE. N FBREREHh 3
b 5z AT

2. AFE

& 8-25 ATz sk BGP B B i 24 i 8 48 ) [,

Switch C

AS 100 <& Switch D
Vlan-int 100 Vlan-int 400 §'
Switch A % Vlan-int 400 5%
Vian-int 500 Vlan-int 200
AS 65001
Vlan-int 500 Vlan-int 200
Switch E
AS 200
% & # 0 1P 3tb 1t i & # O 1P #b 41k
Vlan-int 100 200.1.1.1/24 Vlan-int 200 10.1.5.1/24
iy Switch D :
Vlan-int 200 10. 1.1.1/24 Vlan-int 400 10.1.3.2/24
Switch A Vlan-int 300 10.1.2.1/24 . Vlan-int 200 10.1.5.2/24
Switch E =
Vlan-int 400 10.1.3.1/24 Vlan-int 500 10.1.4.2/24
Vlan-int 500 10, 1.4, 1/24 Vlan-int 100 200.1.1.2/24
Switch B Vlan-int 200 10.1.1.2/24 Switch F Vlan-int 600 9.1.1.1/24
Switch C Vlan-int 300 10.1.2.2/24

i 8-25 BGP Bk K AL & 4H P

3. BE®X

AS 200 WP £ £ 5 BGP A28l 5 T WA IBGP #iE S 8 B EMN RSN 3 A FHIE
Z4 . AS 65001, AS 65002 F1 AS 65003, H v AS 65001 WA 3 & HmYLE L IBGP £
.

4. BEETBEMRE

(1) FEEAHOH IP k().

(2) BidE BGP B8,

@ fd'® Switch A,f33h BGP, i B H Router ID K 1.1.1. 1,

< SwitchA> system-view

[SwitchA] bgp 65001
[SwitchA-bgp] router-id 1.1.1.1
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[SwitchA-bgp] confederation id 200
[SwitchA-bgp] confederation peer-as 65002 65003
[SwitchA-bgp] peer 10.1.1.2 as-number 65002
. [SwitchA-bgp] peer 10.1.1.2 next-hop-local
{SwitchA-bgp] peer 10.1.2.2 as-number 65003
[SwitchA-bgp] peer 10.1.2.2 next-hop-local
[SwitchA-bgp] quit

@ FC B Switch B,J33) BGP, i B H Router ID 2 2, 2,2, 2,

<< SwitchB>> system-view

[SwitchB] bgp 65002

[SwitchB-bgp] router-id 2.2.2.2

[SwitchB-bgp] confederation id 200
[SwitchB-bgp] confederation peer-as 65001 65003
[SwitchB-bgp] peer 10.1.1.1 as-number 65001
[SwitchB-bgp] quit

@ BLE Switch C, 2 3 BGP, 3% & H Router ID ¥ 3. 3. 3. 3.

<ZSwitchC>> system-view

[SwitchC] bgp 65003

[SwitchC-bgp] router-id 3.3.3.3

[SwitchC-bgp] confederation id 200
[SwitchC-bgp] confederation peer-as 65001 65002
[SwitchC-bgp] peer 10.1.2.1 as-number 65001
[SwitchC-bgp] quit

(3) A28 AS 65001 N1 IBGP i #:,
O BLEH Switch A,

[SwitchA] bgp 65001

[SwitchA-bgp] peer 10.1.3.2 as-number 65001
[SwitchA-bgp] peer 10.1.3.2 next-hop-local
[SwitchA-bgp] peer 10.1.4.2 as-number 65001
[SwitchA-bgp] peer 10.1.4.2 next-hop-local
[SwitchA-bgp] quit

@ M E Switch D, B %) BGP,3#iZ 8 H Router ID H 4.4.4. 4,

<ZSwitchD>> system-view

[SwitchD] bgp 65001

[SwitchD-bgp] router-id 4.4.4.4
[SwitchD-bgp] confederation id 200
[SwitchDD-bgp] peer 10.1.3.1 as-number 65001
[SwitchD-bgp] peer 10.1.5.2 as-number 65001
[SwitchD-bgp] quit

® ME Switch E, B3 BGP,3# & H Router ID 4 5.5.5.5,

< SwitchE> system-view
[SwitchE] bgp 65001
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1

[SwitchE-bgp] router-id 5.5.5.5
[SwitchE-bgp] confederation id 200
[SwitchE-bgp] peer 10.1.4.1 as-number 65001
[SwitchE-bgp] peer 10.1.5.1 as-number 65001
[SwitchE-bgp] quit

(4) Bl AS 100 1 AS 200 Z [a]f) EBGP %E# .
@ ftE Switch A,

[SwitchA] bgp 65001
[SwitchA-bgp] peer 200.1.1.2 as-number 100
[SwitchA-bgp] quit

@ BLE Switch F.

< SwitchF> system-view

[SwitchF] bgp 100

[SwitchF-bgp] router-id 6.6.6.6
[SwitchF-bgp] peer 200.1.1.1 as-number 200
[SwitchF-bgp] network 9.1.1.0 255.255.255.0
[SwitchF-bgp] quit

(5) WiFAL B R,
@ #&F Switch B & BGP (i1 %.

[SwitchB] display bgp routing-table
Total Number of Routes: 1
BGP Local router ID is 2.2.2.2
Status codes: * - valid, = - best, d - damped,
h - history, i - internal, s - suppressed, S - Stale

Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrf PrefVal
*>i9.1.1.0/24 10.1.1.1 0 100 0

[SwitchB] display bgp routing-table 9.1.1.0
BGP local router ID : 2.2.2.2

Local AS number : 65002

Paths: 1 available, 1 best

BGP routing table entry information of 9.1.1.0/24:

From: 10.1.1.1 (1.1.1.1)

Relay Nexthop: 0.0.0.0

Original nexthop: 10.1.1.1

AS-path: (65001) 100

Origin: igp

Attribute value: MED 0, localprefl 100, pref-val 0, pre 255
State: valid, external-confed, best,

Not advertised to any peers yet

@ #F Switch D ) BGP Bt % .

Path/Ogn
(65001) 100i
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[SwitchD] display bgp routing-table

Total Number of Routes: 1

BGP Local router IDis 4.4.4.4

Status codes: * - valid, > - best, d - damped,

h - history, i- internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPri  PrefVal Path/Ogn
*>19.1.1.0/24 10.1.3.1 0 100 Q 1001

[SwitchD] display bgp routing-table 9.1.1.0
BGP local router ID : 4.4.4.4

Local AS number : 65001

Paths: 1 available, 1 best

BGP routing table entry information of 9.1.1.0/24:

From: 10.1.3.1(1.1.1.1)

Relay Nexthop: 0.0.0.0

Original nexthop: 10.1.3.1

AS-path: 100

Origin: igp

Attribute value: MED 0, localpref 100, pref-val 0, pre 255
State: valid, internal, best,

Not advertised to any peers yet

8.5.7 BGP HREHFANETIES

BGP % # 3% B B R ELIN T 8% .

(1) HEEFTF—B(NEXT_HOP) RA[ikBI B H .

(2) {f % Preferred-value B KBS .

(3) thEA HuAR 548 (LOCAL_PREF) B & A B .

(4) IREAREHB[HEREE.

(5) ik AS B2 (AS PATH) BB,

(6) {K % ORIGIN % % IGP.EGP, Incomplete BB e .

(7) fh3k MED {8 5 {% A9 B i .

(8) ik M EBGP Bt . IBGP R B .

(9) R8T —Bk Cost (HE{RAIERH .

(10) {i 3k CLUSTER_LIST KEBE MM .

(11) #£3k ORIGINATOR_ID S&/MEIEEH .

(12) {3k Router ID B/ B th 28 K 75 I BE i .

1. %]

M 72y 5] 45 9 |] 2 E6 4 B BGP thill #4730 & . i T A A MY K, BGP Mg H H# &
Z Mg AR S H BRI R A RAMER. IT f5 AR/ Lo x 25 BGP
B BRI LA, A RIX BGP g sE 4T R 4L 89 B 1, 82 5] b 55 59 7 55 9 Bt 42 1) 28 i
B 5 THd .
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2. AME
P 8-26 fi7R i BGP B 45 w6 £ SLRI AT B ¢4 M A .
AS 200
AS 100 Vian-int 100 €@-ggaVlan-int 300
; Switch B
Vian-int 101 Vian-int 100 Vian-int 300
. Vian-int 400 6§
Vlan-int 200 Switch D
Switch A Vlan-int 200 :@" Vian-int 400
Switch C
w % # 0 1P #i it B & B 0 1P il
Vlan-int 101 | 1.0.0.1/8 ) Vlan-int 400 | 195.1,1.1/24
; - Switch D -
Switch A Vian-int 100 | 192.1.1.1/24 Vian-int 300 | 194.1.1.1/24
Vlan-int 200 | 193.1.1.1/24 Vlan-int 400 | 195.1,1.2/24
. Vlan-int 100 192.1.1.2/24 Switch C Vlan-int 200 193.1.1.2/24
Switch B -
Vlan-int 300 | 194.1.1.2/24 |
B 8-26 BGP B§45 vk £ s R ¢ 1T 44 )
3. BEER

(1) R 3T HLARIZ 17 BGP thil. Switch A 5 Switch B 1 Switch C 2Z [8] i& 7
EBGP; Switch D 5 Switch B #1 Switch C 2Z [8]iz47 IBGP.

(2) AS 200 $iz1T OSPF il .

(3) LB AR i 5, fdi 48 Switch D f£ 38 Switch C 2239 1.0.0.0/8 #§H .

4. EESEMBE

(1) BEEA&HEOM IP ik (B8 .

(2) A2 E Switch B,Switch C 1 Switch D Z JH]iZ 4T OSPF #Hil .

@ At ® Switch B,

<ZSwitchB>> system-view

[SwitchB] ospl

[SwitchB-ospf] area 0

[SwitchB-ospl-1-area-0.0.0.0] network 192.1.1.00.0.0.255
[SwitchB-ospf-1-area-0.0.0.0] network 194.1.1.0 0.0.0.255
[SwitchB-ospf-1-area-0.0.0.0] quit

[SwitchB-ospf-1] quit

@ B® Switch C,

< SwitchC> system-view

[SwitchC] ospf

[SwitchC-ospf] area 0

[SwitchC-ospl-1-area-0.0.0.0] network 193.1.1.0 0.0.0.255
[ SwitchC-ospf-1-area-0.0.0.0] network 195.1.1.0 0.0.0.255
[SwitchC -ospf-1-area-0.0.0.0] quit

[SwitchC-ospf-1] quit
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@ BEd®E Switch D,

<_SwitchD> system-view

[SwitchD] ospfl

[SwitchD-ospf] area 0

[SwitchD-ospf-1-area-0.0.0.0] network 184.1.1.0 0.0.0.255
[SwitchD-ospf 1-area-0.0.0.0] network 185.1.1.0 0.0.0.255
[SwitchD-ospf-1-area-0.0.0.0] quit

[SwitchD-ospf-1] quit

(3) BB ® BGP &4,
(D fidE Switch A,

=< SwitchA™> system-view
[SwitchA] bgp 100

[SwitchA bgp] peer 192.1.1.2 as-number 200
[SwitchA-bgp] peer 193.1.1.2 as-number 200

@ ¥ 1.0.0.0/8 M EIE &3 Switch A #5 BGP B #rh .

[SwitchA-bgp] network 1.0.0.0 8
[SwitchA-bgp] quit

@ AL B Switch B,

[SwitchB] bgp 200
[SwitchB-bgp] peer 192.1.1.
[SwitchB-bgp] peer 194.1.1.
[SwitchB-bgp] quit

@ B ® Switch C,

[SwitchC] bgp 200
[SwitchC-bgp] peer 193.1.1.
[SwitchC-bgp] peer 195.1.1.
[SwitchC-bgp] quit

@ B #® Switch D,

as-number 100

[
—
[ —

as-number 200

—

as-number 100

as-number 200

—

[SwitehD! bgp 200
[SwitchD-bgp] peer 194.1.1.2 as-number 260
[SwitchD-bgp] peer 185.1.1.2 as-number 200
[SwitchD-bgp] quit

(4) EABE 1.0,0.0/8 M H A [ Ja P {E , 75 Switch D {E3€ Switch C 223|988 .

@ 7E Switch A EXtBA L3Sk 192, 1. 1.2 7 1. 0. 0. 0/8 Bl A B # % 19 MED &
Y 7S Switch D {838k Switch C 2B 88 .

a. &M HEk 2000 #) ACL, o iFEH 1.0.0.0/8 5@,

[SwitchA] acl number 2000

[SwitchA-acl-basic-2000] rule permit source 1.0.0.0 0.255.255.255
[SwitchA-acl-basic~2000] quit
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b. & X W4 Route-policy,—44 K apply_med_50, B 1.0.0.0/8 8 MED J&#:
fH% 50; 55 —4~4 K apply_med_100, B4 1.0.0.0/8 i E MED J& 414 % 100,

[SwitchA] route-policy apply_med_50 permit node 10
[SwitchA-route-policy] if-match acl 2000
[SwitchA-route-policy] apply cost 50
[SwitchA-route-policy] quit

[SwitchA] route-policy apply_med_100 permit node 10
[SwitchA-route-policy] if-match acl 2000
[SwitchA-route-policy] apply cost 100
[SwitchA-route-policy] quit

c. MEHBIEE 193, 1. 1. 2(Switch C) MBS W B & M apply_med_ 50 f Route-
policy , X 10 45 %4 4K 192. 1. 1. 2(Switch B) & ¥ e /it f§ 4% N apply_med_100 # Route-
policy.

[SwitchA] bgp 100
[SwitchA-bgp]| peer 193.1.1.2 route-policy apply_med_50 export
[SwitchA-bgp] peer 122.1.1.2 route-policy apply_med_100 export
[SwitchA-bgp] quit

d. #3F Switch D# BGP B 3% .

[SwitchD] display bgp routing-table

Total Number of Routes: 2

BGP Local router ID is 194.1.1.1

Status codes: * - valid, = - best, d - damped,
h - history, i - internal, s - suppressed, S - Stale
Qrigin : i - IGP, e - EGP, 7 - incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
* >i1.0.0.0 193.1.1.1 50 100 0 1001
% 1 192.1.1.1 100 100 o0 1004

A] L& B, Switch D M Switch C 23] 1. 0. 0. 0/8 A9 B R &AL .

@ £ Switch B 1 Switch C E4r54%F 1.0.0.0/8 RS AC B AR M 4w fE e &% . i 18
Switch Dt & Switch C #3185 .

a. 7€ Switch C k& X 485 % 2000 ) ACL, f2iF 1.0.0.0/8 1@t .

[SwitchC] acl number 2000

[SwitchC-acl-basic-2000] rule permit source 1.0.0.0 0.255,255.255

[SwitchC-acl-basic-2000] quit

b. 7 Switch C | & X 4 3 localpref # Route-policy, ¥ & # i1 1. 0. 0. 0/8 & #i{f 5%
%% 200 BN A Hu AR 552 R 100) .

[SwitchC] route-policy localpref permit node 10

[SwitchC-route-policy] if-match acl 2000

[SwitchC-route-policy] apply local-preference 200
[SwitchC-route-policy] quit



_BeE —EEA—IPHROREES

c. M BGP X%t %4k 193. 1. 1. 1 (&t R I 4% 2 localpref f Route-policy,

[SwitchC] bgp 200

[SwitchC-bgp] peer 193.1.1.1 route-policy localpref import
[SwitchC-bgp] quit

d. #F Switch D ) BGP i #.

[SwitchD] display bgp routing-table

Total Number of Routes: 2

BGP lLocal router ID is 184.1.1.1

Status codes: * - valid, = - best, d - damped,

h - history, i - internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop " MED LocPrf PrefVal Path/Ogn
*>=>11.0.0.0 193.1.1.1 Q 200 4] 1001
% i 192.1.1.1 0 100 0 1001

A A B, Switch D M Switch C2 %] 1.0,0.0/8 M EFRT.

8.6 M rh R SRR E 5

8.6.1 ZEIPVARBBSINPNARBKMABRERS

% H1 K B (Routing Policy) B A THAME R AN EINEETMEREHEENER,
I B o R A B b B A (R AT e .

3 Hh A% A2 & A 5 B i AR BB, BT BB B O i — S SR, DA (E X BE il {5 B AT uE
flan, AR EA R —E &GN RER. — M o el se 7 2 5] A fth &9 % th th
WEBA B RS, B2 7E T A AR RE i A B i 15 BT, ATRE R B B A —FB4 35 2
FUREEREE FERSIANBGESWIEEENE, DL R A ER,

Sk S BB eh RO L B 50 S SOWE B S R bl SRR A B B 15 B AU RRAE , BISE SC- -4 DL R AR
W, v LLLAREE B 15 B P B W) R A A o UL S AR 48 47 5 B, 40 H st ik | R A B e (5 B A B
fas %5, VCECALI of DITR iR B i RE TR BTN A TR &/ WS A S
TR R eE P,

1. ¥@

M8 IT 49 AR/ L fa 5T 20 5 8% M 44 THE, ¥ I 5 38 WA T 3R 0 i B, B,
#5054 B 1 L 3 B OSPF . RIP.IS-IS A & BGP % 1Pv4 B Bhi. B FARE il |
BEEALEROAEDUEIHITHES A BEEFR T LB AR H TR
FEREREH B REHERIABHABEMEN L. Nt/ LEBHSIANTR
oRFE Ay Ay B b OE B el KRR X B R TN B R T IR 8 A, 1R B b 52 L
#y T4,

2. AME

[ 8-27 BF /s R 7E 1Pv4 B 51 A N FH B ol SR s B U 40 (I |

3. RMEEXR

& 8-27 BiR ,Switch B 5 Switch A Z [A]if it OSPF Pl 38 #: B4t {5 B . 5 Switch C

4 199 ..-/ "‘:I
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iy |

OSPF IS-IS

Vlan-int 200
192.168.2.2/24

Vian-int 100
192.168.1.2/24

Vlan-int 201
172.17.1.1/24

Vlan-int 100 Vlan-int 200
192.168.1.1/24 192.168.2.1/24 _x §| Vlan-int 202
~~"-\

172.17.2.1/24

e

Switch A Switch C Vian-int 203

172.17.3.1/24

P 8-27 7E IPv4 B i 51 A o0 T Bk e 5 e 8 750 46 9 )

Z )i i 1S-1S hill e Bk th {5 8. .

BOR7E Switch B LECE BB 5 A K IS-1S Bty 5| A2 OSPF 2, If: [ B {5 i 3% o1 o5
B E R R, o, 8 172,17, 1. 0/24 BB H AYTF BN 100,38 F 172,17, 2. 0/24
M B Tag BHERN 20,

4, EECTENERE

(D BLEAHEOR IP dhik (8%,

(2) BE 1S1S Bt thil .

@ B ® Switch C,

<< SwitchC> system-view

[Switch(C] isis

[SwitchC-isis-1] is-level level-2
[SwitchC-isis-1] network-entity 10.0000.0000.0001.00
[SwitchC-isis-1] quit

[SwitchC] interface vian-interface 200
[SwitchC-Vlan-interface200] isis enable
[SwitchC-Vlan-interface200] quit
[SwitchC] interface vlan-interface 201
[SwitchC-Vlan-interface201] isis enable
[SwitchC-Vlan-interface201] quit
[SwitchC] interface vlan-interface 202
[SwitchC-Vlan-interface202] isis enable
[SwitchC-Vlan-interface202] quit
[SwitchC] interface vlan-interface 203
[SwitchC-Vlan-interface203] isis enable
[SwitchC-Vlan-interface203] quit

@ BLE Switch B,

<< SwitchB> system-view

[SwitchB] isis

[SwitchB-isis-1] is-level level-2

[SwitchB-isis-1] network-entity 10.0000.0000.0002.00
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[SwitchB-isis-1] quit

[SwitchB] interface vlan-interface 200
[SwitchB-Vlan-interface200] isis enable
[SwitchB-Vlan-interface200] quit

(3) BLE OSPF B il BB el 51 A
@© B Switch A, i 31 OSPF,

< SwitchAZ> system-view

[SwitchA] ospf

[SwitchA-ospf-1] area 0

[SwitchA-ospl-1-area-0.0.0.0] network 192.168.1.0 0.0.0.255
[SwitchA-ospf-1-area-0.0.0.0] quit

[SwitchA-ospi-1] quit

@ flE Switch B, 331 OSPF, #:3| A 1S-1S Eili,

[SwitchB] ospl

[SwitchB-ospf-1] area 0

[SwitchB-ospi-1-area-0.0.0.0] network 192.168.1.0 0.0.0.255
[SwitchB-ospl-1-area-0.0.0.0] quit

[SwitchB-ospf-1] import-route isis 1

[SwitchB-ospi-1] quit

@ 7 H SwitchA # OSPF B 7, AT LIBE EI G A B BEH .

[SwitchA] display ospf routing
OSPF Process 1 with Router 1D 152.168.1.1
Routing Tables
Routing for Network

Destination Cost Type NextHop AdvRouter Area
192.168.1.0/24 1562 Stub 192.168.1.1 192.168.1.1 0.0.0.0

Routing for ASEs

Destination Cost Type Tag NextHop

172.17.1.0/24 1 Type2z 1 192.168.1.2
172.17.2.0/24 1 Type2 1 192.168.1.2
172.17.3.0/24 1 Type2 1 192.168.1.2

Total Nets: 4
Intra Area: 1 Inter Area: 0 ASE: 3 NSSA: 0

(4) BETHEYIE.

AdvRouter

192.168.2.2
192.168.2.2
192.168.2.2

@ BB4S N 2002 5 ACL, faiF 172.17. 2, 0/24 HBEHE .

[SwitchB] acl number 2002

[SwitchB-acl-basic-2002] quit

[SwitchB-acl-basic-2002] rule permit source 172.17.2.0 0.0.0.255

@ BB 4N prefix-a B M AL RTRF) 3, f24F 172.17.1.0/24 MR didL .

[SwitchB] ip ip-prefix prefix-a index 10 permit 172.17.1.0 24

2014
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(5) BB R,

[SwitchB] route-policy isis2ospl permit node 10
[SwitchB-route-policy] if match ip-prefix prefix-a
[SwitchB-route-policy] apply cost 100
[SwitchB-route-policy] quit

[SwitchB] route-policy isis2ospf permit node 20
[SwitchB-route-policy] if-match acl 2002
[SwitchB-route-policy] apply tag 20
[SwitchB-route-policy] quit

[SwitchB] route-policy isisZospf permit node 30
[SwitchB-route-policy] quit

(6) TEMEE15] AT R B 1l w5 .
@ feE Switch B, i F7E B 5| A B R B S

[SwitchB] ospf .
[SwitchB-ospl-1] import route isis 1 route-policy isis2ospf
[SwitchB-ospf-1] quit ,

@ #& Switch A i) OSPF B, 7T LIE 2 H 69k 9 172,17, 1. 0/24 A% i O T8 %
100, H g9 hk 172, 17. 2. 0/24 &9 8% th BIARIC B (Tag) 24y 20, ifi H A 40 38 B th A A2 1k
[SwitchAl display ospf routing
OSPF Process 1 with Router ID 192.168.1.1

Routing Tables
Routing for Network

Destination Cost Type NextHop AdvRouter Area
192.168.1.0/24 1 Transit 192.168.1.1 192.168.1.1 0.0.0.0
Routing [or ASEs

Destination Cost Type Tag NextHop AdvRouter
172.17.1.0/24 100 Typel 1 192.168.1.2 192.168.2.2
172.17.2.0/24 1 Type2 20 152.168.1.2 192.168.2.2
172.17.3.0/24 1 Type2 1 152.168.1.2 192.168.2.2
192.168.2.0/24 1 Type2 1 152.168.1.2 192.168.2.2

Total Nets: 5
Intra Area: 1 Inter Area: ¢ ASE: 4 NSSA: 0

BR: permit AP S RAEX A AFRN, B HFLLATETLEOLES. W
MATHE N 565 apply F 8 RHAAT—AF EAMNE; wRBHELAA BT Z T L,
FHANT AT SR, _

deny 35 A F S ERMX HIELE RN (LR X T apply T FAL#MIT). IB A
R E Y S A FTA iF-match F & oF 48 R AT apply F A, RHAT—AF Ea53K; R
BERAHEIET EE ifmatch T8, F#ANT — A9 54 4m 4,

do RBHREBFPELT —AA LS TS NEFTEFTESHEA— AT L EERMEX
& permit, ¥ B HRBA TR IELTAEN , R ER L LI ARSI 5, WAHE
BUZLEA AL AR GRS, wRE G R GAHAH T AL deny X, WA AB HEE
fEE AT Rl R,
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| =

2 F Bl — 4~ Route-policy ¥ &, AR EATIHP,E&A iff-match F M 2“8 £ %,
PP 35 W 45 8 54 0 ) B G RPR OB IE B A4, F T A #ULAT apply F & 89 3h 4k,

E—AFEF,TREH if-match F 4, £ TAH $ 4 if-match F4&. %Kk L if-
match T8, R EAFTEGERBAAA KB, NAARBELRL BT EY Segid
B REVTSORRBX AHELEX, WA AR BIEEARLKIES,

' 8.6.2 MAMMBEMIIIEBGP BHARKREIES

1. %

M 7> =) P b (8] SR A BGP B th P SGHE AT 38 3%, 760 Mk %5 38 8 91 91 & A X BGP Bt #4748
WIS, B E RS SRR LSRRG R E %, FA M BGP B & EHfTEY,
AEENTERE. 1T 49 A G/ L 68 Ak FEeg 0 BGP X 55 4 (8] 82 iy 247
I, 4 AS B [a] BGP B& 4T T A R H .

2, AME

Pl 8-28 Btz by R FH % SR B oL 38 BGP 2% e J R 26 R e,

Switch A
Vlan-int |
AS 100 1.1.1.1/24
Vlan-int 100 Asm\f’lm—im 300
1.1.1.2724 1.1.3.1/24
Vian-int 200 Vian-int 300 sacaed
1.1.2.2/24 Switch C L3224 0 b
Vlan-int 200
1.1.2.1724
Switch B
AS 200
8-28 R FH B b SR BR o 38 BGP B S0 BY 46 I
3. BEER

(1) FiA e # #3547 BGP #il . Switch A.Switch B #1 Switch C 2 [a] &t 57 EBGP %
#,Switch C #1 Switch D Z [818 7 EBGP %%,

(2) i1 A B B o BB, {45 Switch D IE 4 BEOE A AS 200 BYREH .

4 BESENEE

(1) BB IP H#hk (8.

(2) BCE BGP A ThEE.

@ KB Switch A,

< SwitchA™> system-view

[SwitchA] bgp 100

[SwitchA-bgp] router-id 1.1.1.1
[SwitchA-bgp] peer 1.1.1.2 as-number 300
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@ BEH Switch B,

<< SwitchB> system-view

[SwitchB] bgp 200

[SwitchB-bgp] router-id 2.2.2.2
[SwitchB-bgp] peer 1.1.2.2 as-number 300

@ Al ® Switch C,

< SwitchC> system-view

[SwitchC] bgp 300

[SwitchC-bgp] router-id 3.3.3.3
[SwitchC-bgp] peer 1.1.1.1 as-number 100
[SwitchC-bgp] peer 1.1.2.1 as-number 200
[SwitchC-bgp] peer 1.1.3.2 as-number 400

@ BE® Switch D,

<< SwitchD>> system-view

[SwitchD] bgp 400

[SwitchD-bgp] router-id 4.4.4.4
[SwitchD-bgp] peer 1.1.3.1 as-number 300
[SwitchD-bgp] quit

® F2E Switch A, KRB 4.4.4.4/24.5.5.5.5/24.6.6.6.6/24 % #i 7 BGP g%,

[SwitchA-bgp] network 4.4.4.4 24
[SwitchA-bgp] network 5.5.5.5 24
[SwitchA-bgp] network 6.6.6.6 24

® BeE Switch B, RBI#eH 7.7.7.7/24.8.8.8.8/24.,0.9.9.9/24 % %3] BGP B FE .

[SwitchB-bgp] network 7.7.7.7 24
[SwitchB-bgp] network 8.8.8.8 24
[SwitchB-bgp] network 9.9.9.9 24

@ #FH Switch D 19 BGP B #.

{SwitchD-bgp] display bgp routing-table
Total Number of Routes: 6
BGP Local router ID is 4.4.4.4
Status codes: * - valid, = - best, d - damped,
h - history, i - internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
* > 4.4.4,0/24 143 0 300 100i
* > 5.5.5.0/24 o O L3 | 0 300 100i
* > 6.6.6.0/24 1.1.3.1 v} 300 100i
* > 7.7.7.0/24 1.1:8.1 0 300 200i
» > 8.8.8.0/24 1139 0 300 200i
*>9.9.9.0/24 11,31 0 300 200i

MBE % TTLLE H, Switch D FAT223 T B AS 100 A9 B 4. 4. 4. 0/24,5.5. 5.0/
24.6.6.6.0/24 HIEH AS 200 fyEH 7.7.7.0/24.8.8.8.0/24.9.9.9,0/24,



(3) BL# Switch D JE48 Bl 1 AS 200 IR .
@ 7 Switch D FRREEHSH 1 i) AS B2 3 K.

[SwitchD] ip as-path 1 permit . » 200. *
@ 7€ Switch D FERE A FRA “rel” B B i S .

[SwitchD] route-policy rtl deny node 1
[SwitchDD] if-match as-path 1
[SwitchD] route-policy rt2 permit node 2

® 7E Switch D |, B2 Eoxf X4k 1. 1. 3. 1 80 BB th 45 58 54 5 2 “rel 7 B0 2% oy S s

“SwitchD] bgp 400
[SwitchD] peer 1.1.3.1 route-policy rtl import

@ #&F Switch D ) BGP B .

[Switchld] display bgp routing-table

Total Number of Routes: 3

BGP Local router ID is 4.4.4.4

Status codes: * - valid, = - best, d - damped,

h - history, i- internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrf PrefVal
*>>4.4.4.0/24 P o O | 0
* > 5.5.5.0/24 1.1.3.1 0
¥ > 6.6.6.0/24 1.1:3:1 0

Path/Ogn
300 100i
300 100i
300 100i

M Fe T L F H,Switch D H2:F| T3 3 AS 100 A9t 4. 4. 4. 0/24.5.5.5.0/24,

6.6.6.0/24,
BoR: B0 &KX E LAt BT 5B BGP 48 4 F 4.



F9E

b e

IPVEELE 5 &

9.1 IPv6 Mbhl MRIRL B 5 S

LA EE [Pve MR, 22l b ST E B 1Pve #bhk, 38048 H Mg il
EMEREE. SFRAFEH L S A ht B A b = F O —, YA
E ) TPve A ME . BATECE 1Pve 2R B 35% Hidi ,

(1) IPv6 3 &5 2 Hh b oht Fi 4= BR A HE stk /] LUE L F iy A BLE .

@ FHEUL64 BRXTER ., YA ERA EUL64 #4578 & IPv6 Huhb i, 8 0 89 IPv6 Hb
T 69 BT 48 A P B B B AR T 0 AR TR O e L B BE B R b LR AL T Ok .

@ FHHER®R. AP FENEE IPv6 3k 5 4 #b ik 58 4 BR 2648 Mo bl

(2) 1Pv6 ()4 B A< b b hb 0T LS o B A O 3R 18 .

@ B4R, REWEFEKA AT (FESO. . /64) RO MEMRE AL, A3 KN
He U1 Az ol 6 B A4 1b i ik

@ FaEE. AP FRE IPve @A st

1. &

A B X B W 2% B 4 2 3BiE T TPv4, X% CERNET2(E S M 80F A Brit &L M)
BTG ¥ B R A CERNET2, LA A 14t 1Pv6 AT RS .

R Fr4rAc i [Pve shtJ5 . A 5/ L & X4 A CERNET2 §932 # Pl 4T 1Pv6 iy

WECE.
2. AMHE
9-1 7R g 1Pv6 st 3 BY o B ZH R P .
Host Switch A Switch B
Eth 1/0/2 @ Eth 1/0/1 Eth m@
Vlan-int 1 WVian-int 2 Vlan-int 2
2001::1/64 3001:1/64  3001:2/64
B 9-1  IPv6 il g0 c 9 4 19 P
3. EEER

(1) Host.Switch A #1 Switch B i 5 LA A o9 3% 1 B 85 48 1 , 8 LK M & 114 50 50 A
RLE) VLAN 79, 3¢ 4 VLAN 800 FE2E 1Pv6 #iht, B1F 8 & 2 B & Bt .

(2) Switch A # VLAN £ 00 2 (23R $#E #hik % 3001.:1/64, VLAN #0011 23R
B H AL % 2001::1/64,
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(3) Switch B#) VLAN #0 2 #9 2 8R S 4% s it 5 3001::2/64,F Af LA F] Host
B

(4) Host L %% T IPv6, M4 IPv6 BIm R BLIHIL A BhELE IPve Sk .

4. KETENRRE

PERA: =T S3610/S5510 £ 5| A X M L 3, 1k 4k IPvE Shie 2 9T, L i A ik & i2
X by dk 2] IPv4/IPv6 Sl AR X, Bp 47 switch-mode dual-ipvd-ipv6 4 4-; & 0], 7
i 4k g IPv6, & &4 R L4 IPv6 AL 9 H A . B 4% &2 &8 2, AT switch-mode & 4
MBHHUARAALEEREEE A AR,

(1) A ® Switch A,

@ ez #ALE IPv6 5% R ThAE.

< SwitchA™ system-view

[SwitchA] ipv6
@ FalfsE VLAN 0 2 g0 sRAE UL, Wt 2 3 304 ek B A< bbb bk

[SwitchA] interface vlan-interface 2

[SwitchA-Vlan-interface2] ipv6 address 3001::1/64

"SwitchA-Vlan-interface?] quit

@ Fah#gaE VLAN #0111 o2 sk g sibt, i RFHKZ A RABEE (BAWRET . A
AREOASEN RABEER.

[SwitchA] interface vlan-interface 1

[SwitchA-Vlan-interfacel] ipv6 address 2001::1/64

[SwitchA-Vlan-interfacel] undo ipv6 nd ra halt

(2) Be® Switch B,

O fHEEAZHHLEY TPv6 Fe R ThBE.

< SwitchB> system-view
[SwitchB] ipv6

@ BeE VLAN$#: 11 2 fi-exkpmiEuat .

[SwitchB] interface vlan-interface 2
[SwitchB-Vlan interface2] ipv6 address 3001::2/64
[SwitchB-Vlan-interface2] quit

@ EE IPv6 B R . %5 h A B (bt 2001, /64, F — Bkt By 30011,
[SwitchB] ipv6 route-static 2001:: 64 3001::1

(3) B Host., Host 323k IPve, AR #E 1Pv6 48 fE A B Ehil A 3hECE 1Pv6 Huhk.

[SwitchA] display ipv6 neighbors interface ethernet 1/0/2

Type: S-Static  D-Dynamic
1Pv6 Address Link-layer VID Interface State T Age
FEB0::215:EYFF:FEA6:7D14 0015-e9a6-7d14 1 Eth1/0/2 STALE D 1238
2001::15B: E0EA:3524:E791 0015-e9a6-7d14 1 Ethl/0/2 STALE D 1248

207 | ¢
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MW E A E ST LLAE Host | 4K48 /9 IPv6 £ Bk ¥ 4% #b 41k 35 2001..15B, EOEA.
3524:E791,

(4) BirFCE %58 . 78 Host L F ping M Switch A & Switch B ) 5 il #4; P
Switch B | {# Al ping @31 Switch A & Host (19 5 i@ #:,

[SwitchB] ping ipv6 -c 1 3001::1
ping 3001::1 : 56 data bytes, press Ctrl_C to break
Reply from 3001::1
bytes=56 Sequence=1 hop limit= 64 time = 2 ms
---3001::1 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 2/2/2 ms
[SwitchB-Vlan-interface2] ping ipv6 -¢ 1 2001::15B:E0EA:3524:E791
ping 2001::15B:E0EA:3524:E791 : 56 data bytes, press Ctrl_C to break
Reply from 2001::15B: EOEA:3524:E791
bytes=56 Sequence=1 hop limit=63 time = 3 ms
---2001::15B: EOEA :3524:E79] ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 3/3/3 ms

M Host E BT ping i Switch B #1 Switch A,iFB E{1REEMN .

BR: SBo& T 7T IPv6 st i 4R EHNE, Ft4 A shEmss i
Heoht

RN FAEEFADERAB AR, FHHELFTAAKEAS T A EKR
b

9.2 IPv6 kR EIGS

9.2.1 IPv6 FHREHRREEIES

IPv6 over IPv4 B il #L 5 R ¥ 1Pve B SCRTH 3 L TPv4 W 303k, Bt BRI
(Tunnel){# 1Pv6 3 3CE M IPv4 RI4%, SCBLRE RS ) TPv6 P48 1% B .

R 40 B B 4% S Y 1Pv4 Hbhk 9 FR B R[], BE G 4 0 T sh kB B B sh Bk i .

(1) W05 IPv6 over IPv4 BRI MR b it AR M 1Pv6 R 3CH H sk & B 313K &/
EHATFHECE X H R BRHE B Y F o BEaHE .

(2) iR IPv6 over IPv4 [B¥iH 93 O Ak 5% B A TPv4 bbb B9 4% 5k IPv6 sb b JE =L,
B AT LA M IPv6 #7232 A9 B 69 s bk o [ 55 7K B BE 8 28 5 ) TPvd i hh X FERIBE E BT O B 3
B E .

IPv6 FEIBE RSB A M MR, — REBRRE - P EMKEE, FEHThO%E
MB—NEBEBREN HEBHBZEENELBEFOREERE, TLB5x [Pv6
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P 5% B 3

1. &

B#2 X K b 48 4 82 A 3] CERNET2, HR.BEKKXK M AKX A, E&A D
CERNET2 M E#E®E. BT . MER/N L AF H IPv6 over IPv4 [ HHLSE , ik IPv4 B
5 CERNET2 i %8 ARt #S B s Bl i 4,

REE SRR Bt EE , S EEG A SRR FUEEE. N LAY
i 1 F sh B 8 5 =X A3l

2. HME

B 9-2 Fr7n 2k TPv6 F-3h B i s AU i B LH I

Switch A yian-int 100 Vian-int 100 SWitch B

192.168.100.1/24(  1py4 Network  )192.168.50.1/24
( 0 =
Van-int 101 T ‘\\_\_/J T Vian-int 101
unnel 0 Tunnel 0 ;
3002::1/64 3001::1/64 3001 ;:33@4 3003::1/64

Bl 9-2 1Pv6 F zh Rk 1 St RY AL 35 46 ) i

3. REER

ME 9-2 BFR, 74 IPv6 W 24> B8k Switch A #1 Switch B 55 IPv4 W 4% i 3, Bk
7£ Switch A #l Switch B Z [B|E# 7 [Pv6 “FahBRiH . (# P  IPv6 M5 AT LI H @ .

4., BEETEAMRE

(1) Bl'E Switch A,

@ {FREAC I PLEY 1Pv6 B K ThEE.

< SwitchA>> system-view
[SwitchA] ipv6

@ BEE#0 Vlan-interface 100 b bk .

[SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacel00] ip address 192.168.100.1 255.255.255.0
[SwitchA-Vlan-interfacel00] quit

@ BEFE 0O Vlan-interface 101 () IPv6 #iht .

[SwitchA] interface vlan-interface 101
[SwitchA-Vlan-interfacel01] ipv6 address 3002::1 64
[SwitchA- Vlan-interfacel0l] quit

@ REHEBRELAH. TEETNR EHOMADSRESHAN . TEAWO LXK
STP ThéE.

[SwitchA] link-aggregation group 1 mode manual
[SwitchA] link-aggregation group 1 service-type tunnel
[SwitchA] interface GigabitEthernet 1/0/2
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[SwitchA-GigabitEthernet1/0/2] stp disable
[SwitchA-GigabitEthernet1/0/2] port link-aggregation group 1
{SwitchA-GigabitEthernet1/0/2] quit

© EEFahEH.

[SwitchA] interface tunnel 0

[SwitchA-Tunnel0] ipv6 address 3001::1/64
[SwitchA-Tunnel0] source vlan-interface 100
[SwitchA-Tunnel0] destination 192.168.50.1
[SwitchA-Tunnel0] tunnel-protocel ipv6-ipv4

® 7& Tunnel OMAE TRERES AERRAH 1,

[SwitchA-Tunnel0] aggregation-group 1
[SwitchA-Tunnel0] quit

@ BEE M Switch A £33 Tunnel 0 # 0 8] Group 2 AR,
[SwitchA] ipv6 route-static 3003:: 64 tunnel 0

(2) B & Switch B,
@ HEETH# ML IPvE B R DI6E.

< SwitchB> system-view
[SwitchB] ipv6

@ ECHE O Vlan-interface 100 By#bhlk .

[SwitchB] interface vlan-interface 100
[SwitchB-Vlan-interfacel00] ip address 192.168.50.1 255.255.255.0
[SwitchB-Vlan-interfacel03] quit

@ BCEH O Vlan-interface 101 #) IPv6 itk .

[SwitchB] interface vlan-interface 101
[SwitchB-Vlan-interfacel01] ipv6 address 3003::1 64
[SwitchB-Vlan-interfacel01] quit

@ EEEMEAYH. REFEMR RO MADIGRESAN, FEERD XA
STP hfE.

[SwitchB] link-aggregation group 1 mode manual

[SwitchB] link-aggregation group 1 service-type tunnel
[SwitchB] interface GigabitEthernet 1/0/2
[SwitchB-GigabitEthernet1/0/2] stp disable
[SwitchB-GigabitEthernet1/0/2] port link-aggregation group 1
[SwitchB-GigabitEthernet1/0/2] quit

© EEFHRHE.

[SwitchB] interface tunnel 0
[SwitchB-Tunnel0] ipv6 address 3001::2/64
[SwitchB-Tunnel0] source vlan-interface 100
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[SwitchB-Tunnel0] destination 192.168.100. 1
{SwitchB-Tunnel0] tunnel-protocol ipv6-ipv4

® 7 Tunnel FEORE TR ERES AEBESH 1.

[SwitchB-Tunnel0] aggregation-group 1
[SwitchB-Tunnel0] quit

@ B M Switch B2 3¢ Tunnel 0 #:0 %) Group 1| S H.
[SwitchB] ipv6 route-static 3002:: 64 tunnel 0

BR: MEAAGEREMEA M ERS, T TRERRIERA K, LTAEF
Mg bk R B A8 i,

9.2.2 64 RBREHRBREERS

6tod FIHE AP AW HEMBEE, T ER TH LA IPve L& IPvd W £ i #% 3l
IPv6 %%, 6tod Bk E o IPv6 18 3CH H s aik ik A9 1Pv4 sthhit, AT DL 8 SR BB H &
S

6tod BEIE R FHAF R Mtk . 6rod Hiuhk, H AR H . 2002 abed:efgh. FM 5. 5 11 1D/
64, H 2002 FREEM IPv6 #hhk AT ; abed:efgh F7mi% 6tod B¥ I8 % 5L AY 32 {if IPv4
Wdat, - Sdfl R cm 111 1 AT AR b 0101.:0101), 5@ i 53Xk A B9 TPv4 bk
CIRYR=R-E bl Sk (> $T-0: Tk vk 0 X | I

T 6tod HihtAY 64 I ht AT B9 16 (2 TR S 0] LAt A P B & L BT T B9 /T
48 {3 B Hy B8 s M0 LB R A R R S R 45 0 TPva M hE W 5, (8 TPv6 $1 S0l of B GE SE 1T 5%
KRRV,

1. ¥&

C 8 X A R 0 4% 5% {8 B AT ] 77 88 A CERNET2, BT LA Jo g {f FI I 45 M 9 1Pv6 YEiR.
AR T E2E4 A IPve HEEMMTER, /N L ge @A 6tod BRI HLH T B AT IPv6
SRS

2. HME

& 9-3 Ff7n by 6tod B IH LB G B 2H B A

God Switch:yy e um Viansint 10p5ed Switch
oy 211y IPv4 Network SLLIY 2§ ichB

Switch A % (

Vlan-int 101 Tunnel 0 -\__\ Tunnel 0

2002:0201:0101:1::3/64 2002:0201:0101::1/64 2002:0501:0101::1/64

Vlian-int 101
2002:0501:0101:1::1/64

Host A Host B

2002:0201:0101:1::2/64 2002:0501:0101:1::2/64
[ 9-3  6rod B iH A AL AH W1

211
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HICKHAR R AR R EISS

3. BREER

Wk 9-3 BN, B> 6tod W 453l i M 45 341 % 6to4 Switch (Switch A #1 Switch B) 5
IPv4 W48, B T LB 6tod MEEFAIEH. Host A 1 Host BZ A 538 , EERH 6tod
BRI .

6to4 4% 2 [A) 9 BB 7 B 6tod MK I LK% 6104 Switch Bt | 6tod Motk ,

(1) Switch A E#: 0 Vlan-int 100 {) IPv4 bt % 2. 1. 1. 1/24, 5 ¥ 5 IPv6 Mok J5 {6
F 6tod B4R 2002:0201.:0101: /48, Xt itk AT % # 47 F W2 4, Tunnel 0 {8 A 2002:0201;
0101::/64 FM, Vlan-int 101 {# F§ 2002.:0201:0101:1;./64 FW.

(2) Switch B F#:0 Vlan-int 100 ) IPv4 #uhk >k 5. 1. 1, 1/24, 5%/ IPv6 Huht 5 4
A 6tod HIZE 2002:0501:0101;:/48, A% BT &2 47 F MR 5>, Tunnel 0 {#  2002.0501.
0101::/64 FR, Vlan-int 101 {#H 2002:0501:0101:1;:/64 FK,

4 BEESENME

(1) FE Switch A,

O fEREsC ALY IPv6 ¥ R INEE.

<ZSwitchA>> system-view
[SwitchA] ipvé

@ BEER O Vian-interface 100 f it ,

[SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacel00] ip address 2.1.1.1 24
[SwitchA-Vlan-interfacel00] quit

@ BB O Vlan-interface 101 K ik .

[SwitchA] interface vlan-interface 101
[SwitchA-Vlan-interfacel01] ipv6 address 2002:0201:0101:1::1/64
[SwitchA-Vlan-interfacel01] quit

@O EREBHRESY. FEEEME . HmOMARIERERSAN, HFEAERD EXH
STP ZifE.

[SwitchA] link-aggregation group ! mode manual

[SwitchA] link-aggregation group 1 service-type tunnel
[SwitchA] interface GigabitEthernet 1/0/3
[SwitchA-GigabitEthernet1/0/3] stp disable
[SwitchA-GigabitEthernet1/0/3] port link-aggregation group 1
[SwitchA-GigabitEthernet1/0/3] quit

'® BEE 6tod BEIE.

[SwitchA] interface tunnel 0

[SwitchA-Tunnel0] ipv6 address 2002:201:101::1/64
[SwitchA-Tunnel0] source vlan-interface 100
[SwitchA-Tunnel0] tunnel-protocol ipv6-ipv4 6tod
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® 7& Tunnel H: WP FRCEBEE S R ELH 1.

[SwitchA-Tunnel0] aggregation-group 1
[SwitchA-Tunnelo] quit

@ MEFP H et 2002;:/16, F —BkX Tunnel £ OB AR k.
[SwitchA] ipv6 route-static 2002:: 16 tunnel 0

(2) B # Switch B,
@ [EREZ B TPv6 5% K DhEE,

<< SwitchB> system-view
[SwitchB] ipv6

@ BLBEHE O Vlan-interface 100 g4 HL 4} .

[SwitchB] interface vlan-interface 100
[SwitchB-Vlan-interfacel00] ip address 5.1.1.1 24
[SwitchB-Vlan-interface100] quit

@ ECE# I Vlan-interface 101 fy ik .

[SwitchB] interface vlan-interface 101
[SwitchB-Vlan-interfacel01] ipv6 address 2002:0501:0101:1::1/64
[SwitchB-Vlan-interfacel01] quit

@ RE#MESM. TEEENE BHOMADEBRRAAN, ST AR XA
STP zhfk.

[SwitchR] link-aggregation group 1 mode manual

[SwitchB] link-aggregation group 1 service-type tunnel

[SwitchB] interface GigabitEthernet 1/0/3

[SwitchB-GigabitEthernet1/0/3] stp disable

[SwitchB-GigabitEthernet1/0/3] port link-aggregation group 1
[SwitchB-GigabitEthernet1/0/3] quit

® ELH 6tod BRif

[SwitchB] interface tunnel 0

[SwitchB-Tunnel0] ipv6 address 2002:0501:0101::1/64
[SwitchB-Tunnel0] source vlan-interface 100
[SwitchB-Tunnel0] tunnel protocol ipvé-ipvd Gtod

® 7E Tunnel I WA TEERKESI HEHRG4.

[SwitchB-Tunnel0] aggregation-group 1
[SwitchB-Tunnel0] quit

@ EER HMHAE 2002:./16, F—8kX Tunnel BEOM#BARKE.
[SwitchB] ipv6 route-static 2002:: 16 tunnel 0

Bz BFMER X H3EB G,
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9.2.3 ISATAPRREHXAREIES

ISATAP BRiE B QB iy A sh BB $ AR i i 78 IPv6 R 309 H 60 M ik o i A 89 1Pv4
Mk, 7T BLE 3 4K UK T A 2R .

] ISATAP BRERT, IPv6 R SCAY B 1 M dik 70 B 3 42 11 49 1Pv6 Hihl #8285 5% A A 3R 1)
ISATAP #ht. ISATAP #hik# 3 K : Prefix(64bit) ;0. 5EFE.ip-address, 1,64 {7
Prefix {0 & 140 [Pv6 BB HLATER ; ip-address 3k 32 fif IPv4 Wb hE . JE X W a. b.c. d
2 # abed:efgh, Hi% IPv4 #bhh R ER S RME— . 833X A B TPv4 Mgtk gt ] L | 3 2
SEEEIE . 52 TPV RS fE R

ISATAP B§ili FEFH F7E IPv4 R %1 TPv6 EHL—IPv6 B SE M0 4. HB Ao4% 4
ERBEAE TPv4 AR M LT ND $hll, il i IPv6 EHLIE o IPve W 2% T [ 3h#K43 TPv6
GIEB

1. &%

E A BK NPT IPv6 et /N L ZIA LA SEMEHN ZE L EmILA X F IPve
PR, IS XA L e T A RA N AR Bk, A RA DR AEA TR
LI R [ 2 A 3R TIPve AR FWE? /D LRI T B —FER TXFI%E F AR E
HAR ISATAP BRif .

2, ERE

B 9-4 firs 2k ISATAP s RI B A,

ISATAP Switch

—~—. Vlan-int 101 Vlan-int 100
3001::1/6 2.1.1.1/8
L Netw?r/é_ﬂoﬁ ! 04@ ( § 1Pv4 Network 5

Switch  Tynnel 0

1Pv6 Host ISATAP Host
3001::2/64 2001::1/64 1Pv4 address:2.1.1.2/32
IPv6 address:
FE80::5EFE:0201:0102
2001::5EFE:0201:0102
P 9-4 ISATAP B¥iH i 70 i B 45 I
3. BEEK

NP 9-4 FroR . IPv6 M 45 F0 IPv4 B 453 ad ISATAP 2% PLH % , TR [Pv4 4%
B 1Pv6 £ LM i ISATAP REE#: A B IPv6 R4k,

4. BRESERE

(1) A2 Switch,

@ {#ifiE 1Pv6 ¥ K ThfiE.

< Switch™> system-view
[Switch] ipv6

@ AL &3O Mtk

[Switch] interface vlan-interface 100
[Switch-Vlan-interfacel00] ipv6 address 3001::1/64
[Switch-Vlan-interfacel00] quit’
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[Switch] interface vlan-interface 101
[Switch-Vlan-interfacel01] ip address 2.1.1.1 255.0.0.0
[Switch-Vlan-interfacel01] quit

QEEHMESE. FTEEEMRE BROMATSBESAN, FEAERO XA
STP ZhfE.

[Switch] link-aggregation group 1 mode manual

[Switch] link-aggregation group 1 service-type tunnel
[Switch] interface GigabitEthernet 1/0/3
[Switch-GigabitEthernet1/0/3] stp disable
[Switch-GigabitEthernet1/0/3] port link-aggregation group 1
[Switch-GigabitEthernet1/0/3] quit

@ FcHE ISATAP Bl .

[Switch] interface tunnel 0

[Switch-Tunnel0] ipv6 address 2001::1/64 eui-64
_Switch-Tunnel0] source vlan-interface 101
[Switch-Tunnel0] tunnel-protocol ipv6-ipv4 isatap

® 7 Tunnel N ME TREKESI FBBRSH 1.
[Switch-Tunnel0] aggregation-group 1

® B xt RA 38 & A A3 &, 68 EOLET LLE 30 bl & 7 19 RA B IKBUL 1L BT &
HRE.

[Switch-Tunnel0] undo ipvé nd ra halt
[Switch-Tunnel0] quit

@ BB ISATAP M AKA.

[Switch] 1pv6 route-static 2001:: 16 tunnel 0

(2) BB EH. ISATAP EFN LW AKKBES ENMBERGEHF X, TEMRL
Windows XP #1F R4t H BT .

@ #F Windows XP F,ISATAP#0OEEXED 2, REAZED LR ISATAP &
BeHlLaYy IPv4 sk BR T SE AR EHLMAAE . EFBHEXD ISATAPEROMBFEE WTHR.

C:\=ipv6 if 2
Interface 2: Automatic Tunneling Pseudo-Interface
Guid {48FCE3FC-EC30-E50E-F1A7-71172AEEE3AE}
does not use Neighbor Discovery
does not use Router Discovery
routing preference 1
EUI-64 embedded IPv4 address: 0.0.0.0
router link-layer address: 0.0.0.0
preferred link-local fe80: :5efe:2.1.1.2, life infinite
link MTU 1280 (true link MTU 65515)
current hop limit 128
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reachable time 42500ms (base 30000ms)
retransmission interval 1000ms

DAD transmits 0

default site prefix length 48

@ EHMEMRT —1 ISATAP # R link-local oIk (fe80; :5efe:2.1.1.2), FE®E
EREXTED A ISATAP 841 [Pv4 Hi ),

CA\=ipv6rluz2.1.1.1

QO AWEX A4 MERT EVMAEE, TEHHERESE X ISATAP 06

C:\=ipvb if 2
Interface 2: Automatic Tunneling Pseudo Interface
Guid {48FCE3FC-EC30-E50E-F1A7-71172AEEE3AE}
does not use Neighbor Discovery
uses Router Discovery
routing preference 1
EUI-64 embedded IPv4 address: 2.1.1.2
router link-layer address: 2.1.1.1
preferred global 2001::5efe:2.1.1.2, life 29d23h59m46s/6d23h59m46s (public)
preferred link-local feB0: :5efe:2.1.1.2, life infinite
link MTU 1500 (true link MTU 65515)
current hop limit 255
reachable time 42500ms (base 30000ms)
retransmission interval 1000ms
DAD transmits 0
default site prefix length 48

@ @ AT A B X B AT LLE B, EPLEKE T 2001 /64 B9 RT B, B 3h 4 R M bk
2001:.5efe:2. 1. 1. 2, [F] B 36 22 % BLIX 4 — 4T “uses Router Discovery”, HFH EHLE B T8
HEER I, XA ping — T A2 B pL L BEH 3 O 1Pve M dk, o] LU ping i, 3X B 5 & 8§
ISATAP FiEC &M Ih .

#B%R: £ Windows XP A& F, TAERSHF FRAC\>ipv6 f A& FHHFL o &
IPv6 Be B A% 8, FLAdR4E & % (3w Windows 7. Vista FOMEF S TRE AN KA, T
BEZRAMEN . -

9.3 IPv6 LRI EH S

9.3.1 IPv6e #EHRHBHRABREES

5 o o BT G TSP 0 5 Y L, L R B 25 B o T L Y
S TE R T AR 25 A 0G0 PR 0 75 B e A B0 IS 44 0 9 T S 9 55 0 o P £ i
#9%. |

5B OB TE T 4 S o R 90 1 A L T 2 o BB o R
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s e g e : —

G MG, AT LB NEERRFIEN B SBEENERE.

1. &

Y #ERKEEMERET 1 N REA 2 408X, 3R 7E 88 X 48 X B 5 E [Pve
B, TEIALSEBEXSSIBEXEEZEE EE BAHERITA . TUERRAN W HREFHSH
AEh, AR LA E MRS iR at.

2. M ME

B 9-5 Fr sk 1Pv6 B 7S B S AU i 2H R

Host B 2::2/64

Vian-int 400

Yo
!

Vian-int 200 a2

4::2/64 /N 5::2/64

Vlan-int 200
4::1/64

Vian-int 100 ‘-,__

Host A 1:2/64 1164 Switch A Switch €371/64 og € 3:22/64

Vlan-int 300
Su1/64

lan-int 50

B 9-5 TPv6 ¥ B ey 1 20 A0 5 41 B P

3. BEEXR

B AL AR 1Pv6 SRRt S M AT A EXLAAE B P12 (8] B .
4, BEESEROME

(1) A% VLAN g $: 0#) IPv6 #ihk (%) .

(2) fide 1Pv6 g,

@ 7F Switch A FHECE 1Pv6 BRIAEH .

<7 SwitchA™> system-view

[SwitchA] ipv6
[SwitchA] ipv6 route-static :: 0 4::2

@ 7 Switch B Al B ¥ % 1Pv6 BBkt .

< SwitchB> system-view

[SwitchB] ipv6

[SwitchB] ipv6 route-static 1:: 64 4::1
[SwitchB] ipv6 route-static 3:: 64 5::1

@ 7E Switch C FFE2® [Pv6 BRIAFEH .

< SwitchC>> system-view

[SwitchC] ipv6

[SwitchC] ipv6 roule-stati:lt 11 05:22

(3) AoE E VLML FFT X, AR 48 41 IS 1 G B 4 4% £ 4LEY IPv6 Mok, 34§ Host A #8R
IR XACE W 1.1, Host BAIBRIAM XA E N 2.1, Host C WBRIAMICACE N 3::1,
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Y

1R £ K3 P ,Switch A #o SwitchC LTl ER o LA MBEAHER S,
AR REFBA S ERERAS LN F . EUNE LI LB HHRE,

9.3.2 IPv6RIPng BN BBREES

RIPng XN F —f£ RIP ## (RIP Next Generation) . B & X F 3R B [Pvd &2
RIP-2 Wi A4 8 . K& % RIP B9 8E&# 7T L F RIPng,

1. BE -

Y ERBREARNEERABESRAE, @TRE. JLTAE, B8 DO Y B 4
AR, SRXERMTRER RS REM., E F .58k B8 A =k
BEERT. B, NEPLREEFFEDSRHDICEFNBEES.

B RIPng B B ff 8, 856X R1Png #8478 % Wil .

2. AME
B 9-6 By~ & IPv6 RIPng i iy Hh il L RUAC H 2 W1,
RiPng Vian-int 600
Vlan-int 400 .
e Vian-int 100 Vian-int 200 Vian-int 500
o 1::1/64 3::1/64 5:1/64
Vlan-int 100 Vlan-int 200
Switch A 1:2/64 Switch B 3:2/64 Switch €
B 9-6  1Pv6 RIPng % iy B s #1580 e 38 21 o 1)

3. BEFEXR

(1) Switch A.Switch B il Switch C #3338 it RIPng Y2 MZ ) IPv6 P {5 B .

(2) 7 Switch B _E %t it 49 Switch C M B& i (3. :/64) 47 2L 38 i HOR fn A B Switch
B #) RIPng # 2 (@ &P , W R R 4 Switch A, '

4. BESRMBE

(1) BLE &I IPv6 bk (B .

(2) Bi¥ RIPng MEAThEE.

@ BLE Switch A,

< SwitchAZ> system-view

[SwitchA] ipv6

[SwitchA] ripng 1

[SwitchA ripng-1] quit

[SwitchA] interface vlan-interface 100
[SwitchA- Vlan-interfacel00] ripng 1 enable
[SwitchA-Vlan-interfacel00] quit
[SwitchA] interface vlan-interface 400
[SwitchA-Vlan-interface400] ripng 1 enable
[SwitchA- Vlan-interface400] quit

@ BLE Switch B,

< SwitchB>> system-view
[SwitchB] ipv6
[SwitchB] ripng 1
[SwitchB-ripng-1] quit



~ [SwitchB] interface vlan-interface 200
[SwitchB-Vlan-interface200] ripng 1 enable
[SwitchB-Vlan-interface200] quit
[SwitchB] interface vlan-interface 100
[SwitchB-Vlan-interfacel00] ripng I enable
[SwitchB-Vlan-interfacel00] quit

@ BE Switch C.

< SwitchC> system-view

[SwitchC] ipvé

[SwitchC] ripng 1

[SwitchC-ripng-1] quit

[SwitchC] interface vlan-interface 200
[SwitchC -Vlan-interface200] ripng 1 enable
[SwitchC-Vlan-interface200] quit
[SwitchC] interface vlan-interface 500
[SwitchC-Vlan-interface500] ripng 1 enable
[SwitchC-Vlan-interface500] quit
[SwitchC] interface vlan-interface 600
[SwitchC-Vlan-interface600] ripng 1 enable
[SwitchC-Vlan-interface600] quit

@ #F Switch B ¥ RIPng Ml %,

[SwitchB] display ripng 1 route
Route Flags: A - Aging, S- Suppressed, G - Garbage-collect

Peer' FE80: : 20F: E2FF:FE23:82F5 on Vlan-interface 100
Dest 1::/64,

via FE&0: :20F:E2FF:FE23:82F5, cost 1, tag 0, A, 6 Sec
Dest 2::/64,

via FE80: :20F:E2FF:FE23:82F5, cost 1, tag 0, A, 6 Sec

Peer FEB0: :20F: E2FF:FE00:100 on Vlan interface 200
Dest 3::/64,
via FE80::20F: E2FF:FE00:100, cost 1, tag 0, A, 11 Sec
Dest 4::/64, 2
via FEB0::20F: E2FF:FE00:100, cost 1, tag 0, A, 11 Sec
Dest 5::/64,
via FE80::20F: E2FF:FE00:100, cost 1, tag 0, A, 11 Sec

® # %A Switch A ) RIPng B #.

[SwitchA] display ripng 1 route
Route Flags: A - Aging, S - Suppressed, G - Garbage-collect

Peer FE80::200:2FF:FE64:8904 on Vlan-interface 100
Dest 1::/64,

via FE80::200:2FF:FE64:8904, cost 1, tag 0, A, 31 Sec
Dest 4: :/64,

via FE80: :200:2FF :FE64:8%04, cost 2, tag 0, A, 21 Sec

$OE IPVBRLEES
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Dest 5::/64,

via FE80::200:2FF:FE64:8904, cost 2, tag 0, A, 31 Sec
Dest 3::/64,

via FEB0::200:2FF:FE64:8%04, cost 1, tag 0, A, 31 Sec

(3) BCHE Switch B XT3 M % A5 o 3 th B 4T3 08 .

[SwitchB] acl ipv6 number 2000
[SwitchB-acl6-basic-2000] rule deny source 3::/64
{SwitchB-acl6-basic-2000] rule permit
[SwitchB-acl6-basic-2000] quit

[SwitchB] ripng 1

[ SwitchB-ripng-1] filter-policy 2000 import
[SwitchB-ripng-1] filter-policy 2000 export
[SwitchB-ripng-1] quit

#i & Switch B #ll Switch A f RIPng % % .

[SwitchB] display ripng 1 route
Route Flags: A - Aging, S - Suppressed, G - Garbage-collect
Peer FEB0: :20F: E2FF:FE23:82F5 on Vlan-interface 100
Dest 1::/64,
via FE80: :20F:E2FF:FE23:82F5, cost 1, tag 0, A, 2 Sec
Dest 2::/64,
via FE80: :20F: E2FF:FE23:82F5, cost 1, tag 0, A, 2 Sec

Peer FEBO: : 20F: E2FF:FE00:100 on Vlan-interface 200
Dest 4::/64,
via FE80: :20F: E2FF:FE00:100, cost 1, tag 0, A, 5 Sec
Dest 5::/64,
via FE80: :20F: E2FF:FE00:100, cost 1, tag 0, A, 5 Sec
[SwitchA] display ripng 1 route
Route Flags: A - Aging, S - Suppressed, G - Garbage-collect

Peer FE80::20F:E2FF:FE00:1235 on Vlan-interface 100

Dest 1::/64,
via FE80::20F: E2FF:FE00:1235, cost 1, tag 0, A, 2 Sec
Dest 4::/64,

via FE80::20F:E2FF:FE00:1235, cost 2, tag 0, A, 2 Sec
Dest 5::/64,
via FE80: :20F: E2FF:FE00:1235, cost 2, tag 0, A, 2 Sec
FE: pRBoR A% RIPng, F 2 RIPng it B AR 0 LR R A &R K
RIPng #8-d1. Ff L, 3 & & £ 48 5] 2 Ll 694 o B 4% 4 R1Png.

9.3.3 |IPv6 RIPng i5i# IPv4 MEN ARBE B S

1. &&=
Y FERE R EEMH RIPng AT HEMKF,. 0 P EBEOSBIE IPva,
B 2 % (] &, B OB AR TS, AR SR Al IPv6 over IPv4 BRGE $E AR #4788 .
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o o A T i A A i i

2. AM@A
B 9-7 Bzn & IPv6 R1Png 8§82 IPv4 4% 7 H gt 7Y e B 4 I 1

Switch A Vlan-int 101
172.13.1.1/24

Vlan-int 101 Switch B
10.1.1.2/24

IPv4 Network

Vian-int 100

Vlan-int 100
B Tuninel 0 Tunnel 0 \2002:3::1/64

2002:1::1/64

3001::1:1/64 3001::1:2/64 Vian-int 100
lan-int 100 2002:3::2/64
2002:1::2/64

Switch C Switch D
1Pv6 Network 1Pv6 Network

B 9-7 IPv6 RIPng %42 IPv4 W &% 1 H 8090 g 5 41 W1 B

3. BEEX

WE 9-7 frzs, W4~ 1Pv6 N 45 4> 51| 3 5 Switch A #1 Switch B 5 1Pv4 & 2% % %,
Switch A 15 Switch B Z 6 f& o] i, B3R 7E Switch A 1 Switch B 2 Bl & 7 1Pve F 3%
i E RS TPv6 P45 T LI6E R] RIPng #E17 P48 0% .

4, BE I EEE

(1) BEERAE ) IPv6 Hihk A1 TPv4 Huak (B,

(2) BL'E Switch A,

O flE IPv6 % 2 IhEE.

< SwitchA™> system-view
[SwitchA] ipv6

@ BLE FahREE.

[SwitchA] interface tunnel 0
[SwitchA-Tunnel0] ipv6 address 3601::1:1 64
[SwitchA-Tunnel0] source vlan-interface 101
[SwitchA-TunnelC] destination 10.1.1.2
[SwitchA-Tunnel] tunnel-protocol ipvb-ipv4
[SwitchA-Tunnel0] quit

@ BEl® RIPng W RAINEE.

[ SwitchA] ripng 1

[SwitchA-ripng-1] quit

"SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacel00] ripng 1 enable
[SwitchA-Vlan-interfacel00] quit
[SwitchA] interface tunnel 0
[SwitchA-Tunnel0] ripng 1 enable
[SwitchA-Tunnel0| quit

(3) Bl H Switch B,
@ fdife 1Pv6 &% TheE.

<ZSwitchB> system-view
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[SwitchB] ipv6

@ BECE F3ERiE,

[SwitchB] interface tunnel 0
[SwitchB-Tunnel0] ipv6 address 3001::1:2 64
[ SwitchB-Tunnel0] source vlan-interface 101
[SwitchB-Tunnel0] destination 172.13.1.1

[SwitchB-Tunnel0] tunnel-protocol ipvé-ipvd
[SwitchB-Tunnel0] quit

@ BLE RIPng BUEEAIHAE,

[SwitchA] ripng 1

[SwitchA-ripng-1] quit

"SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacel00] ripng 1 enable
[SwitchA-Vlan-interfacel00] quit
[SwitchA] interface tunnel 0
[SwitchA-Tunnel0] ripng 1 enable
[SwitchA-Tunnel0] quit

(4) Bi'H Switch C,
@ {#§E 1Pv6 ¥ B ThEk,

< SwitchB> system-view
[SwitchB] ipv6

@ B ¥ RlIPng By R4

TSwitchA] ripng 1

TSwitchA-ripng-1] quit

[SwitchA] interface vlan-interface 100
[SwitchA Vlan-interfacel00] ripng 1 enable
[SwitchA Vlan-interfacel00] quit

(5) RL& Switch D,
O i IPv6 e R IIRE.

<< SwitchB> system-view
[SwitchB] ipv6

@ BLE RIPng By EAThEE.

[SwitchA] ripng 1

[SwitchA-ripng-1] quit

[SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacel00] ripng 1 enable
[SwitchA-Vlan-interfacel00] quit

7 Switch C - fij fir 4 display ipv6 routing-table, A] L1 & B] Switch C & %l ifi M %
2002:3::/64 WAFTE.
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#£ Switch D I Fi 4y 4 display ipv6 routing-table, ] L & #| Switch D b &1 i ® 2%
2002:1::/64 MIAFTE.

9.3.4 OSPFV3 HAEIFGIEIIES

OSPFv3 & OSPF(Open Shortest Path First, 7 i 2 5 48 B 42 00 26O B & 3 M BTRR, &
BT IPv6 #Y S, MIEHIFRHEN RFC 2740(OSPF for IPv6),

OSPFv3 #l OSPFv2 7R % 5 i B MR .

(1) Router ID, Area ID {348 & 32 fii 9.

(2) HiFZERA R . Hello # 3¢ . DD (Database Description, % #i% & i & ) #2 3C . LSR
(Link State Request, & BR Z§3K ) i 3¢ .LSU (Link State Update, §f BgAR 2 W ) R 3
LSAck(Link State Acknowledgment, & BR B IA .

(3) A 5] fr) 908 fz; 2 BRATL ] 0 2B S22 WAL 6T

(4) HFE B LSA 3 Sl A1 ZL oL .

1. &=

Y SRR W 4% A RIPng #EA7I00K — B At el , R M85 RA KB, FEEHN
& RIPng Wk GRS (6] 45 264, /45 S ek S BT[RBTk & B AL iF TS 5540 BEE MY
CREMGEREHGEAKERI, 8.0 RIPng BHEBEAGIX 4 £ MEL, #k, W& .
B E R ) A — R aT 37t 0 ik IR AR B B B B —— OSPFv3 SE#EAT I,

2. HRE
& 9-8 fii xR OSPFv3 S RIE B4 W 14,
OSPFv3
Switch B yjan-int ‘i‘uﬁa ’ Switch C
2001::1/64
R Vian-int 100 .
Vlan-int 200 2001::2/64 Vlan-int 400
2001:1::1/64 2001:2::1/64
OSPFv3 y OSPFv3 Vlan-int 400
Vian-int 200 V. ey
Area 1 [ 2001:1:2/64 At 3 FLIR:2/64
W Vian-int 300
Stub
smmnN’O'-‘-‘-‘ff‘-’(’“ Switch D
& 9-8 OSPFv3 $u% ¢ 5 41 kg
3. BBEEXK

(1) Fif R HHLEBIEST OSPFV3, M HIKR ARG AA 3 MK, H Switch B fl
Switch C fE5 ABR % & X 18 2 6] 89 % i .

(2) ¥ Area 2 2B 0 Stub X B, 3 4 3F 4 B X B A B9 LSA ¥, 7T ik — 25 @ >
Stub KB R F AL, % Area 2 B2 N Totally Stub X 3%, {H A AE % v B th A9 7T k44 .

4, BB EMARE

(1) BEB A EOR IPv6 Hiht (B8 .

(2) W2'E OSPFv3 #AIhEE.
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~—Y

@ BLE Switch A, J53h OSPFv3,3i& 8 H Router ID 5 1. 1. 1. 1,

< SwitchA>> system-view

[SwitchA] ipvé

[SwitchA] ospfv3

[SwitchA-ospfv3-1] router-id 1.1.1.1
[SwitchA-ospfv3-1] quit

[SwitchA] interface vlan-interface 300
[SwitchA-Vlan-interface300] ospfv3 1 area 1
[SwitchA-Vlan-interface300] quit
[SwitchA] interface vlan-interface 200
[SwitchA-Vlan-interface200] ospfv3 1 area 1
[SwitchA-Vlan-interface200] quit

@ BLH Switch B,J3 81 OSPFv3,3fi2 8 H Router ID 34 2. 2. 2. 2,

<< SwitchB> system-view

[SwitchB] ipv6

[SwitchB] ospfv3

[SwitchB-ospf-1] router-id 2.2.2.2
[SwitchB-ospf-1] quit

[SwitchB] interface vlan-interface 100
[SwitchB-Vlan-interfacel00] ospfv3 1 area 0
[SwitchB-Vlan-interfacel00] quit
[SwitchB] interface vlan-interface 200
[SwitchB-Vlan-interface200] ospfv3 1 area 1
[SwitchB-Vlan-interface200] quit

@ B H Switch C, )38 OSPFv3,#i% @ H Router ID 2§ 3. 3. 3. 3,

<ZSwitchC> system-view

[SwitchC] ipv6

[SwitchC] ospfvi

[SwitchC-osplv3-1] router-id 3.3.3.3
[SwitchC-ospfv3-1] quit

[SwitchC] interface vlan-interface 100
[SwitchC-Vlan-interfacel00] ospfv3 1 area 0
[SwitchC-Vlan-interfacel 00] quit

[SwitchC] interface vlan-interface 400
[SwitchC-Vlan-interface400] osplv3 1 area 2
[SwitchC-Vlan-interfaced00] quit

@ BeE Switch D, 2 38 OSPFv3, i 8 H Router ID Jy 4.4.4.4,

< SwitchD> system-view

[SwitchD] ipv6

[SwitchD] ospfv3

[SwitchD-ospfv3-1] router-id 4.4.4.4
[SwitchD-ospfv3-1] quit

[SwitchD] interface vlan-interface 400
[SwitchD-Vlan-interface400] ospfv3 1 area 2
[SwitchD-Vlan-interface400] quit



© #EE Switch B 1 OSPFv3 4BBRAE.

[SwitchB] display osplv3 peer

(SPFv3 Area ID 0.0.0.0 (Process 1)

Neighbor 1D Pri
3.3.3.3 1

Dead Time
00:00:39

State
Full/DR

OSPFv3 Area 1D 0.0.0.1 (Process 1)

Neighbor ID Pri
1.1.1.1 1

Dead Time
00:00:38

Stale
Full/Backup

® TFH Switch C i) OSPFv3 SBRIRE.

[SwitchC] display ospfv3 peer
(SPFv3 Area ID 0.0.0.0 (Process 1)
Neighbor ID Pri State Dead Time
2.2.2.2 1 Full/Backup 00:00:39
(SPFv3 Area ID 0.0.0.2 (Process 1)

Neighbor 1D Pri
1.4.4.4 1

@ # % Switch D 1) OSPFv3 BEth {5 8.

Dead Time
00:00:38

State
Full/DR

[SwitchD] display ospfv3 routing
El - Type | external route,  [A - Inter area route,

E2 - Type 2 external route, * - Seleted route

OSPEv3 Router with 1D (4.4.4.4) (Process 1)

# Destination: 2001::/64

Type : TA

NextHop  : FE80::F40D:0:93D0:1
% Destination: 2001:1::/64

Type : 1A

NextHop - FEBU: :F40D:0:93DX0:1
» Destination: 2001:2::/64

Type =k

NextHop : directly-connected

* Destination: 2001:3::/64

Type : 1A

NextHop : FEBO::F40D:0:93D0:1

(3) i Stub X,
@ B ® Switch D #Y Stub K1,
. [SwitchD] ospfv3

[SwitchD-ospiv3-1] area 2
[SwitchD-ospfv3-1-area-0.0.0.2] stub

EoE |Pv6aEf£?§%

Interface Instance ID
Vlanl00 0
Interface Instance ID
Vlan200 0
Interface Instance 1D
Vlanl00 0
Inter{ace Instance 1D
Vian400 0

[ - Intra area route

Cost : 2
Interface: Vlan400

Cost 1 3
Interface : V1an400

Cost 33
Interface: Vland00

Cost : 4
Interface: Vland00

225,
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@ BEC'® Switch C 89 Stub Xk, S B &% 8| Stub X i85 BRI B 69 FF 84 4 10,

[SwitchC] osplv3

[SwitchC-ospfv3-1] area 2
[SwitchC-ospfv3-1-area-0.0.0.2] stub
[SwitchC-ospfv3-1-area-0.0.0.2] default-cost 10

@ #%F Switch DA OSPFv3 Bt R E R . AU BRBMBEEPFE T —HRIABH. EH0

FrEE D HER BN IFH AR BN FHEZM,

[SwitchD] display ospfv3 routing
El - Type 1 external route, IA - Inter area route, I - Intra area route
EZ - Type 2 external route, % - Seleted route

OSPFv3 Router with ID (4.4.4.4) (Process 1)

» Destination: ::/0

Type : 1A ) Cost : 11
NextHop : FE80::F40D:0:93D0:1 Interface: Vlan400
* Destination: 2001::/64

Type : 1A Cost e
NextHop : FEBO: :F40D:0:93D0:1 Interface: Vlan400
* Destination: 2001:1::/64

Type : 1A Cost : 3
NextHop : FE80::F40D:0:93D0:1 Interface: Vlan400
* Destination: 2001:2::/64

Type i 1 Cost 4 )
NextHop : directly-connected Interface: Vlan400
% Destination: 2001:3::/64

Type : 1A Cost 2 4
NextHop : FEB80::F40D:0:93D0:1 Interface: Vlan400

(4) #E—BW /b Stub X E By ZHAE H Area 2 it B H Totally Stub K1,
@ fitH Switch C,i&® Area 2 2 Totally Stub X i,

[SwitchC-ospfv3-1-area-0.0.0. 2] stub no-summary

@ # % Switch D ) OSPFv3 B %, AT LR B BR t RIOTB B WA 7, HAbAF H & B h

s, RA KA gRE .

[SwitchD] display ospfv3 routing
El1 - Type 1 external route, IA - Inter area route, I - Intra area route
E2 - Type 2 external route, * - Seleted route

OSPFv3 Router with 1D (4.4.4.4) (Process 1)

# Destination: ::/0

Type : IA Cost : 11
NextHop : FEBO::F40D:0:93D0:1 Interface: V1an400
# Destination: 2001:2::/64

Type B | : ! Cost A |
NextHop : directly-connected Interface: Vland00

R, S4B E L sk OSPFV3 4k, 5040 240 38 OSPFv3 #4248 & i # 42 #9 Router ID
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VAR fed o b1 48 OSPFv3 #h ik,
EOSPFv3 ¥, A i F5hBE— A Router ID, m B4 M BREGREALTEER S
% H &4 Router ID#ERAFA,

9.3.5 IPv6IS IS NABEERS

IS-IS(Intermediate System-to-Intermediate System Intra-domain Routing Information
Exchange Protocol, IS-1S B i #4380 S #¢ £ 1 R 25 2 th i, H 245 TPv6 Bhill. X §F IPv6
B 1S-1S B th B XUFR A TPv6 IS-IS B 5t Uil

1. H%|

Y 2R I 4 kAT A S L & B OSPFv3 th i SE 1R &F A, e st ] 4 . B 38 5F 499
N ERETERE—FEFTRE"MET NG IEFAEEE MNP L8 X —08 K71
“E%H.

A5 —FhEEOR AR P 1S 1S B S A XM HER? NS P.oiRIx HETH
B, PR RS Rk FEH D - MEREMARAHE.

2, EME

A 9-9 Fr7R Ay TPv6 1S-1S B dy P D 3 Y i B8 41 ) 1 .

S22 Switch A

L1
Vlan-int 100
2001:1::2/64

Vlan-int 100 Vlan-int 300 Vian-int 301
2001:1::1/54 ‘_§_, 001:3::1/64 G35 2001:4:1/64
Vian-int 200 Vian-int 3003

Switch C 2001:3::2/64 Switch D

L1/L2 L2

2001:2::1/64

Vlan-int 200 Area 20

Kagg 2001 2:2/64

Switch B Area 10
L1

B 9-9 IPv6 IS-IS B el Brid s A A B 4] B

3. BEEK

@ 9-9 i 7%, Switch A, Switch B.Switch C il Switch D @ FRI— B#R &%, Hp
Switch A #1 Switch B & Level-1 ZZ##L,Switch D & Level-2 32 ##L,Switch C & Level-1-
2 32 #Hl. Switch A.Switch B # Switch C J& F X i 10, Switch D J& FIX 1 20, Frfi 3
BULE R T IPv6 fEH, EREZE#E L [Pv6 1S-1S HhilGA F] TPve R4 H3% ) B 8.

4. BEESENRE

(1) BEAEOR IPve H#hak (B8,

(2) ECE IPv6 IS-IS,

@ BC®| Switch A,

<ZSwitchA™> system-view
[SwitchA] isis 1
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L3

[SwitchA-isis-1] is-level level-1

[SwitchA-isis-1] network-entity 10.0000.0000.0001.00
[SwitchA-isis 1] ipv6 enable

[SwitchA-isis-1] quit

[SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacel00] isis ipv6 enable 1
[SwitchA-Vlan-interfacel00] quit

@ EE Switch B,

<< SwitchB>> system-view

TSwitchB] isis 1

[SwitchB-isis-1] is-level level-1

[SwitchB-isis-1] network-entity 10.0000.0000.0002.00
[SwitchB-isis-1] ipv6 enable

[SwitchB-isis-1] quit

[SwitchB] interface vlan-interface 200
[SwitchB-Vlan-interface200] isis ipv6 enable 1

[ SwitchB-Vlan-interface200] quit

@ flE Switch C.

<ZSwitchC>> system-view

LSwitchC] isis 1

[SwitchC-isis-1] network-entity 10.0000.0000.0003.00
[SwitchC-isis-1] ipv6 enable

[SwitchC-isis-1] quit

[SwitchC] inter{ace vlan-interface 100
[SwitchC-Vlan-interfacel00] isis ipv6 enable 1
[SwitchC-Vlan-inter[acel00] quit

[Switch(C] interface vlan-interface 200
[SwitchC- Vlan-interface200] isis ipv6 enable 1
[SwitchC-Vlan-interface200] quit

[SwitchC] interface vlan-interface 300
[SwitchC-Vlan-interface300] isis ipv6 enable 1
[SwitchC-Vlan-interface300] quit

@ BEHE Switch D,

<< SwitchD>> system-view

[SwitchD] isis 1

[SwitchD-isis-1] is-level level-2

[SwitchD-isis 1] network-entity 20.0000.0000.0004.00
[SwitchD-isis-1] ipv6 enable

[SwitchD-isis-1] quit

[SwitchD] interface vlan-interface 300
[SwitchD-Vlan-interface300] isis ipv6 enable 1
[SwitchD-Vlan-interface300] quit

[SwitchD] interface vlan-interface 301
[SwitchD-Vlan-interface301] isis ipv6 enable 1
[SwitchD Vlan-interface301] quit

HE. REAL. REAE6 IPve it NDH . B O i, HEABHE L&k
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IPv6 #hde, SR ELHNETMXEF ipvb,

9.3.6 IPv6 BGP M EXBE BEIES

fe 4L et BGP-4 A REE BR TPv4 (B sl 15 8 o % F (A H A ) 4% J2 B 3L (o TP ) 4 i
Al 7E85 A6 RGEAL R 9032 B — E B .

AT AL S B B 45 2 PN A S HF L TETF X BGP-4 #47 T3 & . JE AR IPv6 BGP. H R
fiy TPv6 BGP #7#E & RFC 2858(Multi-protocol Extensions for BGP-4,BGP-4 ZHl{ &) .

1. &

B, Y B FE P LT OSPFv3 W SU/E A e o I 4 i i dia B 80, 32 22 S PR PO A
A%} OSPF ERE , EHRRB.OMTF. 1Pv6 1S-1S R R4S R R FEAR , AHFHE ]
—H L MR T .

el A B el Ph R B SE G R E S BB MAT EiE. AABERSEERN
R AS, Bril S A sl BGP; i I8 %] BGP AT LA S & i fdf SR g e s AT B e #2 4d
BF LA B 28 R 0 e 4% T BGP 1R S#0H W & M.

2. ARE

B 9-10 fTR 2 1Pv6 BGP B ih th iR A< g B 46 R /.

AS 65009
Vlan-int 200

Vian-int 200
9:2::2/64

3

Switch B 9:1::1/64 9:1:2/64 gwitch D

B 9-10 IPv6 BGP &/ Ul 3 A Bl B 40 1 A

3. BEEK

WA 9-10 i, Fi A 38 H4LiE 47 IPv6 BGP HhiX, Switch A il Switch B Z @ # T
EBGP % #2,Switch B.Switch C il Switch D Z A&7 T IBGP 4i%#.

4, REIEME

(1) BEE# VLAN £ (K IPv6 Hihk (8%,

(2) Bc & IBGP %8,

@ BLHE Switch B,

<ZSwitchB> system-view

[SwitchB] ipv6

[SwitchB] bgp 65009

[SwitchB-bgp] router-id 2.2.2.2

[SwitchB-bgp] ipv6-family

[SwitchB-bgp-al-ipv6] peer 9:1::2 as-number 65009

[SwitchB-bgp-af-ipv6] peer 9:3::2 as-number 65009

[SwitchB-bgp-al-ipv6] quit

229, s
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[SwitchB-bgp] quit
@ Bl & Switch C,

< SwitchC>> system-view

[SwitchC] ipv6

[SwitchC] bgp 65009

[SwitchC-bgp] router-id 3.3.3.3

[SwitchC-bgp] ipvé-family

[SwitchC-bgp-af-ipv6] peer 9:3::1 as-number 65009
[SwitchC-bgp-af-ipv6] peer 9:2::2 as-number 65009
[SwitchC-bgp-af-ipv6] quit

[SwitchC-bgp] quit

@ Mt Switch D,

< SwitchD>> system-view

[SwitchD] ipv6

[SwitchD] bgp 65009

[SwitchD-bgp] router-id 4.4.4.4

[SwitchD-bgp] ipv6-family

[SwitchD-bgp-af-ipv6] peer 9:1::1 as-number 65009
[SwitchD-bgp-al-ipv6] peer 9:2::1 as-number 65009
[SwitchD-bgp-af-ipv6] quit

[SwitchD-bgp] quit

(3) BB EBGP ##:.
@ ELE Switch A,

< SwitchA>> system-view

[SwitchA] ipv6

[SwitchAl bgp 65008

[SwitchA-bgp] router-id 1.1.1.1

[SwitchA-bgp] ipvé-family

[SwitchA-bgp-af-ipv6] peer 10::1 as-number 65009
[SwitchA-bgp-af-ipv6] quit

[SwitchA-bgp] quit

@ ELE Switch B,

[SwitchB] bgp 65009
[SwitchB-bgp] ipv6-family
[SwitchB-bgp-af-ipv6] peer 10::2 as-number §5008

@ 7 Switch B X Zik{F 4.

[SwitchB] display bgp ipv6 peer
BGP local router ID : 2.2.2.2
Local AS number : 65009
Total number of peers : 3

Peer vV AS MsgRevd MsgSent
10::2 4 65008 3 3
9:3::2 4 65009 2 3

Peers in established state : 3

OutQ  PrefRev  Up/Down
W] ] 00:01:16
0 0 00:00:40

State
Established
Established
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9:1::2 4 65009 2 4 0 0 700:00:19 Established
@ # & Switch C X EHEER.

[SwitchC] display bgp ipv6 peer
BGP local router ID : 3.3.3.3
Local AS number : 65009

Total number of peers : 2 Peers in established state : 2
Peer vV AS MsgRevd MsgSent QuiQ PrefRev Up/Down State
9.3::1 4 65009 4 4 0 0 00:02:18 Established
Ye2enl 4 65009 4 5 0 0 00:01:52 Established

A LA F 1, Switch A 1 Switch B Z [ & 37 T EBGP i #, Switch B, Switch C
Switch D Z [B] @57 T IBGP i #.

HER: ATHREBCP ARG THEMRALRETMN, TH BGP # 8 2 AW At o i T
A Loopback #2 , ZAH S RE T ALETLUBH FLAARFEN BRI HBHEER
1% BGP it & P o7,

BEHRAFT.EBGP N F LML AL EAENYERDB R R HLE—2 L, 0 &
4k A peer ebgp-max-hop 4 A ¥ N a2t S35 TCP ik 4e,
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PAEREES

4R o B BRIt o

10.1 IGMP Bpil Si RN B 5 S

10.1.1 IGMP BiBIFi B 5

IGMP F ¥ 7 41 3 £ 0 3= HLAAE 48 1 41 86 B i 28 (R = 2 Ac S L) Z (A & o7 M 3 41 4%
HIRAXE. ;

IGMP GJ5 s 3 MR A . 5 IGMPv] 4 1, IGMPv2 3= 23840 T 25 #) 2% vk 26 1
A0 B JF 2 UL BB 3 A IGMPvl; IGMPv3 f£ 3 45 #1 4k /& IGMPv1 Hl IGMPv2 f 5 Gl
Lo ERE T W AL IR ST RIS N T £t A BB IR 6 o uB A A, (o 3 i LR o
AR G @M, GE8s B o TR B el 4ok A e e HEE R S MAHER.

IGMPv3 il % AL & PIM-SSM i ], AR U B 2% H fi 3 HF IGMPv2 # 3 9150 k9 4% 1%
#i ER . H3C LIARZHYLAEMERE IGMP 5 BRIAR A R IGMPv2,

1. 5%\

M AT AMEFE KR EEFESHTHELELBE. EHFEIFBWET -4 HICIVSIP
WM R Z MR T 500 F 4L B R 5291 AT v 69 2R TS 28 B AT A 26 B B 1R R o A
BEAMUATEE RS ERCNMABMME T B0 0, i EamE 7Mg
WR. M, TEERA R P HIC LUK AZ#bL B2 8 AR A IGMP B,

2. EME

B 10-1 if7R 20 IGMP # A Ad B 26 B .

3. EE®EXK

(1) HEWE (Receiver) il i 20 #F r B WL S5 B . A [B1 8817 44 32 e 38 41 AR AR M 4%
N1 #1 N2,Host A 5 Host C 4358 N1 f1 N2 p R HIEE B WA .

(2) PIM R4 [ Switch A % $# N1,Switch B 5§ Switch C 3£ [ % # N2,

(3) Switch A iEid Vlan-interface 100 3E#: N1,iH it Vlan-interface 101 % PIM W £%
o H A B A .

(4) Switch B 5 Switch C 43 i i1 & 8 #Y Vlan-interface 200 #% # N2, 3 4r 98 i
Vlan-interface 201 1 Vlan-interface 202 %% PIM R4 h g H i &,

(5) Switch A 5 N1 2 [d]i2 7 IGMPv2; Switch B fil Switch C 5 N2 2 |8] t 4 51| i 47
IGMPv2, HHF Switch B 80 IP #bhlk 8/, Hi7E N2 Ja@i # i H3E 7524 IGMP #if 38,
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PIM Network Receiver
‘& Host A
lan-i ) _
Vlan-int 101 it ;
Switch A10.110.1.1/24

Querier yian.int 200

Vian-int 201 gacagy10:110.2.1/24

Ethernet

Host C

Switch B

Vlan-int 200
Vlan-int 202 10:60i5 204

Switch C . 1ost D

Ethernet

B 10-1  IGMP $i % fp & £ W B

(6) MLE Switch A &% IGMP ¥ 35 28 75 1) $i 3C i i ) i) B8 oA 30s, e K 1o B5F (6] O 54
&% IGMP %52 45 75 v 4% SC a0 0 (6] 18] B 4 2s,
4 EENENBE
(1) BLE IP Muhb MM b, HeME 10-1 BEE&EOMN P ik~ MEL, B
IR Rl O
A& PIM W% 8 Bl 2 (A R B OSPF B k47 6 3% . H 48 PIM ™45 ;4 35 7E W 4%
B H 58 . H A5 A B L2 1] GE 95 5 B SR 8K g P il SC B Zh AR B vl O o, LD B O R
' (2) {fifil 1P 4148 % i , 3 {# E PIM-DM #1 IGMP,
D £ Switch A L{lifE 1P 4148 M th , /E 45 3 0 LB PIM-DM, 3F4E UL 1T Vlan-
interface 100 | ffifig IGMP,

< SwitchAZ> system-view

[ SwitchA] multicast routing-enable
[SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacel00] igmp enable
[SwitchA-Vlan-interfacel00] pim dm
[SwitchA-Vlan-interfacel00] quit
[SwitchA] interface vlan-interface 101
[SwitchA-Vlan-interfacel01l] pim dm
[SwitchA-Vlan-interfacel01] quit

@ 7E Switch A |-l & % 2% IGMP i& FH 46 25 11 38 3C ¢ B [l ] B | 28k oA mi) R Bsf [ 124 B &
1% 58 40 A i 4 SCRY B (8] ] B .
[SwitchA] interface vlan-interface 100

[SwitchA-Vlan-interfacel00] igmp timer query 30
[SwitchA-Vlan-interfacel00] igmp max-respense-time 5
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[SwitchA-Vlan-interlacel00] igmp last-member-query-interval 2

@ 7£ Switch B L filifl IP B iy , £ & B 11 {8168 PIM-DM, 378 £ HLMEE 11 Vian-
interface 200 L f#i g IGMP,

<_SwitchB> system-view

[SwitchB] multicast routing-enable
[SwitchB] interface vlan-interface 200
[SwitchB-Vlan-interface200] igmp enable
[SwitchB-Vlan-interface200] pim dm
[SwitchB-Vlan-interface200] quit
[SwitchB] interface vlan-interface 201
[SwitchB-Vlan-interface201] pim dm
[SwitchB-Vlan-interface201] quit

@ #F Switch C L fiifiE IP H#EM b , 7E &8 0 F{EfE PIM-DM, Jf & EHLMIE D Vian-
interface 200 - f§ifg IGMP.

< BwitchC>> system-view

[SwitchC] multicast routing-enable
[SwitchC] interlace vlan-interface 200
[SwitchC-Vlan-interface200] igmp enable
[SwitchC-Vlan-interface200] pim dm
[SwitchC-Vlan-interface200] quit
[SwitchC] interface vlan-interface 202
[SwitchC-Vlan-interface202] pim dm
[SwitchC-Vlan-interfare202] quit

(3) BB EHM R, #EL A display igmp interface fr & Al LIAF KL HHLE O L
IGMP #iC B MiE 471§ . 61, #£F Switch B 7E Vlan-interface 200 Ly IGMP {5 &

[SwitchB] display igmp interface vian-interface 200
Vlan-interface 200¢10.110.2.1):
IGMP is enabled
Current IGMP version is 2
Value of query interval for IGMP(in seconds): 60
Value of other querier present interval for IGMP(in seconds): 125
Value of maximum query response time for IGMP(in seconds): 10
Querier for IGMP: 10.1106.2.1 (this router)
Total 1 IGMP Group reported

BR: REMEARLE IGMP $maF9mLeetEaimk T IGMP i &8
FRAEEE, TN TS RAEBER T HiRMNG; 3 IGMP $igm&ige R Xxh i
Bt L & 3% IGMP 45 & 20 & #4748 SC o9 o 19) i8] B8R & IGMP 3t & i) 38 09 A 15 o 9] F7 4K #9 e
E,AH %% 454745 IGMPv2 & IGMPv3 8t + A #k,

10.1.2 IGMP Snooping LBl B {5 5
IGMP Snooping iEFT7E 2 HHl L AHBAFILE , Al TERMEH A%,
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i

Y BB HLBA 21T IGMP Snooping i, 4 3% $UHE ¥ 76 A B 0 FF & 69 VLAN P 3
J" 48 . Tii&4T IGMP Snooping #9 = 23 8 HLil 1 % B B9 IGMP 3 3CH 4T 0007 355047 , 2%
50 A MAC 4 ik B 7 iR S 6 2R, B XA AU B B % R B BE R R B4 W
B,

1. &

HEEMERAE MARERARPRBET BUANLHRI.,. EEEHRFT. -
2 BA K I 32 e L 4 76 B 3 11 OB 28 4 4R S0 B B DB AN 2 Mt AL B R SO B R SR
REMERBIER. I THREUEMEBEMARAE B KR H - iLE IGMP

Snooping,

2. AR E
B 10-2 AT 7R 2 IGMP Snooping St %) ¢ B 26 o B
Receiver
a Host A
POH VLAN 100 |GE 1/0/ Receiver
GE 105 GE 10 Al GE 1/0/4
|.1.|.2.324@10_|.[.|.::4 GE |sw1@(;[-‘_ 1/0/3
1.1.1.1/24 Router A Switch A | GE 1/0/2 Host B
IGMP Querier
a Host C
B 10-2 IGMP Snooping 54 %I A2 H 41 ™ &
3. BEEXR

(1) & 10-2 JifF73 , Router A jifiid GigabitEthernet 1/0/2 # [0 3% 3 40 4% % (Source) ,
i@t GigabitEthernet 1/0/1 # [1 i#§3# Switch A,

(2) Router A 5 Switch A Z [A]i& 4T IGMPv2, Switch A FiEfT i A& 2 &9 IGMP
Snooping, 3 H Router A 7§ IGMP #if] 2% .

(3) It ACE {EIE L Switch A | AYEEWE (Receiver) Host A #1 Host B HfE 8k
RAEEEN 224. 1.1, 1 BEREEIE.

(4) BRBEAEE,FiE#EAE Switch A I B98I0 #H (Receiver) Host A #1 Host B B {ilf
BT 28 4R H BT b R A 1 N B e DR A 2 9 O L 4 8 4R o BB 4B RS 18] W b 3 i Swiitch
A ¥ 10 GigabitEthernet 1/0/3 1 GigabitEthernet 1/0/4 # & H 3.,

4. BREGEMER

() MEAR&EON P, HBE 10-2 BE&E 0K IP Mk fF NG, Lk
A Bt A e .

(2) BCE Router A, fRE IP LAHERE 1 fE & L {68 PIM-DM, 3£ # 1 GigabitEthernet
1/0/1 E{fifE IGMPv2,
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<< RouterA™> system-view

[RouterA] multicast routing-enable
[RouterA] interface GigabitEthernet 1/0/1
[RouterA-GigabitEthernet1/0/1] igmp enable
[RouterA-GigabitEthernetl/0/1] pim dm
[RouterA GigabitEthernet1/0/1] quit
[RouterA] interface GigabitEthernet 1/0/2
[RouterA-GigabitEthernet1/0/2] pim dm
[RouterA-GigabitEthernet1/0/2] quit

(3) B &/ Switch A,
O £ Rk IGMP Snooping,

< SwitchAZ> system-view
[SwitchA] igmp-snooping
[SwitchA-igmp-snooping] quit

@ flE VLAN 100,$ %410 GigabitEthernet 1/0/1 ~GigabitEthernet 1/0/4 #&hn 8%
VLAN 1, 76i% VLAN p{iige IGMP Snooping, 37 i F 35 o 5148 48 B 3 Scahfig .

[SwitchA] vlan 100

[SwitchA-vlan100] port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/4
[SwitchA-vlan100] igmp-snooping enable

[SwitchA-vlan100] igmp-snooping drop-unknown

SwitchA-vlan100] quit

@ BB TR, VLAN 100 AR EHLREMAAIEH 224. 1. 1.1,

[SwitchA] acl number 2001

[SwitchA-acl-basic-2001] rule permit source 224.1.1.1 0
[SwitchA-acl-basic-2001] quit

[SwitchA] igmp-snooping

[SwitchA-igmp-snooping] group-policy 2001 vlan 100
[SwitchA-igmp-snooping] quit

@ 7E GigabitEthernet 1/0/3 1 GigabitEthernet 1/0/4 4 S4B E VLM AT EE.

[SwitchA] interface GigabitEthernet 1/0/3

[SwitchA-GigabitEthernet1/0/3] igmp-snooping host-join 224.1.1.1 vlan 100
[SwitchA-GigabitEthernet1/0/3] quit

[SwitchA] interface GigabitEthernet 1/6/4

[SwitchA-GigabitEthernet1/0/4] igmp-snooping host-join 224.1.1.1 vlan 100
[SwitchA-GigabitEthernet1/0/4] quit ’

(4) BB B E. #F Switch A | VLAN 100 A1 IGMP Snooping 4 #& 41 I i¥ 4
He.

[SwitchA] display igmp-snooping group vlan 100 verbose
Total 1 TP Group(s). '
Total 1 IP Source(s).
Total 1 MAC Group(s).
Port flags: D-Dynamic port, SStatic port, A-Aggregation port, C-Copy port



| ¥0B PABREES

Subvlan flags: R-Real VLAN, C-Copy VLLAN
Vlan(id) : 100.
Total 1 IP Group(s).
Total 1 IP Source(s).
Total 1 MAC Group(s).
Router port(s):total 1 port.
GE1/0/1 (D) ( 00:01:30)
IP group(s):the following ip group(s) match to one mac group.
IP group address:224.1.1.1
(0.0.0.0, 224.1.1.1):
Attribute: Host Port
Host port(s):total 2 port.
GE1/0/3 (D) ¢ 00:03:23 )
GE1/0/4 (D) ( 00:03:23 )
MAC group(s):
MAC group address:0100-5e01-0101
Host port(s):total 2 port.
GE1/0/3
GE1/0/4
i 7] L, Switch A B35 0 GigabitEthernet 1/0/3 1 GigabitEthernet 1/0/4 B £ 10
AT HIELH0.0.0.0,224,1.1. 1),
BR: D ZE2@ABH N TUARNEITEILHMN L, 22 £ B —A VLAN #ix VLAN
YUY PERE IS STEY S-S
A B EHIEE VLAN # IGMP Snooping #T. R B A E EZ LA B T R 3 4 5 IGMP
Snooping Fhk; TR . ELERE AR,
5858 A% 0 RR EXITEB I AR oL hADARAR e mLEH SR

TR A
10.1.3 A¥VLANBABEERES

TGN EESEFRAT. YR FAR VLAN 9 F 6.0 0 2E4T 4 3E S8 A A
BEEHHABBEAEEDS VLAN ABEH —0. IFRERTHERORR. OEHEH R
I T BN fE

Al LAM F4H 3% VLAN SHEER IR X M. fERS LALE THE VLAN B, HEH X
BAEKABBEECHE VLAN HEH —REXATH _EXHBIL, MALESETHF
VLAN J#EBE Hl —14r.

1. &

EMAHERGEP, HTREALE BHOEN, EROBE[MAMERE P wit T
AR VLAN #, EXHEREBEESERNEZHABIZSN VLAN, RBNEHHBERE
B, EF EAKRHE , BHEAREMAHETE VLAN,

2. AHME

B 10-3 fr R o 4H#% VLAN LRI B4l I

3. EERK

(1) P 10-3 Fr/~, Router A ifiid GigabitEthernet 1/0/2 £ [0 # £ 4 #& I (Source) ,
i# it GigabitEthernet 1/0/1 3 0 #% #: Switch A,
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VLAN 1024

GE 1/0/2
L1.1.2/24

Source

IGMP Querier

1.1.1.1/24 Router A |GE 1/0/1

10.110.1.1/24

Vlan-int 1024
F10.110.1.2/24

Switch A _|OF 1/0/1

GE 1/0/2 % GE 1/0/4

GE 1/0/3

Receiver Receiver

VLAN 11 VLAN 13

Host A Host C
Receiver

Host B

VLAN 12
B 10-3  #HE VLAN o7 fig 5 41 b

(2) Router A 45 Switch A Z[di£ 47 IGMP, Switch A [ 54T IGMP Snooping, 3 th
Router A 7Y IGMP #rifj 2% .

(3) Switch A B9## 10 GigabitEthernet 1/01 J F VLAN 1024, %3 ] GigabitEthernet 1/0/2~
GigabitEthernet 1/0/4 4+ % /8 T VLAN 11~ VLAN 13, Host A~ Host C 43 5| 3 # 5|
Switch A B8 1 GigabitEthernet 1/0/2~GigabitEthernet 1/0/4 k.

(4) W E B4 VLAN,{# Router A [ Switch A F#X 3 5 ENAL X HBRIERT,
AT B VLAN 1024 &% — {3 BP AT, ffij A 6 15 -1 VLAN # k3£

4, BEETRNBE

() MEAWAEON IP Hht, HBEE 10-3 A2 8 482 016 1P #hak i1 F M #EE, Bk
fil B ot fR B

(2) FOE Router A, {§ifE IP HIEHH A4 3 1 (BB PIM-DM, }7E & 0 GigabitEthernet
1/0/1 F{§igE IGMP,

" < RouterA™> system-view

[RouterA] multicast routing-enable

TRouterA] interface GigabitEthernet 1/0/1

[RouterA-GigabitEthernet1/0/1] pim dm

[Router A-GigabitEthernet1/0/1] igmp enable

[RouterA-GigabitEthernet1/0/1] quit

[RouterA] interface GigabitEthernet 1/0/2

[RouterA-GigabitEthernet1/0/2] pim dm

[RouterA-GigabitEthernet1/0/2] quit

(3) B & Switch A,

@D 4 J{digE IGMP Snooping,
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< SwitchA™> system-view
[SwitchA] igmp-snooping
[SwitchA-igmp-snooping] quit

@ RIE# VLAN 11, 3 11 GigabitEthernet 1/0/2 #E% VLAN 1,

[SwitchA] vlan 11
[SwitchA-vlan11] port GigabitEthernet 1/0/2
[SwitchA vlan11] quit

VLAN 12 5 VLAN 13 A& 5 VLAN 11 #{ul, 5o 8 it 25,

@ filE# VLAN 1024, ¥ %i [1 GigabitEthernet 1/0/1 #/m 3% VLAN b, 3 75 %
VLAN W {#i it IGMP Snooping.

[SwitchA] vlan 1024

[SwitchA-vlan1024] port GigabitEthernet 1/0/1

[SwitchA-vlan1024] igmp-snocping enable

[SwitchA-vlanl024] quit

@ i fiE VLAN 1024 H 4 # VLAN, JF¥ VLAN 11~ VLAN 13 #E B XX A
VLAN #JF VLAN,

[SwitchA] multicast-vlan 1024 enable
[SwitchA] multicast-vlan 1024 subvlan 11 to 13

(1) BB R P, &£F Switch A FIrH4H#E VLAN EHF VLAN {5 8.

[SwitchA] display multicast-vlan
multicast vlan 1024's subvlan list:
vlan 11-13

BR: wRESELOCERT IPAES S U RAFLAEES LREEMAE VLAN,
fBE A MM VLAN 6§ VLAN A %1 4# 4 IGMP Snooping, 7+ 4t % #4848 VILAN
hik; mAiE VLAN #F VLAN A R & 4# 8 IGMP Snooping.

10.2 PIM HriXARe B 5SS

10.2.1 PIM-DM A BIFEBIES

PIM-DM /8 F % 8 20 A0 40 #5 B& e B 3L, (F 3 “ i (Push) 8 207 1% 26 41 3B 808, B W i
H T B Al G A X L B s R f /R R 45

PIM-DM i 3 “ 4™ #-BY & 7 07 =X i M 2 00 5% & PR 12 2 A IR (Source Tree, B A £H #& IR
HUR” AR EM R N —REARD . MAEMERNEMNAB R ERENRE
B& 1%, A it th B #r R B B8 42 8 (Shortest Path Tree,SPT).

1. 58 :

MaalBEFHAAFERB. AMARMERD, RE - TEFHEN B TFREE
BB E 69, J6 0 PIM-DM B ist b 47 33

239, °
" ~



-

340 H3C LA M AT S R R 35

2. HME
B 10-4 fr7n A PIM-DM BL A A = ¢A M B .
Receiver
o
Switch A 2
Vlan-int 100 =
B - &l
= \\v
e Host B
% Recciver
o : N Z
g |Vian-int 300 Viensint 101 @ym-im 200
Source = . Vian-int 101 Pl
SwitchD %, Switch B _ '
‘ g
| El—
10.110.5.100/24 -
PIM-DM 0
Switch C e o
Host [
2 & g n 1P # 4 % & | # O 1P 4 4t
Vlan-int 100 | 10. 110, 1.1/24 Vlan int 300 | 10.110.5.1/24
Switch A = .
Vlan-int 103 192.168.1.1/24 Sk D Vlan-int 103 192, 168. 1. 2/24
t
swicn | Viamint 200 | 10.110.2.1/24 TR Viam-int 101 | 192.168. 2. 2/24
. t
e Vlan-int 101 | 192.168. 2. 1/24 Vlanint 102 | 192.168.3.2/24
. Vlan-int 200 | 10.110.2.2/24
T
Ll Vlan-int 102 | 192.168. 3. 1/24
B 10-4 PIM-DM Hi %) f¢ & 28 W &
3. RESR

(1) B i ok A% 07 BB AR 15 B AT B B 4 R A M 4%, 48 4 R A N
HhEMAEE L —ERE B PIM SR A DM #xK,

(2) Host A #1 Host C AP AH M 4 P 4 #Ef5 BIEWE .

(3) Switch D i id Vlan-interface 300 #: 05 4 #§ F (Source) BT 7E F P 45 £ 45 .

(4) Switch A #iid Vlan-interface 100 $: 0 AR M £ N1,:# i Vian-interface 103
# 0 #% ¥ Switch D,

(5) Switch B #l Switch C i@ 114 H 1 Vlan-interface 200 # [ EHERA B M4 N2, 425
iliif Vlan-interface 101 #] Vlan-interface 102 $ 1 & # Switch D,

(6) Switch A SRR M4 N1 Z 81z 17 IGMPv2; Switch B il Switch C 5K #4 [ 4%
N2 Z [ #8417 IGMPv2Z,

4. REQEMRE

(D RS P MEEbthiN, HEE 104 RESEON IP M FRES, B
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AR B SERE,

ACE PIM-DM 34 #4532 e HL 2 (6] 5 F§ OSPF Wik 47 B % , B {% PIM-DM I8 py 3
& M 48 2 53l , 3F H % 32 Bl 2 (8] BE 65 1 B S 4% 8%t bh i S B Bh S B i T 37, ELIK D B
FERE .

(2) i 1P 4 #E 8% h , I £ &8 O - fE PIM-DM 1 IGMP,

@ 7 Switch A F{ifE IP H#ERE i, £ & O ¥ HE PIM-DM, 3£ 7F Switch A #E#HF
FE ™ 4% B9 2 11 Vlan-interface 100 _F{#ifiE IGMPv2,

<ZSwitchAZ> system-view

[SwitchA] multicast routing-enable
[SwitchA] interface vlan-interface 100
[SwiichA-Vlan-interfacel00] igmp enable
[SwitchA-Vlan-interfacel00] pim dm
[SwitchA-Vlan-interfacel00] quit
[SwitchA] interface vlan-interface 103
[SwitchA-Vlan-interfacel03] pim dm
[SwitchA-Vlan-interfacel03] quit

Switch B 1 Switch C BB 5 Switch A #4l, id B oI 72E8 .
@ 7E Switch D b {#fE TP 4% Bk eh . HF7EH B8 01 L8 PIM-DM,

< SwitchD>> system-view

[SwitchD] multicast routing-enable
[SwitchD] interface vlan-interface 300
[SwitchD-Vlan-interface300] pim dm
[SwitchDD-Vlan-interface300] quit
[SwitchD] interface vlan-interface 103
[SwitchD-Vlan-interfacel03] pim dm
[SwitchD-Vlan-interfacel03] quit
[SwitchD] interface vlan-interface 101
[SwitchD-Vlan-interface101] pim dm
[SwitchD-Vlan-interfacel01] quit
[SwitchD] interface vlan-interface 102
[SwitchD-Vlan-interfacel02] pim dm
[SwitchD-Vlan-interfacel02] quit

() KRBRENE.
@ #idf# fH display pim interface 4 0] A& F A PLEE DO £ PIM M)A B MEFT1H
M. @in,&F Switch D F PIM WRCEEE.

[SwitchD)] display pim interface

Interface NbrCnt Hellolnt DR-Pri DR-Address

Vian300 0 30 1 10.110.5.1 (local)
V1anl03 1 30 1 192.168.1.2 (local)
Vlan101 1 30 1 192.168.2.2 (local)
Vlianl02 1 30 1 192.168.3.2 (local)

@ i xtfdi [ display pim neighbor fp 2RI LA B A B Z A PIM EEXE. i,
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A Switch D F PIM 4R XL EIEA.

[SwitchD] display pim neighbor
Total Number of Neighbors = 3

Neighbor Interface Uptime Expires Dr-Priority
192.168.1.1 Vlanl03 00:02:22 00:01:27 1
192.168.2.1 Vlanlol 00:00:22 00:01:29 3
192.168.3.1 Vlianl02 00:00:23 00:01:31 5

@ B4 Host A WEHWAEA G225, 1. 1. DAIF R, M4 #E % S(10. 110. 5. 100/24) [
A G RAABBARR, Wt ¥ 84 B SPT,SPT 2 h & 2 # #L (Switch A 1 Switch
D) L #FAE(S,G)#Ti, Host A ] Switch A B, 7 Switch A FA R * ,G)FRW. @it
f# A display pim routing-table fr4- Al LAZF B #HLH PIM B RE 8. #lin.

a. 7%/ Switch A Y PIM B 258,

[SwitchA] display pim routing-table
Total 1 ( #, G) entry; 1 (S, G) entry

(*,

(10.

225.1.1.1)
Protocol: pim-dm, Flag: WC
UpTime: 00:04:25
Upstream interface: NULL

Upstream neighbor: NULL

RPF prime neighbor: NULL
Downstream interface(s) information:

Total number of downstreams: 1
1: Vlan-interfacel00
Protocol: igmp, UpTime: 00:04:25, Expires: never

110.5.100, 225.1.1.1)
Protocol: pim-dm, Flag: ACT
UpTime: 00:06:14
Upstream interface: Vlan-interface 103,

Upstream neighbor: 192.168.1.2

RPF prime neighbor: 192.168.1.2
Downstream interface(s) information:

Total number of downstreams: 1
1: Vlan-interface 100
Protocol: pim-dm, UpTime: 00:04:25, Expires: never

Switch B #il Switch C F# 8 R~{EB 5 Switch A 24,
b. & Switch D I # PIM Mih £F 8.

[SwitchD] display pim routing-table
Total 0 ( * , G) entry; 1 (8, G) entry

(10.

110.5.100, 225.1.1.1)
Protocol: pim-dm, Flag: LOC ACT
UpTime: 00:03:27
Upstream interface: Vlan-interface 300
Upstream neighbor: NULL
RPF prime neighbor: NULL
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Downstream interface(s) information:
Total number of downstreams: 3
1: Vlan-interface 103
Protocol: pim-dm, UpTime: 00:03:27, Expires: never
2: Vlan-interface 101
Protocol: pim-dm, UpTime: 00:03:27, Expires: never
3: Vlan-interface 102
Protocol: pim-dm, UpTime: 00:03:27, Expires: never

HBoR: £4F PIM-DM 38, il £k 2 R = B R e 5f A 4 o £ & % PIM-DM,

FEBAER G ZE BB L4468 3 PIM-DM,

AABBBBUFGZEIARNBEC LT RAALES PIMDM, 2R AL $ £ =
EXBMEANEREASEIEE N ENARAEEME O LE5 PIMDM Alit E—8 4
#B 4K B, %547 IGMPv] o DR(Designated Router, 3§ £ % W B)E T A % IGMP &
%,

10.2.2 PIM-SM i BRI EiES

PIM-DM 8% SPT BRHARERE ,HERB TSR EEME, FAFES K P
BRIP4, il PIM-SM JB T # B =0 A 48 36 B B th i, R “Rr(Pul D" X R B B . &
WEHTHBARA AR GEEET KRR,

PIM-SM = B 40 $8 55 & 0 82 .0 4T 95 3K J& ¥ 15 3F 4k 7 RPT (Rendezvous Point Tree, 3£
EREICAERD  RPT 2E8 PIM 3 th 3 & B th 8% 4F 5 2 F B4R 49 21 RP(Rendezvous Point,
JCHE A B EIE#E T RP ¥ RPT ¥ RN,

it PIM-SM“EEM/ AL ESA T A RP ZHE . SPT, T RN HERL KT H
SPT 1 RPT 4 &%, ifj 2 & %38 3| 3% #2  # M DR (Designated Router, $§ & B th 88) /5 , &
DR A L) &2 SPT Yl , I i 75 4 3% W sl & 2 | @ sy SPT,

RP & PIM-SM S B0 4% . LR /DRIR &4 b, & 7 B & 2, e o 1A
EPIM-SM P HEMES L HESHEERPHAE, BEAEXZHNHEN T, PIM-SM B4
HMBEAR L, T RPELAVABGFERE KR, ITEM RP (N 44& RPT M4
H, 0] LL7ZE PIM-SM i b 0 B £~ C-RP(Candidate-RP, &k RP) ,ifiid B 281 H e zh Ak
% RP {EARRE M RP RS F AR AHEEA, ATHE EARE BSR(BootStrap Router, H % %
hE).

BSR £ PIM-SM & BE L, —4 PIM-SM 4 R A — > BSR, B DI A B £ 4
C-BSR(Candidate-BSR, & BSR) . X#f,— B BSR 4§, K4 C-BSR fE®iEd A 3
B K= 4 B 89 BSR, A #a 48k 55 5% i,

—4~ RP A A[F B R 9% T & A A H 2 HIEH HferfE— Xt — 4~ RP, —HiR#&F
A Ll [F R 3£ 24 C-RP 1 C-BSR,

1. HE

PIM-DM Bhil AR B FHMRT 8. R,  TH X R “HE (Push) X" 71, (18 M 28
B2 FEW AL ISR FE AR RN E FHERR™E, .M 2R {EH PIM-SM
P S0 A7 I
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2. HME
[ 10-5 B/ PIM-SM it 760 i 5 2 ) ] .
Receiver
z
o Host A
Switch A S
Gy Vian-int 100 = a
N‘1:.
& Vian-int 102
I—— Host B
o ) 4\'»« Vlan-int 102 z Receiver
g Vlan-int 300 Vian-int 200 d
Source é = lan-int 105 Vlan-int 103 .
' Switch D Switch E | Vlan-int 104 Switch B o
o — =
10.110.5.100/24 Vian-int 104
@Vlm—im 200
f i Host D
Switch C
# & ¥ 0O 1P 4k i & % 0 1P Hf1 hf
Vlan-int 100 10.110. 1. 1/24 Vlan-int 300 10,110, 5.1/24
Switch A Vlan-int 101 192,168, 1. 1/24 Switch D Vlan-int 101 192, 168,1.2/24
Vlian-int 102 192.168.9.1/24 Vlan-int 105 192, 168, 4.2/24
. Vlanint 200 10.110.2.1/24 Vlan-int 104 192.168.3.2/24
Switch B - 3
Vlan-int 103 192. 168. 2. 1/24 Switch E Vlan-int 103 192.168.2.2/24
witc
Switch © Vlan-int 200 10,110.2.2/24 Vlan-int 102 192. 168.9.2/24
t
R Vlan-int 104 192.168.3.1/24 Vlan-int 105 192. 168.4.1/24
Bl 10-5 PIM-SM #t & g 8 20 /9
3. RE®EXK

(1) Hzg & i of 4 3% 7 BRI B, AS IR 3B 171 A 32 W& 2 R A R 2%, 35 S R A R
HPEAFEE L — T UE B PIM R A SM e84,

(2) Host A Fit Host C B3> A A4 M &% 11 i 41 # (7 B3l .

(3) Switch D ifiif Vlan-interface 300 3% 1 5 20 # TR (Source) FF 75 M 45 16 £ .

(4) Switch A i1t Vlan-interface 100 £: 1 AR H M4 N1, i Vlan-interface 101
1 {1 Vlan-interface 102 £ O 4 3|7 # Switch D #1 Switch E,

(5) Switch B il Switch C it & H 9 Vlan-interface 200 3 L EH AR RS M LG N2, 45
i 5iF Vian-interface 103 #1 Vlan-interface 104 # 1% Switch E,

(6) ¥ Switch D #y Vlan-interface 105 # [0 #l Switch E f) Vlan-interface 102 ¥ O # AC
B C-BSR fil C-RP, Hip Switch E F C-BSR i i & . C-RPATIR SR HMEAH K
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Bl 225, 1, 1. 0/24, 38 of o 76 WA 5 HE B K 0 (o 0k 3 R PN B0 4 b ik T 9 B S B 5 A4S
C-RP L. ‘

(7) Switch A 5AMMH N1 2 [{i 47 IGMPv2; Switch B fil Switch C 5 A 4§ %
N2 Z B2 47 IGMPv2, '

4. BEFEERENBE

(1) Ao E IP M bk A B i i . Fe BB 105 BE A EO M IP thakf1 M R, B
A ) AR

i '8 PIM-SM B4 (45 32 e L 2 [813% F OSPF thill #E 47 5% , B PIM-SM B8 N 4 7€ /)
42 E M, BLR AC L2 a] BB 15 B MRE B iy IS0 B B 25 B ot TE T, AR AL B AL TR K,

(2) {HifE IP 4% P&, FFERE D | i PIM SM #1 IGMP, 7E Switch A Fflifig IP
HAERH . ZEA O F i PIM-SM, 3 7& Switch A KR M4 a3 0 Vlan-interface
100 L f#fE IGMPv2,

< SwitchA>> system-view

[SwitchA] multicast routing-enable
[SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacel00] igmp enable
[SwitchA-Vlan-interfacel00] pim sm
[SwitchA-Vlan-interface100] quit
[SwitchA] interface vlan-interface 101
[SwitchA-Vlan-interfacel0l] pim sm
[SwitchA-Vlan-interfacel01] quit
[SwitchA] interface vlan-interface 102
[SwitchA-Vlan-interfacel02] pim sm
[SwitchA-Vlan-interfacel02] quit

Switch B fil Switch C fJfg ‘%5 Switch A HI{l, Switch D 1 Switch E B 7 A7 E 4541
RidEO L fdifiE IGMP b, Hb B A B L5 Switch A A0, A B IR 8E

(3) fil’® C-BSR #1 C-RP,

@ 7 Switch D EB# RP 3 45 #5515, L& C-BSR fil C-RP (1 &, 4R i &
FERG G BE W 32,C-BSR M 4648k 10,

< SwitchD>> system view

[SwitchD] acl numher 2005

[SwitchD-acl-basic-2005] rule permit source 225.1.1.0 0.0.0.255
[SwitchD-acl-basic-2005] quit

[SwitchlD] pim

[SwitchD-pim] c¢-bsr vlan-interface 105 32 10

[SwitchD pim]| c-rp vlan-interface 105 group policy 2005
[SwitchD-pim] quit

@ 7 Switch E L RP 384 (IR % T [, L1 S C-BSR 1 C-RP L, 45 & W A
iRl K- fF & 32,C-BSR M4 2 20,
< SwitchE> system-view

[SwitchE] acl number 2005
[SwitchE-acl-basic-2005] rule permit source 225.1.1.0 0.0.0.255
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[SwitchE-acl-basic-2005] quit

[SwitchE] pim

[SwitchE-pim] c-bsr vlan-interface 102 32 20
[SwitchE-pim] c-rp vlan-interface 102 group-policy 2005
[SwitchE-pim] quit

(4) BHEEWNE.
@ i# it display pim interface 4 AT LI FH AL #H U8 0 &£ PIM &Y Ad B 42 171
5. i, EE Switch A I PIM MR85 4.

[SwitchA] display pim interface

Interface NbrCnt HelloInt DR-Pri DR-Address
Vianl00 0 30 1 10.110.1.1 (local)
Vlanl01 1 30 1 192.168.1.2
Vlanl02 1 30 1 192.168.9.2

@ @it display pim bsr-info 14 7 A& B2 # il L BSR B ME L, L RA M

BRE % ey C-RP{ER. #lin.
a. &% Switch A F#) BSR {8, LI R A Al 848 C-RPFE.

[SwitchA] display pim bsr-info
Elected BSR Address: 192.168.9.2
Priority: 20
Hash mask length: 32
State: Accept Preferred
Scope: Not scoped
Uptime: 01:40:40
Expires: 00:01:42

b. # % Switch D I BSR {58, A KA it B3 48 C-RP F R

[SwitchD] display pim bsr-info
Elected BSR Address: 192.168.9.2
Priority: 20
Hash mask length: 32
State: Accept Preferred
Scope: Not scoped
Uptime: 00:05:26
Expires: 00:01:45
Candidate BSR Address: 192.168.4.2
Priority: 10
Hash mask length: 32
State: Candidate
Scope: Not scoped
Candidate RP: 192.168.4.2(Vlan-interfacel05)
Priority: 0
HoldTime: 150
Advertisement Interval: 60
Next advertisement scheduled at: 00:00:34

c. &% Switch E F# BSR {58, U R AMAEEH =MW C-RPHEE.
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[SwitchE] display pim bsr-info
Elected BSR Address: 192.168.9.2
Priority: 20
Hash mask length: 32
State: Elected
Scope: Not scoped
Uptime: 00:00:18
Next BSR message scheduled at: 00:01:52
Candidate BSR Address: 192.168.5.2
Priority: 20
Hash mask length: 32
State: Elected
Scope: Not scoped
Candidate RP: 192.168.9.2(Vlan-interfacel02)
Priority: 0
HoldTime: 150
Advertisement Interval: 60
Next advertisement scheduled at: 00:00:48

@ @i display pim rp-info fp S AT LU AF LRI L KB RPFE. S0, EF

Switch A LA RP{EH.

[SwitchA] display pim rp-info
PIM-SM BSR RP information:
Group/MaskLen: 225.1.1.0/24

RP: 192.168.4.2

Priority: 0

HoldTime: 150

Uptime: 00:51:45

Expires: 00:02:22

RP: 192.168.9.2
Priority: 0
HoldTime: 150
Uptime: 00:51:45
Expires: 00:02:22

@ 50 Host A BEBWAHFE G225. . LOKWEE A TRESFEEEE G XN
#y RP 3% Switch E,Switch A #1 Switch E Z [l <4 R RPT. #4#&# S(10. 110. 5. 100/24) [ RP
KBEFEMIGE ,Switch D # Switch E Z [F] 24 i SPT. ¥4 Switch A U F 4 #5355 32 Bk
TM RPT %] SPT W ¥l#: ., RPT B42 8932 ¥ AL (Switch A #1 Switch E) EFFFEC(* ,G) &R
T, 7 SPT B 42 928 #e bl (Switch A Il Switch D) E### (S, G) R, @t (£ ] display

pim routing-table A4 7T LAZEF S5 L1 PIM B h 45 B, .
a. Ir& Switch A FB PIM R EER.

[SwitchA] display pim routing-table
Total 1 ( #, G) entry; 1 (S, G) entry
(»«,b225.1.1.0)
RP: 192.168.9.2

¢
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Protocol: pim-sm, Flag: WC
UpTime: 00:13:46
Upstream interface: Vlan-interface 102,

Upstream neighbor: 192.168.9.2

RPF prime neighbor: 192.168.9.2
Downstream interface(s) information:

Total number of downstreams: 1
1: : Vlan-interface 100
Protocol: igmp, UpTime: 00:13:46, Expires:00:03:06
(10.110.5.100, 225.1.1.0)

RP: 192.168.9.2
Protocol: pim-sm, Flag: SPT ACT
UpTime: 00:00:42
Upstream interface: Vlan-interface 101,

Upstream neighbor: 192.168.1.2

RPF prime neighbor: 192.168.1.2
Downstream interface(s) information:

Total number of downstreams: 1
1: : Vlan-interface 100
Protocol: pim-sm, UpTime: 00:00:42, Expires:00:03:06

Switch B il Switch C L # BR{EE 5 Switch A 2.
b. #F Switch D LA PIM B FEHE R,

[SwitchD] display pim routing-table
Total 0 (%, G) entry; 1 (S, G) entry
(10.110.5.100, 225.1.1.0)
RP: 192.168.9.2
Protocol: pim-sm, Flag: SPT ACT
UpTime: 00:00:42
Upstream interiace: Vlan-interface 300
Upstream neighbor: NULL
RPF prime neighbor: NULL
Downstream interface(s) information:
Total number of downstreams: 1
1: : Vlan-interface 105
Protocol: pim-sm, UpTime: 00:00:42, Expires:00:02:06

c. #F SwitchE FH PIM B EEFER.

[SwitchE] display pim routing-table
Total 1 ( *, G) entry; 0 (S, G) entry
(%, 225.1.1.0)
RP: 192.168.9.2 (local)
Protocol: pim-sm, Flag: WC
UpTime: 00:13:16
Upstream interface: Register
Upstream neighbor: 192.168.4.2
RPF prime neighbor: 192.168.4.2
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Downstream interface(s) information:
Total number of downstreams: 1
1: : Vlan-interfacel02
Protocol: pim-sm, UpTime: 00:13:16, Expires: 00:03:22

B £33 F PIM-SM #iet, #ala 13k AREZETBRMGATA o Bz PIM-SM,

AEBRABROZETHRNE O L L LM B Z PIM-SM,

EERABHRBUEH ZELBNB o ETRABLY PIM-SM, 2R AE 4 ZE%
BAE AR MR AEESE O LB S PIM-SM A ulik £ 8 — i) 40 48 44 %
% . %15 47 IGMPvl & DR(Designated Router, 3§ B 1 B)E T £ % IGMP ## 8.

10.2.3 PIM-SSM iR B S

AR F ASM (Any-Source Multicast, {F % {5 If 0 #& ) # &), SSM (Source-Specific
Multicast, 3§ & {F A B R R IBE AR B TR T R, il IGMPv3 X442 £
PLS B 48 (s = BRI 2 HH K ER,

FE S BRI A il R A PIM-SM R — 8 R Se B SSM AL, i T HE
CEBEAWH TR EE RS HE T HB R AR, H R E SSM #8414 RP,
FTataa RPT, th G40 i f MSDP(Multicast Source Discovery Protocol, 2H %5 % B th i)
3 A& B fi PIM 358 4 A 4 HB IR .

1. §%

M 2% =] B &% o ) PIM-SM B il iz 17 4R AL 2, W48 b it i Ok Kl b, H 4 4 iz 1T R
WA, HEHEMEREY K, 448584 v &P # P H b a9z E /g, PIM-SM #hil H 1
RPULEIZEH B ASH THEHARERIF. ETFTLAEE MAGAAWHE., MXAHEF

PIM-SSM,
2, AME
Bl 10-6 fif /s & PIM-SSM LRI B 41 W .
3. BERR

(D) ElEATAB TR BEREEGRE .- ARPIIREREFEARKHEMNE, 81K
WREPHREFEZL T EWE .. B PIM B EH SSM #:.

(2) Host A #1 Host C 2P A K4 M 4 b 9 4 3 1= B 3O .

(3) Switch D it Vlan-interface 300 3£ 1 5 #&# (Source) Fi 7 M4 EE#E,

(4) Switch A # 1l Vlan-interface 100 0 EBE KB M L5 N1,i# i Vlan-interface 101
¥ [1 Il Vlan-interface 102 # O 4 51 % # Switch D #1 Switch E,

(5) Switch B #l Switch Ci# 11 & H ) Vlan-interface 200 H: O & H#ERK ML N2, 4 5
it Vlan-interface 103 #1 Vlan-interface 104 #£ 0 1% # Switch E,

(6) SSM H#BH AL H 2 232. 1. 1. 0/24, _

(7) Switch A 5K M % N1 Z[E]i& 17 IGMPv3; Switch B fil Switch C 5K # R £
N2 Z a3z 47 IGMPv3,

4, BEECEMRE

(1) B IP bk M S bhill . BBEA 10-6 OB & O 1P shhk fn v AR, B
RRCE R,
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Receiver
| &P
=
‘g Host A
Switch A b
Vian-int 100 S a
Vlan-int 102
S Host B
5 ()
- Vlian-int 102 : <] Receiver
& |Vian-int 30 Vlan-int 105 % Vian-int 103 Ylan-int 200
Source = lan-int 105 Vian-int 103@ *3
Switch D Switch E |Vlan-int 104 Switch B
o] Host C
E
§l—
10.110.5.100/24 R s =
@\ﬂan-im 200 ‘a
PIM-SSivt ; 2005
Switch C
& # 0 [ 1Pk ® & # o 1P # 4t
Vlan-int 100 | 10.110.1.1/24 Vlan-int 300 10,110, 5. 1/24
Switch A Vian-int 101 I 192.168.1.1/24 Switch D Vlan-int 101 192.168.1.2/24
Vlan-int 102 192.168.9.1/24 Vlan-int 105 192. 168. 4. 2/24
& T 8 Vlan-int 200 10, 110. 2. 1/24 Vlan-int 104 192, 168. 3. 2/24
awilch
Vlan-int 103 192.168.2.1/24 . Vlan-int 103 192. 168. 2. 2/24
. Switch E -
- Vlan-int 200 10.110. 2. 2/24 Vlan-int 102 192.168.9.2/24
wilce
Vian-int 104 192.168.3.1/24 Vlan-int 105 192.168.4.1/24

B 10-6

PIM-SSM s £ &7 B £ I [&]

AL PIM-SM 3N i) % A # AL 2 1] R OSPF 3 ik 47 5 3% , 68 {& PIM-SM 58 P %5 K9
% 2 5 , - H 4% 3¢ Wbl 2 6] G 6% 15 B S0 08 5% (h th i S BBl S B B 3, BAK R B AR e .

(2) (HBE TP HAEREh, IFER O L g PIM-SM Il IGMP, #E Switch A Ff#ifig IP
HEER Y, FEREED F{ifE PIM-SM, H7F Switch A # #2384 B 4% 9 £ 0 Vlan-interface 100_F

& fig IGMPv3,

< SwitchAZ> system-view

[SwitchA] multicast routing-enable
[SwitchA] interface vlan-interface 100
[SwitchA-Vlan-interfacel00] igmp enable
[SwitchA-Vlan-interfacel00] igmp version 3
[SwitchA-Vlan-interfacel00] pim sm
[SwitchA-Vlan-interfacel100] quit
[SwitchA] interface vlan-interface 101
[SwitchA-Vlan-interfacel01] pim sm
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[SwitchA-Vlan-interfacel01] quit

‘[SwitchA] interface vlan-interface 102

[SwitchA-Vlan-interface102] pim sm
{SwitchA-Vlan-interfacel02] quit

Switch B il Switch C B¢ B 5 Switch A #Ifil,Switch D # Switch E B¢ T A5 Z7EH

R3O {3 EE IGMP 4, Hfh BB B 11 5 Switch A AL, Bl 8 B .

L.

(3) B2 SSM HIEA MM ALTERE . 7 Switch A FAIE SSM 40 #% 40 #h b 35 Bl 24 232.
0/24,

[SwitchA] acl number 2000

[SwitchA-acl-basic-2000] rule permit source 232.1.1.00.0.0.255

[SwitchA-acl-basic-2000] quit

[SwitchA] pim

[SwitchA pim] ssm-policy 2000

[SwitchA-pim] quit

Switch B,Switch C.Switch D #l Switch E A &5 Switch A L, it B 728,

(4) RERACEHR.

@ i i {8 A display pim interface fg 2 0] IBEF X HYLEZ O L PIM (B B iz 71§
fitn, & F Switch A E PIM WEERFR.

[SwitchA] display pim interface

Interface NbrCnt Hellolnt DR-Pri DR-Address
Vlanl0o 0 30 1 10.110.1.1 (local)
Vlanl01 1 30 1 192.168.1.2
Vlanl02 1 30 1 192.168.9.2

@ fBin Host A FEEWIE FHMEI S(10.110.5.100/20) EFHHEH G(232.1.1. 1)

B9{Z B.,Switch A & F 4B N mH ¥ SPT,SPT #4542 4 32 Hl (Switch A F1 Switch D)
FAERMS,G)ED, i SPT pE#2 Z 53l (Switch E) | B35 41 6 2% e 10, 38 1 i A
display pim routing-table iz &Pl LA BB ILK PIM BEh REL . Hlin.

a. BrF Switch A ) PIM Bt £{E B .

[SwitchA] display pim routing-table
Total 0 ( ¥, G) entry: 1 (S, G) entry
(10.110.5.100, 232.1.1.1)
Protocol: pim-ssm, Flag:
UpTime: 00:13:25
Upstream interface: Vlan-interface 101
Upstream neighbor: 192.168.1.2
RPF prime neighbor: 192.168.1.2
Downstream interface(s) information:
Total number of downstreams: 1
1: : Vian-interface 100
Protocol: igmp, UpTime: 00:13:25, Expires: -

Switch B #1 Switch C LRI B R{E B 5 Switch A 254,
b. #F Switch D L) PIM Bl #(E 8 .
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%t 270

[SwitchD)] display pim routing-table
Total 0 ( # , G) entry; 1 (S, G) entry
(10.110.5.100, 232.1.1.1)
Protocol: pim-ssm, Flag:LOC
UpTime: 00:12:05
Upstream interface: Vlan-interface 300
Upstream neighbor: NULIL
RPF prime neighbor: NULL
Downstream interface(s) information:
Total number of downstreams: 1
1: : Vlan-interface 105
Protocol: pim-ssm, UpTime: 00:12:05, Expires: 00:03:25

Bon: £3F PIM-SM 38, il EF AR = ELH/MNG A4 o LB 3 PIM-SM,

EEREBRGZELHRNE D LR L ZH PIM-SM,

AEBUBBUTHZEXBNE O LTRAALH PIMSM, 2 RAESEZEXH
AR B ik AR 4G AR A, M AR R o a3l PIM-SM Al it £ — o048 5 B,

PIM-SSM # & % & IGMPv3 & £ &, Bt B sh R B A M H o) PIM B b 35 L2 4k
T IGMPv3,

Ao R ¥ H28 % T SSM 484640 76 B , 424 48 A% B 42 Al IGMPvl & IGMPv2 & i Ao A
B, MBEERLSBE(* ,C)AARL,

EHRBARAE S LA EY SSMA§4bu B —5; T0, M L8 L%
i if SSM HE & i A7 H i,

IANA (Internet Assigned Numbers Authority, 5.8 W & F 4 &L H) ) 4 845 SSM 48 4§
LA b 1B . IPv4 A 232/8; 1Pv6 4 FF3x:./96.
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11.1 IPv4 ACL B IRE B 5 &

11.1.1 BEXIPv4 ACLEABIREES

HA 1Pv4 ACL HRIEIR 1P fohk {5 8 & & DA AR , X 4R SC #4740 D B - b B, 3
7 IPv4 ACL f 5 5 BUHE i B b 2000~2999,

1. &

M AR B4 TAEA R b BERf 8] A FH 2% &) M 48 i /) b M, 24 8] Bk IT 901174 M
ix g L ACE DR R 5 K, S8 L BEaT E) S ARV W) 2 &) AR R B, T BERT R T LUE & i (R
ShER M4 .

2. AME

B 11-1 FRR A 1Pvd ACL S RIRE B4 M E

Host A "

GE 1/0/1 ag
10.1.1.1 ! @ e SRE
' Switch

Host B
M 11-1 A IPvd ACL HARBHMA

3. RESEX

A 11-1 ffiR, Host A 1 Host B ifiid % [ GigabitEthernet 1/0/1 # AZZ# 41, Host
A B IP #bhkk 10.1. 1.1, EREC B A IPv4 ACL,SCBIfES K 8:00~18:00 By A (8] B
W, A Host A & A TP # XGE o 4 H A ey 1P #GE T .

4. BEETEMBER

(1) % X J4 3 e (6] Bt trname, B (8] 5 Bl 3 4§ K 9 8:00~18:00,

<_Switch™ system-view
[Switch] time-range trname 8:00 to 18:00 daily

(2) % XA IPva ACL 2000, B2 & 3 IP #ohk 4 10. 1. 1. 1 @95 R A .

[Switch] acl number 2000
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e |

[Switch-acl-basic-2000] rule permit source 10.1.1.1 0 time-range trname
[Switch-acl-basic-2000] quit

(3) % XL HEA IPva ACL 2001, Fg B U5 1P Hhk % 4% 8 Hhk A9 (] 200

[Switch] acl number 2001
[Switch-acl-basic-2001] rule deny time-range trname
[ Switch-acl-basic-2001] quit

(4) 5 X classifier_hostA, X VCAZ &4 IPv4 ACL 2000 B4R 3 #E47402K .

[Switch] traffic classifier classifier hostA
[ Switch-classifier-classifier_hostA] if-match acl 2000
[Switch-classifier-classifier_hostA] quit

(5) & AT N behavior_hostA, Zh4E Y R R 30sf 3T,

[Switch] traffic behavior behavior_hostA
[Switch-behavior-behavior_hostA] filter permit
[Switch-behavior-behavior_hostA] quit

(6) xE X classifier_hostB, Xf LA kA 1Pv4 ACL 2001 (48 SCEf740 2.

[Switch] traffic classifier classifier_hostB
[Switch-classifier-classifier_hostB] if-match acl 2001
[Switch-classifier-classifier _hastB] quit

(7) % X W4T H behavior_hostB, &l k45 48 4% SC# T

"Switch] traffic behavior behavior_hostB

_Switch-behavior behavior_hostB] filter deny

[Switch-behavior-behavior_hostB] quit

(8) & X E & policy _host, ¥ classifier_hostA #§ & #4724 behavior hostA, 3%
classifier_hostB #8 5 it 7% behavior_hostB, H: # filter permit # filter deny #h4E £ 4 i
EIARFH classifier-behavior H, 3 H 7 B B 72 b % B ik B W & 09 56 J5 0F . LU AL IE 7
R G LR BT R AR R A -5,

[Switch] qos policy policy_host

[Switch-gospolicy-policy_host] classifier classifier_hostA behavior behavior_hostA

[Switch-qospolicy-policy_host] classifier classifier_hostB behavior behavior_hostB
[Switch -gospolicy-policy_host] quit

(9) K BE policy_host i H 3| %% O GigabitEthernet 1/0/1,

[Switch] interface GigabitEthernet 1/0/1

[Switch-GigabitEthernet1/0/1] qos apply policy policy_host inbound

BR: AR R AR EAEHANMBR.ZNL2FHUAIBAR
R, AGEERTEANCEHEL,

LA TPv4d ACL A QoS Hws3| At Uit 7A 9 £ 04, ACL A+ & 3Lty o 4
(deny 2 permit) RE4M M, L kst i ACL LR SH44ED QoS Ak PiairH
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RUpMBENEEBBARA LT ARER —F AR, K4 LRI LA Auto &

Config AR . LIkAbt) ACL ARMH Z0, AHHEARPIRRE R L HNBAY
BAGAAX  AATREAE SRRV RE T M.

11.1.2 BRIPVAACLBAREES

4 IPvda ACL ATLAME A SCAUR TP bk S 8. B89 TP b ht {5 8 1P R M thil 2k
Y P RRHE (] fm, TCP 5%, UDP IS 01, BB O ICMP thil i i B 268 1 BB
FOHFFERRFEILARAN . HA O LUF AR IPvd ACL & L HIEA IPvd ACL B HEH .
FER ERER LR,

B % 1Pva ACL [ 52 B it Bl % 3000~3999.

1. 58\

MZAEESEBRVLEBREBITZHMNEE., B4R EMGHET A T 7 LPEatE
Vile) TR A iR 45 2% , A "l R IT 44731 TR B @ & [Pva ACL, 25 (-0 & #8110 i 35 38
["T#E L HEm 8] (8:00~18.00) 5[] T. % 2 i) AR 45 28, 1 BB I A = AR ZFRH, a7 DL K
Vila] .

2, HiME

B 11-2 Fr s g 1Pve ACL 70 AP B 46 RO 1A .

192, ]Z'SJ_' 10724 I PR DI 55
192.168.4.1

GE 1/0/1 GE 1/0/4

GE 1/0/2 GE 1/0/3

WFL AR it ikl
102.168.2.0/24 192.168.3.0/24

112 ®E% IPva ACL 8 7Y A0 4 P [

3. BESER

I 11-2 Frs, B R MK E R 60 E &% IPve ACL, 25 1k 192, 168. 2. 0/24 1 192,
168.3.0/24 £ 8:00~18,00 /i) 192, 168. 4. 1, KA M B R 52w, a] LLBARS 14 ],

4. BEHENRE

(1) EXTAENEE, & 8:00~18:00 #yJ& Wit & B .

< Switch™> system view
[Switch] time-range trname 8:00 to 18:00 working-day
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(2) 5 SCH) 9% 25 ) AR 55 28 B U 1] JL D) .

O EXWFRBIID THEAE MRS ST RN .

[Switch] acl number 3000

[Switch -acl-adv-3000] rule deny ip source 192.168.2.0 0.0.0. 255 destination 192.168.4.1 0 time-

range trname
[Switch-acl-adv-3000] quit

@ & ST S0 1713 T 9% 25 ) IR 5 4% A U7 (R BRI

[Switch] acl number 3001

[Switch-acl-adv-3001] rule deny ip source 192.168.3.0 0.0.0.255 destination 192.168.4.1 0 time-
range trname

[Switch-acl-adv-3001] quit

(3) iz F 7 el A0 00

@ 5E X2 classifier_rd, X VL ED # 4% IPv4 ACL 3000 93 SCHE474r 3.

[Switch] traffic classifier classifier_rd
[Switch-classifier-classifier_rd] if-match acl 3000
[Switch-classifier-classifier_rd] quit

@ & L AT N behavior_rd, sh Ky 4 4 SCE i .

[Switch] traffic behavior behavier rd
[Switch-behavior-behavior_rd] filter deny
[Switch-behavior-behavior_rd] quit

@ & X3k classifier market, JFPLECE % 1Pv4 ACL 3001 B4R CiEfT2 .

[Switch] traffic classifier classifier_market
[Switch-classifier-classilier_market] if-match acl 3001
[Switch-classifier classifier_market] quit

@ 5% M FT~ behavior_market, Bi{E R4 i ot .

[Switch] traffic behavior behavior_market
[Switch behavior-behavior_market] filter deny
[Switch-behavior- behavior_market] quit

® % X E B policy rd, A3 classifier_rd 5 E ifi 474 behavior_rd,

| Switch] qos policy policy_rd
[Switch-qospolicy policy_rd] classifier classifier_rd behavior behavior_rd
[Switch -qospolicy-policy_rd] quit

® & X wE policy market, 2 classifier_market 3§ % i 7~ behavior_market,

[Switch] qos policy policy market
[Switch -qospolicy-policy_market] classifier classifier_market behavior behavior_market

[Switch -qospelicy-policy_market] quit

@ ¥ H w5 policy_rd R FH ¥ ¥ 1 GigabitEthernet 1/0/2,

[Switch! interface GigabitEthernet 1/0/2
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[Switch-GigabitEthernet1/0/2] qos apply policy policy_rd inbound
[Switch-GigabitEthernet1/0/2] quit

® KK policy_market I F§ 2|85 0 GigabitEthernet 1/0/3,

[Switch] interface GigabitEthernet 1/0/3

{Switch-GigabitEthernet1/0/3] qos apply policy policy_market inbound

BoR: AR AEHANRFCEZALOANAR, T2 FHAEIB AR
BRI AGEERFEANCEBEL,

5 %54 IPvd ACL # QoS £ #5] AxT R L #FAS EN,ACL AN ¥ 2 L3 #
(deny & permit) RALF A, L EMF Eft ACLHB L ARG 4 d QoS Kk P kit
EL e R,

ARMBEERABBANA" A TA LA —F C ML, 4L ZBXH Auto o
Config MmAFMW , Z#Ee) ACLABAZTH.IFHLEBHFoh b XX Bt A
HUELAAX AAELEAE "RV REFH.

11.1.3 —EACLHABREIES

)2 ACL # 4B 6998 MAC #ihk . B & MAC #ihk 802, 1p {564 . — B il KRS
TR AE B E VC BB X 3 SCHEAT AR R A A BT b B, — 2 ACL B RS B{E A E Dy 4000~
4999,

1. &=

M A&l folk B YL & BIIZE M EE, ITH#PBNEREBSAGRT
£ B HERT )3 (8] 24 6] BB R AE TG AR IR 5 2%, BT LA TE S #etl LA B R & 1Pv4 ACL, 281k B
AT EBERFE] (8.00~18.00) V5 Al & 1& 1 IR %5 2% .

2. HME

Bl1l-3frmA "2 ACL WRIRCEAME.,

Host A -
GE 1/0/1 - fn
0011-0011-001 1 : @ S R
a Switch

Host B
B/ 11-3 —5 ACL sa AR B AR E

3. BEEK

A 11-3 frc , Host A #1 Host B iz %% O GigabitEthernet 1/0/1 # A ZE##1, Host
A # MAC H2ht 5 0011-0011-0011, EREE — 2 ACL, LM AEE X 8:00~18.00 Ayt ia]
Brid . % Host A & H# B A MAC 34 0011-0011-0012 @ R-SCHEFT L 38 .

4. BRESEBNBRE

(1) & X et el B trname, B (8] 35 B 0 85 X A9 8.00~18.00,

< Switch™> system-view
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[Switch] time-range trname 8:00 to 18:00 daily

(2) X ZJZF ACL 4000, fit B ¥ MAC #4k % 0011-0011-0011, H ) MAC #b hF %
0011-0011-0012 B35 SC AUy [a] LI

{Switch] acl number 4000

[Switch-acl-basic-4000] rule deny source -mac 6011-0011-0011 [Iff-fIf[-ffff dest-mac 0011-0011-0012

f{{-ff{f- ffff time-range trname
[Switch-acl-basic-4000] quit

(3) 5F XL ¥ classifier_host A, 3 VCH — 2 ACL 4000 M3 3CHEIT40 2.

[Switch] traffic classifier classifier_hostA
[Switch-classifier-classifier_hostA] if-match acl 4000
[Switch-classifier-classifier_hostA] quit

(4) 5E X474 behavior_hostA, Zh¥E N 48 S0l 1T .

[Switch] traflic behavior behavior hostA
[Switch-behavior-behavior hostA] filter deny
[Switch-behavior-behavior_hostA] quit

(5) 5E XM policy_hostA, H2& classifier_hostA #5 5 W47 behavior_hostA.

[Switch] qos policy policy_hostA
[Switch-gospolicy-policy_hostA] classifier elassilier_hostA behavior behavior _hostA
[ Switch-qospolicy-policy_hostA] quit

(6) ¥ H 8% policy_hostA 7 Bl ®| %% O GigabitEthernet 1/0/1,

[Switch] interface GigabitEthernet 1,/0/1

[Switch-GigabitEthernet1/0/1] qos apply policy policy_hostA inbound

BR: iU AXAB RGN AP CEALEGANEE, T2 FHAREIBAR
BRI, AGRERTEMANCLEAE.

L 5% IPvda ACLA4 QoS Res 3| AT M L ITA S £ o, ACL M2 P & Ly 3h 4%
(deny & permit) RAEZMEF , Lt E fe bk ACL MR LK) a4 by QoS £ & P il 4TH
ELthFERE,

KRR BB RNA AT AL AR —FHEERAD, 4 LTRLA Auto o
Config BAFHLIN . LiEAth) ACL ABRMA TR, A BB EF A HHELE KR HMNMEAY
BUELAAX BAAELSAE AT H,

11.1.4 APFRBEEM ACLAGEHNREIES

B e ACL AT LLUR SO 230k TP kS K . B NE LA FNFF
SRR BT S B AE AR SCIRBUH SR F R R A P U F R R AT AR, R T IC
BCB94R 30, SRS b AT AN B b B . AT P H 5 L ACL 8975 B BB A 5000~5999,

TR EEhE RN T A8 ACL M AT & s BHETIREl . ZELULKM
Wi FAERM ACL BT ESHGFELMEZRO TEARERTEXFEN TR, Hlwm,
WA G X T IP #ohk . B IP #ohk 98 TCP 30, H ¥ TCP ¥ & ME, RA%E LR
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PRI ACL LI AT LAIE B8 F R BIBE 4P, I F QoS % 1f; %M ACL LM AT % 5
BE4Fh, 3 QoS THRERBES| itk ACL AN .

1. &

M 2> ) BEA 55 B B S SR N B 0 2 38 2 4 ) P S IR 44 A £ Rl A 3k A B G
F7AE ARP SR HE, P BAN )56 1 U 45 B T o b . g 7 BB 4 R R 0 L 45 R A
ARZHEHECEM P AE X ACL, By L8 E ML 3E% ARP R 3CE .

2. AME
P 11-4 FER 4 HH P2 B9 5 L ACL A WASE AR P 00 O
T hds
Vlan-int |
192.168.0.1
a Eth 140/ - a
Eth 1/0/2
Host A Switch Host B
192.168.0.2 192.168.0.3
P 114 Hi @ 5E S0 ACL F T A . 560 e 8 401 9 [
3. BEEX

T 11-4 B, 2 al 40l B 32 8 il L S3610 K H) S0 Bl H %, M RBRARIT .

(1) Host A /) TP H#iht % 192, 168. 0. 2, #iif %% O Ethernet 1/0/1 A X ##4l; Host B
() 1P Mz ht 2 192.168. 0. 3, 1 %% 11 Ethernet 1/0/2 $: A #u#l,

(2) Host A # Host B J& T VLAN 1, ¥ £ W & &8i% B 24 192, 168. 0. 1 (ZZ#
VLAN 1 #:06 IP #thl) , 8 i 32 # YLV [E Internet,

BLE R P A e X ACL, % Host A &t #8958 & IP #uhk ) ARP 2 CH ATt .

4, METRNRE

(1) & X P HE Y ACL 5000, B2 & I3 1P #ihk % 192, 168. 0. 1 () ARP & 38915 9 31
W, b L2 BARMIBECH ZZ L TR ,0805 S ARP thil B, {fff I, 12 FUAKRM
WX PR FE R R EL, start R MR SO IR 30K IR 86 71 5, c0a80001 & 192. 168,
0.1 8+ R#EHER,28 7 ARP B 1P sk F BRI MBE.

< Switch>> system-view

[Switch] acl number 5000
[Switch-acl-user-5000] rule deny 1.2 0806 ffff 12 start c0a80001 f{{ffff{ 28

(2) F XY B FHEM ftemplate_hostA,

[Switch] flow-template ftemplate_host A extend 1.2 12 2 start 28 4
(3) 7E%5 0 Ethernet 1/0/1 b % FH R ftemplate_hostA,
[Switch] interface Ethernet 1/0/1

[Switch-Ethernet1/0/1] flow-template ftemplate_hostA

[Switch-Ethernet1/0/1] quit

(4) 5 L% classifier_hostA, X EECH 7 8 & X ACL 5000 B SCHEAT 2025,

[Switch] traffic classifier classifier_hostA
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[Switch-classifier-classifier hostA] if-match ael 5000
[Switch-classifier-classifier_hostA] quit

(5) % X HATH behavior_hostA,Bh{E R #4648 SCil .

[Switch] tralfic behavior behavior_hostA
[ Switch-behavior-behavior_hostA] filter deny
[Switch -behavior-behavior_hostA] quit

(6) F L HWE policy_hostA, k24 classifier_hostA W17 # behavior_hostA.

[Switch] qos policy policy_hostA
[Switch-gospolicy -policy_hostA] classifier classifier_hostA behavior behavior_hostA
[Switch-qospolicy -policy hostA] quit

(7) %% B policy_hostA L A F¥ O Ethernet 1/0/1,

[Switch] interface Ethernet 1/0/1

[Switch- Ethernet1/0/1] qos apply policy policy_hostA inbound

BR: ol iAeIPvi ACL KRR . AP AELACL FASHRUNR I HEAE A
it T HEANERERE. APHRALACLEZAY ARRAP, AELARKRSERAN. AL A
ALACLFRENBBEERLHOL AT RANPF AL AR TRESNBBEEZ
R, EZMA P AT ACL RéEAsh 2 A,

11.2 IPv6 ACL iR B S

11.2.1 E&XIPv6 ACL ARIE EIES

75 TPv6 ACL FURSEIR 1Pv6 Mk £5 5 40 522 UG B2 500 , X445 S i 47 46 12 69 4 47 AL 28
A [Pv6 ACL 5 S BUE IS E 2 2000~2999,

1. %

M ARFFE T IPv6 dk 5, A A ER 1T Se 47381176 M6 4 | R0 & U5 a3 il 91 % L 56
B et 1) LUy (A 23 7 )N 3R TPv6 P , T BEA (6] AT L1 i )45 85 1Pv6 Sh BRI % .

2. AME

B 11-5 B 4 IPve ACL S6 %Y B 2 R 1 ,

GE 1a'0a’1© EEEhds
I Switch

fF Az 0
4050::9000/120

115 #A 1Pve ACL Y2 B 48 ) P




_ %1 1 ﬁ ACL ‘EOOSELETE%

3. BEFER

NP 11-5 FriR, 2 6l 4k Wl i Ac e ML A ¥R T 22 1 B B ok, %ﬁcﬂﬂﬁﬁ?ﬁ 1Pv6
ACL, 2% | 4050 :9000/120 /5] 9 £% .

4. ERELEMMERE

(1) & X #Z IPv6 ACL 2000, B¢ 5 i ] #L00 ,

<ZSwitch>> system-view

[Switch] acl ipv6 number 2000

[Switch-acl6-basic-2000] rule deny source 4050: :5000/120
"Switch-acl6-basic-2000] quit

(2) & X% classifier_rd, X UGB IPv6 ACL 2000 ##8 3CiE4T7453 .,

[Switch] traffic classifier classifier rd
[ Switch-classifier-classifier_rd] if-match acl ipv6 2000
[Switch-classifier-classifier_rd] quit

(3) % Xif7 A behavior_rd, Zh¥E NI 43 3@ i

[Switch] traffic behavior behavior_rd
[Switch-behavior-behavior rd] filter deny
[Switch-behavior-behavior rd] quit

(4) & L HE®E policy_rd, A3 classifier_rd $§E W T4 behavior rd,

[Switch] qos policy policy_rd
LSwitch-qospolicy-policy_rd] classifier classifier_rd behavior behavior_rd
[Switch-gospolicy-pelicy _rd] quit

(5) ¥ % g policy_rd I F Bl O GigabitEthernet 1/0/1,

[Switch] interface GigabitEthernet 1/0/1

[Switch-GigabitEthernetl1/0/1] qos apply policy policy_rd inbound

RBR: Al B BAEHAN RO EAEAANAAE, TN L& FHHERBEAR
BRI FGRERTEANCZELE,

% 54 IPv6 ACL # QoS R 5| A stdR Lt 478 & £ o, ACL MR & & 3L #9 3 4
(deny & permit) R A, L#Mf EEs ACL MR L ARG A MDY QoS £ P ik i+ %
A FHERE,

AR BB ART L TR AL — AR, K4 L RIELAH Auto Fo
Config @A MR, Koy ACL A4 FH, A HGEF AR FhieE S KT LA
BACAAAL AAEL AL SN B E F 4.

11.2.2 H% IPv6 ACLBBIRIES

M4 1Pv6 ACL B] DL 4l SC 9 IR IPve sk fis B . B & 1Pv6 Hoak {5 B . IPv6 & 4R /Y b
BLAHE) ML RRTE (B, TCP 5 UDP s O . H i3 11, ICMP BMTE B X8 HE
W) E 5 Bkl LA HL I . P AT LU A B 4% TPve ACL 5 X tb 2k 4 IPv6 ACL T if
W R EREMNMN, B9 IPve ACL #9555 BUE W E & 3000~3999.

261,
LIRS
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1. 8

M 2818 7@ 1Pve i THRMRF /AW F . BATWEBTMEHLEIR T B
i E U] TPve T YT A 4 8% . 20 v R 9 4% 4% 3 5 AT B #5 & 1Pv6 ACL, 2% 1 BF & %6 11 Fnili
BRI 4E L BERY ] (8:00~18:00) i [A] 1Pv6 . T ¥ 25 ] i 45 58,

2. ANE

B 11-6 FrR A eG4k IPv6 ACL LAY & 41 A,

ER DT PR
] U iyl 55 3R
4050::9002/128
Host A - , .
10/ iE 1/0/2
4050::9001/128 ok lon CLIR2 ‘

a Switch

Host B

B 11-6 #% 1Pve ACL L% 8 40 WA

3. REEX

npE 11-6 B . 2 w4l FGE S S AL & BT Z B B i . Host A #1 Host B i@ it
¥%i O GigabitEthernet 1/0/1 B A 4L, Host A Y IPv6 #iiik 2y 4050::9001, T 9% 2 i AR 55 8%
i) IPv6 btk > 4050:.:9002, FRALE &4 IPv6 ACL,%E 1k Host A 1i[m] T ¥E Zr b IR 95 2% .

4. RESENRE

(1) EX % IPv6 ACL 3000,B0 & Host A (#)ifa] L0,

< Switch>> system-view

[Switch] acl ipv6 number 3000

[Switch-aci6-adv-3000] rule deny ipv6 source 4050::9001 128 destination 4050::9002 128
[Switch-acl6-adv-3000] quit

(2) &M% classifier_hostA,%TUCER IPv6 ACL 3000 B 3CiEi74r3.

[Switch] traffic classifier classifier_hostA
[Switch-classifier-classifier_hostA] if-match acl ipv6 3000
[Switch-classifier-classifier_hostA] quit

(3) B L HFi4TH behavior_hostA,Zh¥ERIELR .

[Switch] traffic behavior behavior_hostA
[Switch-behavior-behavior_hostA] filter deny
[Switch-behavior-behavior_hostA] quit

(4) & X% mE policy_hostA, 2 classifier_hostA ¥ E # 1T & behavior_hostA,

[Switch] qos policy policy_hostA
[Switch-qospolicy-policy_hostA] classifier classifier_hostA behavior behavior_hostA
[Switch-gospolicy-policy_hostA] quit

(5) ¥4 RE policy_hostA B B Bl %5 O GigabitEthernet 1/0/1,

[Switch] interface GigabitEthernet 1/0/1
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L R i B et ol
[Switch-GigabitEthernet1/0/1] qos apply policy policy_hostA inbound

B 2NN RGP CEAEARNME, FNLFHUERBAR
A, ARERTEANCEHLE,

H 5 IPv6 ACL# QoS X5l Ax XL #tfrAs £, ACLAYFELHFH
(deny & permit) R R A . X E i ACLMBM L LR dH QoS BB FiAIiTH
ALy,

RPN A HBEARF A TA LA —F RN, 4L FRLA Auto &
Config @ FH1 ,

11.3 HMXIHERUEERS

K B AR R R A ACL LI R FHBIH8 o 0/ VLAN #E LI NS T b,
Al A XE i3 O/ VLAN 82 OB B8 & 0048 Rz 28 Y38 SCCRL$E TPv4 3 SO TPv6 48] 30 #E 4T
k.

1. ¥&

M 22 F 69 0 45 AR %5 28 I 53801 % IR %5 28, L BERT[R] (8:00~18.00) 2 A iF Mt 55 &
PTG Ta), 2 - B4 3T A P A A ] 1) L A T e IE) Al BB ) By C AT BLGE # U () R
%%,

2, AM@A

B 11-7 Ak R ACL SR Scat iE A WA .

Host A GE 2/0/1
192.168.1.2/24 ——— IP Network
a Device A

Host B
192.168.1.3/24

B 11-7 R ACL X2 e i 41 0 1

3. BE®EXK

@ 11-7 f7R , B3R 8 i1 7E Device A B3 0 GigabitEthernet 2/0/1 FHE#E IPv4 #3C
U AE . SEHES K 8:00~18.00 WAl R A2ifF K A Host A M SCELL .

4. BEEETERE

(1) B4 study By E) B, JoB a) J5 D 9§ KX #Y 8:00~18:00,

<ZDevice A= sysiem-view
[DeviceA] time-range study 8:00 to 18:00 daily

(2) fI&k IPv4 24 ACL 2009, 3 & LW FHN . fE4 % study ABHREBRA R 215K A
Host A(192. 168. 1. 2) B3R 3G i, 35 13k [ KA IP bt /9 SCGE A .

[DeviceA] acl number 2009
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Y

[DeviceA acl-basic-2009] rule permit source 192.168.1.2 0 time-range study

[DeviceA-acl-basic-2009] rule deny source any time-range study

[DeviceA-acl-basic-2009] quit

(3) Rl 1Pv4 74 ACL 2009 %f % [0 GigabitEthernet 2/0/1 W] f# 1Pv4 $i SC i 47
it oK.

[DeviceA] interface gigabitethernet 2/0/1

[DeviceA-GigabitEthernet2/0/1] packet-filter 2009 inbound

11.4 QoS AR IS

11.4.1 ﬁumﬁwmﬁﬁﬁﬂﬂmﬁﬁﬁ

Wi 1 U5 B (Traffic Policing, TP)§ & X J & #4178 ] , 38 o W8 8 A 0 4% B IR0 1 B R
o A8 T 40 0 O B HEAT A 4 HE B9 B B PR A — A TR B L LUAR B ) 2 BE
BAEE R A,

1. %

M /A &) 9 Internet ) C173F 5534 2Mbps, 3§14 B B T 545 U 0] S0 0 3 L4218, 1T 8
HARBERRAAR A LRILEEMENSHT KBENHFR REMETRARGTELE
S 1 BR 3 3 R ) 53 2 L G i o) R L 4 3 2% 15 ) Internet IE% .

2. HME

B 11-8 FiF 7 iy i 11 BB R O B M A SR RUAC A A

SC er
Host A

Internet 3
192.168.1.1/24 192.168.1.2/24

Host B

GE 1/0/3
GE 11012 192.168.2.1/24

B 118 SWOREMmEREERAREARNE

GE 1/01

Switch

3. REEX

wnE 11-8 FiR, A d A FE ARV EE. NEFTHRNT

(1) Host A f# IP #i4k2% 192. 168. 1. 2,Server # [P #uhik % 192, 168. 1. 1, PI & @ id %
O GigabitEthernet 1/0/1 A,

(2) Host B {§ 1P #4F 3% 192. 168. 2. 1, 1t %% O GigabitEthernet 1/0/2 #: A& #l.

AREROREMKREEY, RO THEK.

@ B4 Switch [i] Internet & 3% (¥ W% & % 640Kbps, Z 7 48 H PR #48 3C .

@ BBl Host A [5h% H W& % 320K bps, & 78 i BR il A9 3C .

® BB Host B 5 Server 2 i [ Wi B Ny 64Kbps, & 378 th FR #8941 3C
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4, BEEDENRE

(1) #t %+ Switch B B 4w (PR . FE¥ I GigabitEthernet 1/0/3 | B 8 % 11 BB 8 , BE 1 5
M &% SRR K 640Kbps,

< Switch™> system-view

[Switch] interface GigabitEthernet 1/0/3

[Switch-GigabitEthernet1/0/3] qos Ir outbound cir 640

[Switch-GigabitEthernet1/0/3] quit

(2) ¥4 Host A RRE M WE.

@ X FEA ACL 2000, % ¥ 1P #isik Jy 192. 168, 1. 2 (3R SCHFT 3%,

TSwitch] acl number 2000

[Switch-acl-basic-2000] rule permit source 192.168.1.2 0
Switch-acl-basic-2000] quit

@ % Y ¥ classifier_hostA,LARE:A ACL 2000,
[Switch] traffic classifier classifier_hostA

[Switch-classifier-classifier_hostA] if-match acl 2000
[Switch-classifier-classifier_hostA] quit

@ & YW FTH behavior_host A, zh4E A B # SC A Hi & 4 320Kbps,

[Switch] tralfic behavior behavier_hostA
[Switch-behavior-behavior_hostA] car cir 320
[Switch-behavior-behavior_hostA] quit

@ T X% policy_hostA, K classifier_hostA #§ & Jii 75 behavior_hostA,

[Switch] qos policy policy_hostA
[Switch-qospolicy-policy_hostA] classifier classifier_hostA behavior behavior_hostA
[Switch-qospolicy-policy_hostA] quit

® M HEE policy_hostA [ 2 ¥ 0 GigabitEthernet 1/0/1 k.

[Switch] interface GigabitEthernet 1/0/1

[Switch-GigabitEthernet1/0/1] qos apply policy policy_hostA inbound

[Switch-GigabitEthernet1/0/1] quit

(3) 4 %f Host B 1 Server LB W E L.

@ & XA ACL 3001, %f 35 TP Hihk X 192. 168. 2. 1. H # ik % 192. 168. 1. 1 4R 3C

[Switch] acl number 3001

[Switch-acl-adv-3001] rule permit ip source 192.168.2.1 0 destination 192.168.1.1 0

[Switch -acl-adv-3001] quit

@ s A ACL 3002, XF % 1P Muhik 7 192, 168. 1. 1, B Ay Muhk Dy 192, 168. 2. 1 A9 3
HATHE.

[Switch] acl number 3002

[Switch-acl-adv-3002] rule permit ip source 192.168.1.1 0 destination 192.168.2.1 0
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[Switch-acl-adv-3002] quit
OFBE S classifier_hostB, IL Az A ACL 3001,

[Switch] traffic classifier classifier_hostB
[Switch-classifier-classifier_hostB] il-match acl 3001
[Switch-classifier-classifier_hostB] quit

@ = X classifier_Server, JLE! 7 ACL 3002,

[Switch] traffic classifier classifier Server
[Switch-classifier-classifier_Server] if-match acl 3002
[Switch-classifier-classifier_Server] quit

® & L AT R behavior_hostB, &1k g BR #R L H9 W B 4 64Kbps,

[Switch] tralfic behavior behavior_hostB
[Switch-behavior-behavior_hostB] car cir 64
[Switch-behavior-behavior_hastB] quit

© % W4T R behavior_Server, &1 A FR &1 3 49 i & N 64Kbps.

[Switch] traffic behavior behavior_Server
[Switch-behavior-behavior_Server] car cir 64
[Switch-behavior-behavior_Server] quit

@ %€ M HEWE policy_hostBR, 3 classifier_hostB #8522 7 & behavior_hostB.

[Switch] gos pelicy policy_hostB
[Switch-qospolicy-policy_hostB] classifier classifier_hostB behavior behavior_hostB
[Switch-qospolicy -policy_hostH] quit

@ E X W policy_Server, B % classifier_Server 48 & Wi 47X behavior_Server,

[Switch] qos policy policy_Server
[Switch-qospolicy-poliey_Server] classifier classifier_Server behavior behavior_Server
[Switch-gospolicy-policy_Server] quit

@ ¥ F#k policy_hostB Fll policy_Server 43 % i F 8] % O GigabitEthernet 1/0/2 iy A

Jr i A e L

[Switch] interface GigabitEthernet 1/0/2

[Switch-GigabitEthernet1/0/2] qos apply policy policy_hostB inbound
[Switch-GigabitEthernet1/0/2] qos apply policy policy_Server outhound

BAR: —ARBTAEASE 40, §#4£%8 (inbound/outbound) F 4 &%,
— AR TAHEH T VLAN.&BTAL.

EERoREN . ZXCBSAKIEVAH6.25XCir,ZR TSk MMk R AEH,
ERMERH QoS AKEFRA R, FMELTEREAN > 2REF#,

11.4.2 RAZRBEHRICHAINAEAREERS
5 30 B4 LA o 5 AL 9 S5O A 000 43 R B B S 0 4 o £ S



F1E|E ACLEQoSEEERS

T s—

B . N BAS V8 BE AP R MR %5 . IR Fe B bR 10 Th BE 4 3R SC AR 56 2 a0 3 A k4 i 47 18
Bl T E R E AR e, v A4 T A S 3R U R R

1, 8

M 22 R A B8 A i R b B R 3 Ak 5. AR S EEAERE, LS
FIXF IT S0 8007 42 tH 75 R, B2 R 20048 2 980 49l 45 10 S b 38, LW g iR 1oF b B8, R J5 2 0 %
k. PG, D% 78 B0 T B 7 A5 B ML L 5B AT 4R S 9w 10 A0 BA 5 38 B 0 i &, % SE B 5 A
Wb SRR R &, HUGR MR Ab B 55, I8 5 R SRR L 55

2, AME

B 11-9 Brzn AR Se 2 AR i FBA 3 R A B R Rl A R I,

Database Server
af_ 192.168.0.1
Host A

) Mail Server
GE /03 | 192.168.0.2

GE 1/0/2| Switch
File Server
foee =8 192.168.0.3

Host B

Host C

Bl 11-9 4559 E 4R R BA 1) U5 A #6441 K IR

GE 1/0/1

3. BRE®EK

A 11-9 Bz, A a] ol E S 3L se B B ik . MRS T .

(1) Host A 1 Host Bifiid#% 1 GigabitEthernet 1/0/1 3 A2 ¥4,

(2) Host C i3 % 1 GigabitEthernet 1/0/2 3 AZZ#HL.

(3) B PR 55 2% . S 4 AR 45 28 #0344 AR 45 2838 i 3% 1 GigabitEthernet 1/0/3 3 A%
Bl

KL E LR ESRICMBASIEEE,, LB TEK,

(1) ¥4 Host A #l Host B Vf[al iR 45 2% i , 38 UK o 4L BE Host A 1 Host B 5 [ 845
FE R %28 B3 3. H gk 4b ¥ Host A 1 Host B Uy [a] i {2 AR 55 28 B9 48 3C . B /5 46 2 Host A M
Host B ifil6] SCIF AR 88 M 3C.

(2) % i Host C i [A] Internct % ¥ (] iR 45 28, A HLAC R 4L 3B Host C K HH Y
3.

4, BESEMBRE

(1) 4 %f Host A #1 Host BRIALE .

@ & X% ACL 3000,%f H @4 IP spht %y 192. 168. 0. 1 MR SC#AT K.

< Switch>> system-view

[Switch] acl number 3000

[Switch-acl-adv-3000] rule permit ip destination 192.168.0.1 0
[Switch-acl-adv-3000] quit

287



@ X% ACL 3001, % H ) 1P Hiht % 192. 168. 0. 2 3R L7402 .

<<Switch> system-view

[Switch] acl number 3001

[Switch-acl-adv-3001] rule permit ip destination 192.168.0.2 0
[Switch-acl-adv-3001] quit

@ FXES ACL 3002, % H 9 IP Hbaik 25 192. 168. 0. 3 A9 47402,

<< Switch> system-view

[Switch] acl number 3002

[Switch-acl-adv-3002] rule permit ip destination 192.168.0.3 0
[Switch-acl-adv-3002] quit

@ 5E X ¥ classifier_dbserver, IEE & 4% ACL 3000,

[Switch] traffic classifier classifier_dbserver
[Switch-classifier -classifier_dbserver] if-match acl 3000
[Switch-classifier classifier_dbserver] quit

@ € X 2 classifier_mserver, LA B 2% ACL 3001,

[Switch] traffic classifier classifier_mserver
[Switch-classifier-classifier_mserver] if-match acl 3001
[Switch-classifier-classifier_mserver] guit

® ¥ X 2& classifier fserver, VB! 4% ACL 3002,

[Switch] traffic classifier classifier_fserver
[Switch-classifier-classifier_fserver] if-match acl 3002
[Switch-classifier-classifier_fserver] quit

@ % XL WATH behavior_dbserver, BI{E M EHRICH LA LR N 4.

[Switch] traflic behavior behavior_dbserver
[Switch-behavior-behavior_dbserver] remark local-precedence 4
[Switch-behavior-behavior_dbserver] quit

® % XL F4TH behavior_mserver, B1{E N EARICHR LA A B LS A 3.

[Switch] traffic behavior behavior mserver
[Switch-behavior-behavior_mserver] remark local-precedence 3
[Switch-behavior-behavior_mserver] quit

® % X MATH behavior_fserver, Si{E N EIRICM XA A MK R 2.

[Switch] traflic behavior behavior_fserver
[Switch-behavior-behavior fserver] remark local-precedence 2
[Switch-behavior-behavior_fserver] quit

© & X H® policy_server, AR E WATH .

[Switch] qos policy policy_server

[Switch-qospolicy-policy_server] classifier classifier_dbserver behavior behavior_dbserver
[Switch-qospolicy-policy_server] classifier classifier_mserver behavior behavior_mserver
[Switch-qospolicy-policy_server] classifier classifier_fserver behavior behavior_fserver
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[Switch-qgospolicy-policy_server] quit

@ # FE B policy_server i Al Bl O GigabitEthernet 1/0/1 I,

[Switch] interface GigabitEthernet 1/0/1
[Switch-GigabitEthernet1/0/1] qos apply policy policy_server inbound
[Switch-GigabitEthernet1/0/1] quit

@ B ¥ O GigabitEthernet 1/0/3 #BAF 8 B 7 2% SP(Strict-Priority . 2480 4640) .

[Switch] interface GigabitEthernet 1/0/3

[Switch-GigabitEthernet1/0/3] qos sp

[Switch-GigabitEthernet1/0/3] quit

(2) %1% Host C {YAC'E ., B E ¥ 0 GigabitEthernet 1/0/2 B £ B {5 R A5 1E 5 T
HIE S BRI O T Bl NS08 O 2Bk, A P EAEE) S EI B R O ML s Xk 5.

[Switch] interface GigabitEthernet 1/0/2
[Switch-GigabitEthernetl/0/2] qos priority 5

11.4.3 REZBRHFMEAIAEARRERES

WA RE LG R &SRR B 5175 60 50 A7 B A0 43 B2 5218 MO3R S0 & F L SER
(B, S BAF VA B AN 4 JE 42 I R 45 . D S 4 ik 5 oh BB 3 A 4R SC BT 4 O S L B R R
H AR 56 40 o B, B T LA #4845 A LA Y S iR SO BE iR O B 0 S 4 o B, WA T AT LA & TET
A RO IR SO R M ERE .

1. §®

M 2 E] IT B3R AT 8 8m 2 if) AR R A0 28 . SC {54 3 Rk & #4718 %, M BR R
AT E AL L AT IR A B ST FIBA T B BE L B L (F X 3 R A R SC it AR R R IR 56
ZBAF , HF 3 Bl 55 G5 — HEAT N AUAE W) R BE .

2. AN E

B 11-10 F7 7R b £ S 4 mte 53 70 BA 57) 8] B 8 Y g 60 28 ) .

g Host
Hat a_ GE 1/0/4 %

GE 1/0/2

Switch GE 1/0/3 4‘ :
- ' - Server
it k] b
Host Server
R

B 11-10 4556 2% B F0 BA 5] i) B e 20 g 5 4 P 7R

269, ¢
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H3CIA RN RN A B BTG S

3. BEEXK

WE 11-10 Fra, 2 8l ek Ml o A2 VU AR Z HE . RERE#HARN. 1ig
R AR ERT 1A BT A A 1R R HH AR SCAR AR A 802, 1Q #5348 3L (VLAN Tag).

BRFEMR g s A AL, LM FHFR.

(1) PRicH 0T A A ST 802, 1p {6 A 3, it 5 S LB B L 1 b 284 SO A
BA%I 4

(2) FRICBF R TR A H AR SCHY 802, 1p tR4eR h 4, ik (R SG G ML ST, HF L A 4R SURCA
BA%I 3 o,

(3) ARG BHERI ] & H AR S0 fG 802, 1p fR 45 K 5,38 o (R S MR &T , 8 e 3548 SURCA
BAF 6 .,

(4) 7E¥§ O GigabitEthernet 1/0/4 FRCE B H %5 WRR,BA3 3. (A% 4 FBAYY 6
ST o5 AL 43 B 5.10 115,

4, RESENRE

(D) B A% IR A%,

@ BLE % O GigabitEthernet 1/0/1 B3R KL% A 3.

< Switch> system-view

[Switch] interface GigabitEthernet 1/0/1

[Switch-GigabitEthernet1/0/3] qos priority 3
[Switch-GigabitEthernet1/0/1] quit

@ f2 B ¥ 0 GigabitEthernet 1/0/2 38 O4EEH N 4.

[Switch] interface GigabitEthernet 1/0/2
[Switch-GigabitEthernetl /0/2] qos priority 4
[Switch-GigabitEthernet1/0/2] quit

@ B ¥ 0 GigabitEthernet 1/0/3 IS LR N 5.

[Switch] interface GigabitEthernet 1/0/3
[Switch-GigabitEthernet1/0/3] qos priority 5
[Switch-GigabitEthernet1/0/3] quit

(2) BRE Lg%, BLE 802. 1p R 5E4 BIA R e B G 4 , 8 802. 1p L5B4
3.4.5 X R A HAR SR BLE N 4.3.6.

[Switch] qos map-table dotlp-lp
[Switch-maptbl-dotl p-lp] import 3 export 4
[Switch-maptbl-dotlp-lp] import 4 export 3
[Switch-maptbl-dotl p-lp] import 5 export 6
[Switch-maptbl-dotlp-lp] quit

(3) MEAFEE. A% % 1 GigabitEthernet 1/0/4 B9 BA % ¥ & 5 % &3 WRR, BA %
3.BAFN 4 FNBAFY 6 BT S5 BUALEE 4 HIH 5,10 #1 15,

[Switch] interface GigabitEthernet 1/0/4

[Switch-GigabitEthernet1/0/4] qos wrr 3 group 1 weight 5

{Switch-GigabitEthernet]/0/4] qos wrr 4 group 1 weight 10
[Switch-GigabitEthernetl /0/4] qos wrr 6 group 1 weight 15
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R AT RF A 802. 1Q 4 %5 K #93 X, TIRAIFA A 3% v ¢ 46 56 B A 4 ik 3 o 4Rk

RS F SR R :

STFHA 802. IQAFS KL, LBRMREHAK LRI ER, FHERIHLLER
(AR B &9 802. 1p 4R 5628, F 4K 802, lp A BB At b/ £ F L BB H A . KB A
BRI RARAEAB P EAR LI PEER 0ARLB(E AR oS ok ERH4 S
Atk ),

802. lp L AR B ARK AL/ EHF K LA H A o Lk L BAAER X A8 E B,
BETHo L8N A5 RLH 802. lp a5, ix bk A4 At m.

DSCP 1k st 48 ik 4% 3] A 346 56 48/ & JF 40 58 /802, 1p 4k 5 48 /DSCP 44 s 4 sk 41 &
Fo AT A F primap SHEAR A BR, EAITAHPEET primap h ¥ 5, i w4 A A fe e
%A,

11.4.4 REGHNEEAZEHODANEEES

BB E LT QoS KBS, BN M /- 2 B Aok LT B SR 09 # S Il 5= 14,
A RERTIERFSREORCBEREREN T M.

MR T LU BIRERBI LT A .

(D) WEKISED , EFAEROBIELEN B REEXFIH MR,

(2) WMERD CPU, REFESEROBBOEH —0 K5 E %R CPU LIEE» 2
B, X BM CPU KM ERCE TRERM MW LT ESHR L CPU,

Uit B T E W) B S RS 2 R T A s 0 4k B A 4R SC B, /T RAGE ot A B R A SC
HEMPEmOD, REX R ER .

1 ®H® _

M 2% &1 3T 38 7 (6] 048 P AR 55 2% (0 0lk 55 Z AT 22, 1T B 3B 30 11 52 )5 e s {6 FH R It 40
ARSI BB SRR ARG EER Ui R B T% — A, Mg
PP 5 75 B ACE U B ASORE BOHE FE L 55 T B R B I B A A SR REAT A

B M AFEE T IPS(ARBE) X BER S BHTRY  HEERARTERE HE
V) 85 A U ) B8 TR 5 25 A0 W L T GE (0] & 1PS, 28 1PS 4 38 J5 1 21 35 B0 95 R 45 2% .

2, AME

B 11-11 B b 38648 A 8 s ) 22 0 11 SR 7 g B 4 P [

@
b

_GE 1/0/1 g_;mz 1/0/2
Switch | GE 1/0/3
Server Server

il ‘ BIF Az 0 )

S
F11-11 wesemEEmERDARREARME

Host

Host
192.168.1.0/25 k; 192.168.2.0/25

-
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HICIU AR LS T B 1 S

3. BE®:ER

B 11-11 frR 2> dl el Wl e AL BB BB 1 2 I B % . MRS RN T .

(1) 174 2 %5 O GigabitEthernet 1/0/1 8 A 35 # #L, Hh Host # IP Mo 4k %
192. 168, 1. 0/25, 38 i1 32 ¥4 /a] Internet,

(2) WFRERT T4 42 % O GigabitEthernet 1/0/2 # A 2= L, H ' Host @9 IP #hht %
192. 168. 2. 0/25, i i 22 # HLi/ (8] Internet,

(3) BHE s W% 4558 i 3% 0 GigabitEthernet 1/0/3 3 A #41.

EERERMEE N, LHNTHRR.

(1) fE TAeafEl B2 (8:00~18:00) 4. H i35 M1 N Host ¥5i0] Internet i) il & B5 1% 3
BoPE E i & .

(2) 5 TAEm ] Bt (8:00~18:00) P4, ¥ BF & ¥ 11 Host i 7] Internet # 7 it & & ]
T HCHE M

P £4 9 2 B AT LA 6 D B0HRE W iR A X 5 BRI TV [A] Internet () i B EAT 2007

4. EENEMEE

(1) X TAERTE B, & X 8:00~18.00 By J& HA Bt fa] Bt .

< Switch™> system-view
[Switch] time-range trname 8:00 to 18:00 working-day

(2) EXEXHSHWITOER.
@ & X #A& ACL 2000, diHHTH 69 Host BEFT4r3 .

[Switch] acl number 2000
[Switch-acl-basic-2000] rule permit source 192.168.1.0 0.0.0.127 time-range trname
[Switch-acl-basic-2000] quit

@ £ X3 classifier market, IEE2 4 ACL 2000,

[Switch] tralfic classifier classifier_market
[Switch-classifier-classifier_market] if-match acl 2000
[Switch-classifier-classifier_market] quit

@ & L W4T H behavior_market, Bh4E R 5514 E 4% O GigabitEthernet 1/0/3.

[Switch] traffic behavior behavior_market
[Switch-behavior-behavior_market] mirror-to interface GigabitEthernet 1/0/3
[Switch-behavior-behavior_market] quit

@ F XLE M policy_market, 2 classifier_market 3 & H4T A behavior_market,

[Switch] qos policy policy_market
[Switch-qospolicy -policy_market] classifier classifier_market behavior behavior_market
TSwitch-qospolicy-policy_market] quit

(3) & XE X ETMITH R .
@ &£ XA ACL 2001, X3 Bf & #IT P HY Host 47432,
[Switch] acl number 2001 .

[Switch-acl-basic-2001] rule permit source 192.168.2.0 0.0.0.127 time-range trname
[Switch-acl-basic-2001] quit
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@ F Nk classifier_rd_,ﬂﬁaﬁi‘li ACL 2001,

[Switch] traffic classifier classifier rd
[Switch-classifier-classifier_rd] if-match acl 2001
[Switch-classifier-classifier_rd] quit

® %E X WATH behavior_rd, Bh4E K & & 5] E 4 1 GigabitEthernet 1/0/3.

[Switch] traffic behavior behavior_rd
[Switch-behavior-behavior_rd] redirect interface GigabitEthernet 1/0/3
[Switch-behavior-behavior_rd] quit

@ & L mE policy_rd, A3 classifier_rd #§ & 47 & behavior_rd,

[Switch] qos policy policy_rd

[Switch-qospolicy -policy_rd] classifier classifier_rd behavior behavior_rd
[Switch-gospolicy-policy_rd] quit

(4) R FAKRE .,

@ ¥ policy_market [ F ¥ ¥ [ GigabitEthernet 1/0/1 |-,
[Switch] interface GigabitEthernet 1/0/1

[Switch-GigabitEthernet1/0/1] qos apply policy policy market inbound
[Switch-GigabitEthernet1/0/1] quit

@ ¥ K wg policy_rd B FH ®¥%% O GigabitEthernet 1/0/2 |,

[Switch] interface GigabitEthernet 1/0/2
[Switch-GigabitEthernet1/0/2] qos a policy policy_rd inbound

11.45 EFAET—HARREES

MREEMET -BMEHFA LN RELMB —HEO,
1. =
M 24 7] i 7] Internet 4 P31 14 B% , 43 U 2 o 5 0 038, 20 ) P 90 0008 IR 55 25

K053 ¢, 15 F0 P E G AR 4 . 4 B 48 B e R SR 5 () B R P R IR IR AR %5 . IEE A
BT o P03 R 55 2% 4 0 3 4 B O Y 2 45 B R L U U RV IR 9, LR IR 5 AR AR R (R R
kM EAGRREBBIHAME. METHARFTEELRI LHTEEMET —BEHYAC
BORMERSSREEAMNEL AL BERFSRBEARGHOEKL.

2, ANE

E1-12 rRbBEEMEF - EH A,
Vlan-int 200 Vian-int 200
200.1.1.1/24 200.1.1.2/24

GE 1/0/2 GE 1/0/2
GE 1/0/1

Switch A GE 1/0/3 GE 1/0/3 Switch B

Vlan-int 201 Vlan-int 201
201.1.1.1/24 201.1.1.2/24

B 11-12  HE5E ) 7 — Bk g XY e B 46 R A

!

273 &
e



278 HICUARRBAATEEES

‘-._\___.._/ .I" ———

3. BREER

e 11-12 s, MBI B HGRINF .

(1) ZZ#Hl Switch A it B K5 Switch B ##, B8} Switch A #1 Switch B & H
EEHAARE.

(2) Switch A F## 10 GigabitEthernet 1/0/2 1 Switch B I #%# [0 GigabitEthernet
1/0/2 J&F VLAN 200,

(3) Switch A F A% O GigabitEthernet 1/0/3 #1 Switch B _F # % O GigabitEthernet
1/0/3 J&F VLAN 201,

(4) Switch A E VLAN 200 lB#: 0 /0 1P #ak 2 200. 1. 1. 1, VLAN 201 g 0OK IP
Hi4ik % 201, 1. 1. 1; Switch B F VLAN 200 B 0O & 1P #ithk % 200. 1. 1. 2, VLAN 201 g
HEOR IP #hkk 201.1.1. 2,

MEEEMETF B EHARBHEH . WEMTRR.

(1) ¥ Switch A #9351 GigabitEthernet 1/0/1 W BRI IP #hhE N 2. 1. 1. 1 A4 3C
¥R % 200.1.1.2,

(2) % Switch A #9¥% I GigabitEthernet 1/0/1 8B IP At~ 2. 1. 1. 2 L 3C
B4 E 201.1.1. 2, _

(3) %t F Switch A B35 [T GigabitEthernet 1/0/1 W 2| #9 A 3, M A KRB B &
iy AT R .

4. BECENRE

(1) & XFEA ACL 2000, %37 1P #ihk>h 2. 1. 1. 1 MIRIGETT 2.

<ZSwitch>> system-view

[Switch] acl number 2000

[ Switch-acl-basic-2000] rule permit source 2.1.1.1 0
[Switch-acl-basic-2000] quit

(2) X HEA ACL 2001, %8 IP #ihk & 2. 1. 1. 2 B3 T4,

[Switch] acl number 2001
[Switch-acl-basic-2001] rule permit source 2.1.1.2 0
[Switch-acl-basic-2001] quit

(3) 5 ¥ 3% classifier 1,PCE2EE A& ACL 2000,

[Switch] traffic classifier classifier_1
[Switch-classifier-classifier_1] if-match acl 2000
[Switch-classifier-classifier_1] quit

(4) F X FiFTH behavior_1,ZhENEE M ZE 200.1, 1.2,

[Switch] traffic behavior behavior_1
[Switch-behavior-behavior_1] redirect next-hop 200.1.1.2
[Switch-behavior-behavior_1] quit

(5) % X ¥ classifier_2, VAt #E A& ACL 2001,

[Switch] traffic classifier classifier_2
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{(Switch-classifier-classifier_2] il-match acl 2001
[Switch-classifier-classifier_2] quit

(6) & X 4T A behavior 2, BEREFE M F 201.1.1. 2,

[Switch] traffic behavior behavior_2

[Switch-behavior-behavior_2] redirect next-hop 201.1.1.2

[Switch-behavior-behavior_2] quit

(7) 5& XK mg policy, B2 classifier 1 #§ % W4T K behavior_1, k% classifier 2 $8 5 i
1724 behavior_2,

[Switch] gos policy policy

[Switch-gospolicy-policy] classifier classifier_1 behavior behavior_1

[Switch-qospolicy-policy] classifier classifier 2 behavior behavior_2
[Switch-qospolicy-policy] quit

(8) ¥ H®E policy K FH B3 O GigabitEthernet 1/0/1 8 A KM F.

[Switch] interface GigabitEthernet 1/0/1

[Switch-GigabitEthernet1/0/1] qos apply policy policy inbound

BR: AP TIRBEGRHATERERSR G, 5LAL KB IPRIHB M E
RBHRBTHERE ARG A T RR LA RLH FZETUARENEITE G ke,

REB IR LB ZHTEEAR G PR T ABEBERLB R ITHEL, ELEE
RAAGRSB LS WEERERL GHITHL,
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REHMRERS

A A T L0 M 1 T e 0 L IR

12.1 AAA MRIRCH IR S

AAA(Authentication, Authorization, Accounting, A IF 328 .31 ) BRI K L LM —Ff
B RO T IAUE B 198 3 M 2 ThEE.

AAA Bizf7F NAS(Network Access Server, ARS8 LW E P REBRF.E#
BT — A AHAE AT X 3 ML 2 THRESEATS — B0 8 WHEAR,

AAA B EHAEPIL/REBEW . ZFAWmETT NAS kLIRS EMEFEHRH P
8. NASHFHMRERE R N TMFEERBEREE N, AAA BESHARNLSHR

EE WA 12-1 .
- ()

Remote User RADIUS Server

HWTACACS Server

B 121 AAA BAHMEHREN

L P AR B AR 5 NAS 8oy 8, Wi K48 U a) L At 19 4% B4 A R Bl A B 2
1 4% Bt YR B AU B, NAS #2817 56 E FH 7 s 3 R SR . NAS 550 A P AGE R
BT 345 B B 15 45 I 55 4% (RADIUS ik % 4% 3 HWTACACS i % 48) , RADIUS # {5
HWTACACS il E T NAS 5SR&E#2minflfamArHe.

HWTACACS(HW Terminal Access Controller Access Control System, HW 2R3 1/j [d]
F i B RO 7 TACACS(RFC 1492) %6 0H E 347 T HREM B R 2L, &
Bri 5 RADIUS Bl 25l R % P o /iR 55 2 X 3B NAS 55 HWTACACS iR F 88 2
6] iy 15 .

HWTACACS i £ 32 H{ T PPP ( Point-to-Point Protocol, & X & i) f1 VPDN
(Virtual Private Dial-up Network, BEHIFA A & 5 B4 8 A H P R & 5 H P B9AGE L 88
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o e e -~

o, HMAR RN EE RS TR AR B P AT AE B B, RS
£ HWTACACS MZE P im R 2 ME R A 4 HWTACACS RSB #TRIE. HP
I E A B PR B LSRR A TR,

12.1.1 Telnet A& T HWTACACS AR 5% 38 AF 384 .

TR EES

1. 8

M AR IT 5 HIIH L% T HWTACACS it 45 28, L% Telner B 5% 3% 4 945 1 A
FrifEdT HWTACACS AE , 3 8 A [8) 9t 51 64 5 28 F 7 40 [R) i 452 40 LA 5 B 4 4% 8 8 46 08 i
HHE2E.

2. AME

B 12-2 /R A Telnet F P s HWTACACS TAIE B2 AL FTC 29 LU Ar 5 4l I 1]

Authentication/ Accounting Server
10.1.1.1/24

x s
R

Felnet User Switch

B 12-2  Telnet A P i HWTACACS {ALE . BEAT F 2 o 0 i 38 40 I 1

3. MESK

i 3ot BE B Switch 528 HWTACACS fIR 45 28 41 & 5 Switch 89 P #iriAE . B8 it
2%, S HWTACACS fii 55 28 R 1 , 0 )4k & i€ Local IAE.

(1) — & HWTACACS I} % 28 (4 24 0E B A T L) 5 Switch 4%, IR %5 3%
IP #41k3% 10.1.1. 1,

(2) Switch 5AIF. M.+ % HWTACACS & B EM it T HEHE K
expert, K% HWTACACS [RFSBMHP AP ANEH L.

(3) 7E HWTACACS R % 3% % 8 5 Switch 38 5 # U I H4 h expert,

4. RESENRE

(1) FFJ3 Switch ) Telnet R % 283068

< Switch>> system-view
[Switch] telnet server enable

(2) i Telnet FH P B3R A AAANIER K.

[Switch] user-interface vty 0 4
[Switch-ui-vty0-4] authentication-mode scheme
[Switch-ui-viy0-4] quit

(3) i'® HWTACACS HE.

[Switch] hwtacacs scheme hwtac
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[Switch-hwtacacs-hwtac] primary authentication 10.1.1.1 49
[Switch-hwtacacs-hwtac] primary authorization 10.1.1.1 49
[Switch-hwtacacs-hwtac] primary accounting 10.1.1.1 49
[Switch-hwtacacs-hwtac] key authentication expert
[Switch-hwiacacs-hwiac] key authorization expert
[Switch-hwtacacs-hwtac] key accounting expert
[Switch-hwtacacs-hwtac]| user-name-format without-domain
[Switch-hwtacacs-hwtac] quit

(4) BLE ISP Bl AAAFTE.

[Switch] domain 1

[Switch-isp-1] authentication login hwtacacs-scheme hwtac local
[Switch-isp-1] authorization login hwtacacs-scheme hwtac local
[Switch-isp-1] accounting login hwtacacs-scheme hwtac local
[Switch-isp-1] quit

(5) Q@AM F* Telnet,

[Switch] local-user telnet
[Switch-luser-telnet] service-type telnet
[Switch-luser-telnet] password simple telnet

BT AP AN G THREHEL, SHB24PLENS HWTACACS RE S TR H,
HAHTEMizs HWTACACS R $ ZE Arh 5ot A 24 A, HWTACACS IR & S # Kb
AP AERENGR P &I FG,

B A& BN IE R 2 system, £ Telnet X & & %8, FE2WMAR P £ 3 usend@1,
A4k R K 1 i AT IAGE,

12.1.2 Telnet B A i@ Local IAE .HWTACACS #2241,

RADIUS it B B E B S

1. &

RAFINE AL TR LIZE — & HWTACACS R % 28 E5e sl &, (B8 TR R %
28 (a0 L BT LU AE B AL BT B R R R R 45 28 52 . M2 7 B4 19 448 R AL R 1 rh
& %& Local 77 2IAF, HWTACACS #4784, RADIUS Jif & 8% 1711 9%

2. AME
B 12-3 iR % Telnet B P i i1 Local tAIE . HWTACACS #8Uf1 RADIUS it 3% # K
FAsL R A LA R

HWTACACS RADIUS
Authorization Server Accounting Server
10.1.1.2/24 10.1.1.1/24

Telnet User Switch

B 12-3 Telnet B P it Local iAiE. HWTACACS #2480 f1 RADIUS 31 3% Yy i Fl i B A B 1 ) B
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3. BEER

1B AL Switch S8 Local tA3E . HWTACACS #2421 RADIUS i{-#%. Telnet
K P2 MM N telnet,

(1) —& HWTACACS [l 45 25 (H1 24 524U IR 45 28 00 136) 55 Switch A3 , IR 45 28 1P M
HEH 10.1. 1.2, Switch 5824 HWTACACS fR 55 28 3¢ 54 SCHT Y L 32 B 40 49 4 expert,
Ai%# HWTACACS RFBMAP B I AHHEE.

(2) —& RADIUS R %2 (X4 %R %5 WM ANIRF) 5 Switch M%, R % 2% IP #phk b
10.1.1. 1, Switch 51t %t RADIUS IR % 25 2 B 3ot g9 L = 4 K expert,

4 BETEMNEE

(1) FCBAHEON IP thhk (85 .

(2) )5 Switch 9 Telnet fR % 258 ThEE.

<_Switch™ system-view
[Switch] telnet server enable

(3) BLE Telnet F P &5 AAA AEFT A .

[Switch] user-interface vty 0 4
[Switch-ui-vty0-4] authentication-mode scheme
[Switch-ui-viy0-4] quit

(4) icE HWTACACS FF£.

[Switch] hwtacacs scheme hwtac

[Switch-hwtacacs-hwtac] primary authorization 10.1.1.2 49
[Switch-hwtacacs-hwtac] key authorization expert
[Switch-hwtacacs-hwtac] user-name-format without-domain
[Switch-hwtacacs hwtac| quit

(5) B E RADIUS &,

[Switch] radius scheme rd

[Switch-radius-rd] primary accounting 10.1.1.1 1813
[Switch-radius-rd] key accounting expert
[Switch-radius-rd] server-type extended
[Switch-radius-rd] user-name-format without-domain
[Switch -radius-rd] quit

(6> BUEEAH P telnet,

[Switch] local-user telnet
[Switch-luser-telnet] service-type telnet
[Switch-luser-telnet] password simple telnet

(7) BdE ISP B/ AAA .

[Switch] domain 1

[Switch isp-1] authentication login local

[Switch-isp-1] authorization login hwtacacs-scheme hwtac
[Switch-isp-1] accounting login radius-scheme rd
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[Switch-isp-1] quit

12.1.3 SSH A Pi#id RADIUS AR %5 88 AIE (324X
WHRNNARIREES

1. &

Telnet IPECRAIA X A RMEHMED, KL LHELHE. I TH L MEZFREHL
S IT P81 0 E R FH SSH R #4E Telnet, [ #Ext SSH B /i i RADIUS JR 4 283
ATINGE BRI 2% .

2. AME

P 12-4 s & SSH AP il RADIUS I 45 25AGE BT 8 () 197 F i 78 160 7 4 9 )

B RADIUS Server
10.1.1.1/24

Vlan-int 2
ﬂ 192168.1.7024 _
S5H User Switch

12-4  SSH Hi /it RADIUS BR 95 280 E (A0 3 9% () 107 A 2 /g 18 4 4

3. MEER

A 12-4 iR, B & Switch SCH RADIUS JIf % 2% %t % 5% Switch B9 SSH H P # 171A
HE BAUF 2% .

(1) —& RADIUS R % 25 CH #1240 FE RADIUS JB % 25 #1it 2% RADIUS R & 22 £ R
#) 5. Switch #H3iE, %525 TP #hhk 4 10.1.1. 1.

(2) Switch 5iAiE it % RADIUS Bt 55 28 3¢ 5 #ft SO Y L F B Kl expert, K% 4
RADIUS %2820 P f i i84 .

(3) RADIUS R % 2848 i CAMS % %% .

4. BRETEINBE

(1) it RADIUS Server,

PEBH. AH A CAMS B4 28 V2. 10 41,588 %4 F RADIUS Server 9 X A H K ,

O HMMTARE. BRHIACAMSERTLE RBLAMEAR I RETH"~"RE
BRE - “EARGRE -“BY M adE, FAEARSRE"TH.

a. ¥Si0 Switch # IP #hhE*192. 168. 1. 70",

b. ¥ 5 Switch 38 H i SCAF A IAEE (1T 2 I F F P A “expert”,

c. HEFRDMLETGLAN #AE".

d. BWEIAUE &3 693 15 4y 51 R “18127 f“ 1813”7,

e. #E# RADIUS phil RN “Y R UML”.

f. ## RADIUS #3CR B “brmEf ",
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@ HEnEEEEM, . EEAMRAR P AP ER - “REERRAP N4
Ll A REEEM P RE .

a. B4 “hello@bbb” FIEG .

b. ¥R HF A K SSH,

c. WE EXEC fUEBZ% 5 K“3”,

d. WA EN 1P bk

(2) B & Switch,

®© BE VLAN 10 2 §9 TP Hht, SSH % 2 3458 o bk % 3 SSH IR % 25,

< Switch>> system-view

[Switch] interface vlan-interface 2

[Switch-Vlan-interface2] ip address 192.168.1.70 255.255.255.0
[Switch-Vlan-interface2] quit

@ 4 RSA K DSA ##I%F, I 5 30 SSH IR % 4% .

[Switch] public-key local create rsa
[Switch] public-key local create dsa
[Switch] ssh server enable

@ B SSH AP & #EH AAA JAIETF K,

[Switch] user-interface vty 0 4
[Switch-ui-vty0-4] authentication-mode scheme

@ FLBH P A% Switch B9 A SSH.,

[Switch -ui-vty0-4] protocol inbound ssh
[Switch-ui-vty0-4] quit

® FE RADIUS F#.

[Switch] radius scheme rad

[Switch-radius-rad] primary authentication 10.1.1.1 1812
[Switch-radius-rad] primary accounting 10.1.1.1 1813
[Switch-radius-rad] key authentication expert
[Switch-radius-rad] key accounting expert
[Switch-radius-rad] user-name-format with-domain
[Switch-radius-rad] quit

© FEH ISP i AAA T ER.

[Switch] domain bbb

[Switch-isp-bbb] authentication login radius-scheme rad
[Switch-isp-bbb] authorization login radius-scheme rad
[Switch-isp-bbb] accounting login radius-scheme rad
[Switch-isp-bbb] quit

{81 F SSH % 57 Bt 81 A B P 4424 userid@bbb, LA JH 3 bbb #4TIAGE.

(3) SSH A8 5 Switch fi%E#, 7F SSH % P i # B R4 A F P £ hello@bbb
RBE, A A Switch AR AT, AAERAKE NS E I H CAMS R
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Fawm RO AS AT A A E EXEC BURESIREE .

12.2 802.1x 5 EAD LK R i5 Y

IEEE 802 LAN/WAN & i 2 0 ff P 0 £k J) 330 K9 I 4% 92 4[] J3, 42 11 7 802. 1x Bhil.
JG K802, 1x PhiUAE 5 R Mo 11 B — S B B A BRI VLRI ELL R h - R, £ 8
firt e LA SR ™9 P DA UE R 22 4 7 THT A 1) A

802. 1x I B — Fh B T 5% 10 89 ) 45 48 A ¥5 1 B i (Port Based Network Access
Control) . Hk 3t 17 (1 ) £& 58 A #2552 48 7 Ja 35 I 2 A 35 48 190 i 11 X — 4 %oF 9T 48 A B0 1T 2
A BITAEM RS . BB O LAY B 0 S GRE DA e L BETT RA U ) 5 A R b
YT ;A0 SRR fE A o A E , DU TG Bk i T SR 3 I e Y B UL

EAD(Endpoint Admission Defense, ¥ sifE A B ) & — MK HEAEAEH TR, E
LR REERRE S EARSURE = FRSAFNES, R T XA Mg
v, BT R R B AR T .

12.2.1 802.1x BARIMEIEE

1. 5

H 2% 7 R4 3 07 I, T B 2 R A0 T BRI A PRk U Inl . B, PR B OR B B4y
BT E R AR AN LM, SEERER T, EIE & FIEE, SN
P RATEE S B N3R5 TR L™, B ok s kT g,

25 H AR HE P BN AR S L B R A 802, 1x AAE, Aid & RADIUS TAGENR %
MLALKFRB A EANEM .

2. ANE

[ 12-5 Fz 2k 802, 1x BLIFR H 41 WA,

Authentication Server
(RADIUS Server Cluster)
10.1:1:

10.1.1.2

Eth 2/0/1
1.1.1.1/24

Authenticator

Supplicant Switch

M 125 802, 1x #a 7 F7 B o ™

3. MEEKR

(1) BRAES SO FXHEA P ST AE, L U5 Internet; 38 A$8# 7 LR
B H T MAC #ht#8 AR H .

(2) FrA AR #R R T — N BRIA 3. aabbee. net, i £ AT 2 45 30 NP AE
B, 46347 RADIUS GAGE, 108 RADIUS i 45 25 B4 0 Jir BE 5% 7 2647 A B A E v+ 28, 0
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F RADIUS i+ 28R W, M8 P S TR,

(3) MM RADIUS [R5 8 A MM IR F B H 5385 LME, H IP #4409 %
10 L L1 10. 1 L 2, R A AT & ME N FAUE/ &0t IR 5 28, 1S ZHE NS 6L
ik / F 1 R 55 2% .

(4) WE RS 5Nk RADIUS R %5 88 & B 4R Uit 9 3£ % 6 % name, 5 it %
RADIUS fig % #8% 3 5.4 X i 9 3L Z E 4 4 money.

(5) WERY A RADIUS IR % 88 22 W 35 5s p9 2 2 8 A4 75 20 ofy iz 28 /o) B 37 %
KRS, R B R 5 W, B RS 15min 317 RADIUS R % 28 & #% — K4
Bof i 28 42 S0,

(6) WM ARG M 4 LB P 84 J5 PR 26 48 RADIUS R 45 8%,

(7) A<M 802. Ix BEAH FPHIFH P 4 4 localuser, B #8524 localpass, {# FI B S0 A
B UM REAL FHTIPRA , IE % e nd JH 2 25 IR ] &85t 20min, LD H i 4.

4. REDENMRE

(1) BLE AWM IP bk (B8,

(2) WA B AP, 58 3R B YR Sh B S B XS 8.

<ZSysname>> system-view

[Sysname] local-user localuser
[Sysname-luser-localuser] service-type lan-access
[Sysname-luser-localuser] password simple localpass
[Sysname-luser-localuser] attribute idle-cut 20

[Sysname-luser-localuser] quit
(3) f## RADIUS 755 radius] JF#E A HHE,
[Sysname] radius scheme radiusl

(4) 8 FiNiE/i %8 RADIUS B & 2869 IP #ht

[Sysname-radius-radiusl] primary authentication 10.1.1.1
[Sysname -radius-radiusl] primary accounting 10.1.1.2

(5) B8 &GrINIE/ i+ 3% RADIUS JIR 55 8% & IP #oht .

[Sysname-radius-radiusl] secondary authentication 10.1.1.2
[Sysname-radius-radiusl] secondary accounting 10.1.1.1

(6) 8 R % 5AE RADIUS fiit 45 28 3¢ B4 S 09 3L 22 34 .
[Sysname-radius-radius1] key authentication name

(1) R RS S51H% RADIUS IR 588 2 5RO R SLEHH.
[Sysname-radius-radiusl] key accounting money

(8) B FG M RADIUS fit 45 4% # A 48 SC &Y B (8] (6] B 5 K 2.

[Sysname-radius-radiusl] timer response-timeout 5
[Sysname-radius-radiusl] retry §



L28 HSCHARSHHADE RIS
(9) BB R RADIUS IR 55 38 & 2% 5204 31 3% 4 3C 0 e Ja e I
[Sysname-radius-radiusl] timer realtime-accounting 15

(10) ARG P 4P LB P R4 )5 B 2 16 45 RADIUS [R5 25,

[Sysname-radius-radiusl] user-name-format without-domain
[Sysname-radius-radiusl] quit

(11) @& aabbcc. net 3 ¥EA HIE
[Sysname] domain aabbcc. net

(12) #{ %€ radiusl HZBAH K RADIUS R, HRH local X B H E.

[Sysname-isp-aabbec. net] authentication default radius-scheme radiusl local
[Sysname-isp-aabbce. net] authorization default radius-scheme radius] local
[Sysname-isp-aabbce. net] accounting default radius-scheme radiusl local

(13) BB XM L] A9 30 MHM.
[Sysname-isp-aabbcc. net] access-limit enable 30

(14) EHA BRI EEH R BEM RS,

[Sysname-isp-aabbece. net] idle-cut enable 20
[Sysname-isp-aabbce. net] quit

(15) BEc B L aabbee. net I BRIAF P 38k,

[Sysname] domain default enable aabhece. net

(16) FF/g £ F 802. 1x #Fi.

[Sysname] dotlx

(17) FFIE$EE M O Ethernet 2/0/1 7 802, 1x 4%,

[Sysname] interface Ethernet 2/0/1
[Sysname-Ethernet2/0/1] dotlx
[Sysname-Ethernet2/0/1] quit

(18) BEEAEMARXCGEGTLTUARER . HARONEAERERAFTR TRE
T MAC #hhk 8D .

[Sysname] dotlx port-method macbased interface Ethernet 2/0/1

BE: AARET LA HM 08 802, Ix4HE,802. 1x M EA Ao b4+,

HANIEH F X 4 8 #F . portbased #v macbased, &£ portbased # X, F,— 4 A FiAEM
i, AR o ERASHRATF AR P RAAELGES P W% ; £ macbased # X T.&
AP P ook GR AR LA E

12.2.2 Guest VLAN.ZBIAT & VLAN B BiES

1. B%
FERAZBRAEE T 802. 1x ZJ5 , SN A 7 7€ v 38 PO 4% i 6 tk B2 A R 5% , B 3 1 1) E
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YW, HAELREAF Y - 2R AERSEEN A A B ERARE N
8, # HHRE S BEHS B2 A BRI 4% AT 1 0] Internet; G, AFHNA THERBSAHERES
DEBGHBEAZNEREBYIN., BB TAFAZSHAFABIIRTEAR AUFES
ARMVIE R, 5B ERTRG, NEREHAT UK HEZ BN ERE Guest
VLAN fzh#& T & VLAN,

EL5E Guest VLAN JF, AR AGEH P ALRB U (5] A58 VLAN(Guest VLAN) . Tish
& F & VLAN WA E G R P REGE Rl 4 BI TSR ¥ 7 VLAN i,

2. AME

Pl 12-6 Fr7R 2k Guest VLAN.BIZA T & VLAN A2 5 2 W .

il Update Server f RADIUS Server
10.11,1.1/32

VLAN 10 VLAN2
th 2/0/4 Fth 2/0/3

VLAN 1
Eth 2/0/1

VLAN 3
Eth 2/0/2

——

Internet

Supplicant

B 12-6 Guest VLAN. 1A T & VLAN #LRIFAH 4 R A

3. BMEEK

(1) EHLET 802, 1x AIEREA M4 . IAIEAR % 28 5 RADIUS fi %5 4% . RADIUS Jig 57 4%
H A VLAN F R IhEE,

(2) BB R4 RADIUS Hit 5 £ 3¢ B SC By FE = 8810 abe.

(3) Update Server & H T % P s/ FRMIL R MM % 2%, 7€ VLAN 10 i,

(4) A5 #HLi%E$E Internet (I3 11 Ethernet 2/0/2 fE VLAN 5 i,

(5) YA H ML 11 % 3% fih & 1A iE 4R C (EAP-Request/Identity) 8 1 % & 84 5 K I
id B A 45 B AT 4] [8] 197 #% 3CJ& » Ethernet 2/0/1 B A Guest VLAN 1, i if Supplicant Fil
Update Server #{#E VLAN 10 4, Supplicant af LLi}j 5} Update Server H T 802, 1x &
F 5

(6) YA IAIERIN B4R, IAIFFR %588 F & VLAN 5. i Supplicant #lEthernet 2/0/2
#87E VLAN 5 W, Supplicant B LL{#[A] Internet,

4. BEELBRNRE

(1) F2'E RADIUS J5 2000,

<ZSysname™> system-view

[Sysname] radius scheme 2000

[Sysname-radius-2000] primary authentication 10.11.1.1 1812
[Sysname-radius-2000] primary accounting 10.11.1.1 1813

285,
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[Sysname-radius-2000] key authentication abc
[Sysname-radius-2000] key accounting abc
[Sysname-radius-2000] user-name-format without-domain

[Sysname-radius-2000] quit
(2) B2 domain,i% domain {# FINI| A B & &7 RADIUS % 2000,

(Sysname] domain system

[Sysname-isp-system | authentication default radius-scheme 2000
[Sysname-isp-system] authorization default radius-scheme 2000
[Sysname-isp-system] accounting default radius-scheme 2000

[Sysname-isp-system] quit
(3) FIR 4 802, 1x 4§,

[Sysname] dotlx

(4) FFIR45E M M 802, Ix SR,

[Sysname] interface Ethernet 2/0/1
[Sysname-Ethernet2/0/1] dotlx

(5) FEBEH O i A#EH K XN portbased.,

[Sysname - Ethernet2/0/1] dotlx port-method portbased

(6) AL 1 FE#fT AR R R auto,

[Sysname-Ethernet2/0/1] dotlx port-control auto
[Sysname-Ethernet2/0/1] quit

(7) 618 VLAN 10,

[Sysname] vlin 10
[Sysname-vlanl0] quit

(8) FLE 8 & o 1 A Guest VLAN,
[Sysname] dotlx guest-vlan 10 interface Ethernet 2/0/1

ifi i3 #ir 4 display current-configuration 8% # display interface Ethernet 2/0/1 o] LI &
& Guest VLAN BB 6L .

ERA R LR P AR M AP R TS0 T &KX fih & A E# SC(EAP-
Request/ldentity) # i 3% 5 A9 38 K W B, i i A5 4 display vian 10 8] LI#E F ¥ O Bl & &
Guest VLAN BB AR,

ERPARSN EFRE s display vlan 5 A U BEFR E 2 FEAMNEIZE VLAN E®
R

R AABBEAETEAHE AT, Guest VLAN F sk £,

TR &% o T LB E RE & Guest VLAN, {2 — 434 o A £ E — 4 Guest VLAN,

A TR VLAN & £ 4 Radius Server Lit4r4a £ E .
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FUSTOEER & e e

12.2.3 TEHZACLEAHRMNEEIES

1. &

ACE T Guest VLAN Mz F & VLAN, k5 E RN 7 M4 VLAN BB MR i%
. W VLAN A F 35 P 3T TR .

BhTH—LMEMEN T2, IT P HIAHEBNAREHNYHA FREAEK
ACL, N EAR R FH P A A FE # M & DR AR . #FxF b 7R, 7T LA i RADIUS B3k F
% ACL,

2. AMAE
B 12-7FrAR AT A ACL BRI B H M E,

Authentication Server

' (RADIUS Server Cluster)
10.1.1.1
10.1.1.2

Eth 2/0/1 Eth 2/0/2
192.168.1.1/24 192.168.1.2/24

Host Switch FTP Server
192.168.1.10 10.0.0.1

Bl 12-7 Fk& ACL 5 %A 5 4 )N E

3 REER

e 12-7 B, £ Host it 802. 1x IAIEHE A B 4%, IAER % 88 & RADIUS R %
28, Internet thFH -F FTP R %28 ,1P #ihk 2k 10.0.0.1,

(1) #EIAIERR 95 2% L B 8 84U F & ACL 3000,

(2) 7 Switch ) Ethernet 2/0/1 FF )8 802. 1x AL, FFEC® ACIL 3000,

WP AER S E2R TS AIEIR % 28 F & ACL 3000, BtH} ACL 3000 7 Ethernet 2/0/1
A%, Host 7] LA [A] Internet, fBRGEG 8] FTP iR 55 2%.

4 RESEHNRE

() EBEEHEOK IP Hhit (85 .

(2) BB ¥ RADIUS &,

< Sysname>> system-view

[Sysname] radius scheme 2000

[Sysname-radius-2000] primary authentication 10.1.1.1 1812
[Sysname-radius-2000] primary accounting 10.1.1.2 1813
[Sysname-radius-2000] key authentication abe
[Sysname-radius-2000] key accounting abe
[Sysname-radius-2000] user-name-format without-domain
[Sysname-radius-2000] quit

(3) A} ISP B i) AAA FE.

[Sysname] domain 2000
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[Sysname-isp-2000] authentication default radius-scheme 2000
[Sysname-isp-2000] authorization default radius-scheme 2000
[Sysname -isp-2000] accounting default radius-scheme 2000
[Sysname-isp-2000] quit

(4) BB ACL 3000,4645 H i IP Hi4k 35 10.0.0. 1 B3 SCiE .

[Sysname] acl number 3000
[Sysname-acl-adv-3000] rule 0 deny ip destination 10.0.0.1 0

(5) FFii4)R 802, 1x f##E.
[Sysname] dotlx

(6) FFEEHBEN 8 802: 1x $7#.

[Sysname] interface Ethernet 2/0/1

[Sysname-Ethernet2/0/1] dotlx

BT AP, EFTRANERS S L6 E FA ACL 3000, & T A7 AF R4 B0
X B EF M.

& ACL FTA R it RADIUS 474 B F A 69, £/ & RADIUS Server #f % 3,

12.2.4 EAD RFEHBHBEERS

1. &

ATERBHIHEFET EADFERITR, BEEEADZEFHMRE TERBA, A, FE
MEEHRFNE- - EADEFPR TR . FAREMEGF . XE EADE AR ERE
BT SABHERWRTRIELARE.

802. 1x AIE X REY EAD ‘e 38 5 v] LA B L) b ] B, 7T 4 B 45 6 A 0 4% (19 2% 35 FH P
BAEB FRITEE EAD BRI ERE.

2. AMEA

12-8 fi7n i EAD bk & AU A B 2 M A

Authentication Server

10.110.91.164
Ethernet 2/0/1
Internet
Host
Security Policy Server Update Server
10.110.91.166 10.110.91.168

B 12-8 EAD H# & F s A4 i) B 41 9 ]
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3. BE®XR
(1) Host 5PA KM YLK % O Ethernet 2/0/1 Mk,

(2) B X2 BB E A UE AL 2N Z B, Host 38 i3 3 Y 8% 377 6] S0 4B W1 48 & ¥ 2 1)

£ Update R %5 2%, #£47 802. Ix Z P M TR X &%,

(3) il XA B HL . RADIUS IR & 8% . K2 WIS IR &5 2549 A0 8, L ¥ RADIUS JB %5 8834

Fe AR P 0937 v A E A 22 4 SR AR 55 25 0 FH P B EAD R E R H.
4, RETEMMRE

(1) BLE Web IR%38. R TEMEH EAD thid 3 E Th ik > 5l & 55 40 1 B B &F Update

ARBBIEN Web IREZR,BIFH T I 802. IxFLWRMUETE MR FEE.
(2) Bi® EAD LB E.
@ BLE Free IP,

<ZSwitch>> system view
[Switch] dotlx free-ip 10.110.91.0 24

© ACHE IE PifM A EE [ URL,
[Switch] dotlx url http:// 10.110.91.168 .
@ B LR 802, 1x #tk.

[Switch] dotlx

@ FFRHEE S O 802 1x Fk.

[Switch] interface ethernet 2/0/1
[Switch-Ethernet2/0/1] dotlx

(3) '8 EAD TifE.
@ BE RADIUS /¥,

[Switch] radius scheme cams

[Switch-radius-cams] primary authentication 10.110.91.164 1812
[Switch-radius-cams] primary accounting 10.110.91.164 1813
[Switch-radius-cams] key authentication expert
[Switch-radius-cams] key accounting expert
[Switch-radius-cams] user-name-format with domain

[Switch radius-cams] server-type extended

@ BCE LKA RuE RS 4% o hk .

[Switch-radius-cams] security-policy-server 10.110.91.166

@ BLEBAE AAATTHR.

[Switch] domain aaa

[Switch-isp-aaa] authentication default radius-scheme cams
[Switch-isp-aaa] authorization default radius-scheme cams
[Switch-isp-aaa] accounting default radius-scheme cams

i F Telnet % FEHA A A 48 userid@aaa, LL# i3 aaa HEFTINIE,
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H3CAR P XA AR BIES

(1) PR . FPE 802, Tx AASERRH 2 A7 3 1 0 Y28 14 90 5 £ 4135 0 46 2 B T
5E 68 Update Server TUH, i M MR HE RO TRIRE.

FTERE W FBAEANALEZ BB FPBEDAERSBRSHRIFEUS. £2
Z P X Host B % @R HATHRN , I 5% 2 R R 45 25 2 0 . R AR & R IMERFRHE,
TR RS2 T & ACL EHMR TR BN 22 B2 25 % /2 %5 Update IR% 25 .

HAAEYEPWMEZETHT FAEFPRNELRERE T 2 INEMNRELUE . 2%
PRABEFRUELEREEEINLLRE RS R . TLRBERSFB/EHRT R ACL,
AT FE & P o 0 U (B AL RR 8 2 BB 6 U 1) OF B & M4 B R,

BR. EADT AN BN ELEABRSBLEE AN EL RS, b3 HF &,
EABRETAEALHERGRS B,

AR EEZEH Web T FXEE L E Web Server B E PR TFTH IO, S K4
JTulifit H e F X, 40 FTP % .12 2 5 4% Server #u bt f£ Free-IP & H A,

WMAB LA EZLEE Web Server T @ 8, 24 4% DNS M B 4.5 & & Free-1P A, £ 7F
RO BHM, TN X FETEEH Web Server T i,

12.3 MAC il A iF R AL B B S

MAC #hhik A IF 2 — Fh 5 F 35 LR MAC H bk xb A P #9046 5 [a] £2RR 3t 17 45 1 59 A IE
FHiE . AFERPREEMZE P mERS. BEEATXKREIHF K MAC #batk Ll s, S 3)
SHZ P RNIERE., AEdBh . O RFEHP Fg AR AR E TR,

H A& & 1w F o a9 MAC #bhbiAdE,

(1) i@t RADIUS(Remote Authentication Dial-In User Service, it ik iF#&k 5 H F ik
%) MR 5 2R AE

(2) A< Hb A,

INE B E S, TIREF REE MACIAEA AP &R, & U FTRM T,

(1) MAC Hihk /2 4 - R P B MAC stchk 4 IAE RS B9 7 2 RO RS .

(2) BEAPL: AR H MAC foit 4 &, Bt A A P EHERE EBEREN
A< F P 45 A S AT IAE

12.3.1 MAC it A AFBBIRERS

1. B&

M 25 7] TT 440 807 %t 22 3 2 A B P 4T 802, 1x IAIE, JF %2 3% iNode % 7 i 3K ffE
EAD k75 5. {H 350 % 90 45 ) A L0 K 0 R R K3 E P o, IR 4% BT EDBIL, AR A
BA R AR S HRERE . X TR, AT RUCR A MAC #i 4k A

2. AMEA

B 12-9 B8 A 3h MAC Ho bk DA E 3 3 A P #E47 4 b A Gk .

3. BEEX

A 12-9 fF 5, 3B P 8 TENS LUK 8 & % O GigabitEthernet 2/0/1 #H # #.
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o
Authenticator

Host Switch

B 12-9  J53h MAC sk DAE S8 A B 2 647 25 0 A EE

Supplicant

(D REWNEBERBESB O EX RSB AT MAC Mk A E, DS 8 304
Internet A1),

(2) FREAEGHE 180s shxf F M BB FRMATRM; 3 B 258 2 NF LKA, 25
3min J§ A RBXT B P R AR INGE .,

(3) Pr4i P #8)R T 18 aabbcc. net, iAE B F A< AGE () =X, JH P 4% % aca, 55
% 123456,

4. ERECENRE
(D WmAEMEARF.

<ZSwitch™ system-view

[Switch] local-user aaa

[Switch-luser-aaa] password simple 123456
[Switch-luser-aaa] service-type lan-access
[Switch-luser-aaa] quit

(2) PO ISP B, 6 A s A iF 77 =K

[Switch] domain aabbcc. net
[Switch-isp-aabhee. net] authentication lan-access local
[Switch-isp-aabbec. net] quit

(3) g £k MAC s ik A iE R4

[Switch] mac-authentication

(4) FFJi% M GigabitEthernet 2/0/1 #§ MAC ik A E 454 .
[Switch] mac-authentication interface GigabitEthernet 2/0/1

(5) Fo ¥ MAC #htAGEH 7 B 4 &9 ISP 88 .

[Switch] mac-authentication domain aabbec. net

(6) BCF MAC i hbiAE 8 2 I 25 .

[Switch] mac-authentication timer offline-detect 180
[Switch] mac-authentication timer quiet 180

(7) Fc ' MAC sk A ERE I & P 4 B R,

[Switch] mac-authentication user -name-format {ixed account aaa password simple 123456

BT: ARAPHBEFLEYNEEREA lan-access,
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12.3.2 MAC it RADIUSAIEHRB R BIES

1. ¥&

K MAC b bk ) A< b DA GIE B, 75 22 7 38 % UL 2 ol 3048 B R 3 i 4T ER AL i MAC #b o1t
FERHAPERFD., EXHABAEFRXANTRANETER, URTH IR RE
RADIUS fig %5 8% £ B hn4TERHLEY MAC sk £E XA ERY F P 2 FE 85 . X 4 P A 45 3k
A —NIF R RA ORISR ERE LN AR EENE BRI,

2. AME

B 12-10 Br7n k)5 35 MAC sbhbiASE XA B P 3817 RADIUS {AdE.

Authentication Server:10.1.1.1/32
Accouting Server:10.1.1.2/32

Host Switch

B 12-10 & 31 MAC s bk A GE X # A Bl P 4T RADIUS 3AE

3. BE®EX

A 12-10 i, A P 4L Host i i 3% O Ethernet 2/0/1 8 & & &, % & it
RADIUS f % 28 xf F /2 #1475 4HAE .

D FENEREFEAES WD EXTH P 8 AT MAC #iht DA E, BL3E &) H Xt
Internet Ai48] .

(2) ERGE S 180s gt P BRE FRATRM ; JF B 28 IERBE, & F4F
3min J5 A 88X F P B A EIAE.

4. BETENRRE

(1) EESEOK IP Hbhk (W),

(2) it ® RADIUS FEK.

< Switch™> system-view

[Switch] radius scheme 2000

[Switch-radius-2000] primary authentication 10.1.1.1 1812
[Switch-radius-2000] primary accounting 10.1.1.2 1813
[Switch-radius-2000] key authentication abe
[Switch-radius-2000] key accounting abc
[Switch-radius-2000] user-name-format without-domain
[Switch-radius-2000] quit

(3) BOE ISP H M AAA FR.

[Switch] domain 2000
[Switch-isp-2000] authentication default radius-scheme 2000
[Switch-isp-2000] authorization default radius-scheme 2000
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[Switch-isp-2000] accounting default radius-scheme 2000
[Switch-isp-2000] quit

(4) FFI3 £/ MAC stk iE ¢,

[Switch] mac-authentication

(5) FFRE % H Ethernet 2/0/1 89 MAC Hi A F 4544 .
[Switch] mac-authentication interface Ethernet 2/0/1

(6) BB MAC ik A UEFH 7= Fr 6 I i9 ISP 3,
[Switch] mac-authentication domain 2000

(7) BLE MAC b aik A SE ) %8 B 4% .

[Switch] mac-authentication timer offline-detect 180
[Switch] mac-authentication timer quiet 180

(8) FL B MAC #ihbIAIF AP ME MAC #ihHE RBP4 5%, MAC bl 4%
FHF-".

[Switch] mac-authentication user-name-format mac-address with-hyphen

BT: RADIUSRA B LEEINAF L AFLLAE RN A MACH R —5.
RADIUS R 4 & LR E#hihiE it % Key E 2 i LR EREH — 8, 4 iNiER T,

12.3.3 TEZACLABRERERS

1. ¥&

ST S A0 4 5 U () AR L IT 4 573 1T 40U MAC i bk A B 9 B3 P i [F] 802. 1x —
. L#ET %X ACL,

2, HME

B 12-11 frAs AT & ACL S RIED B 41 M [ .

' B Authentication Server:10.1.1.1/32
gl A ccouting Server:10.1.1.2/32

Eth 2/0/1 Eth 2/0/2
.
‘ mz,las.i.im 192.168.1.2/24 ¢ |
Host Switch FTP Server

192.168.1.10 10.0.0.1

B 12-11 Fk ACL SLAIAC & 41 M B

3. RE®EXK
WA 12-11 fis , £41 Host sl if MAC AUEH: A I % , IALER %5 28 7 RADIUS iR % 2% .

Internet #H —4& FTP R %48 ,.IP #uht 24 10.0.0. 1,
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(1) fEAIERR 45 2% EACE 8 HUF & ACL 3000,

(2) 7E Switch i) Ethernet 2/0/1 EF 3 MAC AiE, 3R & ACL 3000,

(3) BHPIAIERD) 2R IAUEAR % 28 F & ACL 3000, A ACL 3000 7E Ethernet
2/0/1 k4%, Host 7] LL/i ] Internet,{H A REV IA] FTP Ji % 58,

4. EETEMNRE

(1) RLE ALK IP sl (B8 .

(2) BEd&® RADIUS F&E.

< Switch™> system-view

[Switch] radius scheme 2000

[Switch-radius-2000] primary authentication 10.1.1.1 1812

[Switch-radius-2000] primary accounting 10.1.1.2 1813

[Switch-radius-2000] key authentication abe

[Switch-radius-2000] key accounting abe

[Switch-radius-2000] user-name-format without-domain
[Switch-radius-2000] quit

(3) Bl ISP BiR) AAA FFE.

[Switch] domain 2000

[Switch-isp-2000] authentication default radius-scheme 2000
[Switch-isp-2000] authorization default radius-scheme 2000
[Switch-isp-2000] accounting default radius-scheme 2000
[Switch-isp-2000] quit

(4) F2® ACL 3000,4E45 H i TP #bhk 2 10.0.0. 1 ARl AT .

[Sysname] acl number 3000
[Sysname-acl-adv-3000] rule 0 deny ip destination 10.0.0.1 0
[Sysname-acl-adv-3000] quit

(5) FFIE 4R MAC HhkAiE4 .

[Switch] mac-authentication

(6) FFJ3 % 11 Ethernet 2/0/1 i MAC #tht A WEFF1E .
[Switch] mac-authentication interface Ethernet 2/0/1

(7 KoE MAC 5Lk BF 6l 60 ISP 3.
[Switch] mac-authentication domain 2000

(8) ALH MAC it A Uk B E B 8%

[Switch] mac-authentication timer offline-detect 180
[Switch] mac-authentication timer quiet 180

(9) BB MAC e AMER P &k X . BHAWETFRN MAC BhikfE R P 2 5 HS.
[Switch] mac-authentication user-name-format mac-address with-hyphen

SR AR P LA EEme MAC Mk 8 S8 L0554,



128 REHMEERS _

12.4 Portal SR K & §5 S

Portal EREPRAOKFER . Portal INIEHE ¥ HLFR K Web IAIE, — A2 Portal INiE
P st R R 1] P R, '

ANER P LR, REBRE A ERBFES S HPTUARBREPORSE . 4
FA P 5 B P LI I (g LAt BT, A A AE 1] P WS HEATIAE . R A E T G A 7T A4
FH BB PP IR

Pl Ll E3hi5i )l & A & Portal tAUE R 3, 85 A H P 22 80 %5 85 3 47 1A §E, X Fh T 4R
Portal ANUER A FR A EBAME. R2Z . MRH AR B HTTP U a) E A 4h W, 8 858
il (8] Portal 1A TE M %5 . AT FF 45 Portal TAESE #8 , 33X Fh 77 2K S 3R Hl A E .

Portal WH LA E EREMS T EMNEHIAE. (TP RS TUARFRET & KRS
WA FF ERFEEN AR MNERFREFIER - eSS RE., KM
IATE 7 2 B — 2 o B i s o A .

12.4.1 Portal EEANEAXNBRBEGEERES

1. &\

M A fE AR T 802. 1x tAE 2 J5 8 HREE % B — N 1R B F 10 R B, 2410 & A 1B 1K
R MARS M, FEEAMAR K MER AN, BEF 802, Ix AIEELER
P RERARBFE. AR - AFTELEFE A WBEREMNENFTNR? £24HE, &
B Portal AIF L E S XFE ARG, Portal NIFEF R ARG AT ERLEE P wmEH.
HEEMR IE QR MEENIE. MAR IT P ARREMIIEARVIEX, MEWUEFY
B 64 9 2% % 3 Portal #3AE T 2.

2. AME

B 12-12 Fr R 9 Portal B2 AGE X s AV B 5 40 ) A,

P:;g"vcr

WVlan-int 100 Vlan-int 2 192.168.0.111/24
a 2.2.2.1124 @ 192.168.0.100/24 3

Host Switch

Gateway:2.2.2.1/24

RADIUS Server
192.168.0.112/24

B 12-12  Portal B $1A4E J7 50 # 75 AC 5 41 S P

3. BEER

(1) RELRHY RRHEEN M Portal IAIE. 7&K # it Portal IAUERT, HEES 8]
Portal IR % 5%; F P iE it Portal tAESG » BT RA 6] 7036 M 4% .

(2) X H RADIUS A %5 #8816 HIAE/TH SRR 57 4% .
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4 RESREMERE

EERARE LHTUTERE,

(1) A% RADIUS 7%,

@ BIELF R rs] ) RADIUS F R HEAZ T EUNAE.

< Switch>> system-view
[Switch] radius scheme rsl

@ BLE RADIUS 1 £/ 557 282518 2l extended,

[Switch-radius-rsl| server-type extended
@ BCH RADIUS Jy 226 A IEF £ i+ 38 R 95 28 R HGE S %54 .

[Switch-radius-rsl] primary authentication 192.168.0.112
[Switch-radius-rs1] primary accounting 192.168.0.112
"Switch radius-rsl] key authentication radius

[Switch-radius-rs1] key accounting radius

@ FiE ZE% RADIUS 548 H P 2 R ISP 54 .

[Switch-radius-rsl] user-name-format without-domain

[Switch-radius-rs1] quit

(2) Be'EiAiEs.
@ BIEIHHALFEN dml # ISP 5,

[Switch] domain dml
@ FELHE ISP K RADIUS 7% rsl.

[Switch-isp-dm1] authentication portal radius-scheme rsl
[Switch-isp-dm1] authorization portal radius-scheme rsl
[Switch-isp-dml] accounting portal radius-scheme rsl
[Switch-isp-dml1] quit

@ BeE FZ S IRINGT ISP & dm1, BrA $ A F P 3t A ot BROA 388 A4 DA Fn 2% O =X
'Switch]| domain default enable dml

(3) Be'® Portal tAIF.
@ EC'E Portal IR % #%. ZFRN newpt,IP itk 192, 168. 0. 111, %41 N portal, Hw O

2 50100, URL 24 http.//192. 168. 0. 111/portal.

[Switch] portal server newpt ip 192.168.0. 111 key portal port 50100 url http://192.168.0.111/portal
@ 7E5 AP Host #3E M $E O L {#HE Portal AiE.

[Switch] interface vlan-interface 100
[Switch-Vlan-interfacel00] ip address 2.2.2.1 255.255.255.0
[Switch-Vlan-interfacel00] portal server newpt method direct
[Switch] quit
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@ HoE 5 R % 488 (F O H N TP dht .

[Switch] interface vlan-interface 2

[Switch-Vlan-interface2] ip address 192.168.0.100 255.255.255.0

[Switch-Vlan-interface2] quit

R Portal R A M A A — 474, BT BAA LM sh e A2 LA Bl 5 I T4 R
Fl.B#EEL T Portal REB L REBR S, FE2RE L6 Portal JRE 8., H3C &
Portal IR # & A CAMS #= iMC,

%& @ Portal RHFBEH A X RN A B A% o F LM 5z Portal REF B %
FRigE &3 o 5 RE -5,

12.4.2 Portal Z kit D EANESARNBBEBIES

1. B\

ITHRPFEEMITHEENRE T —TFHER: ARVERPAFRNGELRLZSE FE
A8 8% 38 Ao DA GE A 77 200k B 2 3 11 B4 P 4 7 ) S0 s 1A S P 69 R . A A G ) AR B B
BARARRRISNR . 2335047, T2 Portal IAIFA —Ff W #oaik 43 BE &9 77 7T LA 2
XAFTR, BESHFEY . HERAR MRS IP R BRI AFR IP M2 IP FEsS,
EXELT AR R . BEGRAN; FEBETLAMGRIOARTHFLMES,
Xt P 5 19 B3 P R B Portal — ¥ #uhk 40 Bo A 7 .

2. AMME
12-13 it 78 & Portal — Kk Sr BCATE N R A B A WA

Portal Server

192 168.0.111/24
Vlan-int 100
20.20.20.1/24 Vlan-int 2
am,u.u.lm Sub @uz.ms.umrm
Haost Switch DHCP Server

automatically obtains 192.168.0.112/24

an [P address

RADIUS Server
192.168.0.113/24

[ 12-13  Portal = ¥ #th ik 43 Bc 1A U =€ i 2 8¢ 9 45 9 1

3. REER
(1) BeRA AR kbt 43 B 4 X8 Portal tAE. H /it DHCP iR % 2% 2k B

IP Hiihik , Portal {AHERT 43 BE-— 1~ FA Rt ; 38 i Portal AUESS - FI /7 81 3% 2] — 4~ 20 W ik
Z Al LAy ) 51 8 P 4% .

(2) FH RADIUS AR 45 88 4F J9 A E /3 AR 55 4% .

4. BRESENRE

m!ﬁ:

(1) Portal = A # sk 5Bk iEF X & A 7 ,DHCP IR 4 & £ 4] 3 2 F 3 3k # (20, 20,
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20.0/24) B #4 W 3 2k #.(10.0. 0. 0/24) , Bk BL B o ,

(2) Portal =Rt S EAIEF X EA P, BAEELMBEEH DHCP P4 (KRR E
A Server), B &5 Portal 93 oK 26 F 1P bk (A IP) Z M IP Mok (£ W IP),

EEARE LHITLLFEE.

(1) BLH Portal fRF#%. L FRHN newpt,IP H#iht 2 192, 168, 0. 111, 44K portal , i 01
37 50100, URL 3 http.//192. 168. 0. 111/portal,

<ZSwitch>> system-view

[Switch] portal server newpt ip 192. 168. 0. 111 key portal port 50100 url http://192. 168. 0.
111/portal

(2) B DHCP 4%, 3£ 53 3 DHCP 5 8k i 22 4> Hit hl- DS iR & 25 Zh RE .

[Switch] dhcp enable

[Switch] dhep relay server-group 0 ip 192.168.0.112

[Switch] interface vlan-interface 100

[Switch-Vlan-interfacel00] ip address 20.20.20.1 255,255.255.0
[Switch-Vlan-interfacel00] ip address 10.0.0.1 255.255.255.0 sub
[Switch-Vlan-interface100] dhep select relay
[Switch-Vlan-interfacel00] dhep relay server-select 0
[Switch-Vlan-interfacel00] dhcp relay address-check enable

(3) FE5 H P Host #HERE D L {# 88 Porral TAIE.

[Switch-Vlan-interfacel00] portal server newpt method redhep
[Switch-Vlan-interfacel00] quit

4O BEESRSMHEFOED IP Hihk,

[Switch] interface vlan-interface 2
[Switeh-Vlan-interfaceZ] ip address 192.168.0.100 255.255.255.0
[Switch-Vian-interface2] quit

12.4.3 =F Portal NEAFKXBRBEEIES

ZRAES R AEE =B AR E A LT RS

(D ARMGTARE., ZEAEFRXANEE P SMEAREZEATUEE=-EHEE
#y E=ENEF R ERAEF P RAMEARSZEEE =KL,

(2) AARRAR. BT =EAETARE 2 R& MEARSAS¥TINEE P R
9 MAC Huak {5 8, BrA 2 LA TP shak ol — 4R P ;5 Mk =2 AE =X vh iy e A ¥4 1
Al L2 2 BHAUER P 3 MAC sihk, BT AR LA TP A MAC Hiuht 894 &k ME—Ar iR P 8.

PL_ER[E 4 ™ 2 XA PR EE LR B AL

(D AIEZE P HHK MAC #ihk A28 IP bk sk B, F =B AT A TS ¥ EF B
Portal 1AiE.

(2) MEEZBAEFRXTFTASHRE M Portal AIF. HAWNER /%69 MAC #bik
F1 1P Hio ik 7] it s AR i, 3F = RAIE T 3 F A & ¥ B Portal tALE,
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1. &%

M AR MBRREBA AR D R BHLANRE L+ Portal THAE, 405 453X 2 32 # 4L &R
HEMK AREXAR WRALE, 23R . MARRB TRENE.

Portal AMEFF A AT LL 4324 — 2 Portal A iE 1 = |2 Portal thiE. 0% Portal B 2 #
Portal IR & 2Z R 2 M4, 0] LA K FH — 2 Portal iAiF; ¥4 Portal I/ #1 Portal i & @ &
=EMint . 8] LR H =2 Portal WIAIEHF K.

2, AWE

B 12-14 iR 2 =)2 Portal IN\IE A X BRI FE R AR A

Switch A I
Vlan-int 2

192.168.0.100/24] Portal Server
192.168.0.111/24

Vian-int 4
20.20.20.1/24
Vlan-int 4
Vian-int 2 20.20.20.2/24

‘a,s,s,f;‘:_d._ ‘
Haost Switch B :

8.8.8.2/24 RADIUS Server
192.168.0.112/24

B 12-14 =2 Portal TAIE 77 2 St £ e 5 20 W B

3. BREEXK

Switch A % #§ Portal tA\IEZNRE. FH P Host il i Switch B #: A #| Switch A,

(1) B Switch A £ =2 Portal AiE. H] P76 3% i &t Portal JAE AT, B 684 [a]
Portal i}t % 2% ; i id Portal JAUESS , AT LA A ) SR SR PN 45 .

(2) X RADIUS fig 5 88 ¥E A E/ T B IR 55 2% .

4, EETEANBE

£ Switch A Fi#fTUI TR E .

(1) B2 Portal IR 85, £ %50 newpt,IP Mifik & 192. 168. 0. 111, %444 portal , 35 1
% 50100, URL % http://192. 168.0. 111/portal,

<< SwitchA>> system-view

[SwitchA] portal server newpt ip 192. 168. 0. 111 key portal port 50100 url http://192. 168. 0.
111/ portal

(2) 75 Switch B MEME O F{HBE Portal AIE.

[SwitchA] interface vlan-interface 4

[SwitchA-Vlan-interface4] ip address 20.20.20.1 255.255.255.0
[SwitchA-Vlan-interface4] portal server newpt method layer3
[SwitchA-Vlan-interface4] quit

3) MESREMSESOED IP Hut.

[SwitchA] interface vlan-interface 2
[SwitchA-Vlan-interface2] ip address 192.168.0.100 255.255.255.0
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[Switch-Vlan-interface?] quit

Switch B F FHFEEE 2 192. 168.0.0/24 MBI BRIABH , F—8Bk% 20. 20. 20, 1, B4k
BC B W% .

12.4.4 Portal EEIANEA R (X EAD) BHABFGEBIES

1. &=

M A HE RN T Portal IANUEZ G , X IF 4 X MEXT Portal IAUERI H P 3 F EAD fif ik
FR. XA REE®E K KR A Portal BIREAN L 4L, HEEET ACL M F R M F|
R P R 2 B IR AT ]

TE Portal EAD % S 75 & W22 3% iNode & P #8#1 H3C iMC R & 28/ 2 .

2. HME

& 12-15 Fi7n A Portal HHAUE =R (G2 5 EAD) L BUTC 5 40 W .

Portal Server
192.168.0.111/24

Vlan-int 100 Vlan-int2
222.124 192.168.0.100/z4

Host Switch RADIUS Ei-ér\«'er
2222/24 192.168.0.112/24

Gateway:2.2.2.1/24 ‘

Security Policy Server
192.168.0.113/24

B 12-15 Portal B #IAEF & (G # EAD) #1541 ™ [

3. mMEER

(1) FdE 32 Ml R A1 B 807 B Portal AIE, JF )8 EAD WAUE. F P 468 o S A UE T
A 3 it 24 A FERERT LU [R) 192. 168. 0. 0/24 P B ; AP it &2 E G, o7 LA BE &3 1R
SRR,

(2) FF RADIUS iR 55 #84E RAE /T 2% Al 95 2% .

) FEMBLLRHEIRS .

4, EEBTEMBE

EEARELHITUTRE,

(1) Bi¢® RADIUS HE.

@ fIE 4 F R rs] B RADIUS &I #EA T RUAE.

< Switch™> system-view
[Switch] radius scheme rsl

@ B ® RADIUS FEMR % 2K AN extended,

[Switch-radius-rs1] server-type extended
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@ ECE RADIUS H# i FAEMETH M % 88 R ILHE S &6

[Switch-radius-rsl] primary authentication 192.168.0.112
[Switch-radius-rs1] primary accounting 192.168.0.112

{ Switch-radius-rs1] key accounting radius
[Switch-radius-rs1] key authentication radius

[Switch -radius-rs1] user-name-format without domain

@ fidE RADIUS HEHILLFEIR 588,

[Switch-radius-rs1] security-policy-server 192.168.0.113
[Switch-radius-rs1] quit

(2) EEEIAIESE.
O BIEHHALFHN dml # ISP i,

[Switch] domain dm1
® feE ISP i RADIUS % rsl.

[Switch-isp-dm1] authentication portal radius-scheme rsl
[Switch-isp-dm1] authorization portal radius-scheme rsl
[Switch-isp-dm1] accounting portal radius-scheme rsl
[Switch-isp-dm1] quit

@ BLE R G ERIAMY ISP 38 dm1, Y48 H: A R /& 36 A BRI B ) A RE A it 2% R,
[Switch] domain default enable dml
(3) W2 B Y IR XT 1 B9 ACL & 3000, 9E 32 BR %5 R X0 B B9 ACL & 3001,

[Switch] acl number 3000

[Switch-acl-adv-3000] rule permit ip destination 192.168.0.0 0.0.0.255
Switch-acl-adv-3000] quit

[Switch] acl number 3001

[Switch-acl-adv-3001] rule permit ip

[Switch-acl-adv-3001] quit

(4) B2 E Portal IAiE.
@ E¥ Portal fR% 2%, 8RN newpt,IP Hiht &y 192, 168. 0. 111, % 44K portal, %% O
A4 50100, URL & http://192. 168. 0. 111/portal,

[Switch] portal server newpt ip 192.168.0.111 key portal port 50100 url http://192.168.0.111/portal
@ #ES5 AP Host ##E M D L{EHE Portal IAE,

[Switch] interface vlan-interface 100
[Switch-Vlan-interfacel00] ip address 2.2.2.1 255.255.255.0
[Switch-Vlan-interfacel00] portal server newpt method direct
[Switch] quit

® BB S M4mO IP Mk,

[Switch] interface vlan-interface 2
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Wl

[Switch-Vlan-interface?] ip address 192.168.0.100 255.255,255.0

BR: E4F RS2 LE 24 ACL 3000 #2 ACL 3001 43355 4% & ACL fo i
4 ACL,

2 RERF B Xoie ETHAE H3C M35 Lg% L H,

12,5 wmNEEHAURERS

% O % 2R — AT MAC ik R A #0922 06, BXE A 1 802. 1x
ALEA MAC it A UE A9 78 . X RiAL ) 28 A S B 24 11 A0 280 A9 50308 T B IR MAC b bk 5
5 ] A BRABE 2 X W 45 B Uy (8] , 38 5k 48 B M 356 11 2% iR o B0 b 9 B 39 MAC st bk Sk 4% il
Xt HE B A B A& W U] . _

¥ 1% 4 0 F 2T RB Rl A A R 1 B 2L bR & T B S IR MAC
b, AGABUAR AL B9 R 2 BROR . SR8l T 3 0 BT BB )5, 24 & B AE B 4R SCHt , 7R G0 fi
RAARLRF M 3 B A AT R TR B, RS T RER R 2.

12.5.1 #HO%R4 autolearn B HBIFG BiES

TE U 0% 4> autolearn #LE0F , 4 1 22 3 B A MAC #bht ¥ (R F £ % & MAC #iht 250
th, M0 T %S MAC il BOB i 0 % 3 B i KR E £ MAC s hk $UR , 3 08
K2 AR secure WA, 25, &M O AR HIE M@ E 4L MAC, LA HE MAC #iht
H 24 MAC ik O B8 B8 A MAC Hohk () 850, A figal i s 1 .

1. 8

M AR A Ingiab i SR IT 4 ARBEH T P H TR, A T niE KL%
B 42 2 PUBR I 5 o D AR SR O BRI P i MAC sihE S E h &4
MAC, 3 M4 ik 8 i K8 AR, AF 2 F M PCHEARIKEO .

IT 440 A B g R H3C & X #¥ s O & 4 autolearn A LB ER.

2, AME

B 12-16 ffm R s 10 224 autolearn 2 = #1L 7RY B2 8 41 b0 ]

Host Switch

B 12-16 ¥ 1 44 autolearn 2 A Mt K B 8 20 [ B

3. BEEXR _

TEZ B LB 1 GigabitEthernet 1/0/1 |- %3 A P8040 F R

(1) foiF 64 A/ AR EA RBATIAE, B % 2 B P MAC Hhk #8002 & 4
MAC HuhiE.

(2) %2z4 MAC sl A ) 64 J5 . 1k 33 5 M4 B MAC sk A G, fil &
AR, 3K e 3 (0 €M 30s,
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4 REREARE
(1) e O L2k,

< Switch™> system-view
[Switch] port-security enable

(2) {TIFARBKT Trap F %,

[Switch] port-security trap intrusion

(3) WO AFHBARLS MAC b E ol 64,

[Switch] interface GigabitEthernet 1/0/1
[Switch-GigabitEthernet1/0/1] port-security max-mac-count 64

(4) B4 O E2EX A autolearn,
[Switch-GigabitEthernet1/0/1] port-security port-mode autolearn
(5) R H ik R A B B 5 1 5 00 G- 7 8 4 S 8 B S B O 1, SC PR 1B 2 30s.

[Switch-GigabitEthernet1/0/1] port-security intrusion-mode disableport-temporarily
[Switch-GigabitEthernet1/0/1] quit
[Switch] port-security timer disableport 30

ARG, T LU display r 4 B O 2R EHEL.

< Switch>> display port-security interface GigabitEthernet 1/0/1
Equipment port-security is enabled .
Intrusion trap is enabled
Disableport Timeout: 30s
OUI value:

GigabitEthernet 1/0/1 is link-up

Port mode is autolearn

NeedToKnow mode is disabled

Intrusion Protection mode is DisablePortTemporarily
Max MAC address number is 64

Stored MAC address number is 0

Authorization is permitted

A LU B 35 0 R K% 2 MAC #0664, % OB autolearn, AR Trap J R4T
FF, ABR{E$1 81 4E % DisablePortTemporarily, A2 % 4 J5 %% 0 25 B 8] 4 30s,

MEESHRE,RAFHIE¥ T, 23380 MACHEHRTURE ELAGSBER,. MEIH
54 IR AfFfEa %4 MAC suak st 5. AT LA#E Y OB T A display this i & & F %
3B MAC sk, Bl -

<ZSwitch™ system-view

[Switch] interface GigabitEthernet 1/0/1

[Switch-GigabitEthernet1/0/1] display this
#

interface GigabitEthernet 1/0/1
port-security max-mac-count 64
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port-security port-mode autolearn

port-security mac-address security 0002-0000-0015 vlan 1
port-security mac-address security 0002-0000-0014 vlan 1
port-security mac-address security 0002-0000-0013 vlan 1
port-security mac-address security 0002-0000-0012 vlan 1
port-security mac-address security 0002-0000-0011 vlan 1
=3

M EH MAC # ik BGA 5 64 5. M2 display port-security interface B] UL 2| ¥4
HHEAAE Ky secure, A F A MAC #hk B k8 & A RHEY Trap FRA T .

# May 2 03:15:55:871 2000 Switch PORTSEC/1/VIOLATION: TraphicSecureViolation
A intrusion occurs!

HIndex: 9437207

Port: 9437207

MAC Addr: 0.2.0.0.0.21

VLAN ID: 1

IfAdminStatus: 1

I Hoap Lhg i T oA 6y & B o 0 92200 e oG A .

<ZSwitch-GigabitEthernet1/0/1>> display interface GigabitEtherret 1/0/1
GigabitEthernet 1/0/1 current state: Port Security Disabled
IP Packet Frame Type: PKTFMT_ETHNT _2, Hardware Address: 000f-cb00-5558
Description: GigabitEthernet 1/0/1 Interface

30s J& » i MRS

[Switch GigabitEthernetl/0/1] display interface GigabitEthernet 1/0/1
GigabitEthernet 1/0/1 current state: UP

IP Packet Frame Type: PKTFMT_ETHNT_2, Hardware Address: 000{-ch00-5558
Description: GigabitEthernet 1/0/1 Interface

R, 30 F Sh M B L 442 4 MAC st f5, 5 1 % 4 KRS EH K E N autolearn, A L4
HhsE 25 MAC Hidik,

B ABRB oA SRZIN.ER LA LA 802 1x f# MAC 3k it ikiE 5 6,

EEARMPBTIIER . BT THAFORIAPHRBERFAGR o LLRX , KK
B4 MAC bbb $t 548 g4 X F A FAE R F #ed &b,

12.5.2 #O2 4 userLoginWithOUI #RX BB EIES

WU AR T B4t autolearn R4, BT R E LB, I AT LIS
802. 1x Al MAC Hu ik A IE , 3F H AT DL 23 802, 1x Al MAC #shk A () A (7] 45 & 3 b 5% ™) 4%
M ek,

7 userLoginWithOUT B F .5 11 E B T A1 802, Ix AUE A A Z b, b 8 5h 12
VR EEFE P B P 0 IR MAC B OUL B E 5 4& FECE M OUT AT .

1. 8

M AFRIBEE A F 0T R, FE 1 800 LM% Hi1,FMITA K PC M IP Phone # %



BIEEAZBRALBF— 50, 725 O FF B X 802, 1x AIEJS » & # IP Phone % H R 3¢ %
WAt . B PRI IT 4R 50T 0@ SR Al 3 O % £ 89 userLoginWithOUI, 7 M #E =t
T ¥ IP Phone 89 OUI #iNBI& & L5, 5 O 8] LL A2 8 & OUT MR MAC Hi bt (% 48 3C
Wit

2, AN E

B 12-17 PR R85 02 4 userLoginWithOUT A AR S AR E .

Authentication Server
(192.168.1.1/24
192.168.1.2/24)

GE 1/0/1

Host Switch

P 12-17 ¥ L1424 userLoginWithQUT 45 =% st %I A¢ F 46 9 [

3. BME®/R

% P ¥ 3 o 9 11 GigabitEthernet 1/0/1 33| 58l |, 2 #H L@ o RADIUS R % 2§
Xt % P 4 gEAT BHAHAGE AN SAE BT, B P S B AL AL 4 Vi 8] Internet BEUR

ZEHMEE B E R AN A M #3501 GigabitEthernet 1/0/1 40T PRl .

(1) fiF—1~802. 1x P F£&.

(2) BREZALIERE 16 ©~ OUlE, & AFRD EH—45 OUI LA H MAC s bk
JaE Pu

4 BEECTBNRE

(1) K2E RADIUS i,

D f)& 4% K radsun 8 RADIUS H ¥,

< Switch™> system-view

[Switch] radius scheme radsun

@ #®F EINIE RADIUS iR 52589 IP Hoht b 192, 168. 1. 1, i1 % RADIUS | 5% 8% 1
IP HbhE % 192.168. 1.2,

[Switch-radius-radsun] primary authentication 192.168.1.1
[Switch-radius-radsun] primary accounting 192.168.1.2

® & MIAE RADIUS fif 52869 TP H#bhk % 192, 168. 1. 2, it 3% RADIUS i % 28 9
IP H#iht & 192.168.1. 1,

 [Switch-radius-radsun] secondary authentication 192.168.1.2
[Switch-radius-radsun] secondary accounting 192.168.1.1

@ #E 5AIE RADIUS fij %5 45 3¢ 5 % SO 8900 % #5554 name.

[Switch-radius-radsun] key authentication name

R12T REBUREES
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© @& 5t % RADIUS i % 8% 3¢ B4 SO 9 /i 8 % #24 money.

[Switch-radius-radsun] key accounting money

® 128 RADIUS [IR % 2% 0 & #B 8F 8 6] 2 55, RADIUS 3 3¢ 59 38 i 35 42 0o 80 i i A (i
% 50

[Switch-radius-radsun] timer response-timeout 5
[Switch-radius-radsun] retry 5

@ & # m RADIUS R 5 8% A& 3% 5 B 3 2% 2 SC 89 Bsf 8] [B] B% 4 15min,
[Switch-radius-radsun] timer realtime-accounting 15

® BEM EEBRMA K ZRKLS RADIUS [R5 8%.

[Switch-radius-radsun] user-name-format without-domain
[Switch-radius-radsun] quit

@ BIE 4% sun B ISP B, I A HME.,
[Switch] domain sun

A0 $EE % F radsun B9 RADIUS 7y R AiZ i H F B #RiA RADIUS ¥,

[Switch-isp-sun] authentication default radius-scheme radsun
@ ®REZRISPEELATEY 30MHEP.

[Switch-isp-sun] access-limit enable 30
[Switch-isp-sun] quit

(2) EEWOEZLFEE.

O figksm 1T LIHE.

[Switch] port-security enable

@ % s A OUI{A.

[Switch] port-security oui 1234-0100-1111 index 1
[Switch] port-security oui 1234-0200-1111 index 2
[Switch] port-security oui 1234-0300-1111 index 3
[Switch] port-security oui 1234-0400-1111 index 4
[Switch] port-security oui 1234-0500-1111 index 5
[Switch] interface GigabitEthernet 1/0/1

@ i E 028N userLoginWithOUI,
[Switch-GigabitEthernet1/0/1] port-security port-mode userlogin-withoui

(3) WIFRCEHE R .
@ &HF LN radsun i RADIUS FEMEKERFH.,

<_Switch™> display radius scheme radsun
SchemeName = radsun
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Index = 0 Type = standard

Primary Auth IP = 192.168.1.1 Port = 1812 State = active
Primary Acct IP = 192.168.1.2 Port = 1813 State = active
Second Auth IP = 192.168.1.2 Port = 1812 State = active
Second Acct [P = 192.168.1.1 Port = 1813 State = active
Auth Server Encryption Key = name

Acct Server Encryption Key = money

Accounting-On packet disable, send times = 5 , interval = 3s

Interval for timeout(second) =5
Retransmission times for timeout =5

Interval for realtime accounting(minute) = 15
Retransmission times of realtime-accounting packet =5
Retransmission times of stop-accounting packet = 500
Quiet-interval (min) =5
Username f{ormat = without-domain
Data flow unit = Byte
Packet unit = one

@ HEFEZN sun M ISP WAL EEE .

< Switch™>> display domain sun
Domain = sun
State = Active
Access-limit = 30
Accounting method = Required
Default authentication scheme : radius= radsun
Default authorization scheme : local
Default accounting scheme : local
Domain User Template:
Idle-cut = Disable

Self-service = Disable

@ HARWMALLNERFEE.

<< Switch™ display port-security interface GigabitEthernet 1/0/1

Equipment port-security is enabled
Trap is disabled
Disableport Timeout: 20s

OUI value:
Index is 1, OUI value is 123401
Index is 2, OUI value is 123402
Index is 3, OUI value is 123403
Index is 4, OUI value is 123404
Index is 5, OUI value is 123405

GigabitEthernet 1/0/1 is link-up
Port mode is userLoginWithOUI
NeedToKnow mode is disabled
Intrusion Protection mode ‘is NoAction
Max MAC address number is not configured
Stored MAC address number is 0
Authorization is permitted
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@ KEZRGE WMEA 802. 1x AF ER . MATUBRZEMH LS MAC Huak$cb 1,
HATLGE N T R4 &R 802. Ix A MEA.

<Switch™ display dotlx interface GigabitEthernet 1/0/1
Equipment 802. 1x protocol is enabled
CHAP authentication is enabled

Configuration: Transmit Period 30 s, Handshake Period 15 s
Quiet Period 60 s, Quiet Period Timer is disabled
Supp Timeout 30 s, Server Timeout 100 s
The maximal retransmitting times 2

Total maximum 802. 1x user resource number is 1024 per slot
Total current used 802. 1x resource number is 1

GigabitEthernet 1/0/1 is link-up
802.1x protocol is enabled
Handshake is enabled
The port is an authenticator
Authentication Mode is Auto
Part Control Type is Mac-based
Guest VLAN: 0
Max number of on-line users is 256

EAPOL Packet: Tx 16331, Rx 102
Sent EAP Request/Identity Packets : 16316
EAP Request/Challenge Packets: 6
EAP Success Packets: 4, Fail Packets: 5
Received EAPOL Start Packets : 6
EAPOL LogOff Packets: 2
EAP Response/Identity Packets : 80
EAP Response/Challenge Packets: 6
Error Packets: 0
1. Authenticated user : MAC address: 0002-0000-0011
Controlled User(s) amount to 1

® sk, M OERF—45 OUI {HICALH MAC itk 89 Pl o, of LUBR A F iR 4
HR.

< Switch™ display mac-address interface GigabitEthernet 1/0/1

MAC ADDR VLAN ID STATE PORT INDEX AGING TIME(s)

1234-0300-0011 1 Learned GigabitEthernet 1/0/1 AGING
--- 1 mac address(es) found ---

12.5.3 #OR%£ macAddressWithRadius X B FEIES

1. =

7E ¥ 0 % 2 9 macAddressWithRadius #3F , Z B HVLH 4 303 O & £ % 0 X
A PR MAC $HEAE . A JH P QA MAC ik AE 2 J5 7 B U5 15 R 4

2, AME

B 12-18 Fr= N3 0 %4 macAddressWithRadius B B RIAC B H ME .,



B 12-18 ¥ 11 % 4 macAddressWithRadius #8580 8 B 4 R &

3. BRE®EK

% PGB O GigabitEthernet 1/0/1 8832801 |, X #eHLil 3¢ RADIUS R 4538
& P AT GHAE. WRATERSE, % P SR SR A AL 1 U5 18] Internet BRI .
LB E B E A AR P 835 0 GigabitEthernet 1/0/1 (0T BR#1.

(1) %A R P #eT

(2) TABEAHPERT—1RAIE sun, MAC sk A IERT A A Host i MAC

HHEVE R A BN,

(3) XAl it MAC AER R 3T, i A R WA HE , 2 57 B ik R ok MAC bt (9 4

3, ARE %N O 8 et
4. BESTENRE

FI2E REFHMERES

Authentication Server
(192.168.1.1/24
192.168.1.2/24)

GE

Host Switch

MAC ik TAGIE

(1) B2'® RADIUS thi¥l.
@ fIHE 4% % radsun ) RADIUS 7%,

<ZSwitch™> system-view

[Switch] radius scheme radsun

@ #® FIAIE RADIUS 452560 1P #idik 2% 192.168. 1. 1, F it % RADIUS [R5 2564

IP #iht 2 192. 168. 1. 2,

[Switch-radius-radsun] primary authentication 192.168.1.1

[Switch-radius-radsun] primary accounting 192.168.1.2

@ %8 MIANIE RADIUS fR & 2869 TP #isik 35 192, 168. 1. 2, it %% RADIUS iR 45 25 19
 IP #bhE2N 192.168.1. 1,

[Switch-radius-radsun] secondary authentication 192.168.1.2

[Switch-radius-radsun] secondary accounting 192.168.1.1

@ B 5AE RADIUS Jift % % 32 B ) SCR 9 i 85 B A% 4 name.

[Switch-radius-radsun] key authentication name

® & HE 5it% RADIUS J % 2% 3¢ B4 SCH #9 /i & % 88 money.

[Switch-radius-radsun] key accounting money

® &E RADIUS it 55 28 B 5 #8 i i 18] J 55, RADIUS 3 3C i) 48 i 2 % Y B0 i) 3 K {H

A5,

o] Ly

T

) 3
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[Switch-radius-radsun] timer response-timeout 5
[Switch-radius-radsun] retry 5

@ &M RADIUS JIR 5 4% & £ 3¢ o 31 9% 8 3C 449 54 1] (] B 25 15min,
[Switch-radius-radsun] timer realtime-accounting 15
® BEEM L BRI A WA P & &% RADIUS fiig 55 2% .

[Switch-radius-radsun] user-name-format without-domain
[Switch-radius-radsun] quit

© BIEE N sun ) ISP 3, -3 A KA.
[Switch] domain sun

@ #E £ N radsun [ RADIUS J7 %8 X%t FH P 8k RADIUS &,

[Switch-isp-sun] authentication default radius-scheme radsun
[Switch-isp-sun] quit

(2) AL o O ZERFH.
O w2 6E.

[Switch] port-security enable
@ BLE MAC #uhik A BF = Br i A9 ISP 3.

[Switch] mac-authentication domain sun

@ B O AV RS2 MAC ik 80k 64.
[Switch-GigabitEthernetl /0/1] port-security max-mac-count 64
@ BE N EL2HEA KN macAddressWithRadius,

[Switch-GigabitEthernet1/0/1] port-security port-mode mac-authentication

® EeE AE RS blockmac,

[Switch-GigabitEthernet1/0/1] port-security intrusion-mode blockmac

(3) RiFACEER.
OERMHOELHEERGE.

< Switch™> display port-security interface GigabitEthernet 1/0/1
Equipment port-security is enabled
Trap is disabled
Disableport Timeout: 20s
OUI value:
GigabitEthernet 1/0/1 is link-up
Port mode is macAddressWithRadius
NeedTeKnow mode is disabled
Intrusion Protection mode is BlockMacAddress
Max MAC address number is 64
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Stored MAC address number is 1
Authorization is permitted

. @ &FA MAC Hihk AEF 2L .

< Switch™ display mac-authentication interface GigabitEthernet 1/0/1
MAC address authentication is enabled.
User name format is MAC address, like xxxxxxxxxxxx
Fixed username: mac
Fixed password:not configured
Offline detect period is 300s
Quiet period is 60s
Server response timeout value is 100s
The max allowed user number is 1024 per slot
Current user number amounts to 1
Current domain is sun
Silent MAC User info:
MAC Addr From Port Port Index

GigabitEthernet 1/0/1 is link-up
MAC address authentication is enabled
Authenticate success: 1, failed: 0
Current online user number is 1

MAC Addr Authenticate State Auth Index
0001-3d80-2b38 MAC_AUTHENTICATOR_SUCCESS 11
Hah, BREE T AN MR blockmac, 3 #if i MACAIERM L, it 2 ABE
44, EFF B AR i MAC ik g9 3 RIE R D E 2.

12.5.4 #[O%R £ macAddressElseUserLoginSecure 3%
HARERES'

TE 4 11 %2 4 macAddressElseUserLoginSecure B =, , 3% O [8] i &k “F macAddressWithRadius
EisX#0 userLoginSecure Bz, [ B E it MAC TAIE=E 802, Ix AiEFEGFH—F2Z 5
7 BB IF % 5 (5] M 4% , {2 MAC #ihik A UF 4 55 4% K F 802. 1x tAiE. X FE 802. 1x R CH £
PEAT MAC M sibATE, %1 F 802. 1x #3305 #1T MAC HubAIE, 40 MAC bk A K M5
2H4T 802. 1x tAiE.

1. &

M AR IT e A B gk -— 2% B BE R BB 98 1 i ¥ 10 2 L8 MAC #hibA e, BE R
% 0 FBEA MAC Husik A GE XA dotlx AEMR? XHEAREBNHBR. RAHEZFEROT
P 9 4 o LR B AT AR AGE T, A TP AR K T/ER. flifil#E 0] T H3C &R 1E
FMZ)E, EHE O % 4 macAddressElseUserLoginSecure #3# 2 & 3K .

2. AMHE
B 12-19 iR b 0 % € macAddressElseUserlLoginSecure #2 7 #i B B2 B 240 W & .
3. REEXK

% j %38 3f % 0 GigabitEthernet 1/0/1 #8832 #etl b, Xl it RADIUS i % 2%
Xf % P 3w B AT B HAGE . I SRAE S B P R AL A IF Ui ] Internet FEIR .
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Authentication Server
(192.168.1.1/24
192.168.1.2/24)

B GE 1/0/1

Host Switch

M 12-19 #% 0% 4 macAddressElseUserLoginSecure #5881 £ fig & 48 (¥ B

RHHHEEEFE WA O GigabitEthernet 1/0/1 #in T g BR 4§ .

(D TUFLXLS MACUIGER P 2.

(2) R 802. 1x AP #FKIAIE, 4T MAC # bt A IE, MAC #b 41k 1A UF % W , 7 3
47 802. 1x AiE. 802. 1x P IREI R 1 14,

(3) MAC A E R BEHP AR AN BE AP ZMEBMER, ELRK MAC #iilk
IAMER] P fn 802. Ix IAIEF P S fAREE L 64 14>,

(4) RBFiEw kSRR EH MAC sl , 55 NeedToKnow $§4% .

4. BEEGEMNBE

(1) F28 RADIUS il .

@ @I 4% % radsun i RADIUS K&,

<ZSwitch™> system-view
[Switch] radius scheme radsun

@ B FIAUE RADIUS Jit 4 2869 1P #ihik 24 192, 168, 1. 1, £t 3 RADIUS R4 /1
IP #bhk % 192.168. 1. 2,

[Switch-radius-radsun] primary authentication 192.168.1.1
[Switch-radius-radsun] primary accounting 192.168.1.2

@ B MIAUE RADIUS i 4 2869 1P #ihk 2% 192, 168. 1. 2, M it %% RADIUS R 5451
IP #ihk 2% 192.168.1. 1,

[Switch-radius-radsun] secondary authentication 192.168.1.2
[Switch-radius-radsun] secondary accounting 192.168.1.1

@ 8 5iAiE RADIUS fig %5 25 3 5 38 SO # in % #8524 name,
[Switch-radius-radsun] key authentication name

©® & 51t %% RADIUS [t 45 85 3 & 30 49 n % %5 85 4 money.
[Switch-radius-radsun] key accounting money

® #'B RADIUS JIR % 28 1 & # 0 6+ 8] 2 55, RADIUS 3t 3C ) 8 it B 18 B e K
A5,

[Switch-radius-radsun] timer response-timeout 5
[Switch-radius-radsun] retry 5
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@ B E @ RADIUS R 55 28 & 3% 903 9% 48 3C 49 6 18] (8] BE 24 15min,
[Switch-radius-radsun] timer realtime-accounting 15

@ BEWLBREAKHEF 4 R %S RADIUS IR % 25,

[Switch-radius-radsun] user-name-format without-domain
[Switch-radius-radsun] quit

@ BRI A sun Y ISP 18, I AWM.
[Switch] domain sun

@ ¥ F 8 H radsun B RADIUS 77 & 0% 88 F§ 2 i Bt iA RADIUS 7.

[Switch-isp-sun] authentication default radius-scheme radsun
{Switch-isp-sun] quit

(2) FEE N O LeR.
O R O L LIGEE.

[Switch] port-security enable
@ Bc'E MAC sk DA UE F P B A A4 ISP B8,
[Switch] mac-authentication domain sun

@ BEE MACIAEM AP 28 aaa, BN 123456,

[Switch] mac-authentication user-name-format fixed account aaa password simple 123456
[Switch] interface GigabitEthernet 1/0/1

@ WEWRORFHRERKES MAC HAE ¥k 64,
[Switch-GigabitEthernetl1/0/1] port-security max-mac-count 64

® BE % 0 Z 48 A macAddressElseUserloginSecure,
[Switch-GigabitEthernet1/0/1] port-security port-mode mac-else-userlogin-secure
® ®E % NeedToKnow 3 & ntkonly,
[Switch-GigabitEthernet1/0/1] port-security ntk-mode ntkonly

(3) BRUFFRC B 255 .
O EFROIELHERENE.

<ZSwitch™> display port-security interface GigabitEthernet 1/0/1

Equipment port-security is enabled

Trap is disabled

Disableport Timeout: 20s

OUI value:

GigabitEthernet 1/0/1 is link-up
Port mode is macAddressElseUserlLoginSecure
NeedToKnow mode is NeedToKnowOnly

38,7
s o
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—

Intrusion Protection mode is NoAction
Max MAC address number is 64
Stored MAC address number is 0
Authorization is permitted

© #&EE MAC sk ikiEE &L .

< Switch> display mac-authentication interface GigabitEthernet 1/0/1
MAC address authentication is enabled.
User name format is fixed account
Fixed username:aaa
Fixed password: 123456
Offline detect period is 300s
Quiet period is 60s
Server response timeout value is 100s
The max allowed user number is 1024 per slot
Current user number amounts to 3
Current domain is sun
Silent MAC User info:
MAC Addr From Port Port Index

GigabitEthernet 1/0/1 is link-up

MAC address authentication is enabled

Authenticate success: 3, failed: 1

Current online user number is 3
MAC Addr Authenticate State Auth Index
1234-0300-0011 MAC AUTHENTICATOR_SUCCESS 13
1234-0300-0012 MAC_AUTHENTICATOR_SUCCESS 14
1234-0300-0013 MAC_AUTHENTICATOR_SUCCESS 15

@ #H 802. 1x IAIETE AL,

<ZSwitch™ display dotlx interface GigabitEthernet 1/0/1
Equipment 802. 1x protocol is enabled
CHAP authentication is enabled

Configuration: Transmit Period 30 s, Handshake Period 15 s
Quiet Period 60 s, Quiet Period Timer is disabled
Supp Timeout 30 5, Server Timeout 100 s
The maximal retransmitting times 2

EAD quick deploy configuration :
EAD timeout: 30 m

The maximum 802. 1x user resource number is 1024 per slot
Total current used 802. 1x resource number is 1
GigabitEthernet 1/0/1 is link-up

802. 1x protocol is enabled

Handshake is enabled

The port is an authenticator

Authentication Mode is Auto

Port Control Type is Mac-based

802. 1x Multicast-trigger is enabled

Guest VLAN: 0

Max number of on-line users is 256
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ol

EAPOL Packet: Tx 16331, Rx 102
Sent EAP Request/Identity Packets : 16316
EAP Request/Challenge Packets: 6
EAP Success Packets: 4, Fail Packets: 5
Received EAPOL Start Packets : 6
EAPOL LogOff Packets: 2
EAP Response/ldentity Packets : 80
EAP Response/Challenge Packets: 6
Error Packets: 0
1. Authenticated user : MAC address: 0002-0000-0011
Controlled User(s) amount to 1

A H AR E T NeedToKnow 4%, B #9 MAC Hbhb A R, 7 #% #1 £ 6 38 3C ¥
E=F.

12.6 SSH HLRYEC B I5 S

JH P8 L — A~ A BB AR UE %2 2 i) o0 4% 0 5% i 78 %% ¢ B i %5 B, SSH (Secure Shell, %2 £ 5
520 AT LUF) A 0 % AR K KA LE DY B4R & 2 (R B, SR PP & R 2 0 1P hhk 3K L 98 SO
WMEmELE.

SSH H W RRAIE .

(1) password tAHE: #| H AAA (Authentication, Authorization, Accounting, A iF . 2
B 20 3 % P S B AT IAEIE . 7 P 0 1 AR 45 88 & I password AE ISR ¥ I P 4% B9
BmEERXERTHE: REFHFZGEEMREGED AP A MBS B 3, 8 o 4 #A iE
BGERINERUEH P 2 BB a M, R FHAER s K M AE B . 0 R E RN ER
FR/ERAP BT ZWESIAE, MSELEL RS FEINERMNHE B PHET - RARF
B MERGFREHRFHELLEEIF N AEP M ERHPEREA - HELXY
R, 24 FH 48 28 1E W A9 B 0 3 B ol i A UE AR 5% 2R 9 BRIEJS . IR %5 8% A 2R Bl E R Th Y
HE.

(2) publickey IAIE: RABFEARFERINIEE P . BAT.=24& LT LA H DSA
MRSAWMAHAETLIHNFERS. EPmERXATHPE. 2HALPEEHN
publickey IAE# KA M F 5. MEBNOHH#TERHURE DRAGE MEEREX
WIEE s A, AR 5 25 HBF 2 2 % & P w7 AE IR BHAGE R S SR A A .

H3C & BEal LIfER SSH 1% P i, Al LAYE A SSH R 95 8% .

SFTP(Secure FTP) & SSH 2.0 fh Y ThiE.

SFTP #3r 7 SSH #EMEMZ b, EEGERA P A L E 2 f it &, #7300
WEA SR SRE, A ERERBETERNTSRE. Rl B FREXFEIES
S SHRE, P Al AR S E 2SR RRRRA& L #H T CHNELER.

12.6.1 & &1EH SSH ik %5 2% 3 % A password AiE R}
HHEMNEEES

1. R
MARIZEBMNIEET EADBIRFTRZ)G.1F H3IC NEELE RN LMK E LR

315, 4
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TTPEM . H3ICELLZEH M /) Al 04 i B 5 i 32 i 028 B Telnet B8 R B UEJ7
XIS P 4 MBS AR W1 SO AR e P 4 S ISR 9 5B . H3C BeER
B UG B B & R T SSH L,

2, EME

12-20 Jirn R B & HE K SSH R 45 28 3R FI password A I B i 42 70 7 8 20 R I

SSH Cli SSH Serv.
S5H Cliemt Vian-int [ SSH Server

alqz_mx_l.wm 192.168.1.40/24 @

Host Switch

Pl 12-20 BX#tFEN SSH HRE S5 883 % B password PAIE M i 8 60 B % 4 I P

3. BEEWK

aniE 12-20 Fi7R , AL Host(SSH % P ¥i) 45 Switch 37 A #h # 82, Host R fj SSH
P R B Switch b, IR ESEE B AL 4, SSH A /A % H ik iE X %
password TAIE .

4. REDSEMBEE

(1) BLE SSH M % #% Switch, 4t RSA & DSA #4%f, J558) SSH JR & 48,

<ZSwitch>> system-view

[Switch] public-key local create rsa

[Switch] public-key local create dsa
[Switch] ssh server enable

ER: ARRF B o) RSA A DSA EH R T A& SSH £ R 8546 £ 484,
© WE VLAN 80 1 # IP st , % P 0ifol o % o bt % 4% SSH iR 5525

[Switch] interface vlan-interface 1
[Switch-Vlan-interfacel] ip address 192.168.1.40 255.255.255.0
[Switch-Vlan-interfacel] quit

@ B E SSH & /- 5@ % 5% P Fm B IE Xk AAA GAGE.

[Switch] user-interface vty 0 4
[Switch-ui-vty0-4] authentication-mode scheme

@ & HE Switch i & SSH,

[ Switch-ui-vty0-4] protocol inbound ssh
[Switch-ui-vty0-4] quit

@ BYEA M AP client001, -1 & AT/ U M A A S 28590 % 3.

[Switch] local-user client001
[Switch-luser-client001] password simple aabbec
[Switch-luser-client001] service-type ssh level 3
[Switch-luser-client001] quit

® BECE SSH H ™ client001 iR % 255 % Stelnet, IAiF 77 % password AiE.
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[Switch] ssh user client001 service-type stelnet authentication-type password

(2) i E SSH % i Host,

VHE: SSH &£ P s A4 AR $,% PuTTY.OpenSSH %, A X PR L E P 35 8 4
PuTTYO0.58 4 #|,5.9 SSH & P s 64 & E # &,

B SSH RFMBHER. FTIF PuTTY. exe B2, LB AE 12-21 FFRM“SSH &

PIREEE" R M. £ Host Name(or IP address) 3L A< HE H ¥ A SSH IR % 25159 1P #y bk 2%
192, 168. 1. 40,

5% PuTTY Configuration

Category:
= Sesson & Basc options lor pous PuT TY session
i Loggng | Specily pour connection by host name or [P address
= erminal
Ke d Hast Name (o IP address) E_‘ai
Bell | 192168140 ?
Fealuies Protocot
= Window | COBaw  OTenet  CRlogin @ 5SH
‘;‘:E?::E Load, save or delele a stored session
Translation Saved Sermons
i Selection
i Colowss || Detaul Settey !
| 1= Conneclicn e [E
Data | [ Sawe
Prosy e
T et Delete
Rlagin
S6H
Fax : . on et )
i:ﬁh O Abways (O Mever (2 Only on clean et
Turnels v
E About [ Opan l Cancel

B 12-21 “SSH HF P w8 "R

7EE 12-21 &, i Open #&41. ERW A H P 4 client00]1 X% aabbee, BP Al i A
Switch FIfic & # M.

BER: A TRLH RSAEHNGEE HARS B A A L& RSA HR,

SSH % F # i i¥ publickey #= password @ #t 5 X #t fTAie X ey A F EH, R
ssh server authentication-retries 448 F & SSH # A EE XA K, TN E F #HikiE X
W, kB F SSHRF B,

12.6.2 & &1EA SSH AR % 8% 3 & A publickey A IiE GAIEZE$A
HiEARSARNABBRERS

1. &

B4, SSH # 8] UK A publickey ANTE, BRI R AIMFE AN A ERAEEFim, AFE
RHELE. MAFREXREXAT publickey JAiE.

2. AME

12-22 B ik &4 2 SSH AR % 28 3F R A publickey AiE GAME# $15 1 RSA)Bf
i i 72 A R 1

3. BEEXR

mpd 12-22 B, BiE# Host(SSH % J9¥45) 55 Switch By A% #. Host R Al SSH

5
A

by

317
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SSH Client arv
en Vlan-int 15SH Server

al‘ﬂ.lﬁ&l,ﬁﬁﬂﬁ' 192.168.1.40/24 @

Host Switch

B 12-22 Stk SSH R % 28 )F R B publickey A GAE #4955 15 0 RSA) I A4 70 /2 B 2 I

08 % B Switch b, IRIFER B E LB %L, SSH A RAMIAEF X H
publickey A , IAIERT R I B9 A L #F 4 B 35 RSA,

4. BEESEMBE

(1) Re§ SSH fR 4% 88 Switch,

@ 48 RSA & DSA #H X, )5 3h SSH IR % 2§

< Switch™ system-view

[Switch] public-key local create rsa

[Switch] public-key local create dsa
[Switch] ssh server enable

EE A ARS B4 RSA f» DSA F43T 2 £ A& SSH A Fuh b 44k,
@ FCE VLAN #:0 1 & 1P #hl, 25 7 b i i % b bk % 8 SSH R 45 28 .

[Switch] interface vlan-interface 1
[Switch-Vlan-interfacel] ip address 192.168.1.40 255.255,255.0
[Switch-Vlan-interfacel] quit

Q@ WEHAFED LERKY AAA GAE,

[Switch] user-interface vty 0 4
[Switch-ui-vty0-4] authentication-mode scheme

@ U E Switch Fig# M F &R PULH SSH,

[Switch-ui-vty0-4] protocol inbound ssh

® EEHAFRURMGSEINH 3.

[Switch-ui-vty0-4] user privilege level 3

[Switch-ui-vty0-4] quit

BR: XE2FTEAASSHEPP#ERA SSHEF &4 AR RSAFHAT , H LAY
RSA 24 A BB E L4 F, . FHr4aHidid FTP/TFTP F XA L4 2 M EF 8,4 2
H“key. pub”, MABRITALE P $69fE.

® ML key. pub HI A s HY 22485 .

[Switch] public-key peer Switch001 import sshkey key. pub

@ & SSH A 7 client002 BAIE R K publickey, 338 i A48 & Switch001,

[Switch] ssh user client002 service -type stelnet authentication-type publickey assign publickey
Switch001

(2) BCE SSH % F* ¥ Host,



RI2E REFURERS

@ 48 RSA EB#xt.

a. % P HHETT PuTTYGen. exe, 7E S ¥R H #6485 SSH-2 RSA %41, i 12-23 JiF
7~ Bl Generate #4, 4 B B E N,

- PulTY Eey Generator

File Key Conyersions Help
key
No kep.
Acliors
Generate & public/private key pail
Lot n i o
Save the gensiated key & puihbr e oty Do ey
Parameters
Type of key to generate:
(i?sfsn-a [RSA) (%) 5SH-2RSA ) 55H2D54
Murnber of bits in a generated key: 1024 ;

Bl 12-23 A lEFPREH Q)

b. 7 A 8 SRS B0 o 1R P R A4 B 3 BURR  RUAR A 3 (URR T 12-24 B mAE R BR
ROICHBR RO, FUHBREZN B R 2R3, HHTRE E™=4, A 12-24
FRE7R .

FuTTY Key Generator

File Koy Congersions Help
Eep
Flease genarate some (andomness by mowinig the mouse over the blank sres.

(T

Actions

Generate & public/private key pai
Load an ewisting private key file
Save the genesated key
Parameters

Type D’. key to generate:

Mumber of bits in a ganerated key

B 1224 HmREFMREH

319 ¥ )3'}
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c. BYHX=ATE, A 12-25 FiR, i Save public key L AR N B B SO 4
key. pub, #1i“OR 17" e 4 .

. PulTY Eey Generator

File Key Congersions Help
Key
Eublic key for pasting into OpenSSH authorized_keys fle: s
| sshrrea
ALAABINzaC1yc2EAAAABI OAAAIEAXYBHM 1mKyTEXnZ +X84LTCi22yEDSn1 26TOU

| 20C2L2YeZpwNSF 203K 70+ 2yvUnAc Tt3aiMW 1 gGBuK pBhlxPhiBmgF 1jza40 4HDI
| BASSFOHIG B 02405 5xZeMFdT kJg2Ww+3i 70K a9R G QJbA wiZyWMwDI70u/ ndhYZF

|RFk= tsarkey-20080818

Key fingerpiint: (sshesal 024 8e:555 B0: 7.3 03 9e 81:56-ed 01:c1 B carbe

Key comment [1sarkey-20060818 '

Key passphiase: |

Confim passphrase: |
Actiong

Generate a public/private key pair i_ﬁsnT‘i
Load an existing private key file | Load

Save the generated key [_Save public key } [ Save private key ]
Paiameters

Type of key to generate:

55H-1 (RSA) (=) 5SH-2 ASA () 55H-2DSA
Number of bits in a generated key: 1024

B 12-25 $:mlE P WmEHG)

d. i Save private key IR E ARG, M B & HE, SRR R EH RF R AT TR
FEMER R I 12-26 B R, Hidr Yes 34l 0 ARG X 4 K private, F 5 “4R 127
el .

. EratAEade. TE2RRE4L24
L 4ifid FTP/TFTP # X LH#F R B, T AR
FBERES,. A THEE FRaiE.,

@ /e A, LS SSH AR 55 48 (3% 3.

a. ¥TH PuTTY. exe B, HBL N A 12-27 fr 7=
WUSSH £ Ay E” F . 7 Host Name(or IP P 12-26 4k K s s (4)
address) SC A HE H i1 A SSH R & 25 /0 1P Mo ik N
192. 168. 1. 40,

b. Hid; SSH FTHEA AuthGALE) , LN E 12-28 Fi/n B AR . Sd7 Browse &4, 3
H SO SRR 0T O, R BE S IR S5 88 0 2B X R A FASH SC I private,

c. AN 12-28 /R, i Open &8 BRI A T 48 client002, B a] 3 A Switch
FEFm.

# T SSH % 7 # il i¥ publickey # password ﬁﬁ?filﬁfr‘&kﬂ""ﬁé@&ﬂ B S
g A it ssh server authentication-retries 4B H 69 SSH # A e 2R ALK, THNE F #
AR K M, £ EE K SSH RF 3.

Pu_‘r TYgen Warning

,r".' Are you sure you want to save this key I
{ e without & passphrase ko protect it7 |
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- PuTTY Configuration

Basic options for your PuT T session

{  Specity your connection by host name o IP addiess
| HostName (o IP address) Port

l192168.1 40 |12

| Protocot

OBaw  Olenet ORlogn (D 5SH
Load. save o delete & stored session

Saved Sessions
:Uelaw Settings
i Close yandaw o esxit:

O Mweays (O Never &) Oniy on chean exit

[_Geen [ comest ]

o

B 12-27

“SSH H Mimfe B " Rl

“: PuTTY Configuration

Categony

Logging
1= Tetmnal
Keyboard
Bell
Feanhzes
L= Window
Appearcnce
Behaviow
Translabon
Selection
Colours
i= Connecton
Data
Proy
Tednet
Riogin
= S5H
Foex
Augth
=1
Tunnels w

About

¢ iz Session ~l |

_ Dptions controling SSH authentication

| Aulhentication methods

[[] Attempt TIS of CryptoCard suth [SSH-1)
[¥] Attempt "keyboard-interactive’ auth [SSH-2)

Authentication palameters

[ Aliow agent forwarding :
[] Allow attempted changes of ysemame in S5H-2

Private key file for suthentication:

C \key.\;xwaie Pk |

[ open |[ coel |

A 12-28

12.6.3 & &1EH SSH & P in ¥ FK A password A iE Bt

“SSH Z P M E"RE (2

HENEEES

1, &

IT P ARACE T &K SSH IRFIFINBEZSE , v AR Z 2\ PuTTY, SecureCRT 4
FrmgRERReT. HANKRITEEIE FENRSE A H# SSH ¥ RBRE B,
XFRE ARTEMER SSHE 5, Mk ®TEAERS A LB SSH F A WHNEE.

321 4
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2. AMMEAE
A 12-29 FiR R &1ER SSH % P % 3F K A password A B (1% S 78 2 5 4 O P
SSH Server SSH Client
Vlan-int 1 Vlan-int 1
@w.ms.m.uwﬂ |(L!65.8?.[3?.-’24@
Switch B Switch A

B 12-29 @ 4&1EX SSH & P iR Al password A UE R B9 72 it B 46 ) P

3. KEEX

B 12-29 Bk, Bt B Switch A fE8 % P o, R A SSH 0% # ¥ Switch B |, SSH
F P 3R B B IAE )7 38 password AIE, i F7 8 K client001, Bk aabbec.

4. BRECETRE

(1) F2& SSH fii %5 2% Switch B,

@ 4 i RSA & DSA ##%t, 3 Jd 3 SSH it % 2% .

< SwitchB>> system-view

[SwitchB] public-key locai create rsa

[SwitchB] public-key local create dsa

[SwitchB] ssh server enable

R, ARMREEH RSA A DSA FHANE TR SSH B R éhe itk

@ ME VLAN £0 1 & 1P #iht , % P 5% 8 o iz b bk 7% 8 SSH R 4728,

[SwitchB] interface vlan-interface 1

[SwitchB-Vlan-interfacel] ip address 10.165.87.136 255.255.255.0
[SwitchB-Vlan-interfacel] quit

@ WH SSH &/ w8 M P REAAIEN A8 AAA IE.

[SwitchB] user-interface vty 0 4
[SwitchB-ui-vty0-4] authentication-mode scheme

@ # % Switch B LA ¥ Rk SSH,

[SwitchB-ui-vty0-4] protocol inbound ssh
[SwitchB-ui-vty0-4] quit

© fIEAH 7 client00],

[SwitchB] local-user client001
[SwitchB-luser-client001] password simple aabbcc
[SwitchB-luser-client001] service-type ssh level 3
[SwitchB-luser-client001] quit

® B2E SSH 7 client00]1 MR %2R K Stelnet, Ak 7 X4 password AiE.
[SwitchB] ssh user client001 service-type stelnet authentication-type password

(2) A28 SSH & /& Switch A,
@ ME VLANEDO 1 # IP #bik.
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<ZSwitchA> system-view

[SwitchA] interface vlan-interface 1

[SwitchA-Vlan-interfacel] ip address 10.165.87.137 255.255.255.0
[SwitchA-Vlan-interfacel] quit

@ BLEF P o X R 45 8% A SEAT o YOAGE .

[SwitchA] undo ssh client first-time

@ 7E% PACE SSH M % 38 50 DSA FEHLAG]. 76/ 1o 401 4 407 00 P 4 A R %5 28
CEX IV

BT, BANS AR LRIR LH RSA S48, A S SNAABRS BHRTANE
f 3% #9 E AL R AL H RSA B 415,

[SwitchA] public-key peer keyl

[SwitchA-pkey-public-key] public-key-code begin

{SwitchA' pkey-key-code] 308201B73082012C06072A8648CE3804013082011F02818100
D757262C4584C44C211F18BD46ESFO

[SwitchA-pkey-key-code]61C4F0A423F7FE6B6 B85 B34CEF72CE14AOD3AR222 FEOSBCECES
5BE6C265854889DC1EDBDI2ECEB274

[SwitchA-pkey-key-code] DASF75BA26CCBY87723602787E922BA84421F22C3C89CRBIB06
FD60FE0194 1 DDD77FE6GB12893DATE6E

[SwitchA-pkey-key-code] EBC1D128 D??FOG_’?ED? 722B5341C8506F358214B16 A2FAC4B36
8950387811C7DA33021500C773218C
[SwitchA-pkey-key-code] 737 ECS8EE993B4F2DED30F48 EDACES 15F0281810082269009E1
1EC4A74BAF2932E69D3B1F18517TADSS5

[SwitchA-pkey-key-code] 94184CCDFCEAEISEC4D5EF93133E84B47093C52B20CD35D024
92B3959EC6499625BCAFAS082E22C5

[SwitchA-pkey -key-code] B374E16DD00132CE71B020217091 AC717B612391C76C1FB2ES
8317C1BD8171D41ECBE&3E210C03CCY

[SwitchA-pkey-key-code | B32E810561C21621C73D6DAAC028F4B1585DATF42519718CC9
BOSEEF0381840002818000AF995917

[SwitchA-pkey-key-code] E1E570 A3F6B1C2411948B3B4FFA256699B3BF871221CCIC5DF
257523777TDO33BEET7FC378145F2AD

[SwitchA-pkey-key-code] D716D7DBIFCABB4 ADBF6FB4FDBOCA25C761 B308EF53009F710
1F7C62621216D5A572C379A32AC290

[SwilchA-pkey-key -code] E55B394 A217DA38B65B77F0185C8DB8095522D1 EF044B465ES
716261214A5A3B493EB66991113B2D

[SwitchA-pkey-key-code] 485348

[SwitchA-pkey-key-code] public-key-code end

[SwitchA-pkey-public-key] peer-public-key end

@ #EMR FH 2L 10.165. 87. 136 M mi 9 EHLAEH B FEH keyl,

[SwitchA] ssh client authentication server 10.165.87.136 assign publickey keyl
[SwitchA] quit

® B PR % 2% 10.165.87. 136 By SSH 43z,

< SwitchA>> ssh2 10.165.87.136
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Username: client001

Trying 10.165.87.136

Press Ctr]+ K to abort

Connected to 10.165.87.136., ..

Enter password:

A A E E R EEREEEREEEEEREEEE S R EE R R R R R R E S R R R R R R R R E R E R R R R RN

% Copyright (c¢) 2004-2007 Hangzhou H3C Tech. Co., Ltd. All rights reserved. #

* Without the owner’s prior written consent, %
# no decompiling or reverse-engineering shall be allowed.

WM W W W W M MW W W W W W MMM W I I I I N W W W WM N MM W W MMM IR M NN NN NN EER NN

< SwitchB>

12.6.4 & &1EA SSH & R % H R A publickey AIE GALE
FHEZFZ A DSARNKHNBARGEBES

1. =

IT 4 EBIIER BB & SSH & P st , o8 T iR &2, £ — R A T publickey ik
iE 77 R, FEX 75 2 F AT Rk #E RSA B DSA Rk,

2. AME
P 12-30 fTR AR 4&4E K SSH & P ¥ 3t R publickey IAUE GAIE® §15-#% 24 DSA) i
Fry S 75 g 5
SSH Server SSH Client
WVlan-int 1 Vlan-int 1
@IU.I(}S.ST,HGJ’Z‘I— 10.165.87.137/24 @
Switch B Switch A

B 12-30  E4fEN SSH % M SER A publickey INEGAEB IR B0 DSA R LR B 4 N A

3. REER _

N 12-30 Fi . Bt '8 Switch A fER & P 3%, R A SSH thil % 3 Switch B |, SSH
FH PR BIAIE ST X4 publickey AGE , IATERT R A B A L $ B 0 DSA.

4. ESENRE

(1) A2 SSH R % 88 Switch B,

@ 4% RSA K DSA 4%, 533 SSH IR554%.

< SwitchB> system-view

[SwitchB] public-key local create rsa

[SwitchB] public-key local create dsa

[SwitchB] ssh server enable

. A KRS B4 RSA v DSA F4 212 %k SSH B F o0 844,
@ BE VLAN #:0 1 # 1P Hodik , 2 /P Skl of 2t bt i #& SSH IR 55 2% .
[SwitchB] interface vlan-interface 1

[SwitchB-Vlan-interfacel] ip address 10.165.87.136 255.255.255.0
[SwitchB-Vlan-interfacel] quit

@ P& SSH & f 3 8 % A P R E MAET o8 AAA AIE,
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[SwitchB] user-interface vty 0 4
[SwitchB-ui-vty0-4] authentication-mode scheme

@ #®E Switch B Lim B A /& # ik SSH.,
[SwitchB-ui-vty0-4] protocol inbound ssh
® EERPEBUHRMGSEIN 3,

[SwitchB-ui-vty0-4] user privilege level 3

[SwitchB-ui-vty0-4] quit

W X FE Sk SSHEF AR DSA F423, 42 568 DSA A FR A /EX
Hd, XAl FTP/TFTP # X EH 5B 4 8, L4 24 key. pub, HERE
THARLEP % EE,

® M key. pub 15 AEHHAH.

[SwitchB] public-key peer Switch001 import sshkey key. pub
@ % E SSH HF client002 #9AIE 7 28 publickey, 33 & A 44 % Switch001,

[SwitchB] ssh user client002 service -type stelnet authentication-type publickey assign publickey
Switch001

(2) B¢ SSH % f %% Switch A,
@ BE VLAN£0O 1 4 1P #uht.

< SwitchA>> system-view

[SwitchA] interface vlan-interface 1

[SwitchA-Vlan-interfacel] ip address 10.165.87.137 255.255.255.0
[SwitchA-Vlan-interfacel] auit

@ 4L DSA #Ex.
[SwitchA] public-key local create dsa
@ F A HLE DSA EHL A S H BI3E E X key. pub .

[SwitchA] public-key local export dsa ssh2 key. pub
[SwitchA] quit

BR: FPRERFANTE . E2HRAG A AIHET FTP/TFTP 5 X L4 2 R 4

B, AZRBRSFBHRIESE. A THEEZPFRARE.
@ =T BR% 28 10.165. 87. 136 ) SSH .

<< SwitchA>> ssh2 10.165.87.136
Username: client002

Trying 10.165.87.136 ...

Press Ctrl+ K to abort

Connected to 10.165.87.136 ...

The Server is not authenticated. Continue? [Y/N]:y
Do you want to save the server public key? [Y/N]:n
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ﬂﬂ““***********ﬂ!ﬁ************iﬂ*********ﬁﬂNl’*********
* Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Lid. All rights reserved. »

* Without the owner’s prior written consent, *
* no decompiling or reverse-engineering shall be allowed.
**‘l‘*\""ﬂ*************'}********ﬂ'************************

= SwitchB>

12.6.5 SR IEHSFIPEAHHBAREILS

1. &

H3C 2L REB M 2 7] A CHFIR 55 88 80— 2o 1R 3 2 49 S0 DA R & F 4 6 ik
HEEN, RANE FTP MM AR, B FTP &RV LR P4 MEE, FUELR
—MBEN T2 .

AT 0 SCOHG T v, B IE R A R E B O A BRI, H3C £ 4
ERWEF KM SFTP 97 SOR G & o B 40 X fF .

2, HANE

&l 12-31 Fim A& A1E R SFTP % 7 i S AU AC B 246 A .
SFTP Server SFTP Client

Vian-int | Vian-int |
Fd{.?v'm:. 168.0.1/24 192.168.0.2/24 @
Switch B Switch A
Pl 12-31 4 4E % SFTP %/ i i ) 5 41 )
3. BREEX

nfE 12-31 fif 25, Switch A #l Switch B Z [8]# 57 SSH i 82, Switch A 28 SFTP &/
Ui B E) Switch B, 47 L HE M LA LR EHRIE. SSH HP RAHAMIAET AR
publickey IAIE , IATERT R I A SLHEH B LKA RSA, :

4. EESEMBER

(1) BCH AR % 4% Switch B.

@ AW RSA X DSA ##xf . JFJ5 8 SSH iR 55 2% .

< SwitchB> system-view

[SwitchB] public-key local create rsa

[SwitchB] public-key local create dsa
[SwitchB] ssh server c¢nahble

R AARS B RSA Ao DSA 42 T o SFTP & Rty ib S22 45,
@ A% SFTP g% 28,

[SwitchB] siip server enable
@ BB VLAN E O 1% IP st , 5 5 S 38 o i b bk 3% 482 SSH IR 5548 .

[SwitchB] interface vlan-inter{ace 1
[SwitchB-Vlan-interfacel] ip address 192.168.0.1 255.255.255.0
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[SwitchB-Vlan-interfacel] quit
@ " SSH & ¥ %M P R EAIAE X H AAA GAIE,

[SwitchB] user-interface vty 0 4
[SwitchB-ui-vty0-4] authentication-mode scheme

® B ® Switch B LB P& F ik SSH,

[SwitchB-ui-vty0-4] protocol inbound ssh

[SwitchB-ui-vty0-4] quit

PR XM E Rk SFTP A P 34 2 RSA F40F, 8 £ 8 #) RSA AR A8 45 %
LA, AL i@ L FTP/TFTP 5 X L4322 R £ 8, L+ 2 % pubkey, HXBRE
THALE P mtiE.,

® MICHF pubkey 3 AIE s BI A5 .

[SwitchB] public-key peer Switch001 import sshkey pubkey

@ & SSH AP client001 [ R % 2% SFTP, AiE 34 publickey, 3 #5220 H
Switch001, TYEHFEN cf:/.

[SwitchB] ssh user client001 service -type sitp authentication-type publickey assign publickey
Switch001 work directory ef : /

(2) BCH % P ¥ Switch A,
@ ME VLAN L1 4 IP ik,

< SwitchA™> system-view

[SwitchA] interface vlan-interface 1

[SwitchA-Vlan-interfacel] ip address 19’2, 168.0.2 255.255.255.0
[SwitchA-Vlan-interfacel] quit

@ 4 RSA X,
[SwitchA] public-key local create rsa

@ WA RLH RSA EHLASF H B4 & X pubkey 1,

[SwitchA] public-key local export rsa ssh2 pubkey
[SwitchA] quit

W Er AR THASE, TEARAHAALH B FTP/TFTP # X L4 3R
B.HEABRSEHRES. T THEE P HARE.,
@ Himft SFTP IR& 258 v & # , i A SFTP Client #1H] .

< SwitchAZ> sftp 192.168.0.1

Input Username: client001

Trying 192.168.0.1 ...

Press Ctrl+ K to abort

Connected to 192.168.0.1 ...

The Server is not authenticated. Continue? [Y/N]:y
Do you want to save the server public key? [Y/N]:n
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sftp-client>

©® R MRS 2% 00 2480 B 5% M BR S 2, SRR 2 0k B SR B BRI

sfip-client™> dir

-rwxrwxrwx 1 noone nogroup 1759 Aug 23 06:52 config. cfg
-rwxrwxrwx 1 noone nogroup 225 Aug 24 08:01 pubkey2
-rwxrwxrwx 1 noone nogroup 283 Aug 24 07:39 pubkeyl
drwxrwxrwx 1 noone nogroup 0 Sep 01 06:22 new
-rwxrwxrwx 1 noone nogroup 225 Sep 01 06:55 pub
STWAIWXTWX 1 noone nogroup 0 Sep 01 08:00 =

sftp-client™ delete z

The following files will be deleted:

/z

Are you sure to delete it? [Y/N]:y

This operation may take a long time. Please wait. . .
File successfully Removed

sftp-client> dir

-rwXrwxrwx 1 noone nogroup 1759 Aug 23 06:52 config.clg
-rwxrwxrwx 1 noone nogroup 225 Aug 24 08:01 pubkey2
-rwxrwxrwx 1 noone nogroup 283 Aug 24 07:39 pubkeyl
drwxrwxrwx 1 noone nogroup 0 Sep 01 06:22 new
-rwxrwXxrwx 1 noone nogroup 225 Sep 01 06:55 pub

® i1 HFE newl , HRAH A RREAER .,

sftp-client™ mkdir newl
Success

New directory created
sitp-client> dir

-rwxrwxrwx 1 noone nogroup 1759 Aug 23 06:52 config. clg
-rwxrwxrwx 1 noone nogroup 225 Aug 24 08:01 pubkey2
-rwxrwxrwx 1 noone nogroup 283 Aug 24 07:39 pubkeyl
drwxrwxrwx 1 noone nogroup 0 Sep 01 06:22 new
-rwxrwxrwx 1 noone nogroup 225 Sep 01 06:55 pub
drwxrwxrwx 1 noone nogroup 0 Sep 02 06:30 newl

@ ¥ HFEL newl BHH new2 JFFEFRBEL R

sftp-client™ rename newl new2
Success

File successfully renamed
sftp-client== dir

-rwxrwxrwx 1 noone nogroup 1759 Aug 23 06:52 config.clg
-rwxrwxrwx 1 noone nogroup 225 Aug 24 08:01 pubkey2
-rwxrwxrwx 1 noone nogroup 283 Aug 24 07:39 pubkeyl
drwxrwxrwx 1 noone nogroup 0 Sep 01 06:22 new
-rwxrwxrwx 1 noone nogroup 225 Sep 01 06:55 pub
drwxrwxrwx 1 noone nogroup 0 Sep 02 06:33 new?2

® MR %28 E T3 pubkey? BlAih, I E 4K public.
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sftp-client™ get pubkey2 public
Remote file:/pubkey2 ---> Local file: public
Downloading file successfully ended

© KAMIH pu EAEBIMRSE L HER puk, HAE LERERD,

sfip-client> put pu puk

Local file:pu --->> Remote file: /puk

Uploading file successfully ended
sftp-client>> dir

-TwXrwxrwx 1 noone
“IWXIWXIWX 1 noone
-rwxrwxrwx 1 noone
drwxrwxrwx 1 noone
drwxrwxrwx 1 noone
-rwxrwxrwx 1 noone
“TWXI'WXTWX 1 noone
sftp-client™

@ B H SFTP,

sftp-client> quit

Bye

Connection closed.

<ZSwitchA>

nogroup 1759 Aug 23 06:52 config. cfg
nNOgroup 225 Aug 24 08:01 pubkey2
nogroup 283 Aug 24 07:39 pubkeyl
nogroup 0 Sep 01 06:22 new
nogroup 0 Sep 02 06:33 new?2
nogroup 283 Sep 02 06:35 pub
nogroup 283 Sep 02 06:36 puk

12.6.6 BRIEHSFIPRESEBHAREIES

1. %

H3C & RMT LI4EXN SFTP Z ¥, th o] AYE N SFTP R & #F . B bl LAk
BVEHSFTPIR S 8. PC EHIEN SFTPE AR EEN R ZSIRM T HFRAL B HF L&

A
2. AMME

B 12-32 FRR A& 1ER SFTP RS S AR H A MK .

3. RE®EXR

SFTP Client SFTP Server
Vlan-int 1
‘92_ 168.1.56/24  192.168.1.45/24 @
Host Switch

M 12-32 BEENSFTP RFE[/AREEAME

WnpE 12-32 ff 7, Host #1 Switch 22 (B @t 57 SSH % 3%, Host 4 i SFTP & F 55 % % 3
Switch, #E47 B B A SO S XS 8E, P &K client002, SN aabbee,

4. EESBENRE

(1) A& SFTP IR 45 %% Switch,

@ 4L RSA K DSA % &%+, 3 /5 30 SSH R %5 4% .
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< Switch™>> system-view

[Switch] public-key local create rsa
[Switch] public-key local create dsa
[Switch] ssh server enable

EE: A ARAME B4 RSA # DSA F4H 254K SFTP B F 644234,
@ Jazh SFTP iR %58,

[Switch] sltp server enable
@ ME VLAN O 10 IP #iht , % P 5l o i ik 3% 88 SSH IR %5 8% .

[Switch] interface vlan-interface 1
[Switch-Vlan-interfacel] ip address 192, 168.1.45 255.255.255.0
[Switch-Vlan-interfacel] quit

@ $XHE SSH &/ 4m 8 & H P F i 69AE T 8 AAA AGE.

[Switch] user-interface vty 0 4
[Switch-ui-vty0-4] authentication-mode scheme

@ wHE Switch LB P E RN SSH.,

[Switch-ui-vty0-4] protocol inbound ssh
[Switch-ui-vty0-4] quit

©® |IEAHAHF client002,

{Switch] local-user client002
ISwitch-luser-client002] password simple aabbce
[Switch-luser-client002] service-type ssh
[Switch-luser-client002] quit

@ BE SSH F FiAE 7 & K password, it $ 484 SFTP,

[Switch] ssh user clien1002 service-type sftp authentication-type password

(2) B2 SFTP % 2 i Host,

ViBA

O SFTPE P AR S . KB FAE P44 PuTTYO0. 58 'F & PSFTP 24 #1,
WA SFTP E P amth B E 7 k.

@ PSFTP R ¥ # password ik iE, & ¥ # publickey iAiE,

B35 SFTP iR &5 . FTIF psftp. exe BFF, B NAE 12-33 fiR @ SFTP F P
W RRE. WMANTHS:

open 192.168.1.45

HRBEFH AT P4 client002, B aabbec, B a] &% SFTP R % 3% .
D#E&HASFTPRFEN ., AINGAEA—AA P25 F SFTP REF B, R A
WinSCP 4% SFTP £ P4, WA Z AR BHERFBLAIH . EX2RXAFREB L LH
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-name” to connect

once, without

to abandon the

sword:

B 12-33 SFTP &P G2 R E

TRE A, EAREAELAINRSFEN T XN ERANLHNHE.
@ SSH A p ey 4 £ AR E A sltp &4 all,
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13.1 DLDP IR EIE S

FELFRAMT, A& BRI BR R (B E) . Friffmetss, 2
8 245 3 B 2 AT LA i 6 B R S xR K Y 4R 3T, 1EL X S R A S B i B A 1 A O R
. PAERSTIE—-RIEE, WA NI ER RS,

PASBEF S il O M BEBR AP A PR KB . — PR EA R XMk H--F R REGF K%
B R WiEg. B 13- 1 PRNKEARA LA BEROER, B 132 P F LRI R —
FIE R EER—ROCLT WO .

Device A Device A
IGE 1/1/1 GE 1/1/2 IGE 1/1/1 GE 1/1/2
i
! GE 1/ E 1/1/1
GE 1/111 Device B 1/2 GE 1/ Device B GE 1/1/2
[ pc ] [_rc ]
A 131 XFEXESE B 132 —RIeH REEE—RICLTH

DLDP(Device Link Detection Protocol, ¥ £ & B £ W P53 ) BT L4 W 355 ¢ &5 5% 46 jl 0 &F
BHMHERRA., MBERMAMBBEL.DLDP 2BEHAERE, s XAENHAF
3 AR 2 3 11, LA B 1k PO 4% o) B 09 % 4

DLDP & B EHN, ES5WEEHNHE TARKERSHERRE. WEBRKA
S S HLE AT P EAE B A B A9 R I ; DLDP #E47 % ¥ 5 45 B9 1R 50 . 88 ) % BR 48 51 0
XA EROF T, HEMBE T/ TURRAMXHHHEMERA B mERE. mBEH
BHmAEYEEEMTIERN T/.DLDP £ 64 BERN X EBRET FRERE . FRE
0] LA IE W 332 B 30, X AR R 6Bl it A s AL SE 8L .

1. B8]

M 28R IT BRI E 7 —4#t H3C LUK M3 ¥ bl , f W 4% 8 2 51 0 3 b aX e it
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BHATHNHEENRE.

B E BRI EE AT B, AL AN, EREFALHR L HRE
DLDP,
2, A4MME
B 13-3 fit/n 2k DLDP St RYAC B R & A,
i 3. REER
PP W 133 For AR E RN T H AL SWA A
SWA sws SWBRACE DLDP, HHM B ERESRESPIFIEKR. 4
B 13-3 DLDP i % g DLDP K s m e, s P m s R MY AR
IEBREBEE 5 , ¥ E 3 DLDP Down [ %1 .
4. BRI ENEE
(1) 7EA##Hl SWA |-B % DLDP.
@ 7E¥%% 1 GigabitEthernet 1/0/50 % GigabitEthernet 1/0/51 {#if DLDP ZhfE.
<_SWAT>system-view
[SWA]interface gigabitethernet 1/0/50
[SWA-GigabitEthernet1/0/50] dldp enable
[SWA-GigabitEthernet1/0/50] quit
[SWA]interface gigabitethernet 1/0/51

[SWA-GigabitEthernet1/0/51] dldp enable
[SWA-GigabitEthernetl/0/51] quit

@ W &% Advertisement 3 SC A (] (5] B & 6.
[SWA]dldp interval 6

@ ALE DelayDown 3 it 25 i) & B B [B] 2 2s.
[SWAldldp delaydown-timer 2

@ B2#& DLDP i TAEBE K 3w X

[SWAJdldp work-mode enhance

© BCE % P08 () 4 B U i 1 B9 6 PABE R O B,
[SWAldldp unidirectional-shutdown auto

® 4 Jaflifit DLDP zhfi.

[SWA]dldp enable

(2) EXZHHL SWB LAE DLDP. SWB F#ARLE 5 SWA FHRE RSB, AR
¥R,

(3) ¥ DLDP Kl i S m 68 B J5 , ZE #e bl L & F/ DLDP RE.

7 SWA + 8% DLDP REHFE:

[SWA] display dldp
DLDP global status : enable
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DLDP interval : 6s

DLDP work-mode : enhance

DLDP authentication-mode : none
DLDP unidirectional-shutdown : auto
DLDP delaydown-timer : 2s

The number of enabled ports is 2.

Interface GigabitEthernet 1/0/50
DLDP port state : disable

DLDP link state : down

The neighbor number of the port is 0.

Interface GigabitEthernet 1/0/51
DLDP port state : disable

DLDP link state : down

The neighbor number of the port is 0.

MR BRIEEALLEH, % 0 GigabitEthernet 1/0/50 #1 GigabitEthernet 1/0/51 3§
# A Disable R %5 B & Bk A 39 2 Down, % DLDP £33 B4 35 O 82 8] T 88 5 45 3%
B E S s XA .

(4) ¥MEANREHREENT G . FELHILSWA . SWB 1 H gt DLDP Down 35 L1 .

[SWA]dldp reset

[SWB]dldp reset

WoR: EHBALBHHLT . DLDP REH4R, RA L4848 /5, DLDP # fe 4 2l
3 sk 35, B ph 218 §E DLDP = 37, 403 4837 £ 4F A M W &,

RAEELBA# oy DLDP A T, 4 4 2 3 DLDP s 4, iE ¥ ik X DLDP
WX,

dldp interval #- 4~ F & of 1) 18 K& f2 3% ) T STP dc &k jd) 85 1/3. o RE L et A K
X, DIDPASH AN EHHBOH A TLEASTP A%, FHLESEEL22E R KT E A
RANLEHES, TREAKEABBRATHA; PREIH N KE, 2 M WP EGIR
¥ . B, stut R R A BUR R KA,

13.2 VRRP HLRIN B {5 T

WME 13-4 fiREE R -MENEOTE LR E - FHEREMNURER T —BMR
AR . 30L& A At B 3R SORF 8 i BRI B R LI 36, FF h MR HEAT 2 I TAT 56 2R
FHL S AR LS . 2R 06 e A B R, A B B P9 i A LA ) 36 Sk RO B el 9 EDLH G
25 SMEB R %EE .

BABAIA W ERERS T HEBAEMRAMNXEERE TRSMBELEE
SR, M8 0 PR 56 R R RS R 4 AT SR R L B, M B £ 7 4 1T 22 1] E AT 0 B K AR
Sk T B R 144 )

VRRP( Virtual Router Redundancy Protocol , B2 $l 2% 1 28 77 4% B 350 ) 85 7T LA 2R $8 39 2 2
BERYBS h BRI A B & dlh . JE R — & BB h 25, 1 VRRP p9 3% 26 L 1 2k & B & % il 3%
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i

Host A

Network

¢

Host B Gateway

i

Host C

13-4 REMAMyE

ARG AT 5, R R A 9 £ AL R TR M AU B e AR A R RRA IS .

VRRP B EMHBUERGAIREMEN, AT ENNEE. ERAEZHEET
HERE N By R R (I AR R o, i B VRRP BEFER & B & Bl IR R/ TR MR
AR B , A 2808k G 5 — B B A A B IR 465 o B 4 TR R T SC A0 4 e Bh 2 B el B UL B e R
AL FREFE.

VRRP #5C84 VRRPv2 #1 VRRPv3 B4 ffiiA . HH, VRRPv2 & T IPv4, VRRPv3
T IPv6, WA M VRRP ZEREL B LR B A KA, A R 7 IPva B & L F1 IPv6 4%
LA SRR,

13.2.1 EFIPVAy VRRP A ENHHBBRSTIES

1. %

M AN AR 2R ROt S B Ak 55, BEOR A I 4% ik R ), AR 95 8% 45¢ 1k e . 5[]
ABEKT 10s. HFUEFRIT HEPIPITANA LEALRZBRYL LB VRRP, LR IR %
BRXH R AR,

2. HFME

P 13-5 i hET IPvde ) VRRP & AR E R EH.

Virtual 1P address:
202 38.160.111/24

Vlan-int 2
202.38.160.1/24 .
=2 -:_'§+ Vlan-int 3

Switch A

203.2.3.1/24

Host A Host B
DL/ Vlan-int 2

202.38.160.2/24

B 135 XFIPvify VRRP B &NERBERER

| 335_. ;_.:
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3. REER _

g 13-4 FT7R . PR B 51 X R4 E B X L SWA 71 SWB AL VRRP., M&H
BRAERESAE ANV ERS: Host A FE 0 Internet | Y Host B, Host A B33RiA
B33k 202, 38.160. 111/24; ¥4 Switch A IE % T 4EfT, Host A % 3% % Host B 8948 0@ T
Switch A ¥ % ; 24 Switch A H M BEAt, Host A % 3% # Host B A9 4R 3 ifi i3 Switch B
HE.

4. BREIBRNRE

(1) fE3E#HYL SWA LEE VRRP,

© REE VLAN 2,

< SWAZ>system-view -

[SWA]vlan 2

[SWA-V]&HZJ port Ethernet 1/0/6

[SWA-vlan2]quit

[SWA]interface Vlan-interiace 2
[SWA-Vlan-interface2]ip address 202.38.160.1 255.255.255.0

@ flE —4 VRRP &{r4 1.

[SWA-Vlan-interfaceZ] verp vrid 1 virtual-ip 202.38.160.111

@ BN A ZE VRRP &4r4 1 P,
[SWA-Vlan-interfaceZ] vrrp vrid 1 priority 110

@ PE Switch A TAEFER 5773, # 4 ZEB i 8] 3y 5.,
[SWA-Vlan-interface2] vrrp vrid 1 preempt-mode timer delay 5

(2) #EAE#HA, SWB FheE VRRP,
@ fic® VLAN 2,

[SWB]vlan 2

[SWB-Vlan2] port Ethernet 1/0/6

[SWB-Vlan2] quit

[SWREB]interface Vlan-interface 2

[SWB-Vlan-interfaceZ]ip address 202.38.160.2 255.255.255.0

@ flg—4 VRRP &4 1,

[SWB-Vlan-interface2] vrrp vrid 1 virtual-ip 202.38.160.111

@ @B HYL B VRRP &4 1 Py ksk.
[SWB-Vlan-interface2] vrrp vrid 1 priority 100

@ B Switch B THELEH di 2, 31 LB E] K Ss.
[SWB-Vlan-interface2] vrrp vrid 1 preempt-mode timer delay 5

(3) BBERE, TIUELLY SWA . SWB L, display vrrp & AR EFH
R,
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[SWA]display vrrp verbose
IPv4 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC
Total number of virtual routers : 1

Interface Vlan-interface 2

VRID o | Adver Timer : 1
Admin Status : Up State : Master
Config Pri : 110 Running Pri : 110
Preempt Mode : Yes Delay Time i 5
Auth Type : None

Virtual IP : 202.38.160.111

Virtual MAC : D000-5e00-0101

Master IP : 202.38.160.1

[SWRB] display vrrp verbose
1Pv4 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC
Total number of virtual routers : 1

Interface Vlan-interface 2

VRID : Adver Timer : 1
Admin Status : Up State : Backup
Config Pri : 100 Running Pri : 100
Preempt Mode : Yes Delay Time : 5
Auth Type : None

Virtual IP : 202.38.160.111

Master IP : 202.38.160.1

MERBREBATUE R, EXELRF,Switch A {7 &M RAE, X% Switch A ¥
o B S EE T , Switch B EETM MR, RER LA EME Switch AKE T
fEJG BB 4k 2 L 5 Master 4748 B ¢ 49 BRBE .

BE: ZAHAT.&on1iabFX, 658 E8R% 0s,

2t F Bl —A4 VRRP &6 i , L MRIESENUEMB TEG P A H . HAE
e E s i Beh 1P sbnt ot B A S feikiE F X R4 —H,

13.2.2 EFIPv4a i VRRP K ENHBMREIES

1. &

R FMETEP SR, METHR ZEN YR HRYLER 178 AEE O IS,
VRRP &4 LA FITEREO MK, NRZZBILEIE LT Master RE ST
BR8P Y L K 5 [R) S BB R 4%

4% PR A FE AT A O A e WL B A VRRP SR D1 Th BB, VRRP M ¥R O T BB
HHF Y T T Backup 8B ALY & 63 T BE , B O AB 75 45 40 41 B £ 69 86 17 4 B0 ik e i 2 it
HOYThEE, A REAES BB I O (N EfT MM E O AA &R ThE. 24
PURMEEED Down B, A X M EDO WL R LR S B RE—DEME(Value-

(237 4
o :/



L338)  HICHAMZ B AN EES

reduced) , 115 & 4y Al Y HAB R HAL MR B R TR ZHILOE AR, UELBRER S
HIZ B L AE N Master, R RE S .

2. AME

B 13-6 FfR A ETF IPvd ) VRRP Ml E N AR S REE.

Virtual IP address:
202.38.160.111/24

Vlan-int 2

202.38.160.1/24 @ )
Vlan-int 3
Switch A 203.2.3.1/24

.:{u__z;}s_mo_sm

Host A Vlan-int 2

202.38.160.2/24

g

Switch B

B 13-6 2T IPv4 @9 VRRP W 1 s R AL B /n B A

3. BRE®R

P 13-6 fras, B 45 BB 5 AP A B p 35 bl SWA FI SWB BB VRRP, M E MR
TR A E AR T A E K Host A T ZE i/ /nl Internet | # Host B, Host A ) BR1A BG4
202. 38.160.111/24; Switch A #l Switch B & FHE$l IP #i 4l 35 202. 38. 160. 111 {4 1;
W Switch A IE# T{ERT, Host A %1545 Host B B 30 i Switch A ¥ % ; X4 Switch A E#
Internet ) VLAN 3: 0 3 AR] Fif}, Host A &% 4 Host B fy$i 30#i i Switch B¥ %

4. BETENBERE

(1) 7fEAE#H:4L SWA FE®E VRRP EFF/8 VRRP MHiEEOThEE.

@ BE® VLAN 2,

< SWAZ=system-view

[SWA]vlan 2

[SWA-vlanZ] port Ethernet 1/0/6

[SW A-vlan2] quit

[SWAlinterface Vlan-interface 2
[SWA-Vlan-interface2]ip address 202.38.160.1 255.255.255.0

@ g —1 VRRP &4r4 1.

[SWA-Vlan-interface2] vrrp vrid 1 virtual-ip 202.38.160.111

@ WELHYL A7 VRRP #4148 1 PRIREL.
[SWA-Vlan-interface2] vrrp vrid 1 priority 110

@ W B Switch A TAELEH LK, 3 4 R BE D 5s.

[SWA-Vlan-interface2] vrrp vrid 1 preempt-mode timer delay 5
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® W® Switch A EWHTHED,
[SWA-Vlan-interfaceZ] vrrp vrid 1 track interface Vlan-interface 3 reduced 30

(2) f£EX#HL SWB i E VRRP,
@ #E VLAN 2,

[SWE]vlan 2

[SWB-Vlan2] port Ethernet 1/0/6
[SWB-Vlan2] quit

[SWB]interface Vlan-interface 2
[SWB-Vlan-interface2]ip address 202.38.160.2 255.255.255.0

@ Gl —/ VRRP &4 1,

[SWB-Vlan-interface2] vrrp vrid 1 virtual-ip 202. 38. 160.111

@ WEAZHY. B VRRP £4y4 1 hpfhses.

[SWB-Vlan-interface2] vrrp vrid 1 priority 100

@ B E Switch B TAEFEH 5 7 =, 38 & R B[] W S,

[SWB-Vlan-interface2] vrrp vrid 1 preempt-mode timer delay 5

(3) ERME 7T LAEZ Bt SWA .SWB +i#iif display virp i S AR B/EWE R,

[SWA] display vrrp verbose
IPv4 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC
Total number of virtual routers : 1
Interface Vlan-interface 2

VRID : 1 Adver Timer : 5
Admin Status : Up State : Master
Config Pri : 110 Running Pri : 110
Preempt Mode : Yes Delay Time : 0
Auth Type : Simple Key : hello
Virtual IP : 202.38.160.111
Virtual MAC : 0000-5e00-0101
Master IP : 202.38.160.1
VRRP Track Information:
Track Interface : Vlan 3 State : Up Pri Reduced : 30

[SWB] display vrrp verbose
IPv4 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC
Total number of virtual routers : 1
Interface Vlan-interface 2
VRID : 1 Adver Timer : 5
Admin Status + Up State : Backup
Config Pri : 100 Running Pri  : 100
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Preempt Mode : Yes Delay Time : 0
Auth Type : Simple Key : hello
Virtual IP : 202.38.160.111

Master IP : 202.38.160.1

M ERBRGERTUEH, EHER T ,Switch AT M EMBIRE. X4 Switch A f98
0 Vlan-interface 3 A8 i}, Switch A B {E 559 B K 30, K F Switch B {f #:4% , Switch B
B R Master {7 R X MWERAE; ¥ Switch A B O Vlan-interface 3 K& TS,
Switch A BE#E4ELE ALK Master 178 RIS BARE .

BAR: RAH PR AAEZ A BRI TR oOHERE,

EHAPAREERE D, £ L/ Trunk # o 2.k VRRP & 448 B 4038 o Ff 2t
J &5 VLAN i,

BBAREHESET Down EAH Up B. A &N K ABRK S AZIKRE,

RPpEREMKAELEAREN, TERARBIKENKE LA LEM AN AT RILAHHKL
BB, AR E A A A L T BRPUHEGE A Master LB,

13.2.3 EFIPvA Y VRRP S &N HAHBREIES

1. 8

VRRP B&HATHBSLET, EF W T Backup 388 HLA ¥ & B W, A 74 F
MWLM BE /1. 8 T8 % Backup ZHMHLINE, MEBTHAREMSAH VRRP &0 41
ik, it VRRP Z &4 R4 M, B4 LI VRRP M i i 0 HINEE.

2. AME

A 13-7 iR 3 F IPvd (1 VRRP S/ A BUEZEREH.

Virtual [Pv6 address 1:
FEBO::10
Vian-int 2 Switch A
FE80::1
Vlan-int 3

VLAN 2

Gateway:FE80::10

VLAN 3

Gateway:FE90::10 ~ Vla;‘l‘—ilﬂ 3
FE90:2  Swich B
Virtual 1Pv6 address 2:
FE90::10

& 13-7 XF IPv4 #Y VRRP 4 M AAEBERERE

3. BESER

NP 13-7 fras , 9045 8 5 52 X R AT S B A 22 WL SWA Fi1 SWB BC & 1Pv6 VRRP. M
SRR ERESREBABMNERA: VLAN 2 HEPLHIRIAMEN 1::10/64; VLAN 3
A EHLAYER AR 2K 2.:10/64; Switch A #1 Switch B [6] B J& F g #£1 TPv6 Mtk %y 1:.10/64,
FE80::10 B %&fy4l 1 FI@ L 1Pv6 Hisik X 2..10/64 .FE90. .10 (4% A 2; feffrd 14
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Switch A BILSER B T Switch B, fE4 341 2 'T‘ Switch B 842 & T Switch A, M\ T i
if VLAN 2 #l VLAN 3 g 89 E L4 938 if Switch A 1 Switch B {5, 4 Switch A =
Switch B th SUABERS , EHLAT LUE o 575 — & B & 29640 15 , Sl 15 P T .

4, BREZSEMBE

(1) fFEAZ#YL SWA FidHE [Pvée VRRP,

@ fig'® VLAN 2,

<< SWA =>system-view

[SWA]ipvé

[SWA]vlan 2

[SWA-vlan2] port Ethernet 1/0/5

[SW A-vlan2] quit

. [SWA]interface Vlan-interface 2

[SWA-Vlan-interface?|ipv6 address fe80::1 link-local
[SWA-Vlan-interface2]ipv6 address 1::1 64

@ fIE—4 VRRP &4r4 1.

[SWA-Vlan-interface2] vrrp vrid 1 virtual-ip 202.38.160.100
@ HEXZHY AL VRRP &34 1 PRI AEL.
[SWA-Vlan-interface2] vrrp vrid 1 priority 110

@ W’ VLAN 3,

[SWA]vlan 3

[SWA-vlan3] port Ethernet 1/0/6

[SW A-vlan3] quit

[SWA]interface vlan-interface 3

[SWA-Vlan-interface3]ip address 202.38.160.130 255.255.255.128

® fig--4 VRRP & 44 2.
[SWA-Vlan-interface3]vrrp vrid 2 virtual-ip 202.38.160.200
® BB AHZNL A VRRP 434 2 PRI,

[SWA Vlan-interface3] vrrp vrid 1 priority 100

(2) fEZHY SWB FE'H VRRP.
@ fic® VLAN 2,

< SWB>>system-view

[SWB]vlan 2

[SWB-vlanZ] port Ethernet 1/0/5

[SWB-vlan2] quit

[SWR]interface Vlan-interface 2

[SWB-Vlan-interface2]ip address 202.38.160.2 255.255.255.128

@ fE— VRRP &{p4 1,

[SWB-Vlan-interface2] vrrp vrid 1 virtual-ip 202.38.160.100
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@ HEZMHL B VRRP &4 1 k.
[SWB-Vlan-interface2] vrrp vrid 1 priority 100

@ ELE VLAN 3,

[SWB]vlan 3

[SWB-vlan3] port Ethernet 1/0/6

[SWB-vlan3] quit

[SWB]interface vlan-interface 3

[SWB-Vlan-inter(ace3]ip address 202.38.160.131 255.255.255.128

® @8 —1 VRRP &4 2,
[SWB-Vlan-interface3]vrrp vrid 2 virtual-ip 202. 38.160. 200
WELHYL A £ VRRP &4 2 #a9iE A%,

[SWB-Vlan-interface3] vrrp vrid 2 priority 110
(3) MEETEAE 7T AFERRHAL SWA (SWB i it display virp i 4 BB R EEMNER.

[SWA] display vrrp verbose
IPv4 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC
Total number of virtual routers : 2
Interface Vlan-interface 2

VRID =1 Adver Timer : 1
Admin Status : Up State : Master
Config Pri : 110 Running Pri  : 110
Preempt Mode : Yes Delay Time : 0
Auth Type : None
Virtual IP : 202.38.160.100
Virtual MAC : 0000-5e00-0101
Master [P : 202.38.160.1

Interface Vlan-interface 3
VRID : s 2 Adver Timer : 1
Admin Status : Up State : Backup
Config Pri : 100 Running Pri  : 100
Preempt Mode : Yes Delay Time 0
Auth Type : None
Virtual 1P : 202.38.160.200
Master 1P : 202.38.160.131

[SWR] display vrrp verbose

IPv4 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC

Total number of virtual routers : 2

Interface Vlan-interface 2

VRID : 1 Adver Timer : 1
Admin Status : Up State : Backup



Config Pri : 100

Preempt Mode : Yes

Auth Type : None

Virtual IP : 202.3R8.160.100

Master IP : 202.38.160.1
Interface Vlan-interface 3

VRID : 2

Admin Status : Up

Config Pri : 110

Preempt Mode : Yes

Auth Type : None

Virtual IP : 202.38.160.200

Virtual MAC : 0000-5e00-0102

Master TP : 202.38.160.131

Running Pri
Delay Time

Adver Timer
State
Running Pri
Delay Time

FI3E TRIMREES

: 100

ek

: Master
: 110

: 0

MERBREBATUEFEH, EFHFR T, ZELZ604 1 4 Switch A Jy Master 288 #1,
Switch B 3 Backup 32 #: 41, Bt A W 36 35 202, 38. 160. 100/25 (9 L@ i Switch A if A
Internet; {4 2 tf Switch A & Backup ZZ#2#L,Switch B 2 Master 8341, BRINFI X KR
202. 38. 160. 200/25 ) E LB i Switch B ijj[5] Internet. '

BT RAATHXAEARANIHNLIGEINBERAFEE, 258 Backup B &
HEMERFTEBR A EREHB, FFEXAHER, TUHBLHF VRRP i 448 Loy L2 o

B ) R s K Ao i B e & E R Ry a6 bk R M

13.2.4 EFIPv6 ¥y VRRP A& H AR BIES

1. W&

M A A & FE R 4 B AT TPve Bl , BT AR P A 32 bl b Js 2 T IPv6 19 VRRP,

2, ANE

B 13-8 fF R NIETF IPv6 fp VRRP A& 4L RIF B REA.

Vlan-int 2
FE80::1 ‘_é.,

Switch A

Gateway:
FEBO:10

Host A

Vlan-int 2 BN
FE80:2 '

Switch B

Virtual IPv6 address:
FE80::10

Host B

B 13-8 #F IPv6 f9 VRRP REHRHAMNBRBEREN

3. BEER

P 13-8 BT, P 4% 8 F 6y X R 4F i EE i S bl SWA i SWB BLE M T IPv6 9

VRRP., 4% 2 R BRI A E LB MERSA . Host A FEVil Internet F# Host B, |

Host A B8RiARI %% FE80,.10, Switch A 1 Switch B J& F gl IPv6 #iht % FE80::10

o
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BIEME 1. 24 Switch A IEH# T#EHt, Host A %% %4 Host B iR 30 1T Switch A # %,
% Switch A HHL#BEET, Host A & 3% % Host B {48 SCifi i Switch B %,

4. RESEOME

(1) ERXBYL SWA EEE AT IPv6 ) VRRP,

@ A#® VLAN 2,

< SWA>system-view

[SWA]ipv6

[SWA]vlan 2

[SWA-vlan2]port Ethernet 1/0/6

[SWA-vlan2]quit

[SWA ]interface Vlan-inter[ace 2

[SWA-Vlan-interface2]ipv6 address fe80: :1 link-local
[SWA-Vlan-interface2]ipv6é address 1::1 64

@ @& —1 VRRP &4l 1.

[SWA-Vlan-interface2] vrrp ipv6 vrid 1 virtual-ip {e80: : 10 link-local

@ BEZEHIL AZE VRRP &4 1 FHRER.
[SWA-Vlan-interface2] vrrp ipv6 vrid 1 priority 110

@ ¥ Switch A TAEZEHR 0573, 3 o 2EB B 8] 2 BRIAMH Os.
[SWA-Vlan-interface2] vrrp ipv6 vrid 1 preempt-mode

® #HE Switch ARCEAFAH RAHE.
[SWA-Vlan-interface2] undo ipv6 nd ra halt

(2) fEAc#H L SWB A2 E X T IPv6 ) VRRP,
@ ALE VLAN 2,

< SWB=system-view

[SWB]ipv6

[SWB]vlan 2

[SWEB-Vlan2] port Ethernet 1/0/6

[SWB-Vlan2] quit

[SWB]interface Vlan-interface 2

[SWB-Vlan-interface2]ipv6 address [e80: :2 link-local
[SWB-Vlan-interface2]ipv6 address 1::2 64

@ g —4 VRRP &34 1.

[SWB-Vlan interface2] vrrp ipv6 vrid 1 virtual-ip [e80::10 link-local

@ REXHY BFE VRRP 441 1 FHHER.
[SWB-Vlan-interface2] vrrp ipv6 vrid 1 priority 100

@ #®# Switch B TAETER & 75 =X, 3 o ZER i [B] 5 BRINA Os.

[SWB-Vlan-interface2] vrrp ipv6 vrid 1 preempt-mode
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©® WH Switch BECEARFAA RAKEE.

[SWB-Vlan-interface? ] undo ipv6 nd ra halt

(3) AEBFEMIG, AT LA Bl SWA ,SWB L ifi i display vrrp fr 4 25 Kl & 5 1Y
%%9

[SWA] display vrrp ipv6 verbose
IPv6 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC
Total number of virtual routers : 1
Interface Vlan-interface 2

VRID 1 Adver Timer : 100
Admin Status :Up State : Master
Conlfig Pri :110 Running Pri : 110
Preempt Mode :Yes Delay Time + 5
Auth Type None
Virtual 1P FE80::10

1::10
Virtual MAC : 0000-5e00-0201
Master IP : FE80::1

[SWB] display vrrp ipv6 verbose
IPv6 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC
Total number of virtual routers : 1
Interface Vlan-interface 2

VRID S Adver Timer : 100
Admin Status : Up State : Backup
Config Pri : 100 Running Pri : 100
Preempt Mode : Yes Delay Time )
Auth Type : None
Virtual IP : FEBO::10

1::10
Master IP : FE80::1

MERBRIBEEATUEH, ELGY 1 vh Switch A 3 Master B i 28, Switch B
Backup B H #% . Host A &% % Host B 3 @ i Switch A¥ %, [EFEHM T ,Switch A
ITEER A HREE ; 24 Switch A SHLEL K BUSUBERT , Switch B K 83847 68 [ 3¢ B R BE .

13.2.5 EF IPv6 iy VRRP M EOHBAREIES

1. %

R ENBITHEP SR, MR TR R R YA B L% L AT EE R 0 L BLSORERT
VRRP # {4 KB AT MBSO OB, WRZZHEIA LT Master RE LS
BRI R A ) E YL Vi 25 R 4%

W48 B BT A 328 dl )G H TPv6 VRRP B W8 O Th BB,
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~~9

i,

H3C AR MY AR B S

2. AMME
B 13-9 frR BT IPv6 ) VRRP BN RN EREHA,

Virtual |Pv6 address:
FEBO::10

Vlan-int 2
FE80::1 :—é-v [Vlan-int 3

Switch A

Gateway:

F[-,SO_:.' 10

Host B

Host A ;
ost Vian-int 2

B 13-9 EFIPv6 ) VRRP iRENANERRAEHR

3. BEE®R

A 13-9 Fias, MEEE B B X A R bl SWA 71 SWB EZH VRRP., R4&H
HAERESAE LB THER . Host A FTE [ Internet @ Host B, Host A f98RA
B % FE80::10; Switch A 1 Switch B J& T HE4l 1Pv6 Hoht % FE80..10 B9& 64l 1; %4
Switch A IE# T 4ERT, Host A &£ % Host B #9330 if Switch A # % ; X% Switch A %
# Internet A VLAN #0 3 Ra] i}, Host A &% # Host B 3 30 it Switch B# % .,

4. ERTEMRE

(1) 7EXZ#HL SWA LARCE X F IPv6 # VRRP,

@® B® VLAN 2,

<< SWA>system-view

[SWAJipv6

[SWA]vlan 2

[SW A-vlan2] port Ethernet 1/0/6

[SWA-vlan2] quit

[SWA]interface Vlan-interface 2
[SWA-Vlan-interfaceZ]ipv6 address fe80::1 link-local
[SWA-Vlan-interface2]ipv6 address 1::1 64

@ fJ#—1 VRRP &4r4 1.

[SWA-Vlan-interface2] vrrp ipvé vrid 1 virtual-ip fe80::10 link-local

@ WEALHIL AT VRRP S04 1 FHIHEL.
[SWA-Vlan-interfaceZ] vrrp ipv6 vrid 1 priority 110

@ & Switch A TAEZER & 7=, 3 o GER 0 8] 2% BRIAE Os.

[SWA-Vlan-interface2] vrrp ipv6 vrid 1 preempt-mode
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® ¥ '# Switch ARBEMED,
[SWA-Vlan-interfaceZ] vrrp ipv6 vrid 1 track interface Vlan-interface 3 reduced 30

® & Switch ARCEARFEA RAHE.
[SWA-Vlan-interface2] undo ipv6 nd ra halt

(2) AW SWB FERRER T 1IPv6 #Y VRRP,
@ #E VLAN 2,

<_SWB>system-view

[SWRB]ipv6

[SWB]vlan 2

[SWB-Vlan2] port Ethernet 1/0/6

[SWEB-Vlan2] quit

[SWB]interface Vlan-interface 2
[SWB-Vlan-interface2]ipv6 address {e80::2 link-local
[SWB-Vlan-interfaceZ]ipv6 address 1::2 64

@ flE#—4- VRRP &34 1.

[SWB-Vlan-interface2] vrrp ipv6 vrid 1 virtual-ip fe80::10 link-local

@ REXEY B VRRP £6r4 1 L%,
[SWB-Vlan-interface2] vrrp ipv6 vrid 1 priority 100

@ &8 Switch B TYEZEH &=, 48 & 53R (8] 2 BRIA(HE Os.
[SWB-Vlan-interface2] vrrp ipvé vrid 1 preempt-mode

® #® & Switch BRREAF XN RAHE.
[SWB-Vlan-interface2] undo ipv6 nd ra halt

(3) MBESER)E, T UAERZ I SWA . SWB gt display virp 4 B BEREBEE K

R,

[SWA] display vrrp ipv6 verbose
IPv6 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC
Total number of virtual routers : 1

Interface Vlan-interface 2

VRID | Adver Timer : 500
Admin Status : Up State : Master
Config Pri : 110 Running Pri  : 110
Preempt Mode : Yes Delay Time  : 5
Auth Type : Simple Key : hello
Virtual IP : FE80::10

1::10

Virtual MAC : 0000-5e00-0201
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Master IP : FE80::1
VRRP Track Information:
Track Interface : Vlan 3 State : Up Pri Reduced : 30display vrrp

[SWE] display vrrp ipv6 verbose
IPv6 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC
Total number of virtual routers : 1

Interface Vlan-interface 2

VRID 01 Adver Timer : 100
Admin Status : Up State : Backup
Conlig Pri : 100 Running Pri : 100
Preempt Mode : Yes Delay Time = 5
Auth Type : None
Virtual 1P : FE80::10

1::10
Master IP : FE80::1

M ERBRMEBTT B, IEHH5 T Switch A F7 M X MWEREE. 24 Switch A i3
I Vlan-interface 3 A 0] f i}, Switch A B4 % B 30.{KF Switch B {564, Switch B
He 4 5 R Master 1708 M X G BUEE; 24 Switch A B4 0 Vlan-interface 3 ¥ & T4 5,
Switch A REEYkSE R K Master 47 [ 26 (R B A

13.2.6 EFIPv6 iy VRRP &N AHMMNREIES

1. &

H T B % Backup ZEHHLINE , W48 5 B Y @ BC B 6 TPv6 VRRP £ &y 4 T fig.
it VRRP 240y H M4 M, L3 VRRP my A 5H I 6E .

2. AFAE

B 13-10 iR A& TF IPv6 i VRRP £ &4t H MBI R B R S A,

3. BREEXR

A 13-10 i, NGB B XL E BN EIL SWA fl SWB it @ VRRP, R4&%
MAFERBAREEDNMNERA: VLAN 2 A EVLHERIAR X H FES0::10; VLAN 3 A E
HLE B IA B £ 2% FE90; :10; Switch A 1 Switch B [R5} & F B2l IPv6 #ihl % FES0.:10 #)
Hr R 1 FEE L IPv6 #uhk Sy FE90. .10 & M4l 2; ZE& G4 1 vh Switch A R ER & T
Switch B, &4 2 & Switch B LG HR & F Switch A, AT f#iF VLAN 2 1 VLAN 3
W B 0L 4> 9158 1 Switch A #1 Switch B {5 ; 4 Switch A 5 'Switch B H{ 8 #& Bent, T 4L
0T DLl it 55— & i A kil {8k e il 1 P .

4. EECENRE

(1) £ SWA FEERT IPv6 i VRRP,

D A" VLAN 2,

< SWA>>system-view
[SWA]lipvé
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Virtual IPv6 address |:

FE80::10
Vlan-int 2 Switch A
VLAN 2 FE&O::1
Vlan-int 3
Gateway:FE80::10 FE90:1
VLAN 3

Vian-int 2
FES0::2
Vlan-int 3
FE90:2  Switch B

Gateway:FE90::10

Virtual 1Pv6 address 2:
FE90:: 10

B 13-10 4T IPv6 1) VRRP % 4y 4 S50 i B 5 B A
[SWA]vlan 2
[SWA-vlan2]port Ethernet 1/0/6
[SWA-vlan2]quit
[SWA]interface Vlan-interface 2

[SWA-Vlan-interface2]ipv5 address {e80::1 link-local
[SWA-Vlan-interface2]ipv6 address 1::1 64

@ fIFE#—1~ VRRP &4 1,

[SWA-Vlan-interface2] vrrp ipv6 vrid 1 virtual-ip [e80::10 link-local

@ EEBZEY AT VRRP &4r41 1 a4,
[SWA-Vlan-interface2] vrrp ipvé vrid 1 priority 110

@ BB Switch A TAEZER (57720, 3 o 2238 0 1) 2 BRI H Os,
[SWA-Vlan-interface2] vrrp ipvé vrid 1 preempt-mode

® & # Switch A BLF AWK RAHEE.
[SWA-Vlan-interface2] undo ipv6 nd ra halt

® AL VLAN 3.

[SWA] vlan 3

[SWA-vlan3] port Ethernet 1/0/7

[SWA-vlan3] quit

[SWA] interface vlan-interface 3

[SWA- Vlan-interface3] ipv6 address [e90::1 link-local
[SWA-Vlan-interface3] ipv6 address 2::1 64

@ I —&0H 2, REA MDA 2 MRAL IPv6 Mihkh FEY0.:10,

[SWA-Vlan-interface2] vrrp ipv6 vrid 2 virtual-ip {e90::10 link-local

349,

o

P
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(2) 7EX#HHL SWB FACE AT IPv6 B9 VRRP,
O A® VLAN 2,

< SWB>>system-view

[SWB]ipvé

[SWB]vlan 2

[SWB-vlan2] port Ethernet 1/0/6

[SWB-vlan2] quit

[SWB]interface Vlan-interface 2
[SWB-Vlan-interface2]ipv6 address fe80: :2 link-local
[SWB-Vlan-interface2]ipv6 address 1::2 64

@ fl#—1 VRRP &4 1.

[SWB-Vlan-interface2] vrrp ipv6 vrid 1 virtual-ip fe80: :10 link-local

@ #®E#HHL B E VRRP 441 1 Pk,
[SWB-Vlan-interface2] vrrp ipvé vrid 1 priority 100

@ #®E Switch B TIEFER 177 2, 2 4 2R A (] R BRIAE Os,
[SWB-Vlan-interface2] vrrp ipv6 vrid 1 preempt-mode

® ¥ & Switch BRRE AP AN RATHER.
[SWB-Vlan-interface2] undo ipv6 nd ra halt

©® FeE® VLAN 3,

[SWB] vlan 3

[SWB-vlan3] port Ethernet 1/0/7

[SWB-vlan3] quit

[SWB] interface vlan-interface 3[SWRB-Vlan-interface3] ipv6 address fe80::2 link-local
[SWB-Vlan-interface3] ipv6 address 2::2 64

@ BlE A&y 2, 3B E & 641 2 B HL 1Pv6 Husk % FE90:.10.
[SWB-Vlan-interface3] vrrp ipv6 vrid 2 virtual-ip fe90::10 link-local

® RBXHHL B A VRRP &40 2 Ptk ek,

[SWB-Vlan-interface2] verp ipv6 vrid 2 riority 110

(3) MEBZRIE, 7 LALERHedl SWA .SWB Lt display vrrp & A B R EEHISGR.

[SWA] display vrrp ipv6 verbose
IPv6 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC
Total number of virtual routers : 2
Interface Vlan-interface 2
VRID 01 Adver Timer : 100
Admin Status : Up State : Master



Config Pri
Preempt Mode
Auth Type
Virtual IP

Virtual MAC
Master IP

: 110

: Yes

: None

: FE80::10
1::10

: 0000-5e00-0201

: FE80::1

Interface Vlan-interface 3

VRID

Admin Status
Config Pri
Preempt Mode
Auth Type
Virtual TP

Master IP

H 2

: Up

: 100

: Yes

: None

: FE90::10
2::10

: FE90::2

[SWE] display vrrp ipv6 verbose

IPv6 Standby Information:

Run Mode
Run Method

: Standard
: Virtual MAC

Total number of virtual routers : 2

Interface Vlan-interface 2

VRID

Admin Status
Config Pri
Preempt Mode
Auth Type
Virtual IP

Master TP

i |

: Up

: 100

: Yes

: None

: FE80::10
1::10

: FE80::1

Interface Vlan-interface 3

VRID

Admin Status
Config Pri
Preempt Mode
Auth Type
Virtual IP

Virtual MAC
Master [P

H 2

: Up

: 110

: Yes

: None

: FE90::10
2::10

: 0000-5e00-0202

: FE90::2

Running Pri
Delay Time

Adver Timer
State
Running Pri
Delay Time

Adver Timer
State
Running Pri
Delay Time

Adver Timer
State
Running Pri
Delay Time

RIIT TEUREES

: 110

: 100
: Backup
: 100

: 100
: Backup
» 100

: 100

: Master
: 110

: 0

MERBRFETLURL, EFWHR T, EH5H4 1 5 Switch A Jy Master B 5%,
Switch B 35 Backup B& 1 88, BRIARIE N 1.:10/64 B9 £ VLI i Switch A i[A] Internet; %4
fir¢H 2 b Switch A & Backup i1 25 , Switch B 25 Master i1 28, BRIARIE 0 2.:10/64
F Yl g Switch B[R] Internet,
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13.3 RRPP iRIKE B S

RRPP(Rapid Ring Protection Protocol, {REF MR D B — 4L 1N H F LU RF
IATEERR E U . B AE LAK RO BR 52 R e BB % B 11 BOHE PR B TR i 8 KU L T 24 LA K R ER
e — FR 4 B BT F b B B R L PR N B 45 A 2 B (R E B

M STP PpilAf kb , RRPP W 30AHE R« 30 M50 S50 BE B A3 0 e i [8] 5 3R ) |
WAL,

13.3.1 RRPP BRI BIES

1. &

TEERHET AU, R0 4 F P S0 00 5 I 10 PO 48 AR 45 . 00 F P90 4% 2 iR
B K AR 7 422 3 WM ME A VB, A RRPP Uil Bl 48 6 S 7 190 46 5 T 5 A R, Bt 45
7 W 4% f 3 B RRPP.

2. AFE

P 13-11 fiR i RRPP $SRf i AR B R A

Domain 1

GE 3/0/1

SWB

Transit Node

GE 3/0/2

Ring 1

Transit Node

GE 3/0/1

B 13-11 RRPP H3f 5 b o AU AL 8 w6 1

3. BEEK

P 13-11 Arzx, W48 3 i X A MW R Pl SWA,SWB, SWC, SWD B &
RRPP, M@ A T REGRBEIARE Ty ER,

(1) SWA .SWB.SWC #1 SWD ¥y i RRPP 8 1, %R ¥ 6 VLAN % VLAN 4092, 1%
# VLAN % VLAN 1~VLAN 30,

(2) SWA . SWB,SWC #I SWD # s £3F 1.

(3) SWA k£ 58 Y &, GigabitEthernet 3/0/1 3 ¥ %5 11, GigabitEthernet 3/0/2
ok iUk AE

(4) SWB,SWC #1l SWD b E 3 i) f4 5 17 &, % B (8 GigabitEthernet 3/0/1 J ¥ %0,
GigabitEthernet 3/0/2 FBIS A,
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4. BESEEE

(1) FEXZHYL SWA LAlE RRPP,

@ f# VLAN 1~VLAN 30,% X% VLAN #pmsts) MSTP 34 1 -, H:¥I5 MST
HMKERE.

< SWA>> system-view

[SWA] vlan 1 to 30

[SWA] stp region-configuration

[SW A-mst-region) instance 1 vlan 1 to 30
[SW A-mst-region] active region-configuration

@ 4+ 7% O GigabitEthernet 3/0/1 1 GigabitEthernet 3/0/2 FER B E#HRE
Up/Down # il [8] & 0s, %P STP D6k, H ¥ ¥m OB E A Trunk & A H fiF VLAN 1~
VLAN 30 it

[SWA] interface GigabitEthernet 3/0/1

[SWA-GigabitEthernet3/0/1] link-delay 0

[SWA-GigabitEthernet3/0/1] undo stp enable

[SWA-GigabitEthernet3/0/1] port link-type trunk

[SWA-GigabitEthernet3/0/1] port trunk permit vlan 1 to 30

[SWA] interface GigabitEthernet 3/0/2

[SWA-GigabitEthernet3/0/2] link-delay 0

[SWA-GigabitEthernet3/0/2] undo stp enable

[SWA-GigabitEthernet3/0/2] port link-type trunk
[SWA-GigabitEthernet3/0/2] port trunk permit vlan 1 to 30

@ flE RRPP 8 1,% VLAN 4092 B2 F X% K VLAN, 34 MSTP L6 1
BAT B VLAN BE¥ O %M R VLAN,

[SWAT rrpp domain 1

[SWA-rrpp-domainl] control-vlan 4092

[SWA-rrpp-domainl] protected-vlan reference-instance 1

@ BEARENER 16 EWH L E5 O K GigabitEthernet 3/0/1, &l % 1 K
GigabitEthernet 3/0/2, 3 B %3 .

[SWA-rrpp-domainl] ring 1 node-mode master primary-port GigabitEthernet 3/0/1 secondary -port

GigabitEthernet 3/0/2 level 0
[SWA-rrpp-domainl] ring 1 enable

® ffite RRPP Hhid,

[SWA] rrpp enable

(2) FEAZ ¥ ¥l SWB it 'E RRPP,

@ & VLAN 1~VLAN 30, %X % VLAN #pest 8 MSTP £ 1 |, 3F88% MST
B R

< SWB>> system-view

[SWE] vlan 1 10 30
[SWR] stp region-configuration
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[SWB-mst-region] instance 1 vlan 1 10 30
[SWB-mst-region] active region-configuration
[SWB-mst-region] quit

@ %+ HFE¥ O GigabitEthernet 3/0/1 fil GigabitEthernet 3/0/2 F e B3 kR A
Up/Down |8 8] 24 0s,6H STP ThiE, 43 O R E N Trunk 30 H 729F VLAN 1~
VLAN 30 ifi:g.

[SWE] interface GigabitEthernet 3/0/1

[SWB-GigabitEthernet3/0/1] link-delay 0

[SWB-GigabitEthernet3/0/1] undo stp enable

[SWB-GigabitEthernet3/0/1] port link-type trunk

[SWB-GigabitEthernet3/0/1] port trunk permit vlan 1 to 30

[SWE] interface GigabitEthernet 3/0/2

[SWB-GigabitEthernet3/0/2] link-delay 0

[SWB-GigabitEthernet3/0/2] undo stp enable

[SWB-GigabitEthernet3/0/2] port link-type trunk
[SWB-GigabitEthernet3/0/2] port trunk permit vlan 1 to 30

@ €1# RRPP i 1,4 VLAN 4092 BB &% a6 VLAN, 38 MSTP L4 1 i
B4ty VLAN BB A ZE BRI VLAN,

[SWE] rrpp domain 1

[SWB-rrpp-domainl] control-vlan 4092

[SWB-rrpp-domainl] protected-vlan reference-instance 1

@ MEBAEENER 1 ML HY A, £5 0 H GigabitEthernet 3/0/1, 8l 3w 0 4
GigabitEthernet 3/0/2, 3 {# 8% 3K .

[SWB-rrpp-domainl] ring 1 node-mode transit primary -port GigabitEthernet 3/0/1 secondary -port

GigabitEthernet 3/0/2 level 0
[SWB-rrpp-domainl] ring 1 enable

® {Hfk RRPP HHi¥,
[SWE] rrpp enable

(3) SWC.SWD WAL E 5 SWB Hfl, i B B Rk,

MEXERE, B LI H dis rrpp verbose fi 2 HEFF W& L RRPP R E =T
HH .

#WoR: £ E RRPP R4 M e R4 4 VLAN,

4 RRPP # 8t E ¢y #24) VLAN A 2% & Lz A4kt ey VLAN,

13.3.2 RRPP HZH#H I HRBEEES

1. §%

TEBERARY L ARSERE, W H —Rew e TREFRN, BN EAREN L
FEARETFNLE., EFXMEH,. TEEHEFT TR ERE T RRPP £3f, A iEFHE
EEARES5BETMiR&EARE RRPP 73§,
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2. HME
Pl 13-12 Br7n i RRPP MR R AL B R B A

Domain 1

—=—FEdge Node
GE 3/0/3 Master N

Master Node (GE 3/0/2 GE 3/0/2

Ring 1

TransitNode \Gp 300  GE3/00

‘..},_\ R GE 3/02 ..f;§* GE 3/0/3
SWD GE 3/0/1 /swc

Assistant Edge Node

Fl 13-12 RRPP MZ b AR B R EH

3. REER

P 13-12 s, W 4% 6 20 B %o S £F i 48 i 3C ¥l SWA SWB.SWC,SWD,.SWE B &
RRPP, W45 8 0 2RE A BB FHIER,

(1) SWA . SWB,SWC,SWD #1 SWE # i RRPP # 1,3 % VLAN 3% VLAN
4092, %" VLAN ) VLAN 1~VLAN 30,

(2) SWA.SWB.SWC f1 SWD My gk £ 3 1,SWB.SWC #1 SWE # T3 2,

(3) SWA i E# B £ 797 £, GigabitEthernet 3/0/1 24 F ¥ O, GigabitEthernet 3/0/2
R &) s

(4) SWE X FH #) 75 1, GigabitEthernet 3/0/1 & 3 ¥ [, GigabitEthernet 3/0/2
Bl 3 T, ;

(5) SWB Jy £ W& 4 SO F IR A3 85 55, GigabitEthernet 3/0/3 Jy 148 % 11,

(6) SWC & E 35 M 4 75 LRI F 3R 858 Bh i1 8% 15 41, GigabitEthernet 3/0/3 Jih %5101,

(7) SWD & £ A5 55 45 45, GigabitEthernet 3/0/1 35 ¥ ¥ 1 ,GigabitEthernet 3/0/2
REIHO,

4. RESBRABRE

(1) 7E4cH#¥L SWA [ fit '8 RRPP,

@ fl# VLAN 1~VLAN 30, #iX# VLAN #8553 MSTP 546 1 |, 3% 1E MST

B AE.

< SWAZ>> system-view

[SWA] vlan 1 to 30

[SWA] stp region-configuration
[SWA-mst-region] instance 1 vlan 1 to 30
[SWA-mst-region] active region-configuration
[SWA-mst-region] quit

X
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@ 4y BAE¥ O GigabitEthernet 3/0/1 Ml GigabitEthernet 3/0/2 F Al & ##iE#ERE
Up/Down M | B ] % 0s. 6P STP ThAR, 34 %% 1 & & 4 Trunk 3% 0 H f21F VLAN 1~
VLAN 30 i#iit.

[SWA] interface GigabitEthernet 3/0/1
[SWA-GigabitEthernet3/0/1] link-delay 0
[SWA-GigabitEthernet3/0/1] undo stp enable

[SW A-GigabitEthernet3/0/1] port link-type trunk
[SWA-GigabitEthernet3/0/1] port trunk permit vlan 1 to 30
[SWA] interface gigabitethernet 3/0/2
[SWA-GigabitEthernet3/0/2] link-delay 0
[SWA-GigabitEthernet3/0/2] undo stp enable
[SWA-GigabitEthernet3/0/2] port link-type trunk
[SWA-GigabitEthernet3/0/2] port trunk permit vlan 1 to 30

@ 41 RRPP 1% 1,% VLAN 4092 fic B A 934 VLAN, 3% MSTP 36 1 fif
Bt VLAN B8 0% s {37 VLAN,

[SWA] rrpp domain 1

[SWA-rrpp-domainl] control-vlan 4092

[SWA-rrpp-domainl] protected-vlan reference-instance 1

_ @ %% Switch A I EH 1 £ 3 &, % O X GigabitEthernet 3/0/1, Bl 3 B &
GigabitEthernet 3/0/2, }-{ BEZ 35 .
[SWA-rrpp-domainl] ring 1 node-mode master primary-port GigabitEthernet 3/0/1 secondary -port
GigabitEthernet 3/0/2 level 0

[SWA-rrpp-domainl] ring 1 enable
SWA-rrpp-domainl] quit

© f#ifik RRPP Bhill.
[SWA] rrpp enable

(2) fEAE L SWB '8 RRPP,
@ f& VLAN 1~VLAN 30, %X % VLAN #R#t 4t MSTP 34 1 £, 3F8IE MST

HMAERE.

< SWB> system-view

[SWB] vlan 1 to 30

[SWR] stp region-configuration
[SWB-mst-region] instance 1 vlan 1 to 30
"SWB-mst-region] active region-configuration

" SWB-mst-region] quit
@ 4y B 7€ ¥ 11 GigabitEthernet 3/0/1. GigabitFEthernet 3/0/2 #1 GigabitEthernet 3/0/3

g B % 4R 75 Up/Down 41 B 8] 4 0s, 6B STP Dhk, 34 O BCE A Trunk ¥
0 H A VLAN 1~VLAN 30 i#xt.
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[SWB] interface GigabitEthernet 3/0/1
[SWRB-GigabitEthernet3/0/1] link-delay 0
[SWB-GigabitEthernet3/0/1] undo stp enable
[SWB-GigabitEthernet3/0/1] port link-type trunk
[SWB-GigabitEthernet3/0/1] port trunk permit vlan 1 to 30
[SWB] interface GigabitEthernet 3/0/2
[SWB-GigabitEthernet3/0/2] link-delay 0
[SWB-GigabitEthernet3/0/2] undo stp enable
[SWB-GigabitEthernet3/0/2] port link-type trunk
[SWB-GigabitEthernet3/0/2] port trunk permit vlan 1 to 30
[SWER] interface GigabitEthernet 3/0/3
[SWB-GigabitEthernet3/0/3] link-delay 0
[SWRB-GigabitEthernet3/0/3] undo stp enable
[SWB-GigabitEthernet3/0/3] port link-type trunk
[SWB-GigabitEthernet3/0/3] port trunk permit vlan 1 to 30

@ €] RRPP & 1,4 VLAN 4092 B8 hZ 4 VLAN, 34 MSTP s£#] 1 FF
BSff VLAN B 2 a4 VLAN,

[SWB] rrpp domain 1

[SWB-rrpp-domainl] control-vlan 4092

[SWB-rrpp-domainl] protected-vlan reference-instance 1

@EEFREENER 1 BEMY S, 3 04 GigabitEthernet 3/0/1, @l ¥ 11 4
GigabitEthernet 3/0/2, 3 i fE %% .

[SWB-rrpp -domainl] ring 1 node-mode transit primary-port GigabitEthernet 3/0/1 secondary -port

GigabitEthernet 3/0/2 level 0
[SWB-rrpp-domainl]ring 1 enable

G MEBEARRENTIH 2 Mg A, A% 0% GigabitEthernet 3/0/3, i gEi%3F.

[SWB rrpp-domainl]ring 2 node-mode edge edge-port GigabitEthernet 3/0/3
[SWB-rrpp-domainl]ring 2 enable
[SWB-rrpp-domainl] quit

® fH#E RRPP i,
[SWRB] rrpp enable

(3) TEACHe L SWC E A2 ® RRPP,
@ fl# VLAN 1~VLAN 30, X% VLAN 5Bt 855 MSTP &4 1 L, 83§ MST

BAERE.

<SWC>=> system-view

[SWC] vlan 1 to 30

[SWC] stp region-configuration
[SWC-mst-region] instance 1 vlan 1 to 30
[SWC-mst-region] active region-configuration
[SWC-mst-region] quit
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i hn,
Y

@ 4+ % £ %5 1 GigabitEthernet 3/0/1, GigabitEthernet 3/0/2 #1 GigabitEthernet 3/0/3
FRCE Y HEBOR S Up/Down M il B 8] & 0s, 54 STP T, 3 ¥ i 11 B2 & N Trunk 3%
1 H ¥ VLAN 1~VLAN 30 i#it.

[SWC] interface GigabitEthernet 3/0/1
[SWC-GigabitEthernet3/0/1] link-delay 0
[SWC-GigabitEthernet3/0/1] undo stp enable
[SWC-GigabitEthernet3/0/1] port link-type trunk
[SWC-GigabitEthernet3/0/1] port trunk permit vlan 1 to 30
[SWC] interface GigabitEthernet 3/0/2
[SWC-GigabitEthernet3/0/2] link-delay 0
[SWC-GigabitEthernet3/0/2] undo stp enable
[SWC-GigabitEthernet3/0/2] port link-type trunk
[SWC-GigabitEthernet3/0/2] port trunk permit vlan 1 to 30
[SWC] interface GigabitEthernet 3/0/3
[SWC-GigabitEthernet3/0/3] link-delay 0
[SWC-GigabitEthernet3/0/3] undo stp enable
[SWC-GigabitEthernet3/0/3] port link-type trunk
[SWC-GigabitEthernet3/0/3] port trunk permit vlan 1 to 30

@ 43 RRPP 5 1,% VLAN 4092 Fi B X Z B A #EH VLAN, JF¥ MSTP 56 1 By
BT A VLAN BE Az A R VLAN,

[SWC] rrpp domain 1
[SWC-rrpp-domainl] control-vlan 4092
[SWC-rrpp-domainl] protected-vlan reference-instance 1

@EMEBAREZ I ER 1 BWEHT A, TN GigabitEthernet 3/0/1, Bl % O X
GigabitEthernet 3/0/2, 3 BB %35 .

[SWC-rrpp-domainl] ring 1 node-mode transit primary-port GigabitEthernet 3/0/1 secondary-port
GigabitEthernet 3/0/2 level 0
[SWC-rrpp-domainl] ring 1 enable

® FEARESE N T 2 MM B & &, W% % 1K GigabitEthernet 3/0/3, 3 {1 €
&

[SWC-rrpp-domainl] ring 2 node-mode assistant-edge edge-port GigabitEthernet 3/0/3
[SWC-rrpp-domainl] ring 2 enable
[SWC-rrpp-domainl] quit

{# §E RRPP i .
[SWC] rrpp enable

(4) fEZE#¥L SWD L#tE RRPP,
@ fl# VLAN 1~VLAN 30, %X VLAN #BBt4t 8 MSTP 6] 1 L, 3 #iE MST

HiAE.

< SWD> system-view
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[SWD] vlan 1 to 30

[SWI}] stp region-configuration
[SWD-mst-region] instance 1 vlan 1 to 30
[SWD-mst-region] active region-configuration
[SWD-mst-region] quit

@ 4 H14E% 1 GigabitEthernet 3/0/1 #l GigabitEthernet 3/0/2 | fic & 438 #% &R &
Up/Down M 0 18] %5 0s, 3 STP ZhEE, ¥4 N ECE N Trunk 3% 10 H fLiF VLAN 1~
VLAN 30f@t.

[SWD] interface GigabitEthernet 3/0/1
[SWD-GigabitEthernet3/0/1] link-delay 0
[SWD-GigabitEthernet3/0/1] undo stp enable
[SWD-GigabitEthernet3/0/1] port link-type trunk
[SWD-GigabitEthernet3/0/1] port trunk permit vlan 1 to 30
[SWD-GigabitEthernet3/0/1] quit

[SWD) interface GigabitEthernet 3/0/2
[SWD-GigabitEthernet3/0/2] link-delay 0
[SWD-GigabitEthernet3/0/2] undo stp enable
[SWD-GigabitEthernet3/0/2] port link-type trunk
[SWD-GigabitEthernet3/0/2] port trunk permit vlan 1 to 30
[SWD-GigabitEthernet3/0/2] quit

® flE RRPP i 1,6 VLAN 4092 Al B R %R A9 £ H VLAN, ¥ MSTP 56 1 Br
Bt A VLAN g & 0 i R VLAN,

[SWD] rrpp domain 1

TSWD-rrpp-domainl] control-vlan 4092

[SWD-rrpp-domainl] protected-vlan reference-instance 1

@ MEARSE N ER 1 WEE Y &, E% 0 ¥ GigabitEthernet 3/0/1, Bl ¥t 0 24
GigabitEthernet 3/0/2, 3 (# (&35

[SWD-rrpp-domainl] ring 1 node-mode transit primary -port GigabitEthernet 3/0/1 secondary -port

GigabitEthernet 3/0/2 level 0

[SWD-rrpp-domainl] ring 1 enable
[SWD-rrpp-domainl] quit

® {#fE RRPP il
[SWD] rrpp enable
(5) FEXW®RY, SWE L E#® RRPP,

@ flE VLAN 1~VLAN 30,%3X# VLAN #[g4f 2] MSTP L4 1 +, H#E& MST
HeRE.

< SWE>> system-view

[SWE] vlan 1 to 30

[SWE] stp region-configuration
[SWE-mst-region] instance 1 vlan 1 to 30

359 -
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[SWE-mst-region] active region-configuration
[SWE-mst-region] quit

@ 43 HI4E%: 1 GigabitEthernet 3/0/1 1 GigabitEthernet 3/0/2 LERBYBEERERS
Up/Down [ 8] J 0s, 6P STP Thak, ¥ 5 LI AEE X Trunk 811 H #iF VLAN 1~
VLAN 30 i@t ,

[SWE] interface GigabitEthernet 3/0/1
[SWE-GigabitEthernet3/0/1] link-delay 0
[SWE-GigabitEthernet3/0/1] undo stp enable
[SWE-GigabitEthernet3/0/1] port link-type trunk

[SWE GigabitEthernet3/0/1] port trunk permit vlan 1 10 30
LSWE-GigabitEthernet3/0/1] quit

[SWE] interface GigabitEthernet 3/0/2
[SWE-GigabitEthernet3/0/2] link-delay 0
[SWE-GigabitFthernet3/0/2] undo stp enable
[SWE-GigabitEthernet3/0/2] port link-type trunk
[SWE-GigabitEthernet3/0/2] port trunk permit vlan 1 to 30
[SWE-GigabitEthernet3,/0/2] quit

@ £ RRPP B 1,4 VLAN 4092 B8 M iZIR 944 VLAN, 4% MSTP 5241 1 Ft
WSt VLAN BC & iz s 4 97 VLAN,
[SWE] rrpp domain 1

[SWE-rrpp—domaip]] contral-vlan 4092
[SWE-rrpp-domainl] protected-vlan reference instance 1

@ EBRARENTFH 2 BFEY A, £% 0% GigabitEthernet 3/0/1, Bl & 0Ok
GigabitEthernet 3/0/2, I {#i fEi% 35 .

[SWE-rrpp-domainl] ring 2 node-mode master primary -port GigabitEthernet 3/0/1 secondary -port
GigabitEthernet 3/0/2 level 1
[SWE-rrpp-domainl] ring 2 enable

® fifE RRPP il .,
[SWE] rrpp enable

B & 5 llJa » 1 P o] ELE A display rrpp verbose fr4## %4i% % + RRPP @ fi0 & f1i2
rilm.
BR: ¥ RRPP AR Z W, LB E®P VLAN,

13.3.3 RRPPHZHHAFHS/HEABRREIES

1. &%
TiEHEEALFEEREL AMDHBEENEREEEE, I TSEAHERNE R,
EHERR TR RRPP B8R0 48 4 VLAN s 8E w24 SR [E M eE R I .
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2. M E
B 13-13 fi7R2h RRPP #2855 fa #8240 40 780 g @ R &

Domain 2

Master Node
SWE
Assistant Edge Node  GE 3/0/1 .:é" i

SWA GE30r2 b

Domain 1

B 13-12 RRPP fZZ FF i 8R40 0 g 0 it BoR A

3. EEXK

P 13-13 Bz, W 4545 B B Xt SR 4T E A S B ML AC & RRPP. ™45 45 B 51 355Kl 1t
ABAAITFIER.

(1) SWA .SWB.SWC.SWD 1 SWF # % RRPP % 1.,3% B # # VLAN % VLAN
100, FEZMH.SWA HEF 1 EHA.SWD WFEH 1 WIEH TS, SWF R PR 3w E
T, SWCHFIR 3 A% 4,SWBh F3 3 (B &5 &,

(2) SWA.SWB,SWC.SWD Ml SWE #4J i RRPP 3 2, Z & & # % VLAN 3 VLAN
105, 7EZBA,SWA R 1 1 M EHA,.SWD F I | WY 5. SWE B FHR 2 i
THEL.SWC B T3 2 i1 %3 4, SWB I 75 2 BB 1 & 15 4.

(3) RRPP # 1 #{§4* VLAN % VLAN 10,RRPP i 2 f3ff$* VLAN 4 VLAN 20,
AT LR B VAN 7 35 LB R/r4

(4) B FF3 2 fF5 3 8908 S A& MR8 —#F, IF B X R 3R 6k
Bt 4[], B9 W BT LUKE T35 2 FILFEF 3 A BRZH , AT 3 2> Edge -Hello ) S8t & $ i .

4 RESBMBEE

(1) #ZEZRZ#HHL SWA & RRPP,

O A8 VLAN 10 # VLAN 20,431 VLAN 10 Bt§ 5] MSTP 34 1 +,VLAN 20
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gt B MSTP 5241 2 |, 3F8i& MST R & .

< SWA>> system-view

[SWA] vlan 10

[SWA-vlan10] quit

[SWA] vlan 20

[SWA-vlan20] quit

[SWA] stp region-configuration

[SW A-mst-region] instance 1 vlan 10
[SWA-mst-region] instance 2 vlan 20

[SW A-mst-region] active region-configuration
[SWA-mst-region] quit

@ 49745 O GigabitEthernet 3/0/1 # GigabitEthernet 3/0/2 I At & #y 8 # #ERE
Up/Down )i & (8] & 0s, 26 STP ThfE, 3F4 5 O BLE 8 Trunk ¥ 0,2 F VLAN 1583t
H#t#F VLAN 10 f1 VLAN 20 i#if.

[SWA] interface GigabitEthernet 3/0/1
[SWA-GigabitEthernet3/0/1] link-delay 0
[SWA-GigabitEthernet3/0/1] undo stp enable
[SWA-GigabitEthernet3/0/1] port link-type trunk
[SWA-GigabitEthernet3/0/1] undo port trunk permit vlan 1
[SWA-GigabitEthernet3/0/1] port trunk permit vlan 10 20
[SWA-GigabitEthernet3/0/1] quit

[SWA] interface GigabitEthernet 3/0/2
[SWA-GigabitEthernet3/0/2] link-delay 0
[SWA-GigabitEthernet3/0/2] undo stp enable
[SWA-GigabitEthernet3/0/2] port link-type trunk

[SW A-GigabitEthernet3/0/2] undo port trunk permit vlan 1
[SWA-GigabitEthernet3/0/2] port trunk permit vlan 10 20
[SWA-GigabitEthernet3/0/2] quit

® @& RRPP i 1, % VLAN 100 B8 X% a#H VLAN, ¥ MSTP s£f) 1 frik
St VLAN Fe & 4z R 5 VLAN,
[SWA] rrpp domain 1

[SWA-rrpp-domainl] control-vlan 100
[SWA-rrpp-domainl] protected-vlan reference-instance 1

@ 7 RRPP 1, 1 AR EA R & X LI 1 M E WA, EM O A GigabitEthernet 3/0/1,
Bl % [0 % GigabitEthernet 3/0/2, H B %3 .

[SWA-rrpp-domainl] ring 1 node-mode master primary-port GigabitEthernet 3/0/1 secondary-port

GigabitEthernet 3/0/2 level 0

[SW A-rrpp-domainl] ring 1 enable

[SWA-rrpp-domainl] quit

® 7 RRPP # 2 WECEA % R 5 1 f9E 4 &, 4 O X GigabitEthernet 3/0/2,
Bl %% 11 % GigabitEthernet 3/0/1, 3 RE B3R .

[SWA-rrpp-domain2] ring 1 node-mode master primary-port GigabitEthernet 3/0/2 secondary -port
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GigabitEthernet 3/0/1 level 0
[SWA-rrpp-domain2] ring 1 enable
[SWA-rrpp-domain2] quit

® f{#ifle RRPP #Hi¥.
[SWA] rrpp enable

(2) £ HHL SWB | i & RRPP.
@ fE VLAN 10 # VLAN 20,4r %1% VLAN 10 pe&f#®| MSTP 524 1 k. VLAN 20
Bt ) MSTP s£41 2 £, 3 #hE MST SR & .

< SWB> system-view

[SWE] vlan 10

[SWB-vlanl0] quit

[SWB] vlan 20

[SWB-vlan20] quit

[SWB] stp region-configuration
[SWB-mst-region] instance 1 vlan 10
[SWB-mst region] instance 2 vlan 20
[SWB-mst region] active region-configuration
[SWB-mst-region] quit

@ 4> ¥ 7€ 3% O GigabitEthernet 3/0/1,GigabitEthernet 3/0/2 F R & WM EHERE
Up/Down ) i &5F 5] 1 0s, X STP INRE, 34 % L1 AC® 29 Trunk g A S VLAN 18 i
H o VLAN 10 #1 VLAN 20 @),

[SWB] interface GigabitEthernet 3/0/1
[SWB-GigabitEthernet3/0/1] link-delay 0
SWB-GigabitEthernet3/0/1] undo stp enable
[SWB-GigabitEthernet3/0/1] port link-type trunk
[SWB-GigabitEthernet3/0/1] undo port trunk permit vlan 1
{SWB-GigabitEthernet3/0/1] port trunk permit vlan 10 20
[SWB-GigabitEthernet3/0/1] quit

[SWDB] interface GigabitEthernet 3/0/2
[SWB-GigabitEthernet3/0/2] link delay 0
[SWB-GigabitEthernet3/0/2] undo stp enable
[SWB-GigabitEthernet3/0/2] port link-type trunk
[SWB-GigabitEthernet3/0/2] undo port trunk permit vlan 1
[SWB-GigabitEthernet3/0/2] port trunk permit vlan 10 20
[SWB-GigabitEthernet3/0/2] quit

@ FE¥4 [ GigabitEthernet 3/0/3 A E Y EBRA Up/Down 14 i 8] 7 0s, %A
STP ThRE, JF ¥ (1 g B % Trunk 3% 0,251+ VLAN 1@ H Ao iF VLAN 20 @3,

TSWB] interface GigabitEthernet 3/0/3
[SWB-GigabitEthernet3/0/3] link-delay 0
[SWB-GigabitEthernet3/0/3] undo stp enable
[SWB-GigabitEthernet3/0/3] port link-type trunk
[SWB-GigabitEthernet3/0/3] undo port trunk permit vlan 1
[SWB-GigabitEthernet3/0/3] port trunk permit vlan 20
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]

[SWB-GigabitEthernet3/0/3] quit

@ TE%H O GigabitEthernet 3/0/4 FACE Y EEERE Up/Down M &HE A 0s, 320
STP ThfiE, ¥ s O BCE 9 Trunk % 0,28 VLAN 1@t H f£1F VLAN 10 @it .

[SWB] interface GigabitEthernet 3/0/4

[SWB-GigabitEthernet3/0/4] link-delay 0

[SWB-GigabitEthernet3/0/4] undo stp enable

[SWB-GigabitEthernet3/0/4] port link-type trunk

[SWB-GigabitEthernet3/0/4] undo port trunk permit vlan 1

[SWB-GigabitEthernet3/0/4] port trunk permit vlan 10
[SWRB-GigabitEthernet3/0/4] quit

® & RRPP 5 1,4 VLAN 100 B¢ & b izHa0#E s VLAN, 3% MSTP 3241 1 frit
Gy VLAN ACE XA RS VLAN,

[SWE] rrpp domain 1

| SWB-rrpp-domainl] control-vlan 100

[SWB-rrpp-domainl] protected-vlan reference-instance 1

1£ RRPP i 1 NEBARE N EH 1 MEE & F# 1 # GigabitEthernet 3/0/1,
Bl ¥ 11 % GigabitEthernet 3/0/2, 38 fBi% ¥ .

[SWB-rrpp-domainl] ring 1 node-mode transit primary-port GigabitEthernet 3/0/1 secondary -port

GigabitEthernet 3/0/2 level 0

[SWB rrpp-domainl] ring 1 enable

D £ RRPP % 1 N BARE N T 3 (MBI & A, N4 % D K GigabitEthernet
3/0/4, Il ARIXIF .

[SWB-rrpp-domainl] ring 3 node-mode assistant-edge edge-port GigabitEthernet 3/0/4

[SWRB-rrpp-domainl] ring 3 enable

[SWB rrpp -domainl] quit

® {5 RRPP i 2,% VLAN 105 B K% g% % VLAN, Jf¥ MSTP SCf 2 fri
St VLAN B &8 %R VLAN,

[SWE] rrpp domain 2

[SWB-rrpp-domain2] control-vlan 105

[SWB-rrpp-domain2] protected-vlan reference-instance 2

@ 7 RRPP i 2 BB A4 b E5F 1 A %4 97 &, 5 11 GigabitEthernet 3/0/1,
All % 112 GigabitEthernet 3/0/2, H- 4 8% 35 .

[SWB-rrpp-domain2] ring 1 node-mode transit primary -port GigabitEthernet 3/0/1 secondary-port

GigabitEthernet 3/0/2 level 0

[SWB-rrpp-domain] ring 1 enable

@ 7£ RRPP i% 2 N B AR &0 735 2 MM B A %Y &, 1 %% 1 4 GigabitEthernet
3/0/3, F{HBE T .

[SWB-rrpp-domain2] ring 2 node-mode assistant-edge edge-port GigabitEthernet 3/0/3
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[SWB-rrpp-domain2] ring 2 enable
[SWB-rrpp-domain2] quit

@ {fife RRPP thil.
[SWB] rrpp enable

(3) ZEAEY, SWC |-Ai2 & RRPP,
@ €18 VLAN 10 #1 VLAN 20,450 VLAN 10 #4538 MSTP 224 1 I, VLAN 20
BegtE) MSTP 5241 2 F, 3% MST S E .

< SWC> system-view

[SWC] vlan 10

[SWC-vlanl0] quit

[(SWC] vlan 20

[SWC-vlan20] quit

[SWC] stp region-configuration

[SWC -mst-region] instance 1 vlan 10
[SWC-mst-region] instance 2 vlan 20
[SWC-mst-region] active region-configuration
[SWC-mst-region] quit

@ 4 B 7E ¥ (1 GigabitEthernet 3/0/1,GigabitEthernet 3/0/2 FERCEWHEHRE
Up/Down 114l it [8] 2 0s, 260 STP Thék, M O ACE & Trunk 30,251 VLAN 1@t
H fi% VLAN 10 #1 VLAN 20 i@t .

[SWC] interface GigabitEthernet 3/0/1
[SWC-GigabitEthernet3/0/1] link-delay 0
[SWC-GigabitEthernet3/0/1] undo stp enable
[SWC-GigabitEthernet3/0/1] port link-type trunk
[SWC-GigabitEthernet3/0/1] undo port trunk permit vlan 1
[SWC-GigabitEthernet3/0/1] port trunk permit vlan 10 20
[SWC-GigabitEthernet3/0/1] quit

[SWC] interface GigabitEthernet 3/0/2
[SWC-GigabitEthernet3/0/2] link-delay 0
[SWC-GigabitEthernet3/0/2] undo stp enable
[SWC-GigabitEthernet3/0/2] port link-type trunk
[SWC-GigabitEthernet3/0/2] undo port trunk permit vlan 1
[SWC-GigabitEthernet3/0/2] port trunk permit vlan 10 20
[SWC-GigabitEthernet3/0/2] quit

@ FEH O GigabitEthernet 3/0/3 AL BB #R7%E Up/Down Ml A& & 0s, KM
STP ZhBE, 3% 8% O AC B % Trunk 350,251k VLAN 1@ B f1F VLAN 20 .

[SWC] interface GigabitEthernet 3/0/3
[SWC-GigabitEthernet3/0/3] link-delay ©

[SWC GigabitEthernet3/0/3] undo stp enable
[SWC-GigabitEthernet3/0/3] port link-type trunk
[SWC-GigabitEthernet3/0/3)] undo port trunk permit vlan 1
[SWC-GigabitEthernet3/0/3] port trunk'permit vlan 20
[SWC-GigabitEthernet3/0/3] quit
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@ 7E%i 1 GigabitEthernet 3/0/4 B2 B ¥ E #2487 Up/Down 1§18 i 2% 0s, 3 (A
STP Zh6E, J ¥ ¥ O AC B A Trunk % 0,25 1 VLAN 133t B fiF VLAN 10 i# i,

[SWC] interface GigabitEthernet 3/0/4
[SWC-GigabitEthernet3/0/4] link-delay 0
[SWC-GigabitEthernet3/0/4] undo stp enable
[SWC-GigabitEthernet3/0/4] port link-type trunk
[SWC-GigabitEthernet3/0/4] undo port trunk permit vlan 1
[SWC-GigabitEthernet3/0/4] port trunk permit vlan 10
[SWC-GigabitEthernet3/0/4] quit

® fiE RRPP £ 1,% VLAN 100 Ad & Xm0 VLAN, 34 MSTP <cf) 1 frt
#H89 VLAN B8 N5 VLAN,

[SWC] rrpp domain 1
[SWC-rrpp-domainl] control-vlan 100

[SWC-rrpp-domainl] protected-vlan reference-instance 1

® #£ RRPP 3 1 WACE AT 0 E30 1 6955 17 £0, 5 0 GigabitEthernet 3/0/1,
Bl¥% 1 2% GigabitEthernet 3/0/2, 3 fE % 3,

[SWC-rrpp-domainl] ring 1 node-mode transit primary-port GigabitEthernet 3/0/1 secondary -port

GigabitEthernet 3/0/2 level 0

[SWC-rrpp-domainl] ring 1 enable

@ #ZERRPP 8 1 ARLEAFHZ N T 3 MAEN &, 1% % O & GigabitEthernet
3/0/4,FF{EABILFR .

[SWC-rrpp-domainl] ring 3 node-mode edge edge-port GigakitEthernet 3/0/4

[SWC-rrpp-domainl] ring 3 enable

[SWC-rrpp-domainl] quit

® fI& RRPP 8 2.6 VLAN 105 B2 & BB S VLAN, ¥ MSTP SE4) 2 prigk
St69 VLAN BB Oy 2R H R 7 VLAN,

[SWC] rrpp domain 2

[SWC-rrpp-domain2] control-vlan 105
[SWC-rrpp-domain2] protected-vlan relerence-instance 2

@ 7£ RRPP R 2 WL B A &0 5 1 &8 £, % 11 K GigabitEthernet 3/0/1,
HI % 0 4 GigabitEthernet 3/0/2, - {# 81 .

[SWC-rrpp-domain2] ring 1 node-mode transit primary-port GigabitEthernet 3/0/1 secondary -port

GigabitEthernet 3/0/2 level 0

[SWC-rrpp-domain2] ring 1 enable

(0 7 RRPP & 2 WECE A i & 20 T 3F 2 9L &4 &1, 148 11 4 GigabitEthernet 3/0/3,
HAERBZIF.

[SWC-rrpp-domain2] ring 2 node-mode edge edge-port GigabitEthernet 3/0/3

[SWC-rrpp-domain2] ring 2 enable
[SWC-rrpp-domain2] quit
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@ {#fE RRPP thi¥.
[SWC] rrpp enable

(4) FEAZHHL SWD it 8 RRPP,
@ fE VLAN 10 #1 VLAN 20,4515 VLAN 10 BR5t %3 MSTP 5241 1 |, VLAN 20

BRES B MSTP £ 2 |, 3E8iE MST Ba) B .

<ZSWD>> system-view

[SWD] vlan 10

[SWD-vlanl0] quit

[SWD] vlan 20

[SWD-vlan20] quit

[SWD] stp region-configuration
[SWD-mst-region] instance 1 vlan 10
[SWD-mst-region] instance 2 vlan 20
[SWD-mst-region] active region-configuration
[SWD-mst-region] quit

@ 4rBI{E% O GigabitEthernet 3/0/1 #1 GigabitEthernet 3/0/2 F R B HE E#ERE

Up/Down il i [8] 2 0s, 5 F] STP ThAE . 34 % O AC By Trunk % 0,281k VLAN 1 i3
H#¥F VLAN 10 f1 VLAN 20 5@ id.

[SWD] interface Gigabit Ethernet 3/0/1
[SWD-GigabitEthernet3/0/1] link-delay 0
[SWD-GigabitEthernet3/0/1] undo stp enable
[SWD-GigabitEthernet3/0/1] port link-type trunk
[SWD-GigabitEthernet3/0/1] undo port trunk permit vlan 1
[SWD-GigabitEthernet3/0/1] port trunk permit vlan 10 20
[SWD-GigabitEthernet3/0/1] quit

[SWD] interface GigabitEthernet 3/0/2
[SWD-GigabitEthernet3/0/2] link-delay 0
[SWD-GigabitEthernet3/0/2] undo stp enable
[SWD-GigabitEthernet3/0/2] port link-type trunk
[SWD-GigabitEthernet3/0/2] undo port trurk permit vlan 1
[SWD-GigabitEthernet3/0/2] port trunk permit vlan 10 20
[SWD-GigabitEthernet3/0/2] quit

® £ RRPP & 1, VLAN 100 A # bz # & VLAN, K MSTP 34 1 Frgk

§69 VLAN B8 Bz sk § VLAN,

[SWD] rrpp domain 1
[SWD-rrpp-domainl] control-vlan 100
[SWD-rrpp-domainl] protected-vlan reference-instance 1

@ 7 RRPP % 1 AAC B AR & H 5 1 915% 9 5 , £ % O 4 GigabitEthernet 3/0/1,

HI¥t [ 3% GigabitEthernet 3/0/2, 3l fEE3F .

[SWD-rrpp-domainl] ring 1 node-mode transit primary-port GigabitEthernet 3/0/1 secondary-port
GigabitEthernet 3/0/2 level 0
[SWD-rrpp-domainl] ring 1 enable

o
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[ SWD-rrpp-domainl] quit

® fj&E RRPP % 2,4 VLAN 105 it B % a0 M VLAN, 8 MSTP scf 2 frag
5A9 VLAN B2 iz i VLAN,

[SWD)] rrpp domain 2
[SWD-rrpp-domain2] control-vlan 105
[SWD-rrpp-domain2] protected-vlan reference-instance 2

® 7E RRPP 8 2 W E AN & v 55 1 B 55 520, £ 3% D & GigabitEthernet 3/0/1,
B ¥ 11 % GigabitEthernet 3/0/2, 3 {# EI1Z 3,

[SWD-rrpp-domain2] ring 1 node-mode transit primary-port GigabitEthernet 3/0/1 secondary-port
GigabitEthernet 3/0/2 level 0

[SWD-rrpp-domain2] ring 1 enable

[SWD-rrpp-domain2] quit

@ fdifie RRPP Hrill .
[SWD] rrpp enable

(5) EAC A SWE L # RRPP.
@ figE VLAN 20, VLAN 20 5% MSTP 4] 2 £, #E MST RMEE.

< SWE> system-view

[SWE] vlan 20

[SWE-vian20] quit

TSWE] stp region-conliguration
[SWE-mst-region] instance 2 vlan 20
[SWE-mst-region] active region-configuration
[SWE-mst-region] quit

@ 4+BIFEH O GigabitEthernet 3/0/1 #1 GigabitEthernet 3/0/2 FEEYHEHEERS
Up/Down 4 i i [8] 4 0s, 360 STP ZhE , H4 356 11K F K Trunk % 0,58 1E VLAN 1381
B f#s VLAN 20 #xf.

[SWE] interface GigabitEthernet 3/0/1
[SWE-GigabitEtherne13/0/1] link-delay 0
[SWE-GigabitEtherne13/0/1] undo stp enable
[SWE-GigabitEthernet3/0/1] port link-type trunk
[SWE-GigabitEthernet3/0/1] undo port trunk permit vlan 1
[SWE-GigabitEthernet3/0/1] port trunk permit vlan 20
[SWE-GigabitEthernet3/0/1] quit

[SWE] interface GigabitEthernet 3/0/2
[SWE-GigabitEthernet3/0/2] link-delay 0
[SWE-GigabitEthernet3/0/2] undo stp enable
[SWE-GigabitEthernet3/0/2] port link-type trunk
[SWE-GigabitEthernet3/0/2] undo port trunk permit vlan 1
[SWE-GigabitEtherne13/0/2] port trunk permit vlan 20

| SWE-GigabitEthernet3/0/2] quit
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@ €3 RRPP i 2,4 VLAN 105 fid B %R A5 VLAN, 3£ MSTP 524 2 it
S69 VLAN BB iz 4R 5" VLAN,

[SWE] rrpp domain 2
[SWE-rrpp-domain2] control-vlan 105
[SWE-rrpp-domain2] protected-vlan reference-instance 2

@ 7E RRPP i 2 NECEAE S H T H 2 89 F 95 4. £ 5 0 K GigabitEthernet 3/0/2,
H %5 1% GigabitEthernet 3/0/1, 3 f8i% 3K .

[SWE-rrpp-domain2] ring 2 node-mode master primary -port GigabitEthernet 3/0/2 secondary -port
GigabitEthernet 3/0/1 level 1

[SWE-rrpp-domainZ] ring 2 enable

[SWE-rrpp-domain2] quit

® {#fiE RRPP Hil,
[SWE] rrpp enable

(6) TEAE¥H] SWF B 5 RRPP, )
D f1& VLAN 10.4% VLAN 10 M85 MSTP £ 1 L, 33 7% MST st E,

< SWF> system-view

[SWF] vlan 10

[SWF-vlanl0] quit

[SWF] stp region-configuration

[SWF mst-region] instance 1 vlan 10
[SWF-mst-region] active region-configuration
[SWF-mst-region] quit

@ 4rBI{EH 1] GigabitEthernet 3/0/1 # GigabitEthernet 3/0/2 R Y& R E
Up/Down ) il i [8] 25 0s, 3¢ STP ThEE . HoK s O A A Trunk 3§13 ,285)F VLAN 1 #id
HaiF VLAN 103#3d.

[SWF] interface GigabitEthernet 3/0/1
[SWF-GigabitEthernet3/0/1] link-delay 0
[SWF-GigabitEthernet3/0/1] undo stp enable
[SWF-GigabitEthernet3/0/1] port link-type trunk
[SWF-GigabitEthernet3/0/1] undo port trunk permit vlan 1
[SWF-GigabitEthernet3/0/1] port trunk permit vlan 10
[SWF-GigabitEthernet3/0/1] quit

[SWF] interface GigabitEthernet 3/0/2
[SWF-GigabitEthernet3/0/2] link-delay 0
[SWF-GigabitEthernet3/0/2] undo stp enable
[SWF-GigabitEthernet3/0/2] port link-type trunk
[SWF-GigabitEthernet3/0/2] undo port trunk permit vlan 1
[SWF-GigabitEthernet3/0/2] port trunk permit vlan 10
[SWF-GigabitEthernet3/0/2] quit

@ )& RRPP i 1.6 VLAN 100 f2 8 Rz s # 4 VLAN, K MSTP L6 1 frag
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S5 VLAN BB Rz s {5 VLAN,

[SWF] rrpp domain 1
[SWF-rrpp-domainl] control-vlan 100
[SWF-rrpp-domainl] protected-vlan reference-instance 1

@ 7 RRPP {2 AR E AR & N FI 3 B EWE, LW O H GigabitEthernet 3/0/1,
Bl %% O % GigabitEthernet 3/0/2, i §E % 5.

[SWF-rrpp-domainl] ring 3 node-mode master primary-port GigabitEthernet 3/0/1 secondary -port

GigabitEthernet 3/0/2 level 1

[SWF-rrpp-domainl] ring 3 enable
[SWF-rrpp-domainl] quit

@ {8 RRPP thil .
[SWF] rrpp enable

(7) 5B LL ERCE J , % SWB 1 SWC L4 5|AdE RRPP 3R 4,

[SWB] rrpp ring-group 1
[SWB-rrpp-ring-groupl ] domain 2 ring 2
[SWB-rrpp-ring-groupl] domain 1 ring 3
[SWC] rrpp ring-group 1
[SWC-rrpp-ring-groupl] domain 2 ring 2
{SWC-rrpp-ring-groupl] domain 1 ring 3

Bl ® 5¢ RS P a] LI A display rrpp verbose fp 4 & F &% & L RRPP ¢ & f1i2
rEol.

13.4 Smart Link LRI FiE S

WE 13-4 iR, W EFHMEBMEAHANZ —. —RESL T, B HFMHE STP
_(Spanning Tree Protocol, 4 B4R P 30D 34 SCBE M 4% b i) 88 B T A & 63, 1B STP & Al T 3
WS R AR BRI .

Device A

Eth 1/0/2

Eth 1/0/1
"§" Device D

Eth 1/0/3

Device B

Eth 1/0/3

Eth 1/0/1 Eth 1/0/2

Device C :‘é"

P 13-14 Smart Link AR EH

Eth 1/0/2 Eth 1/0/1 &g Device E

Smart Link S8BT LU 2 R P 0 e B AR B TR 7T IS B E S B TR &
BEHREES. EN EATAMKET, 45 A6 et & AR RB &M
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B, XA ER T IR E MRS HAEA.

Smart Link 8 EER AR : - TFRETHMN; WYCEEHRGEBIER%) ; BERL,
& T H P8 4E.

13.4.1 & Smart Link HBR R EILS

1. %

MAFMBRMEN EATEMN, Bx o] SR RS, FUANE TR RAEL R
Smart Link 35080 M 48 th B85 B ST R &0 .

2, AME

B 13-15 frAs N8 Smart Link 28 0 BB B 75 S A& .

Switch A

Switch B e Switch E
Gea0s| o S |GE 403
) Master Link
— Slave Link
<> Smart Link Group

GE 4/0/1 i (}u 4/0/1

o . ~ GE 4/0, GE 4/0/12 G
Switch C I:-é—b "“1:.,§+ Switch D

g 13-15 9 Smart Link 21 S0 S A0 8 R 5 H

3. BEER

T 13-15 Fron . W46 8 38 5L 6 4F 3% 42 19 32 8 bl SWA (SWB.SWC,SWD ., SWE ¢ #
Smart Link, PM4EEHHRERBELREEXB T ER,

(1) SWC.SWD I F473] Switch A,

@) WEFTHBRHITRESED.

(3) 7E VLAN 1 N & X fiH i Flush 31 3.

4, RENEBNRE

(1) FEZ#AL SWC LBEE Smart Link,

O FEMEXHO XA STP thik.

< 8SWC>> system view

[SWC] interface GigabitEthernet 4/0/1

[SWC-GigabitEthernetd/0/1] stp disable

[SWC-GigabitEthernet4/0/1] interface GigabitEthernet 4/0/2

[SWC - GigabitEthernet4/0/2] stp disable
[SWC-GigabitEthernetd,/0/2] quit

@ @I# Smart Link 41 1, 3¢t B H AR VLAN 3y MSTP %41 0~15 T8 ST VLAN,

[SWC] smart-link group 1

&

==



R (872,

U

1
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[SWC-smlk-groupl] protected-vlan reference-instance 0 to 15
@ FCE Smart Link 41 1 #9335 (1 & GigabitEthernet 4/0/1, 8% [1 HGigabitEthernet 4/0/2,

[SWC-smlk-groupl] port GigabitEthernet 4/0/1 master
[SWC-smlk-groupl] port GigabitEthernet 4/0/2 slave

@ 7 Smart Link 1 1 th{fifiE & 3% Flush 2 CHITHEE.
[SWC-smlk-groupl] flush enable

(2) ZEZHHL SWD "B E Smart Link,
@ FEAEEH O EEH STP Zhig.

< SWD>> system-view

[SWD] interface GigabitEthernet 4/0/1
[SWD-GigabitEthernet4/0/1] stp disable
[SWD-GigabitEthernet4/0/1] interface GigabitEthernet 4/0/2
[SWD-GigabitEthernetd4/0/2] stp disable
[SWD-GigabitEthernet4/0/2] quit

@ 413 Smart Link 24 1, A0 8 HARH VLAN 5 MSTP 54 0~15 i &g VLAN,

[SWD] smart-link group 1
[SWD-smlk-groupl] protected-vlan reference-instance 0 to 15

@ BH Smart Link 20 1 B 33 11 25 GigabitEthernet 4/0/1, BIl#% 0 A GigabitEthernet 4/0/2,

[SWD-smlk-groupl] port GigabitEthernet 4/0/1 master
[SWD-smlk-groupl] port GigabitEthernet 4/0/2 slave

@ 7F Smart Link 2 1 {fifiE &% Flush # XA ThEE.
[SWD-smlk-groupl] flush enable
(3) fEAC AL SWB LEE Smart Link, ZEHH36H O F{# 68450k Flush ) 30 ThEE.

< SWB>> system-view

[SWRB] interface GigabitEthernet 4/0/1

[SWB GigabitEthernet4/0/1] smart-link flush enable
[SWB-GigabitEthernet4/0/1] interface GigabitEthernet 4/0/2
[SWB-GigabitEthernet4/0/2] smart-link flush enable
[SWB-GigabitEthernet4/0/2] interface GigabitEthernet 4/0/3
[SWB-GigabitEthernet4/0/3] smart-link [lush enable
[SWB-GigabitEthernet4/0/3] quit

(4) fEAc AL SWE B ® Smart Link, 7EHEH O L {#EHE L Flush $ CHIThBE.

<SWE> system-view

[SWE] interlace GigabitEthernet 4/0/1
[SWE-GigabitEthernet4/0/1] smart-link flush enable
[SWE-GigabitEthernet4/0/1] interface GigabitEthernet 4/0/2
[SWE-GigabitEthernet4/0/2] smart-link flush enable
[SWE-GigabitEthernet4/0/2] interface GigabitEthernet 4/0/3
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[SWE-GigabitEthernetd/0/3] smart-link flush enable
[SWE-GigabitEthernet4,/0/3] quit

(5) fEZZ# bl SWA B ® Smart Link, 7EHIE 0 FEH STP thig.

< SWA™> system-view

[SWA] interface GigabitEthernet 4/0/1
[SWA-GigabitEthernet4/0/1] smart-link flush enable
[SWA-GigahitEthernet4/0/1] interface GigabitEthernet 4/0/2
[SWA-GigabitEthernet4/0/2] smart-link flush enable
[SWA-GigabitEthernet4/0/2] quit

(6) BCESERUE . I/ 01 LLiE 3 {8 Al display smart-link group 4 W I E&iF 4%
Smart Link G R .

[SWC] display smart-link group 1

Smart link group 1 information:

Device ID: 000{-e23d-5af0

Preemption mode: NONE

Control VLAN: 1

Protected VLAN: Reference Instance 0 to 15

Member Role State Flush-count Last-flush-time
GigabitEthernet 4/0/1 MASTER ACTVIE 5 16:37:20 2009/02/21
GigabitEthernet 4/0/2 SLAVE STANDBY 1 17:45:20 2009/02/21

R, BT XR oAb Smart Link AR Ao (Pidofdso)if, il Farim
3% 0,4 Smart Link R EXARE . AFBER 2, B LY AHSE, TS HAR,

13.4.2 % Smart Link BHi FEoBBBAREIES

1. &%

FEERR D T HERREOF AR, EFEEL Smart Link HAEHMARSH.
2. AME

P 13-16 Br75 A% Smart Link 24 $1 4% 43 $H S QAT H /R L

Switch A

GE 4/0/2

GE 4/0/1 GE 4/0/1 §
o

GE 4/0/2 GE 4/0/2 4

Switch D

Switch B

GE 4/0/1 :?-» GE 4/0/2
Switch C

B 13-16 % Smart Link A B4HAMANEREE
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3. MEEX

NP 13-16 F7R » P48 B B B 4 4T i Y R #e L SWA . SWB.SWC,SWD B # Smart
Dok, ISR EORE AR KBTI ESR,

(1) SWC £ VLAN 1~VLAN 200 # i &i#id SWB.SWD W F478 SWA, R4
& +4#, VLAN 1~ VLAN 100 #l VLAN 101~VLAN 200 #) 5 48 ¥ & 4> 5138 33 4 7 8
Hpk FATF] SWA,

(2) SWC TR T8 R 1% &4, Smart Link 21 1 |93 A6 0(485E VLAN 1~
VLAN 100) @i B M 22 5F SWB Fr7E (85 BR il 7] SWA; 1fif Smart Link 41 2 (95| 6 2
(4B VLAN 101~VLAN 200) 8 it B M £ SWD fr 78 §) &5 138 /] SWA,

(3) Smart Link £0 1 #1140 2 42 %7€ VLAN 10 Al VLAN 101 (4 % 3% 30 Flush 3¢,

4. RETEMERE

(1) e HL SWC LB E Smart Link,

@ €J# VLAN 1~ VLAN 200, 4> 53¥ VLAN 1~ VLAN 100 #t 4 8] MSTP 34 0
F,VLAN 101~VLAN 200 B4t %] MSTP 526 2 |-, 3 3% MST 8 EE.

< SWC> system-view

[SWC] vlan 1 to 200

[SWC] stp region-configuration
[SWC(C-mst-region] instance 0 vian 1 to 100
[SWC-mst-region] instance 2 vlan 101 to 200
[SWC-mst-region] active region-configuration

@ FHAEEHO EK STP ZhfE, S OB E N Trunk 0 H £ VLAN 1~
VLAN 200 .

[SWC] interface GigabitEthernet 4/0/1
[SWC-GigabitEthernetd/0/1] stp disable
[SWC-GigabitEthernet4/0/1] port link-type trunk
[SWC-GigabitEthernet4/0/1] port trunk permit vlan 1 to 200
[SWC-GigabitEthernet4/0/1] interface GigabitEthernet 4/0/2
[SWC-GigabitEthernet4/0/2] stp disable
[SWC-GigabitEthernet4/0/2] port link-type trunk
[SWC-GigabitEthernet4/0/2] port trunk permit vlan 1 to 200
[SWC-GigabitEthernet4/0/2] quit

@ @& Smart Link £ 1,385 H{EH VLAN 2 MSTP 24 0 BrB 5t ) VLAN,

[SWC] smart-link group 1
[SWC-smlk-groupl] protected-vlan reference-instance 0

@ BE Smart Link 2 1 %335 1 3% GigabitEthernet 4/0/1, &l ¥ 0 A GigabitEthernet 4/0/2,

[SWC-smlk-groupl] port GigabitEthernet 4/0/1 master
[SWC-smlk-groupl] port GigabitEthernet 4/0/2 slave

® 7 Smart Link 4 1 sPECE A HBR N A 6 5B (HERX Flush #i3CA T8,
Jig & &% Flush R 3CA#EH VLAN 2 VLAN 10,
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[SWC-smlk-groupl] preemption mode role
[SWC-smlk-groupl] flush enable control-vlan 10
[SWC-smlk-groupl] quit

® @I% Smart Link 41 2, } BB H AR $ VLAN 5 MSTP 34 2 Fsk8 s VLAN,

[SWC] smart-link group 2
[SWC-smlk-group2] protected-vlan reference-instance 2

@ BeHE Smart Link 28 2 BI85 11 % GigabitEthernet 4/0/1, £%411 % GigabitEthernet 4/0/2,

[SWC-smlk-group2] port GigabitEthernet 4/0/1 slave
[SWC-smlk-group2] port GigabitEthernet 4/0/2 master

® 7E Smart Link 2 2 PACE# 580 AEHR SR, HREE 2 Flush X8y Ih8E,
4 K ¥ Flush 30884 VLAN 3 VLAN 101,

[SWC-smlk-groupZ] preemption mode role
[SWC-smlk-group?] flush enable control-vlan 101
[SWC-smlk-group2] quit

(2) fEAc#H ¥ SWB ' ® Smart Link,
@ filg VLAN 1~VLAN 200,

<< SWB>> system-view

[SWB] vlan 1 to 200

@ fEMXEwO L4 5 H STP BhfE, ¥ % 1 AL & A Trunk 3% 0 H fiF VLAN 1~
VLAN 200 i@t ; {#fE8d Flush 3 @ TheE, 3545 0k Flush 3 3c @96 VLAN %
VLAN 10 # VLAN 101,

[SWE] interface GigabitEthernet 4/0/1

[SWB-GigabitBthernet4/0/1] port link-type trunk
[SWB-GigabitEthernet4/0/1] port trunk permit vlan 1 to 200
[SWB-GigabitEthernet4,/0/1] smart-link flush enable eontrol-vlan 10 101
[SWB-GigabitEthernet4/0/1] interface GigabitEthernet 4/0/2
[SWB-GigabitEthernet4/0/2] port link-type trunk
[SWB-GigabitEthernet4/0/2] port trunk permit vlan 1 to 200
[SWB-GigabitEthernet4/0/2] smart-link {lush enable control-vlan 10 101
[SWB-GigabitEthernet4/0/2] quit

(3) fEAc# ML SWD A ® Smart Link,

@ f1# VLAN 1~VLAN 200,

<< SWDZ>> system-view

[SWD] vlan 1 to 200

@ FEARES O L4 %668 STP shk, # % 0 ACE A Trunk %% 10 B 23 VLAN 1~
VLAN 200 it {f fBH W Flush # X9 Th 6B, HF 36 B B Flush XA EH VLAN B
VLAN 10 #1 VLAN 101,
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[SWD] interface GigabitEthernet 4/0/1

[SWD-GigabitEthernet4/0/1] port link-type trunk
[SWD-GigabitEthernet4/0/1] port trunk permit vlan 1 1o 200
[SWD-GigabitEthernet4/0/1] smart-link flush enable control-vlan 10 101
[SWD-GigabitEthernet4/0/1] interface GigabitEthernet 4/0/2
[SWD-GigabitEthernet4/0/2] port link-type trunk
[SWD-GigabitEthernet4/0/2] port trunk permit vlan 1 to 200
[SWD-GigabitEthernet4/0/2] smart-link [lush enable control-vlan 10 101
[SWD-GigabitEthernet4/0/2] quit

(4) £ AL SWA FAELE Smart Link,
@ fg VLAN 1~VLAN 200,

< SWA>> system-view
[SWA] vlan 1 to 200

@ TEMEH O L4 5 %P STP ThAE, ¥ % [ AC B % Trunk %0 H £ VLAN 1~
VLAN 200 i#iit; ff fE8 Wit Flush # 3C 89 Dh RE , IF 45 2 #e i Flush A H VLAN b
VLAN 10 #1 VLAN 101,

[SWA] interface GigabitEthernet 4/0/1

[SWA-GigabitEthernet4/0/1] port link-type trunk
[SWA-GigabitEthernet4/0/1] port trunk permit vlan 1 to 200
[SWA-GigabitEthernetd/0/1] smart-link {lush enable control-vlan 10 101
[SW A-GigabitEthernet4/0/1] interface GigabitEthernet 4/0/2
[SWA-GigabitEthernet4/0/2] port link-type trunk

[SW A-GigabitEthernet4/0/2] port trunk permit vlan 1 to 200
[SWA-GigabitEthernetd/0/2] smart-link flush enable control-vlan 10 101
[ SWA-GigabitEthernet4/0/2] quit

(5) BEB MG, /P {# M display smart-link group #y 4 0] M # F % % & L Smart
Link HHBIE B.. .
® # % Switch C I Smart Link 41 #{5 A

[SWC] display smart-link group all
Smart link group 1 information:

Device ID: 000{-e23d-5al0

Preemption mode: ROLE

Control VLAN: 10

Protected VLAN: Relerence Instance 0

Member Role Srate Flush-count  Last-flush-time
GigabitEthernet 4/0/1 MASTER ACTVIE 5 16:37:20 2009/02/21
GigabitEthernet 4/0/2 SLLAVE STANDBY 1 17:45:20 2009/02/21

Smart link group 2 information:
Device 1D: 000{-e23d-5af0
Preemption mode: ROLE
Control VLAN: 101

Protected VLAN: Reference Instance 2
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Member Role State Flush-count  Last-flush-time
GigabitEthernet 4/0/2 MASTER ACTVIE 5 16:37:20 2009/02/21
GigabitEthernet 4/0/1 SLAVE STANDBY 1 17:45:20 2009/02/21

@ @A display smart-link flush 4 AT LIEE £ 154 B Flush B CE A,

[SWE] display smart-link {lush

Received flush packets : 5

Receiving interface of the last flush packet : GigabitEthernet 4/0/2
Receiving time of the last flush packet : 16:25:21 2009/02/21
Device ID of the last flush packet : 000f-e23d-5af0
Control VLAN of the last flush packet : 10

13.5 Track MR BI85 S

Track Bz I B ST R, A 13-17 Fraw.

i FARER U AR
( VRRP ) NQA
TrackfilH
BFD
| -

B 13-17 BRahhAES B TR

5% 36 2 AE by O FHAE S | Track A8 F0 M5 M A 3 3 S840 4H . B 30 2y RE B 95 i i & o B
BT, SCBEAS R B 22 (] 9 BK Bf, BP by s B AR Bl 0 Track BEIR foh 25 07 F B e ph AT P R
. SEEMBTH 0 5T 3 G IR S R YERESF EAT BRI L JF 8 T Track BEHOKE BRI 45 158 R 44
L AR . 0L PR B S8 0 B 48 4R 75 9 AR A S B AT A O B Ak BE L DA T 38 6 38 15 60 b D6
B 45 T R ARG

Track BEH AL T K7 FHASEER A U B BE R 2 6] , 32 B2 D RE 2 5F MCAS [9) s U AR B i 22 53, 9 B
R SRR g — O .

13.5.1 VRRP.Track 5 NOA BXZh B BIFE B 15 &

1. &%

M A FRERIU 0P, EMEDIE T VRRP USRI 4, A7ELRME
Fip &3, VRRP {68 80 B B % B B i B (o] B, 10 S A J8% 0 O S 0 48 d IR . B4 0Lk 1
g O B R RT , VRRP A VI, S8 %5 % 4 k.

RIELL Ly S 45 5 B LBRIFO, MEEE R L E S ACE Track I 68 3 3L 31 M 4%
f1f VRRP 5 NQA B3,
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2, AME
P9 13-18 fr7n 2y VRRP,Track 5 NQA BEsh L IR BoR &1,

Virtual IP address

10.1.1.10/24
Vlan-int 2 Vlan-int 3
10.1.1.1/24 10.1.2.1/24

- i,
Vlan-int 3

Switch A 10.1.2.2/24 Switch C 20.1.1.124

’&}_1}_@4

Host A Host B

Vian-int 2 Vlan-int 3

10.1.1.2/24 10.1.3.1/24
Vian-int 3

Switch B 10.1.3.2724 g \iiech D

Bl 13-18 VRRP.Track 5 NQA Bai R B = A A

3. BERR

NP 13-18 Az , W0 4% B B8 B3 X 6 4F % ) 3 #e Hl SWA . SWB,SWC,SWD A: & 35 #
YL VRRP.Track 5 NQA BXz)ThfE. MEEH R ERESABXBTHERK,

(1) Host A &% i}ji[a) Internet I ) Host B, Host A BIERIARI 364 10. 1. 1. 10/24,

(2) SWA f1 SWB B THE#L IP #ifit 5 10. 1. 1. 10 g9 & fpdd 1.

(3) X SWA iF% T 4T, Host A % 3%48 Host B (R 308 o SWA ¥ % ; Mk NQA
Wl E) SWA 478 AR i, Host A & 1% %5 Host B I SCiliit SWB # & .

4. EREBRMNBE

(1) ZEZ#a 4l SWA SWB.SWC.SWD L #: & 13-18 & VLAN ¥} F 8% VLAN
O/ IP feht oF 8 DA TR A9 VLAN o, B4R AL & ot f2 8.

(2) fE3EHHAL SWA LB E VRRP, Track 5 NQA BEBhThRE.

@ QISR Z N admin BRIERE N test B NQA 1l 4 .

[SWAJ] nqa entry admin test

@ fd B WA A Y ICMP-echo.
[SWA-nga-admin-test] type icmp-echo

@ RLE HuyHbhEDY 10,1, 2.2,
[SWA-nga-admin-test-icmp-echo] destination ip 10.1.2.2
@ WXBEAEN 100ms,

[SW A-nga-admin-test-icmp-echa] frequency 100

©® REBKT 1GEZERM S Wt ZK3) .

[SWA-nga-admin-test-icmp-echo] reaction 1 checked-element probe-fail threshold-type consecutive 5
action-1ype trigger-only
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® Baww.

[SWA] nqa schedule admin test start-time now lifetime forever

@ BLHE Track 1 1, XB NQA R4 (B 5 K admin, AEFRE N test) MBI 1,
(WA fruckf nigs ensry:atinin test renchon 1

® @i VRRP &4l 1, R EAMA 1 fEHEL IP #akk 10.1.1. 10,

[SWA] interface vlan-interface 2
[SWA-Vlan-interface2] vrrp vrid 1 virtual-ip 10.1.1.10

© WHE SWA ZE&G4 1 PRRESRN 110,
[SWA-Vlan-interface2] vrrp vrid 1 priority 110

© WE &R RAE S KK SIMPLE, AEF A hello,
[SWA-Vlan-interface2] vrrp vrid 1 authentication-mode simple hello
@ B Master &% VRRP #f 3 & (8] B (8] & Ss.
[SWA-Vlan-interface2] vrrp vrid 1 timer advertise 5

@ & SWA TR &K, 1B 45 2ERK B 5s.
[SWA-Vlan-interface2] vrrp vrid 1 preempt-mode timer delay §

@ &E MW Track I,

[SWA-Vlan-interface2] vrrp vrid 1 track 1 reduced 30

(3) TEAE#H YL SWB FAiR'E VRRP,
O QIE&ME L FEESME 1 9B IP #hkh 10.1. 1. 10,

< SWB>> system-view
[SWB)] interface vlan-interface 2
[SWB-Vlan-interface2] vrrp vrid 1 virtual-ip 10.1.1.10

@ 8 SWB &M 1 FHEERN 100,
[SWB-Vlan-interface2] vrrp vrid 1 priority 100

@ BB HHANINEN XA SIMPLE, AUEF A hello,
[SWB-Vlan-interface2] vrrp vrid 1 authentication-mode simple hello
@ % # Master &% VRRP # 3C i 8] [F B 18] 24 5s.
[SWB-Vlan-interface2] vrrp vrid 1 timer advertise 5

® &8 SWB TIEfE# & 77 4 5 ZER B (8] 2 S5s.
[SWB-Vlan-interface2] vrrp vrid 1 preempt-mode timer delay 5

(4) BB 5EALE , B P AT LUE i 8 A display virp e S BB B R RS R,
O B SWA L&MHG4H 1 iFHFES.

9 ¢
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[SWA-Vlan-interface?] display vrrp verbose
IPv4 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC
Total number of virtual routers : 1
Interface Vlan-interface 2

VRID : 1

Admin Status : Up

Config Pri : 110

Preempt Mode : Yes

Auth Type : Simple

Virtual IP :10.1.1.10

Virtual MAC : D000-5e00-0101

Master IP 30 10 % M |
VRRP Track Information:

Track Object : 1

@ B SWB F&HH 1 MitaER.

[SWB-Vlan-interface2] display vrrp verbose
IPv4 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC
Total number of virtual routers : 1
Interface Vlan-interface 2

VRID 73

Admin Status : Up
Config Pri : 100
Preempt Mode : Yes

Auth Type : Simple
Virtual IP :10.1.1.10
Master IP B e B 88 P2 |

Adver Timer
State
Running Pri
Delay Time
Key

State : Positive

Adver Timer
State
Running Pri
Delay Time
Key

T
: Master
: 110
i

: hello

=4

Pri Reduced : 30

: Backup
: 100

: hello

SWA 5 SWC A, 7 Host A AT LA ping 3 Host B, i id display vrrp 54

HERSHANFE.

[SWA-Vlan-interface2] display vrrp verbose
IPv4 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC
Total number of virtual routers : 1
Interface Vlan-interface 2

VRID o |

Admin Status : Up
Config Pri : 110
Preempt Mode : Yes

Auth Type : Simple
Virtual TP : 10.1.1.10
Master IP :10.1.1.2

VRRP Track Information:
Track Object O |

Adver Timer
State
Running Pri
Delay Time
Key

State : Negative

ih
: Backup
: 80

: hello

Pri Reduced : 30
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[SWB-Vlan-interface2] display vrrp verbose
IPv4 Standby Information:
Run Mode : Standard
Run Method : Virtual MAC
Total number of virtual routers : 1
Interface Vlan-interface 2

VRID ] Adver Timer : 5
Admin Status : Up State : Master
Config Pri : 100 Running Pri  : 100
Preempt Mode : Yes Delay Time : 5
Auth Type : Simple Key : hello
Virtual IP :10.1.1.10

Virtual MAC : 0000-5e00-0101

Master IP :10.1.1.2

MERBREBT LA M, SWA 5 SWC Kl i, SWA 1 56 Z Fe K 0 80, B K
Backup,SWB i, & Master, Host A % %% Host B 893 354 SWBH Xk .

B’ RAAs IP A it 7 B E Track AMERE,

WA Track F 894k & % Negative T 4 Positive 5,3 28 Lt 2B & A iR E.

W W AE Track ATl A A€ 65 Track #, "Tlidit vrrp vrid track #4345 & B AL
# Track H &, Bid it track 4 44) &% Track 5,

13.5.2 #7AE.Track 5 NQOA B BLA R EIES

1. =

H 7> 7l Mg R O M &, M E MR EE TSk LUER MK .
HE, Y EEEE DI, ZHSHaEBURMAT; MY EZBE LA SR BRRE
B, W A B b kYl

F TR R EE, MEEMARELSEASARE Track hHEERLHME PR BERKH S
NQA B 3.

2. AMME
P 13-19 7R #8245 B . Track 5 NQA B sh U R B % .
Switch B
Vlan-int 2 -L..,* Vlan-int 5
10.1.1.2/24 10.2.1.2/24
. Switch A . SwitchD
Vlan-int 6 Vlan-int 2 Vlan-int 5 Vlan-int 7
3.0-1-.L_”_24 Z-32 10.1.1.1/24 10.2.1.4/24 30.1.1.1/24
Vlan-int 3 Vlan-int 4
10.3.1.1/24 10.4.1.4/24

Vlan-int 4
10.4.1.3/24

Vian-int 3

10.3.1.3/24 :§-
Switch C
B 13-19 #ARA . Track 5 NQA BB AEE R EE

381
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3. EE®K

A 13-19 Fin, M B R XL EHENZH YL SWA . SWB.SWC,SWD B & A
Bt \Track 5 NQA B3, SWA .SWB,SWC 1 SWD ## T 20. 1. 1. 0/24 #130. 1. 1. 0/24
PR B, 7638 B bl b D B 4 A5 B el LASCBL P 1 I B A0 L3 L F BE B Bl 45 ) L3R B 4R 1
GIE 10

SWA {2 20. 1. 1. 0/24 M Bt N EHLABRIA R & , 77 7E P32 33k 30. 1. 1. 0/24 M BX i #
ABt, F—RE2 8% SWB HI SWC, XFABEREEREN.

(1) F—Bk X SWBHIBEMALLRE, ERHEMb., ZBEd ik, SWA i# i
SWB ## 3cf% & %) 30.1.1.0/24 M B,

(2) T—BkR SWCHBRESHaENEHER.

7 SWA bt S MH . Track 5 NQA Bah, SCRF HIMr E B B E A1k, M ERKH
A EE, B BE it A%, SWA it SWC B c# &%) 30.1.1.0/24 PEE,

[Rl#EHL, SWD #E2K 30. 1. 1. 0/24 M EHARIARME, 7E SWD EFHERKD
20.1.1.0/24 MERMBERE, T—B44 50 SWB 1 SWC, XHABEHMBEERER.

(1) F—Bk N SWB MBS ERERE, EXN A, % d T Am, SWD @i
SWB ¥R CHED) 20.1.1.0/24 WEE, ‘

(2) F—Bkh SWC Wit N & 0Bk

75 SWD bl # AR . Track 5 NQA Btgh, SCaf ¥l B R E k. M E Rk
RAl kAt &0 Bt A %, SWD B it SWC MR %3] 20.1,1.0/24 MEE.,

4 EETERMER

(1) #BAE 13-19 )3 VLAN,7E VLAN fRin AR 3% O, B 84 VLAN B U H
1P #hht , AN B o B .

(2) fEREHHL SWA FRE B AR Track 5 NQA B3,

O AEFL30.1.1.0/24 MBS E . T—8kabhkR 10.1. 1. 2, RSB R A BINE
60,iZ% MM S Track I 1 £EK,

[SWA] ip route-static 30.1.1.0 24 10.1.1.2 track 1

@ mEPIA 30.1.1.0/24 MERK#RSRG . T —Bkihk X 10.3. 1. 3, fR5EH K 80.
[SWA] ip route-static 30.1.1.0 24 10.3.1.3 preference 80

® REDIL 10.2. 1.4 fFSHE: T—3kibik 10.1.1. 2,

[SWA] ip route-static 10.2.1.4 24 10.1.1.2

@ RIEEER AN admin IRIEPRE R test ) NQA JhiXAH .

[SWA] nga en.try admin test

©® e WL R Y ICMP-echo,

[SWA-nga-admin-test] type icmp-echo

® BoEWKH HAMaE K 10, 2. 1.4, F — Bkt 10. 1. 1. 2, DIEE F NQA &3
SWA—SWB—SWD X 7 B¢ 42 Iy il .
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[SWA-nqa-admin-test-icmp-echo] destination ip 10.2.1.4
[SWA-nga-admin-test-icmp-echo] next-hop 10.1.1.2

@ BLEMRHE Y 100ms,
[SW A-nqa-admin-test-icmp-echo] frequency 100
@ ACEBRshI 1GELERM 5 Wit ZREKSD ,

[SW A-nqa-admin-test-icmp-echo] reaction 1 checked-element probe-fail threshold-type consecutive 5
action-type trigger-only

© BE3hEN.

[SWA] nga schedule admin test start-time now lifetime forever

© EHE Track B 1, KB NQA WiXA CEE R A admin R EFRE R test) KBRS 1,
[SWA] track 1 nga entry admin test reaction 1

(3) XA SWB FER S8Rl .
@ EEFL30.1.1.0/24 MEAERARME . T—38k#htl 10,2, 1.4,

[SWB] ip route-static 30.1.1.0 24 10.2.1.4
@ BECEFIIA 20.1.1.0/24 MBS RMe . F—Bkiskl 10.1. 1.1,
[SWB] ip route-static 20.1.1.0 24 10.1.1.1

(4) FEASHHL SWC FREERASMA.
O EEFA30.1.1.0/24 MEFRENE: T —3kuuhty 10.4.1. 4,

[SWC] ip route-static 30.1.1.0 24 10.4.1.4
@ BEFA 20.1.1.0/24 MBAERSH . T —8ktihkoy 10.3. 1.1,
[SWC] ip route-static 20.1.1.0 24 10.3.1.1

(5) TEAEHY. SWD A E R A HH . Track 5 NQA B3,
@ BERSE 20.1.1.0/24 MERAHBAME . T—8kthkd 10.2. 1. 2,85 R ARINE

60,1 M S Track I 1 CBE,

[SWD] ip route-static 20.1.1.0 24 10.2.1.2 track 1

@ FEPiL 20.1.1.0/24 MBS e . T Bk 10,4, 1.3, 4R5E%K K 80,
[SWD] ip route-static 20.1.1.0 24 10.4.1.3 preference 80

@ ERERX 10.1. 1.1 fFRSEH . Tkt 10.2.1.2,

[SwWD] ip rr:mu:—static 10.1.1.1 24 10.2.1.2 .

@ GIEEER AN admin EEIFEN test B NQA HIid4H .

[SWD] nga entry admin test
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® KCHE ¥R Y ICMP-echo,
[SWD-nga-admin-test] type icmp-echo

©® RCEWNKK Bt 10. 1. 1.1, F—BkHb Ak % 10. 2. 1. 2, LUfE 8 2 NQA £
SWD—SWB—SWA X &2 EEE.

[SWD-nqa-admin-test-icmp-echo] destination ip 10.1.1.1
[SWD-nga-admin-test-icmp-echo] next-hop 10.2.1.2

@ ECEMILHEER 100ms,
[SWD-nqa-admin-test-icmp-echo] frequency 100

® BERIHI 1GELRM 5 KRB .

[SWD-nga-admin-test-icmp-echo] reaction 1 checked-element probe-fail threshold-type consecutive 5
action-type trigger-only

ON=F~iE 3R

[SWD] nqga schedule admin test start-time now lifetime forever

@ BEE Track il 1,CHE NQA Ml 41 (BB B N admin, BEFRE N test) MBESHT 1,

[SWD] track 1 nga entry admin test reaction 1

(6) RMETRG, AP A display i S IABFZRELFER.
O 87 SWA | Track Hif{5 2.

[SWA] display track ali
Track ID: 1
Status: Positive
Notification delay: Positive 0, Negative 0 (in seconds)
Reference object:
NQA entry: admin test
Reaction: 1

@ Bm SWA W&, Ei B d RATLIH H,SWA NQA Wi i) 45 5 3 B ol 1 3%
(Track HiARZS A Positive) ,SWA i SWB #H3cH: £ %] 30.1.1.0/24 M Ek.

[SWA] display ip routing-table
Routing Tables: Public

Destinations : 10 Routes : 10
Destination/Mask Proto Pre Caost NextHop Interface
10.1.1.0/24 Direct 4] 0 10.1.1.1 Vlan 2
10.1.1.1/32 Direct 0 0 127.0.0.1 Inl.oop 0
10.2.1.0/24 Static 60 0 10.1.1.2 Vlan 2
10.3.1.0/24 Direct 0 0 10.3.1.1 Vlan 3
10.3.1.1/32 Direct 0 0 127.0.0.1 InLoop 0
20.1.1.0/24 Direct 0 0 20.1.1.1 Vlan 6
20.1.1.1/32 Direct 0 0 127.0.0.1 Inl.oop 0
30.1.1.0/24 Static 60 0 10.1.1.2 Vlan 2
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127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop 0
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop 0

@ 7E SWB M VLAN 0 2 # IP #bht , H B /R SWA | Track HIBEE..

< SWB> system-view
[SWB] interface vlan-interface 2
[SWB-Vlan-interface2] undo ip address
[SWA] display track all
Track ID: 1
Status: Negative
Notification delay: Positive 0, Negative 0 (in seconds)
Reference object:
NQA entry: admin test
Reaction: 1

@ Bx SWA fypsi ., HafBsh RATLAFE H,SWA NQA il i iy 55 R b E ff th A v]
3k (Track WidR A % Negative) , ] 247 B th A %0 SWA 5l it SWC - 304 & B 30. 1. 1.0/
24 MBL.

[SWA] display ip routing-table
Routing Tables: Public

Destinations : 10 Routes : 10
Destination/ Mask Proto Pre Cost NextHop Interface
10.1.1.0/24 Direct 0 0 10.1.1.1 Vian 2
10.1.1.1/32 Direct 0 o 127.0.0.1 InLoop 0
10.2.1.0/24 Static 60 0 10.1.1.2 Vlan 2
10.3.1.0/24 Direct 0 0 10.3.1.1 Vian 3
10.3.1.1/32 Direct 0 0 127.0.0.1 InLoop 0
20.1.1.0/24 Direct 0 20.1.1.1 Vlan 6
20.1.1.1/32 Direct 0 0 127.0.0.1 InlLoop 0
30.1.1.0/24 Static 80 0 10.3.1.3 Vlan 3
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop 0
127.0.0.1/32 Direct 0 0 127.0.0.1 inLoop 0
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 MSEREMEREES

14.1 FEphO0RARERS

FEFLERLENGERA, ERBMNFTANAREGFLHAT A TR, Ad s
debugging B FF B4 & {5 B PO O 945 8 38 53 FIAF & N B3 W 42 P 4% 5 17 17 50 032 D8 ) 4%
SRR G TR A I B SCHE

14.1.1 HEZXZZF UNIX BETHHRBEREIES

1. &

PO 465 5 3 B /0N 3R] o R 3R ) L O] i R B R A ) B GRS B S 0T 3 T R TE ME R L.
H3C TRI/NRG RIS G R A C 8% mR i 5 By /b J8 28 17 4 S 69 B &, 8B % 45 By
FREMHEFERMAREIIEER S HEMEkR.

2. AME

B14-1 FARNEEEXED UNIX HEEVARREHAMNAE,

=
Switch UNIX E#L

B 14-1 H&%i% B UNIX H & 4088 A E 48 W P

3. BEER

ZHMAHEEFBAER UNIX HEEVL L, B EEVLA 1P #iak 2y 202, 38. 1. 10, A f2iF
F=#EMEE T informational ) H EE B L X B E LML, 5% 15 ERH#E N ARP 1 1P,

4. RETEOME '

(1) ZHHLEECE .

O FEfFRPL.

< Sysname™> system-view
[Sysname] info-center enable

@ RIAWB T, RY M loghost FHBH T ERRBORFEFE. I T2 ARP f1 IP
MM RGEE & o XM A m H & VLB ER B A BRI IhEE.

[Sysname] undo info-center source default channel loghost



B4R PMAETRSHREREES

Q@ ¥ 1P Hiht K 202. 38. 1. 10 M FEHAHERE TN, RAFELSHB TRE T
informational M) H AR5 B4 H Z HEEH, RiFH {5 B0 ARP #1 IP,

[Sysname] info-center loghost 202.38.1.10 facility locald
[Sysname] info-center source arp channel loghost log level informational debug state off trap state off
[Sysname] info-center source ip channel loghost log level informational debug state off trap state off

(2) HEEVEWAEE., TEHRBE AP R SunOS 4. 0 F5EM AT, 7 H )~ 75 84
UNIX #{ERG F R EBEEA S ZHML,
@ LB R F (root) B 5 Gy AT LA T fin d .

# mkdir /var/log/Sysname

# touch /var/log/Sysname/information

@ LLEE H P (root) B 5 6y 4% 8 3C 4/ etc/syslog. conf, I AL F &k # /3 EH &
(selector/action pairs) .

# Sysname configuration messages
local4 . info /var/log/Sysname/information

@ 4 H 3EXAF information B 37 H /etc/syslog. conf XFH B M T 2 )5, W 47T A
Ts8 REF P HR syslogd — 4~ HUP 555 3l syslogd & £ BE 4 Ae & 3/ ete/
syslog. conf,

# ps -ae | grep syslogd

147
# kill -HUP 147

. EH%4/ete/syslog.conf B, B EEBRAFBRIRFT.FUAFRAH"H L; &
B/ HHEEZ A LIAA—AMEESRE, I REMATHE; EXHLZERAASRGTH,

Jetc/syslog. conf P X ik & L ARK M B EH LA 5 X LB K infor
center loghost #= info-center source # 4 PHAME AR B RF—H, . T A EE LT ALE
EHmsda B EENE,

14.1.2 BEEZZET Linux BETHHARNREEIES

1. §%®

B—AEPNEFEOTFERRENHEFERAEDIRS R L. HENFHRAEMEA Linux
MR %5 8%, A QN —-#EMEH UNIX IR 28, /KBS & MBIA Linux H & £ P08 8 &
PREEHITUEREEEXMAEGE.

2. AME

B14-2 iR HERZED Linux BE P MBREHARE.

Switch Linux 2§

BW14-2 BAEXRZET Linux AEFINARARBHARE
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3. EEER

LZHRYLE HEFRRZES Linux HEEH L, HE LV IP #itt % 202, 38. 1. 10, 2
RFTEER T errors MHEFRREBHETN L, RS HE LM 0 A&k,

4. RECBEHRE

(1) ZHHL EHRCE.

© FHRMER L.

< Sysname™> system-view
[Sysname] info-center enable

@ 5 1P Hihk o 202. 38. 1. 10 B EHLAE A EEH, AAFEFRE TRET errors

[Sysname] info-center loghost 202.38.1.10 facility local?
[Sysname] info-center source default channel loghost log level errors debug state off trap state off

(2) HEEV FAOERE.
@ LBRHF (root) BB ATL T &4,

# mkdir /var/log/Sysname
# touch /var/log/Sysname/information

@ LB % P (root) ) B U 44 B 3L {4 /ete/syslog. conf, N A L F & #/shEH &

(selector/action pairs),

# Sysname configuration messages
local7. info /var/log/Sysname/information

@ 4 H &3 information # 37 H /etc/syslog. conf BN T ZJ5 i@t RATLL Fard
BHE EH TP R syslogd MI# S, RFE syslogd B, FFE B H-r LSS & 13 50 syslogd.

£ ps-ae | grep syslogd

147
# kill -9 147
# syslogd -r &

FEE . #f Linux B & £, 0 M4RE syslogd it 2R l-r A B FH a5,

14.1.3 HFEZZIEZEHAHRBEERES

1. 5%

MEEE A S EMRERERGHHNERXEZ  UETREERIBCHFEFTINR
(5 E . B sLBE, /MK R FEEE A 0E B B LSRR A R w6 .

2. AR E
W43 rRNAF AR EH AR EANRER.

v Console 4@

PC Switch

M 14-3 HELZBRINEHGAMAREHPREHN



F14E NMBEERSURAREES
. RERK
LB P E B T informational B H EEBHLSREBEH G L, RS HE AW
itk ARP # 1P,
4. EESEMRE
(D) FRFERFL.

< Sysname> system-view
[Sysname] info-center enable

(2) ZRGEBINIE console Ml i T AR ARKEB W TBE] ARP f1 IP Btk iy R
Gefi B % B e XM Br A BBk i console i il 4 {5 B BB

[Sysname] undo info-center source default channel console

Q) RBEEWGHERS, RAAFTHESRE TREF T informational B A K588 1
ERE G, WSS BN ARP 1 1P,

[Sysname] info-center console channel console
[Sysname] inlo-center source arp channel console log level informational debug state off trap state off
[Sysname] info-center source ip channel console log level informational debug state off trap state off

) T B RIhEg.

<_Sysname>> terminal monitor
<ZSysname>> terminal logging

14.2 SNMP fi1t RMON IRt B S

SNMP(Simple Network Management Protaccol, {i] 8 o £% & Bt 130 B {8 B3 TCP/IP t
WO Xt BB IR AT R — e, C R AR AR R R A g TR,
SNMP BAH LT HHE.

(1D HaEMEER. MEERATTLIAH SNMP ¥ SERNSE FHTRREFR. B
BUE B R B R 50 M B2 T AT A R BRI Ak R .

(2) Rl R E P ES, LAMAR - ae 3B, SNMP HRt &
HEANIIRERE B EHAES I 5SHEREAYEFEANT 2 MK R 57 A X i, A
LB AR R A A L R E AT HGE AR A R A P AT .

RMON(Remote Network Monitoring, G R4 M) B0 Hl T 4t & oh e, H
FTREPERREMBERBREW R EEMES, it ReE MR & %A
09 B o R B 4 T L 1 T E R Y R B L O & R R RS R AN B 1) P 3 ) B i B
B3RS B BUR RI M B K IR U B, SRR EHTHRRAREESESE MIBE
Bt ME L 24025 0k B 4 B B (P AT (i 1 B Gk B 4 A, SE )T R R S0 e B s B 4
). fEAsicRAE, MERTE KX Trap HB..

RMON # SNMP # H Fie 2R & S8, KEMNETLUTRA.

(1) SNMP £ RMON 5 8 #§ % fi, , RMON & SNMP 1ff 88 £ 3% 58 . RMON 1 fii
SNMP Trap LA EVHE MERRERE Trap HEEMEETRMRE . BR SNMP

389 ~
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Siiige

H3CI A | S A2 B f5

R Trap EE HEFHTFHEARERREE LR IEEFEFER WOWERSH
THF  HEEEOMR R RFURREHATYARE.

(2) RMON { SNMP BE3E 4 2% 5 BUAR 3 3 b 5 00 20 728 O 4% 3 45, O W 465 °F I 1452 17
RYET PR FB. RMON P3O & ik B 4 % B (0 B8 TR % 68 H Bh & 3% Trap {3
BB B & AT EZ R E KB MIB 4 &6, FE4T LB, AT B 45 0 /0 B 3 3R &5 R
HHRANEGRR, APHEMA MM ERRYEEMENER.

14.2.1 SNMPv2c U EH TR BBEBIES

1L B%

H 7 5 W % 2R 0 22 A B R0 4 8 3 B 3L, BOHT 5T #E R 4% b 3 & SNMP. B
SNMPvze A t SNMPv1 B £ @9 2 BE F1 3E F ® 6917 &, BT KL SG % SNMPv2e i fT#A. 5
ShATHRERBRAEANERFERERLEZFHFNRERRERTHEHF).H
2RI YEIF R Trap WEE.

2. AN

P 14-4 BT7R % SNMPv2e B BB Byl U RC B4 M .

Agent Vlan-int 2

|
Console [

1.1.1.2/24

Terminal

B 14-4  SNMPv2c W 5 5 20 6 41 0 24 e 3 46 I

3. RE®EK

(1) P TR (NMS) 5 LK R 38 851 (Agent) i it LA K R0 i

(2) M THESS IP suht o 1.1.1.2/24,

(3) BIARIZHALE VLAN 801 TP #ihtoh 1.1.1.1/24,

(4) NMS i@l it SNMPvZc %t Agent #E4T Wi #  5 , Agent 76 BES3¥ h B O I R B 65
F3hm NMS REFO.

4. RETENRE

(1) B¢ & Agent,

@ &8 SNMP ¥AF R, U RA H&E.

< Sysname>> system-view

[Sysname] snmp-agent sys-info version v2c

[Sysname] snmp-agent community read public

[Sysname] snmp-agent community write private

@ RS A Vian-interface 2(IP ik X 1. 1. 1. 1/20) , ¥ FRE & IR O
GigabitEthernet 1/0/1 il A% VLAN 2 1,

[Sysname] vlan 2
[Sysname-vlan2] port GigabitEthernet 1/0/1
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[Sysname-vlan2] quit

[Sysname] interface vlan-interface 2
[Sysname-Vlan-interface2] ip address 1.1.1.1 255.255.255.0
[Sysname-Vlan-interface2] quit

© RELHRIMEKARAMGCEREL, L ERD.

[Sysname] snmp-agent sys-info version all
{Sysname] snmp-agent sys-info contact Mr. Chen-Tel:5651
[Sysname] snmp-agent sys-info location telephone-closet, 3rd-{loor

@ AWFERE TAEENMS1. 1.1, 2/24 & 3% Trap #3C, # i #1444 & public,

[Sysname] snmp-agent trap enable
[Sysname] snmp-agent target-host trap address udp-domain 1.1.1.2 udp-port 5000 params securityname public

(2) i NMS(REKREHSH NMSEEF.

@ #E# SNMP i 45 % SNMPv2c, i B RiEH &4 4 public, /5 BI#& 2 H private,
SNMP #i O S 3E$#% 161,

@ AT REHEY Agent & KA Trap #2130, T € NMS 3515 B W Trap LK UDP
i 1524 50000f Agent S TR %0 —20 .

@ RETRE, ML NMS MRl B s e, SRila &SR REr
£ EFhm NMS &% trap 30,

FE: AT RELAFRTRNBEH - T Ak irimaRE.

14.2.2 SNMPVv3 B EHTHRIABREES

1. &%

SNMPv1 fl SNMPv2c [ A RE FHIKBHEM TR ES AL AFE - ENE
SRE, Al H AR BJGHE RHAE & ZeMR SNMPv3 k508 SNMP 458,

2. AMME

FE 14-5 Fr7R 2 SNMPv3 W45 8 5 32 46 pL o 7Y Ac 3 46 RIS

Agent \'ap-int 2

NMS
1.1.1.2/24

Console

Terminal

) 14-5 SNMPv3 e 5 2 bl $ 7 e B 41 ) 1

3. BEERER

(1) FE T NMS) 5 P KR L (Agent) i# i RAK R AHE

(2) MG T/ IP AR 1.1.1.2/24,

(3) UKFAHRYLE VLANEDO IP AN 1.1.1.1/24,

(4) NMS jfiif SNMPv3 %1 Agent B8 DRAEHIT U B, Agent TE R E HE
f {8 B 5 F 3 ) NMS #4515 50, NMS $24 Trap #9% M5 24 5000,
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HICLAM ST A B e B 5 S

4. RESEMARE

(1) BCE Agent,

@© BBV,

< Sysname> system-view

[Sysname] undo snmp-agent mib-view ViewDefault
[Sysname] snmp-agent mib-view included test interfaces

[Sysname] snmp-agent group v3 managev3group read-view test write-view test
[Sysname] snmp-agent usm-user v3 managev3user managev3group

Q@ BELHRINBKEARMCERES . U7 @E4:d.

[Sysname] snmp-agent sys-info contact Mr. Chen-Tel:5651
[Sysname] snmp-agent sys-info location telephone-closet, 2rd-floor

@ B MNE M HB Vian-interface 2(IP # ik 2R 1, 1. 1. 1/24), % B T M & /) 5% O
GigabitEthernet 1/0/1 1A% VLAN 2 /1,

[Sysname] vlan 2

[Sysname-vlan2] port GigabitEthernet 1/0/1

[Sysname-vlan2] quit

[Sysname] interface vlan-interface 2
[Sysname-Vlan-interface2] ip address 1.1.1.1 255.255.255.0
[Sysname- Vlan-interface2] quit

@ ¥ Vlan-interface 2 ) IP stk ¥4 Trap i C AWM HE .

[Sysname] snmp-agent trap source Vlan-interface 2
® FiFE RS TR (NMS)1. 1. 1. 2/24 % 3% Trap #3C .48 F M E &4 A public.

[Sysname] snmp-agent trap enable

[Sysname] snmp-agent target-host trap address udp-domain 1.1.1.2 udp-port 5000 params securityname public

(2) B2 NMS, SNMPv3 RHNEMINE KWEZLPld, £ NMS FJREEEHFL 1%
By, BEARMZLSEH T BB EMEN L GRS . m#E = . nEsg
%, SBhb A E G EEE R R A E KRS P AR R R Y58 B 184 i A ) A ARG B
Bfe, ARG AT 5% NMS B E F .

R ARG ERELLHP LRI GER— 5, TR A &40 084,

14.2.3 SNMP#E#EHEHHARNEREES

1. 58

SNMP H & D fEKid 5% NMS Xf SNMP Agent # GET 1 SET #4F. X8 H & g &
2 31 & s Brbats, & 58 informational , BIE N &HW—BERGFE. BEdEEFEH
LRI S8 R A Y SNMP H R4t #L00 CBP & R dri dt LR H 7).

H A6 R 7 A5 0 75 2 S 4 B0 ) 7 WP o0 4 S B 4R Il e T M L B B A B
ISR &R IENS N SNMP #4EH KB EHAN., X2TUEFER MEERRAERF
B 4 i 4% o H R R B 2.



FUE METESLAREES

2. AME
B 14-6 ffn 2 SNMP 34E B G d RV ER S Gl RO/,
Agent Vian-int 2
1.1.1.1/24
GE 1/011 _a
NMS
1.1.1.2/24

Console

Terminal

B 14-6  SNMP #4F H ik $ ) g 74 g 58 41 k) B

3. BEER

(1) B TAEH(NMS) 5 LLK R 8BAL(Agent) il it LA K RAH % .

(2) ME T/ IP#AE N 1.1.1.2/24,

(3) UIAMAZEHYLM VLAN 20 IP#hER 1.1.1.1/24,

(4) NMS %} Agent $147#) GET/SET #4E H i it Console @i MBI EH & .
4. BRESEMRE '

(1) FE Agent,

@ & SNMP RAF R, g EA AfE.

< Sysname> system-view

[Sysname] snmp-agent sys-info version all

[Sysname] snmp-agent community read public
[Sysname] snmp-agent community write private

@ EEMEMAM Vlan-interface 2(IP #hk % 1. 1. 1. 1/20) , B H TR E W w O

GigabitEthernet 1/0/1 i1 A VLAN 2 1,

[Sysname] vlan 2

[Sysname-vlan2] port GigabitEthernet 1/0/1

[Sysname-vlan2] quit

[Sysname] interface vlan-interface 2
[Sysname-Vlan-interface2] ip address 1.1.1.1 255.255.255.0
[Sysname-Vlan-interface?] quit

@ 1A EG AX HEE BB ARIRECTE, AR T . ZRREITIFED .

<ZSysname”> terminal monitor
<~ Sysname™> terminal logging

@ FEEBP.OAYFE B R A informational 2 informational Z 4% 5|#) SNMP #

4515 8.7 Console 1,

< Sysname™> system-view
[Sysname] info-center source snmp channel console log level informational

® ¥TFF Agent i) SNMP HiEFF%, % NMS #9 GET 1 SET #4E#f7ic #.

[Sysname] snmp-agent log get-operation
ysname)] snmp-agent log set-operation
(s ] l p
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]

(2) NMS 3t Agent #47 GET #:fEnt . iTLIZERH & LB F HEEL.
%Sep 9 02:49:40:566 2007 Sysname SNMP/6/GET:

value= <>

(3) NMS 3} Agent #47 SET #8246t . AT LIS H G LEAM F H.EEA,

%Sep 9 02:59:42:576 2007 Sysname SNMP/6/SET:

seqNO = <{11= srclP = <C1.1.1.2>> op = <Iset™ errorlndex = <J0>> errorStatus = < noError>>

node = <IsysName(1.3.6.1.2.1.1.5.0)>> value = <Sysname™>

ER: AGIREMITREZ NMS &2 464 2+ Agent 347 GET/SET #4%,

XKEMHIZLEXLEAAENAMEN, Yo, EFHAT,.ELELH
SNMP 8 &7k,

14.2.4 RMON 2BEBIES

RMON(Remote Monitoring , 76 72 P 4% W5 ¥ AU SL BL5E 2 B F SNMP Kk £ &5#, © 59
FEHY SNMP HERM#HE , AT Z BT B M. RMON {ff SNMP #E4 %  E#UEK =
Shith R MR &, IS TR SR T MR FB. RMON BB /> ME
3 R AL I 3 AR A B AT CE A 7 M KA B R Y.

1. &\

HARMBEZTERD  RREF NSRS LIAF 00 HFIHE, B rxsk
HEGETEFMERE, BHERREEMX RS LEE RMON,

RMON il 448 g1 J M 48 8 %% [ sh e A b R SR R BLAS BOF ¥ M BOIR A R M 44 NMS,
fBi{k NMS B{E %, RAE T NMS #1 SNMP Agent [a] {8 .

2. HMEH

& 14-7 fir s g RMON 80 B 5 41 W .

Agent
‘ GE 1/0/1

Server Console

Internet

NMS

Terminal

M 14-7 RMON i #Y fip ¥ 7 (o] B

3. EEB/K

Agent i i Console [IiE AL T £ %4, i 3 Internet i HE i 3y NMS, 7£ RMON L4 K
e it e s s A I, X LK M3 T GigabitEthernet 1/0/1 #E47HEBEGE 3, X4 3 1 7E
— Bt [a) U B M B T IR BRI TR g H k.

4. BEESEMWRE

(1) E2® RMON x}#:0 GigabitEthernet 1/0/1 4TS 1T,

< Sysname>> system-view



B1UE MATBSHRRERS

[Sysname] interface GigabitEthernet 1/0/1
[Sysname-GigabitEthernet1/0/1] rmon statistics 1 owner userl-rmon
[Sysname-GigabitEthernetl1/0/1] return

Q) KE—-1THH.EXFHEMmENNER.SICRBE.

< Sysname>> system-view
[Sysname] rmon event 1 log owner 1-rmon

3) ME—ME5®A, XD GigabitEthernet 1/0/1 B M F W BT AL, M@ L
TREMNE, BSIEFHEE.

[Sysname] rmon alarm 1 1.3.6.1.2.1.16.1.1.1.4.1 10 delta rising -threshold 1000 1 falling -

threshold 100 1 owner 1-rmon

AR ¥ .5 1.3.6.1.2.1.16.1.1.1.4.1 £F RMON g it48 1 Kk |65 T H &, B
GigabitEthernet 1/0/1 2 3] &9 5 ¥ #,

14.3 MNEBRBARERS

i O RBEEHREEN - RE DO R DD 6 SCE # 2R E& 60— RO
(HE& D ATRXBOEARAMSFT. Kb, RROMBEMROER—GRE& LR IR bE
REAFEE LHRTEER.

14.3.1 X NFBRADREES

1. &

HiERELELTFE HARERTHIMITAMBF LTI MFEE R E 04T HBLE, X
BEEETLAEREHATEEFE. ANECBREH EEZT HERNEERAAH B
Bl FEHNZHEMCHARBLEE. EFWHE T ENBFEEREBABZAREESTRES
B G RE, F AR BREE PR S, Sk, H 2 7%k RAREERIIET
PR SafkFmEB I,

2. AME

14-8 Fim A hin I HREMUREHAMNE.

Bz &%

GE 1/0/3 ‘

A ) 15

Switch C

i 5 2 Switch B

M 14-8 A OSERMDEEHKNA
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HICAA M XA RE BIES

3. BEER

B4 WY Y R O A2 B WL (LA S5500-ET 251 LA K R A2 #4120 5], fn B 14-8 P Y Switch C)
P IT 2 A A Lk , MR RIS HGR I F .

(1) #F % il o ¥ O GigabitEthernet 1/0/1 3 A Switch C,

(2) HiH¥E L% O GigabitEthernet 1/0/2 # A Switch C.

(3) %oHE We 0 £ 4F Switch C 89 GigabitEthernet 1/0/3 ¥ 01 |-,

) 2% 8 20 5 A R oot 5008 WA 8% 4% OF Y 2 0 0 o 35 M A B 4R S AT S L AR M
Y O BRI BB S BLL T R , 7F Switch C EHfTINT R R,

(1) ¥ GigabitEthernet 1/0/1 #l GigabitEthernet 1/0/2 X8 {Q Pk 11,

(2) BEHHE IR R & B35 O GigabitEthernet 1/0/3 88 HB% 11,

4. BEETENWE

(1) GIEZA GG .

< SwitchC> system-view
[SwitchC] mirroring-group 1 local

(2) ShA b S5 19 4 Ac 8 PR o 1 A0 H A3 O

[SwitchC] mirroring-group 1 mirroring-port GigabitEthernet 1/0/1 GigabitEthernet 1/0/2 both
[SwitchC] mirroring-group 1 monitor-port GigabitEthernet 1/0/3

3) BRIFEHEBHAMNEERGER.

[SwitchC] display mirroring-group all
mirroring-group 1:
type: local
status: active
mirroring port:
GigabitEthernet 1/0/1 both
GigabitEthernet 1/0/2  both
monitor port: GigabitEthernet 1/0/3
EE. BB ENBRLAFTFRH VLAN Tag, RE & & & H R R, A& & &8y EFRE AL
A, ;
— AR ERRRRE-NAGE 2, LA %o L REF B STP.RSTP & MSTP, &
B THEH AR ARG EFER.
B 6y o R A R i AU T ik o AR,

14.3.2 ZEBREROSEHRABREIES

R G R P A M B4 EA MRS R EISR VLAN, S 5ER VLAN H it 5 &
BlA W& B AT RB SR & L, A 14-9 BiR.

Eh &R ENIERW

(D) Wig: FROFENRE AP TEARRIE LOEEBRRERA. RRER
TR IR 3 O A3 SO R B — 6y SR A I 1 O ORI AR IR R B VLAN i fT iR 5
SrhmEa HARE.



FlE MBERSERREES

ik ] i Hike

R ES PG
________ VLAN st o VLAN |
|
P11 51

B 14-9 0 3 1B 4R R TR R

(2) PEBE: METATFRESHE QRS2 EORE. 2R4E 0T BRRIR L
WAET-THRREREAMNESE. MRREES A RS EHEME, W AFEPERE.
MR &EERRERGS® VLAN HIREEH HO R &N B EEYE,

3) B &: ZRHBANSIMENRE AR EEHNRE LAETEE M
Q4. BB EWEIMICE, KEM KM VLAN ID Rz 8 H SR E M T B R
VLAN R &7, a0 R AR R, WK 2240 SOl ot SR B 3 D5 R 48 i it & .

1. =&

HRARMBMEKX WHEUES M. HRBERNAE D, RAXSMKOBRIETE
HFEKEEL SO HTERERREERARS  WAF FTEPEEETE, MRAERBH
2 i RR ARG A 3 R Bk i R B A, WU RB R B LR (MR . JE T EaRIRIA , 2 7 R % o
R TREEHRIE.

2. EME
B 14-10 i him B DR R AR B 4 RME .

Switch A Switch B Switch C

GE 1/0/3 @ GE 1/0/1
GE 1/0/1 GE 1/0/2
GE 1/0/2
GE 1/0/1 GE 1/0/2
& 2 B s

H14-10 mBam O FEeain i HamE

3. REEXR

EAFAATE L HRYEAER T Z MM L, REAREHARNT

(1) 17 1 #1350 GigabitEthernet 1/0/1 # A Switch A,

(2) 17 2 #ad % 0 GigabitEthernet 1/0/2 3 A Switch A,

(3) Switch A 34 O GigabitEthernet 1/0/3 #1 Switch B % [1 GigabitEthernet 1/0/1
Hi%E.

(4) Switch B # 3% [0 GigabitEthernet 1/0/2 #1 Switch C # %5 1 GigabitEthernet 1/0/1
HHiE.

(5) MCHE W W ¥ £ ¥ 424 Switch C 893§ O GigabitEthernet 1/0/2 L.,

0 £ 8 T ) 7 R o M S M I A X IR T 1 AT 2 R T IEE. AEE
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¢
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N ORI HZ TR, TN TRE.

(1) Switch A Y4 F# & ,Switch B 74 H1[a]#8 % ,Switch C Y H 19T % .

(2) £ Switch A FIEEERBHEHBR A, € L VLAN 2 N B /R VLAN, WO
GigabitEthernet 1/0/1 il GigabitEthernet 1/0/2 458 W ¥ 1, %% I GigabitEthernet 1/0/3 24
HEH .

(3) FiHE Switch A B35 GigabitEthernet 1/0/3,Switch B % 0 GigabitEthernet 1/0/1
F1 GigabitEthernet 1/0/2,Switch C BJ¥%4 [T GigabitEthernet 1/0/1 5 1128 % % Trunk ¥
M, JF H# A VLAN 2 3t Scil i .

'(4) f£ Switch C FECETAR B MBR4A, & L VLAN 2 him e VLAN, % 888
W% 45 AU 35 O GigabitEthernet 1/0/2 HEES ENHO .

4. BRECEMERE

(1) AL E Switch A(RiIZ&).

O fE IR R .

< SwitchAZ> system view
[SwitchA] mirroring-group 1 remote-source

@ flg VLAN 2,

[SwitchA] vlan 2
[SwitchA-vlan2] quit

@ HEBIRGRAR BEEREMR VLAN BN LA RO .

[SwitchA] mirroring-group 1 remote-probe vlan 2
[SwitchA] mirroring-group 1 mirroring-port GigabitEthernet 1/0/1 GigabitEthernet 1/0/2 inbound
[SwitchA] mirroring-group 1 monitor-egress GigabitEthernet 1/0/3

@ FC'E % GigabitEtherner 1/0/3 B3 1126 %% Trunk % 1, 23 VLAN 2 #iR
[SwitchA] interface GigabitEthernet 1/0/3

[SwitchA-GigabitEthernet1/0/3] port link-type trunk
[SwitchA-GigabitEthernet1/0/3] port trunk permit vlan 2

(2) BB Switch B(EI ).

D BEM O GigabitEthernet 1/0/1 A¥g M 268 % Trunk %501, 23 VLAN 2 4k 3C
Eaf.

< SwitchB>> system-view

[SwitchB] interface GigabitEthernet 1/0/1

[SwitchB-GigabitEthernet1/0/1] port link-type trunk

[SwitchB-GigabitEthernet1/0/1] port trunk permit vlan 2

[SwitchB-GigabitEthernet1/0/1] quit

@ B E O GigabitEthernet 1/0/2 B3 0 258 % Trunk ¥ 0, fiiF VLAN 2 8933
.

[SwitchB] interface GigabitEthernet 1/0/2
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[SwitchB-GigabitEthernet1/0/2] port link-type trunk
I:Switc_hB—GigabitEthemetl/O/Z] port trunk permit vlan 2

(3) B & Switch CCHMZE).

@ BEHE %0 GigabitEthernet 1/0/1 fiy %% 00 28 % Trunk %0 » fL¥F VLAN 2 6948 3
At

< SwitchC> system-view

[SwitchC] interface GigabitEthernet 1/0/1

[SwitchC-GigabitEthernet1/0/1] port link-type trunk

[SwitchC-GigabitEthernetl/0/1] port trunk permit vlan 2
[SwitchC-GigabitEthernet1/0/1] quit

@ QTR EERY.

[SwitchC] mirroring -group 1 remote-destination

@ )& VLAN 2,

[SwitchC] vlan 2
[SwitchC-vlan2] quit

@ HEBREAMRRHALEZEES®R VLAN BRSO,

[SwitchC] mirroring-group 1 remote-probe vlan 2

[SwitchC] mirroring-group 1 monitor-port GigabitEthernet 1/0/2
[SwitchC] interface GigabitEthernet 1/0/2
[SwitchC-GigabitEthernet1/0/2] port access vlan 2

BrR: 28858 VLAN R AL ERA & LA Tiafefshak.

14.4 NTP oYK B 5 S

NTP(Network Time Protocol, ¥ £& i [6] #4330 & et RFC 1305 5 S B 6] [B] 2 B i, A
S 7 43 A B B AR 95 8% AN P S 2 (8] BEAT I Bl [F] 42 . NTP T UDP # SCH#E 47 &5 . A
# UDP #1524 123,

HANTPRERRXNSMENFARAMPHRESHETHEL, ERERFTER%
B B e AR B, DA T 88 45 A 6 4R (3L T 46 — B 1m0 Ay 5 6

X FizqT NTP B2 3 R G0 . BE 7T LAHE 32 5% B H i Bb 3% 69 [7] 42, 3CAT LLFE 2 B 4 R[]
A HAth 6 B B, 3 B o] AAN L Ab i & B 25 .

14.4.1 NTPR&EHR/FERPHEAHRBREIES

1. =

H 2 al AL R 4, BRI G B T e it AT M 0 . AE RIS OB 2 T oP B AR
BEEOEGE Trap GEMB EEBELATRELERZM. WTRERFIERAREHA -
BRI WR 7 SR FH 4T A NTP il A sh Rt ek A BB /Y.

Xt AR RSO, TLL S EAR K TIEBKX, RKEHMNE T, T LIRAH NTP R %

399 5
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00, HCHUARRRAT RS

/B P,
2. AME
P 14-11 Br7R 9 NTP BR 95 8% /% 7= i A2 2 o 7Y i i 2 19 1

@u.n,t.nm |.u,|.|2;24@

Device A Device B

B4 14-11 NTP R % 8%/ % 5 gt =X 0 7Y fp 5 20 k9 B

3. BEEXR

(1) Device A B EA M BIENSH 080, B8N 2.

(2) Device B TYE#HER P imal, #E Device A iy NTP iR % 2% .
4. BEBESEIBRE

(1) FRE Device A, REARMMEPENSH 6, BBON 2,

< DeviceAZ> system-view
[DeviceA] ntip-service relclock-master 2

(2) Bt & Device B, i#£E Device A & Device B NTP R % 2% .

<ZDeviceB>> system-view

[DeviceB] ntp-service unicast-server 1.0.1.11

By A LRNIFREA s EA LT ol 4,

HFREBERASH S AL OIS AL AFSASHRATE, T RES

SRS ELEETE SN
14.4.2 NTPHEFKEA#ABEBEERES
1 #R

7E NTP @R 55 2%/ % P s T BT & 7 i R BB R 42, T IR 97 28 REER 22 % F o
FE NTP 3 S4BT, £ MR &M AT 347 NTP ME R L. MK NS &RRE
2, i ELAL T[] %5 B ] ] 25 3 7 6 19 0 T 2 UG B X A AR K

2. EHM
B 14-12 PR 3 NTP X A S RIAL E A MK .
Device A
3.0.1.31724
3.0.1.32/24 3.0.1.33/24
Device B Device C

B 14-12  NTP X &5 fo 5% st 7Y A0 B 41 1
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3. BE®K

(1) Device A I BAMB BHEN SR80, ZH N 2.

(2) Device B TETER P it =, #5 5 Device A 3 NTP fif 5552,

(3) Device C TAEFEXT KB, # Device B % H ¥ %k, Device C X ahxf % ik,
Device B gk shtf &4k,

4. RESENRE

(1) BCHE Device A, IRBA M6 {E LS 08, B8N 2,

<DeviceA> system-view
[DeviceA] ntp-service refclock-master 2

(2) B HE Device B, i# B Device A 7 Device B # NTP R4 28,

<ZDeviceB>> system-view
[DeviceB] ntp-service unicast-server 3.0.1.31

(3) AL E Device C(Device B [[] Device A [dl#5). % B Device B H 3 &k,

< DeviceC>> system-view
[DeviceC] ntp-service unicast-peer 3.0.1.32

14.4.3 NTPI #ERXAREREBRS

1. H%

TEW MRS 48/ % P B ST, M& IR & BT ERET NTP il 5.,
WMRT R EEF MG ERBEL, M4 KREK NTP Ihill 32 B #3C.,

KA NTP - # 8K, o] LAw A7 M o ) NTP PhislR 3, B R &

2. ARHE

B 14-13 fim o NTP I #R X R E A M.

Vlan-int 2

3.0.1.1 3:2{@
Device C
Vlan-int 2 Vlan-int 2 Vlan-int 2
@.U.l. 11/24 3.(},1.1Z.IEQ.U.I.IE:’Z‘I
Device A Device B
Vlan-int 2
3.0.1.14/24 &;
Device D

A 14-13 NTP J" 48800 3 20 g 8 46 W [

3. BRESK

(1) Device C B3 A it #/ERN E0f BPEZH UL, H R B A 0 B 4E N NTP E i/t
B, RHON 2, |

(2) Device A fl Device D TAETF T # & P B, 2 FIME B A Vlan-interface 2 W0



";*--;10?/?;: HICAM XYL SRR EIZS

JTHEHEA.
4. RESENERE
(1) BLR® Device C, B A #HMFEF. M Vlan-interface 2 X IBEHE .

< DeviceC> system-view
[DeviceC] interface Vlan-interface 2
[DeviceC-Vlan-interfaceZ] ntp-service broadcast server

(2) BE'® Device A, #H Device A A #E P ¥, M Vian-interface 2 W #EEB A.

< Device A= system-view
[DeviceA] interface Vlan-interface 2
[DeviceA-Vlan-interfaceZ] ntp-service broadcast-client

(3) B2 Device D, 8 Device D JJ 8 %& P ¥}, M Vlan-interface 2 ¥507 &M B .

<ZDeviceD> system-view
[DeviceD] interface Vlan-interface 2
[DeviceD-Vian-interface2] ntp-service broadcast-client

14.4.4 NTPHBEARDEEES

1. #%
JUABER T L NTP PR SR BE RS R -F W) , (5 ot 0 A7 45 4~ F ) b B e 4 NTP i [ia] i
%%, WMBRRAABER, T U ARE—E RS S GBS S EHBE RS NTP

AFERXAELMPER.
2, ANME
B 14-14 frs 2 NTP I s R A B 4 WA .
WVlan-im 2
3.0.1.31724 §;
Switch ©
Vlan-int 3 Vlan-int 3 Vlan-int 2
g ;l 0.0.11/24 1 .[I.']_,_I U.-"E‘i g ;3.0. 1.30/24
GE 1/0/1
Switch A Switch B Vikriias
3.0.1.32/24 g;
Switch D

B 14-14 NTP A@a MR EHME

3. BREER

(1) Switch C & BAHn $h{E NS H 40, ZHCR 2.

(2) Switch C TYE7EH#E MR &5 2880, A VLAN £ 2 ) 5h R 4 # 4 3

(3) Switch A #1 Switch D T/E7E(HE % F 380, Switch A )\ VLAN #1071 3 liWr 4
& 3, Switch D )\ VLAN 80 2 MOREHER L.

4. EEGENRE

(1) A2 E Switch C,

O REAMBIHENS TN, BEN 2.
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< SwitchC> system-view
[SwitchC] ntp-service refclock-master 2

@ #E Switch C HHEM F 45, N VLAN 80 2 REHFAEBR .

[SwitchC] interface vian-interface 2
[SwitchC-Vlan-interface2] ntp-service multicast-server

(2) B & Switch D, & Switch D g #E% /8%, W VLAN £: 00 2 IS0 413547 3¢,

< SwitchD>> system-view
[SwitchD] interface vlan-interface 2
[SwitchD-Vlan-interface2] ntp-service multicast-client

(3) fit'® Switch B. H T Switch A 5 Switch C A7E[R] M B, B L) Switch B FEFH
Ao BT RE , B W Switch A $RHE| Switch C XA TBM L. BBEHAESIENT .

<< SwitchB>> system-view

[SwitchB] multicast routing -enable
[SwitchB] interface vlan-interface 2
[SwitchB-Vlan-interfaceZ] pim dm
[SwitchB-Vlan-interfaceZ] quit

[SwitchB] vlan 3

[SwitchB-vlan3] port GigabitEthernet 1/0/1
[SwitchB-vlan3] quit

[SwitchB] interface vlan-interface 3
[SwitchB-Vlan-interface3] igmp enable
[SwitchB-Vlan-interface3] quit

[SwitchB] interface GigabitEthernet 1/0/1
[SwitchB-GigabitEthernet1/0/1] igmp-snooping static-group 224.0.1.1 vlan 3

(4) B Switch A, %8 Switch A FEHTPEE A 4. M VLAN 80 3 T4 KH3C.

<_SwitchA™> system-view
[SwitchA] interface vlan-interface 3
[SwitchA-Vlan-interface3] ntp-service multicast-client

14.4.5 FHEHRBIFTH NTP I BEXARNREIES

1. &

ST B Ak E] AR 45 A% A HROR A0 05 E . % B AE NTP [ 2Z a7 %t NTP il i #4750
iF , LB PR 15 4 1 1F B 04 B J] Bl 95 2% ) 26 Bt )

2, AN E

14-15 fiR A% S RIFH NTP VS AR HNAE .,

3. BEEX

(1) Switch C B A MBT4IE R SH T b, 2XN 3.

(2) Switch C T¥E7E) #E AR 95 25850, W VLAN #1002 Mo & #E#H .

(3) Switch D T.YEZE) #8 % P in =N, A VLAN 211 2 Jor ) ##H 30,

(4) FIEHEE Switch C #1 Switch D A E NTP BiF.



L404,  HICHUAMZRIARRRIES

ey
Vian-int 2
3.0.1.31/24
Switch C
Vlan-int 3 Vlan-int 3 Vian-int 2
@.O.I A124 1.001.1 01’24@3,0. 1.30/24
Switch A Switch B
WVian-int 2
3.0.1.32724 g;
Switch D

B 14-15 S 4RiFey NTP S8 A it W 41 N

4. REZRAORE
(1) L& Switch C,
D BB MBI BE o RECY 3.

< SwitchC> system-view
[SwitchC] ntp-service refclock-master 3

@ M NTP RiF.

[ SwitchC] ntp-service authentication enable
[SwitchC] ntp-service authentication-keyid 88 authentication-mode md5 123456
[SwitchC] ntp-service reliable authentication-keyid 88

® #E Switch C NTP "R % M EEFEHINS

[SwitchC] interface vlan-interface 2
[SwitchC-Vlan-interfaceZ] ntp-service broadcast-server authentication-keyid 88

(2) E®| Switch D,

@ mE NTP Rik.

< SwitchD> system-view

[SwitchD] ntp-service authentication enable

[SwitchD] ntp-service authentication-keyid 88 authentication-mode md5 123456
[SwitchD] ntp-service reliable authentication-keyid 88

@ B Switch D NTP [ #§ & P 5.

[SwitchD] interface vlan-interface 2
[SwitchD-Vlan-interface2] ntp-service broadcast-client

14.5 LLDP RN E IR S

Mg RaRMEANESHE HNRBSGEEZ, N T EAR) 78 & ik 67 M &%
FHEAAHXELEHNAERREER BEA - MIERERXRFE.



B4R NBEBSLERRBES _4o§,

LLDP(Link Layer Discovery Protoeol.ﬁﬂ%ﬁmmiﬂ)ﬂ%&ﬁ#ﬂﬁﬁ‘FF;ﬁE‘j.
ERET RN ERELZR TR TS ARIEN T2 T REFR B
ORREFEEHABRA RN TLV (Type/Length/Value, 26 B /K JE/{H), H # ¥ #&
LLDPDU(Link Layer Discovery Protocol Data Unit, B E X BN EIEL T P EHLH
S5HCHENSE . SEW DX {E B 5 ¥ H LIFRE MIB(Management Information Base,
EHEE LB WIEAGRFER, UM% E 1 R 578 BBt 9 & 5 R0 .

1. &

HARMMEPHER BN E&. ATHEEN AR BR&RN _E#EETR
B MEEHEARERE LLDP thill.

2. AME

B 14-16 ff/R% LLDP L RIRC B AR A .

NMS

GE 110/, GE 1/0/2
Switch A

S
MED{% Switch B
B 14-16 LLDP AR BEHME

3. BEEXK
(1) NMS i X M5 Switch A Hli%,Switch A 43518 if GigabitEthernet 1/0/1.

GigabitEthernet 1/0/2 5 MED i % .Switch B #ii%.

(2) 7€ Switch A 1 Switch B 8945 # T A¢ B LLDP IhfE, {78 NMS a] XX} Switch A
B 0038 £ A 0 R AT K T .

4, REGEMRE

(1) B2® Switch A,

O #ARGHAE,

< SwitchA>> system-view

@ sffffe LLDP Zhgg.

[SwitchA] lidp enable

® 4+ %1% GigabitEthernet 1/0/1 ] GigabitEthernet 1/0/2 ¥ 1 {1 LLDP D RE3 Ad
BHTAESLXY rx.

[SwitchA] interface GigabitEthernet 1/0/1
[SwitchA-GigabitEthernet1/0/1] lldp enable
[SwitchA-GigabitEthernet1/0/1] lldp admin-status rx
[SwitchA-GigabitEthernet1/0/1] quit
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i |

[SwitchA] interface GigabitEthernet 1/0/2
[SwitchA-GigabitEthernet1/0/2] lldp enable
[SwitchA-GigabitEthernet1/0/2] lldp admin-status rx

[SwitchA-GigabitEthernet1/0/2] quit

(2) B & Switch B,
O HARGUA.

< SwitchB> system-view

@ #JafEfE LLDP ZhfE.

[SwitchB] lldp enable

® 7 GigabitEthernet 1/0/1 il LLDP 3 A A B 3 TAEREL Y tx.

[SwitchB] interface GigabitEthernet 1/0/1
[SwitchB-GigabitEthernet1/0/1] lldp enable
[SwitchB-GigabitEthernet1/0/1] lldp admin-status tx

(3) WeuFAC B4R .

@ fE Switch A L B/RLRMECDRREREL.

<ZSwitchA™ display lldp status
Global status of LLDP : Enable

The current number of neighbors : 2
Neighbor information last changed time : 0 days, 0 hours, 4 minutes, 40 seconds
Transmit interval : 30s
Hold multiplier : 4

Reinit delay : 2s
Transmit delay : 28

Trap interval : Bs

Fast start times 43

Port 0 {Gi_gabitEthernet]/G/l] :

Port status of LLDP : Enable
Admin status : Rx_Only
Trap flag : No

Roll time : Os
Number of neighbors + 1
Number of MED neighbars : 1
Number of sent optional TLV : 0
Number of received unknown TLV : 0

Port 1 [GigabitEthernet1,/0/2] :

Port status of LLDP : Enable
Admin status : Rx_Only
Trap flag : No

Roll time : Os
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Number of neighbors 1
Number of MED neighbors : 0
Number of sent optional TLV : 0
Number of received unknown TLV : 3

- CHA SR L1 B9 B R 1R BB

@ RIANER T, Telnet AMELRPLBERT XL TXHARKRS., 8KE NMS WE T
LLDP REFAF“HEHH EELR. SRR X,

< SwitchA>> terminal monitor

® ¥ Switch A #l Switch B I ) 5 #§ Wi #, Switch A F 2 MG H T HERE,
Switch B SRR (EE R A ELNBERETFXITANELE TAREERD.

% Nov 21 11:38:42:86 2007 H3C IFNET/4/LINK UPDOWN: GigabitEthernet 1/0/2: link status is

DOWN

% Nov 21 11:40:26:846 2007 H3C LLDP/2/AGEQUTREM: Port GigabitEthernet 1/0/2 (IfIndex
9437201) : Neighbor aged out, chassis ID: 000{-e272-8351, port ID: GigabitEthernet 1/0/1.

@ 7E Switch A FBRERMBEOHREFL.

< SwitchA>> display lldp status
Global status of LLDP : Enable

The current number of neighbors : 1

Neighbor information last changed time : 0 days, 0 hours, 5 minutes, 20 seconds
Transmit interval : 308

Hold multiplier 14

Reinit delay : 2s

Transmit delay : 25

Trap interval : s

Fast start times : 3

Port 0 [GigabitEthernetl/0/1] :
Port status of LLDP : Enable

Admin status : Rx_Only
Trap flag : No

Roll time : Os
Number of neighbors 3 |
Number of MED neighbors sl
Number of sent optional TLV : 0
Number of received unknown TLV : 5

Port 1 [GigabitEthernet1/0/2] :

Port status of LLDP : Enable
Admin status : Rx_Only
Trap flag : No

Roll time : Os

Number of neighbors : 0
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Number of MED neighbors : 0
Number of sent optional TLV : 0
Number of received unknown TLV : 0
o (R0 1184 B R 15 BRE)

R SR AR LS ANETH LG EZL . EREARARFL(GAIT 44
terminal monitor 37 9F) , H &3 & A X GA il # 4 terminal logging AT ) A A Z & F & (iF
it 44 info-center enable 3 /)& Far AR &,
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MPLS SMCER B %

15.1 MPLS LA B ¥ S

MPLS(Multiprotocol Label Switching, Zhilfr ) B2 —fHFXH IP B T M
K. MPLS ELEREN IP NE L5 ABmAEZENBETHRES B E=2ZHaEARMNE
BRBEARMES . EORET IPRAMREEN B0 a0 fHEH,

MPLS " Z R T RN+, BF L FHEA.

(1) 7 MPLS M, iR R MIBEME K MR EH AR A T ETRAER IP &
HABB R, A BEES TREPHERBET —FEE. GO,

(2) MPLS {if FEE %2 MM 4K 2 2 [8], 7] DL 57 7F 45 Fh 65 B8 2 Bh i (3 PPPLATM, i
gk DAKMEYZ |, &P )E(IPv4 IPvE  IPX 2O M mm E MRS . EERE R
MERMEHAR.

(3) XHEZEWREMW A EZEARE S FS MPLS £ VPN B TR . QoS E w2l
FrERiA.

(4 RARGNY B 72 MPLS MM Erl LA E RS MRS .

VPLS(Virtual Private Lan Service, Bl % Fl R Mk ) & —F MPLS — 2 VPN #
AR. € VPLSH , HP 2B L QMK EHEERMG, AF FHE45% VPN #4446 P2P(Point to
Point, GBS EER S . VPLS Lhr LR PE LOIE — RIS BULEMGS A
F o B B3 W L4 20 IS 44 G 3 e HL 58 4 M IR, aX B, B P R BT LU if MAN (Metropolitan
Area Network, 3 B ) 3f WAN(Wide Area Network, [ M) F LM 8 & # LAN(Local
Area Network, B R) .

BGP/MPLS VPN B % #R4tf VPN R 7Ry —FE T PEM LIVPN ER, E
f Fl BGP RSB H M L&A VPN B i il MPLS e IR 24L& TR L% &
VPN ## 3.

BGP/MPLS VPN B —f & F MPLS #§ L3VPN, EHM XN RBiE . aJ 5 B, 7T LU
SR IBE, SLBARR VPN 2 [a] i) B ok B 25 . 3 ik 2 (6] B 28 A0 o [ B S , S 3F K it
VPN 3 55 2 (8] 5 2% f 2% el 35 41 . 35 BB 98 77 {8 b X ¥ MPLS QoS #il MPLS TE, [ 15 3 &
3 8 42 i W H .



10, HICHARZANALRBIES

15.1.1 MPLSEAEREES

1, &\

TREAFRBRX T~ H3C ZZ LA B, & AR FHERET MPLS &
BTEEMSE, UERE 4 VPN i F. BEXAX— B4, T RHEAFTEETERM H3C
ZHYBEH T IEET M EEREAREK MPLS iLE .

2. HME
A 15-1 Bk MPLS EAAE A MME.
Loop 0 Loop 0 Loop 0
1.1.1.9/32 2.2.2.9/32 3.3.3.9/32
Vlan-int 1 Vian-int |
10.1.1.1/24 20.1.1.2/24
Vlan-int 2 Vlan-int 1
10.1.1.2/24 20.1.1.1/24
Switch A Switch B Switch C
M 15-1 MPLS EAKEHNAE
3. RE®EK

. tnE 15-1 BrR . B E R R .

(1) Switch A . Switch B 1 Switch C ¥1i2 %7 OSPF 4 MPLS &+ M L # IGP,

(2) Switch A.Switch B #ll Switch C #1/3 3) MPLS,

(3) £ Switch A #1 Switch B,Switch B fl Switch C Z [@ &7 4 #1 LDP £1i&,

(4) £ Switch A ,Switch B #l Switch C Z [E{#i fiZd<#b LDP &i& 87— & LSP i,

(5) 7F Switch A #1 Switch C Z [ &Lty LDP &%,

4. RETENWR ‘

() ESEORIP A, HBE 151 RELED IP il s, 0fF VLAN QO
# Loopback # M BB HEA S LA XEEIER.

(2) KB OSPF thil R A Bk a5 8.

@ B E Switch A,

<~ SwitchA>> system view

[SwitchA] ospf

[SwitchA-ospf-1] area 0

[SwitchA-ospi-1-area-0.0.0.0] network 1.1.1.90.0.0.0

[SwitchA-ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0.255

[SwitchA-ospf-1-area-0.0.0.0] quit
[SwitchA-ospi-1] quit

@ B ® Switch B,

< SwitchB> system-view

[SwitchB] ospf

[SwitchB-ospf-1] area 0

[SwitchB-ospi-1-area-0.0.0.0] network 2.2.2.90.0.0.0
[SwitchB-ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0.255
[SwitchB-ospf-1-area-0.0.0.0] network 20.1.1.0 0.0.0.255



[SwitchB-ospf-1-area-0.0.0.0] quit
[SwitchB-ospf-1] quit

@ BlHE Switch C,

< SwitchC>> system-view
[SwitchC] ospf
[SwitchC-ospf-1] area 0
[SwitchC-ospf-1-area-0.0.0.0] network 3.3.3.9 0.0.0.0

[SwitchC-ospf-1-area-0.0.0.0] network 20.1.1.0 0.0.0.255
[SwitchC-ospi-1-area-0.0.0.0] quit
[SwitchC-ospf-1] quit

fic B 52 B » TE & 1% & AT display ip routing-table fir4-, A] LI F Il H A0 H 2 [6] #8 2%
BT ENLE S . FEd Switch A 4,

[SwitchA] display ip routing -table
Routing Tables: Public

Destinations : 9
Destination/ Mask

I.1.

2.
3.

10.
10.
20.

1.

2.2.
3.3.
10.1.1.0/24
3 (6
p S
1.1.

9/32
9/32
9/32

1/32
2/32
0/24

127.0.0.0/8
127.0.0.1/32

Switch A #1 Switch B, Switch B 1 Switch C Z 8] if 8 . #2 OSPF 482 X &, $ 77
display ospf peer verbose g2 0] LIF R4 fE AT FULL RA ., FHE DL Switch A %6,

Proto
Direct
OSPF
OSPF
Direct
Direct
Direct
OSPF
Direct
Direct

Routes :
Pre Cost
0 ]
10 1563
10 3125
] 4]
] 4]
Q 0
10 3124
0 0
0 [¢]

[SwitchA] display ospf peer verbose
OSPF Process 1 with Switch 1D 1.1.1.9
Neighbors
Area 0.0.0.0 interface 10.1.1.1(Vlan-interfacel) 's neighbors

Router ID: 2.2.2.9
State: Full
DR: None
Dead timer due in 39

BDR: None

Address: 10.1.1.2
Mode: Nbr is Master Priority: 1
MTU: 1500
sec

Neighbor is up for 00:02:13
Authentication Sequence: [ 0 ]

(3) BL¥® MPLS RAGE ST, g LDP.

@ FE Switch A,

[SwitchA] mpls Isr-id 1.1.1.9
[SwitchA] mpls

[SwitchA-mpls] quit
[SwitchA] mpls ldp

[SwitchA-mpls-ldp] quit

#15% MPLSSMCERRIES

NextHop Interface
127.0.0.1 InLoop 0
10.1.1.2 Vlan 1
10.1.1.2 Vlan 1
10.1.1.1 Vlan 1
127.0.0.1 InLoop 0
10.1.1.2 Vlan 1
10.1.1.2 Vlan 1
127.0.0.1 InLoop 0
127.0.0.1 InLoop 0

GR State: Normal

&
e

a4,

>

J:
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[SwitchA] interface vlan-interface 1
[SwitchA-Vlan-interfacel] mpls
[SwitchA-Vlan-interfacel] mpls ldp
[SwitchA-Vlan-interfacel] quit

@ BECH Switch B,

[SwitchB] mpls lsr-id 2.2.2.9
[SwitchB] mpls '
[SwitchB-mpls] quit

[SwitchB] mpls Idp
[SwitchB-mpls-1dp] quit

[SwitchB] interface vlan-interface 1
[SwitchB-Vlan-interfacel] mpls
[SwitchB-Vlan-interfacel] mpls ldp
[SwitchB-Vlan-interfacel] quit
[SwitchB] interface vlan-interface 2
[SwitchB-Vlan-interface2] mpls
[SwitchB-Vlan-interface2] mpls ldp
[SwitchB-Vlan-interface2] quit

@ fic & Switch C,

[SwitchC] mpls lsr-id 1.1.1.9
[SwitchC] mpls

[SwitchC-mpls] quit

[SwitchC] mpls ldp
[SwitchC-mpls-1dp] quit

[SwitchC] interface vlan-interface 1
[SwitchC-Vlan-interfacel] mpls
[SwitchC-Vlan-interfacel] mpls ldp
[SwitchC-Vlan-interfacel] quit

SEMR E R KR B J&  Switch A I Switch B,Switch B fl Switch C Z [6] f974= # LDP £ 7% &t
SERT . TE&R & L 4T display mpls Idp session 454>, A] LIE B LDP &G E L 1H 5L
P47 display mpls Idp peer fir4-, 7T LLE B LDP B3 k&5 . T Ll Switch A R84,

{SwitchA] display mpls ldp session
LDP Session(s) in Public Network
Total number of sessions: 1

Peer-ID Status LAM SsnRole FT MD5 KA-Sent/Rev

2.2.2.9:0 Operational DU  Passive Off Off 5/5

LLAM : Label Advertisement Mode FT : Fault Tolerance
[SwitchA] display mpls ldp peer
LDP Peer Information in Public network
Total number of peers: 1

Peer-1D Transport-Address Discovery-Source



F15% MPLSSMCEREES

2.2.2.9:0 2.2.2.9 Vlan-interface 1

(4) FE & ik LDP £2:3%.
@D B E Switch A,

[SwitchA] mpls ldp remote-peer peerc
[SwitchA-mpls-ldp-remote-peerc] remote-ip 3.3.3.9
[SwitchA-mpls-ldp-remote-peerc] quit

@ F® Switch C,

[SwitchC] mpls ldp remote-peer peera
[SwitchC-mpls-ldp-remote-peera] remote-ip 1.1.1.9
[SwitchC-mpls-ldp-remote-peera] quit

SERL _ERACE 5,7 Switch A F#E LDP & T %% 1 LDP g X k5w, af
UFEFEINT S Switch C iy LDP £3% .,

[SwitchA] display mpls Idp session
LDP Session(s) in Public Network

Total number of sessions: 2

Peer-1D Status LAM SsnRole FT MD5 KA-Sent/Rev
2.2.2.9:0 Operational DU Passive Off Off 35/35
3.3.3.9:0 Operational DU Passive Off Off 8/8
LAM : Label Advertisement Mode FT : Fault Tolerance
[SwitchA] display mpls ldp peer
LDP Peer Information in Public network

Total number of peers: 2

Peer-ID Transport-Address Discovery-Source
2.2.2.9:0 2.2.2.9 Vlan-interface 1
3.3.3.9:0 3.3.3.9 Remote Peer : peerc

® BCE LSP i fil & W Wy all, BD BT 47 ¥ 25 Bt A0 IGP B e U & i & LDP &
7 LSP,

a. BLE Switch A,

[SwitchA] mpls

[SwitchA-mpls] lsp-trigger all
[SwitchA-mpls] return

b. BLE Switch B,

[SwitchB] mpls
[SwitchB-mpls] lsp-trigger all
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HICIAN XA R EIES

[SwitchB-mpls] quit
c. BL® Switch C,

[SwitchC] mpls

[SwitchC-mpls] lsp-trigger all

[SwitchC-mpls] quit

BR: b FTMPLSH L ERARLEHE—EXRSERE B EA P ERER
VLAN 4t o & MPLS s fk 55,48 & VLAN A #% o %) jumboframe 5 & 7 B , 1R 48 3 FF &2
AfHKhExFEHRIAENMM K, B X LR LEBKAREF. Fld, 2R T £
FTPH X HEL A E MPLS 47 %, T B & 3% o0 #) jumboframe ¥ ¥ 4 1544B(FTP & X
1518B+MPLS 4+ & 4BX 2+ VLAN 4 % 4B+ A K B ¥l & ¥ H 14B),

15.1.2 VPLSEAXEBREES

1. ¥\

MARRESKE THEAA MPLS B TR A RN VPN RF . HEA B AN
% KT S ARk, BT MARFEEM AL LAN IR EEE— B
BEHEAR=—EMEFER, U EREEFLT MPLS # VPLS k4% .

2. HME

P 15-2 fif7R i VPLS B4 ig B 46 A& .

PE 1

Vian-int 10 FE:2

Vian-int 10 4
10.10.10.11/24

Vlan-int 100

Loop O

2.2.2.9/32

M 15-2 VPLSEAREHMAE

3. BRESR

npd 15-2 FiR , BA UG AUl MPLS B T RS E—E,CE 1 f1 CE 2 48 TR A3
SLREF VPN 1, ERINTF .

(1) CE 1 #1 CE 2 4+ 5| L4# 0 Vlan-interface 100 # A PE # & .

(2) PE i# & L8O Vian-interface 10 .

(3) A2 VPLS 5248 aaa 3y LDP 7 & (Martini 77 &) ,bbb 3 BGP 77 & (Kompella J7
#),AS &3} 100, '

BE: AERABAEH G B AT EFikH BT E Martini # Kompella &4 %
X, EFie A NERE—A E6 8T,

4 BREZSHENBRE

(1) PE1 WRE.

@ BE IGP il , tfl gk OSPF, A RO E R .
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@ BE MPLS £48EH.

<Sysname > system-view

[Sysname] sysname PE1

[PE1] interface loopback 0
[PEI-LoopBack0] ip address 1.1.1.9 32
[PE1-LoopBack0] quit

[PE1] mpls Isr-id 1.1.1.9

[PE1] mpls

[PE1-mpls] quit

[PE1] mpls Idp

[PEI-mpls-ldp] quit

@ KeB# Vlan-interface 10,

[PE1] interface vlan-interface 10
[PE1-Vlan-interfacel0] ip address 10.10.10.10 24

@ BEEH O MPLS #4688 /7.

[PELl-Vlan-interfacel0] mpls
[PE1-Vlan-interfacel0] mpls ldp
[PE1-Vlan-interfacel0] quit

® BCEILH LDP 2.

[PE1] mpls ldp remote-peer 1
[PE1-mpls-remote-1] remote-ip 2.2.2.9
[PE1l-mpls-remote-1] quit

® BLE BGP ¥ &.

[PE1] bgp 100

[PE1-bgp] peer 2.2.2.9 as-number 100

[PE1-bgp] peer 2.2.2.9 connection-interface loopback 0 -
[PE1-bgp] vpls-family

[PE1l-bgp-af-vpls] peer 2.2.2.9 enable

[PEl-bgp-af-vpls] quit

[PE1-bgp] quit

@ {#fiE L2VPN #1 MPLS L2VPN,

[PE1] 12vpn
[PE1-12vpn] mpls 12vpn
[PEl-12vpn] quit

AiE LDP AR T i VPLS 38 aaa AR,

[PE1] vsi aaa static
[PEl-vsi-aaa] pwsignal ldp
[PE1-vsi-aaa-1dp] vsi-id 500
[PE1-vsi-aaa-ldp] peer 2.2.2.9
[PE1-vsi-aaa-ldp] quit
[PE1-vsi-aaa] quit

a1
¢

5

7
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@ ME BGP X T VPLS 5 bbb 24 R#:.

[PE1] vsi bbb auto

[PE1-vsi-bbb] pwsignal bgp
[PEIl-vsi-bbb-bgp] route-distinguisher 100:1
[PE1-vsi-bbb-bgp] vpn-target 111:1
[PE1-vsi-bbb-bgp] site 1 range 10
[PE1-vsi-bbb-bgp] quit

[PEI-vsi-bbb] guit

@ FEE O Vlan-interface 100, 348 %F VPLS 5:# aaa B bbb,

[PE1] interface vlan-interface 100

// i Vlan-interface 100 F 4f% VPLS 324 aaa
[PE1-Vlan-interfacel00] 12 binding vsi aaa

// tn# Vlan-interface 100 F#55F VPLS 3L #1 bbb
[PE1-Vlan-interfacel00] 12 binding vsi bbb
[PE1-Vlan-interfacel00] quit

(2) PE2ZHIFCE.
@ BEE IGP Ui, e H 3t ¥ OSPF, B{KBC BB .
@ fiE MPLS 226,

< Sysname>> system-view

[Sysname] sysname PE2

[PEZ] interface loopback 0
[PE2-LoopBack0] ip address 2.2.2.9 32
[PE2-LoopBack0] quit

[PE2] mpls lsr-id 2.2.2.9

[PE2] mpls

[PE1-mpls] quit

[PE2] mpls ldp

[PE2-mpls-1dp] quit

@ g VLAN 10,8]## 0 Vlan-interface 10,

[PE2] interface vlan-interface 10
[PE2-Vlan-interfacel0] ip address 10.10.10.11 24

@ Fe® VLAN 8:00 MPLS HEAHE 77,

[PE2-Vlan-interfacel0] mpls
[PE2-Vlan-interfacel0] mpls ldp
[PE2-Vlan-interfacel0] quit

© B iEs LDP 2.

[PE2] mpls ldp remote-peer 2
[PE2-mpls-remote-2] remote-ip 1.1.1.9
[PE2-mpls-remote-2] quit

® BL® BGP ¥ J&.

[PE2] bgp 100



[PE2-bgp] peer 1.1.1.9 as-number 100

[PE2-hgp] peer 1.1.1.9 connection-interface loopback 0
[PE2-bgp] vpls-family

[PE2-bgp-af-vpls] peer 1.1.1.9 enable
[PE2-bgp-af-vpls] quit

[PE2-bgp] quit

@ fEfE L2VPN #1 MPLS L2VPN,

[PE2] 12vpn
[PE2-12vpn] mpls |2vpn
[PE2-12vpn] quit

® FE'E LDP HEF i VPLS L5 aaa 4B M.

[PEZ] vsi aaa static
[PE2-vsi-aaa] pwsignal ldp
[PE2-vsi-aaa-ldp] vsi-id 500
[PE2-vsi-aaa-ldp] peer 1.1.1.9
[PE2-vsi-aaa-ldp] quit
[PE2-vsi-aaa] quit

© A% BGP I F M VPLS 5: 4 bbb AR,

[PE2] vsi bbb auto

TPE2-vsi-bbb] pwsignal bgp
[PE2-vsi-bbb-bgp] route-distinguisher 100:1
[PE2-vsi-bbb-bgp] vpn-targe1 111:1
[PE2-vsi-bbb-bgp] site 2 range 10
[PE2-vsi-bbb-bgp] quit

[PE2-vsi-bbb] quit

@ EeE 3 M Vian-interface 100, 34§ 5& VPLS SE 4] aaa BY, bbb,

[PE2] interface Vlan-interface 100

// tni# Vlan-interface 100 F 485 VPLS & # aaa
[PE2-Vlan-interfacel00] 12 binding vsi aaa

// 0% Vlan-interface 100 F 48 VPLS &L bbb
[PE2-Vlan-interfacel00] 12 binding vsi bbb
[PE2-Vlan-interfacel00] quit

MPLS 5SMCER B#5 5

(3) BEZRENRE. 2R AR ESE & PE LT display vpls connection fir 4,

BB T —& PW s, R%&% Up.
15.1.3 MPLS L3VPN BRI BIES
1. #5

T w5/ S MPLS B FM, 4 @4t VPN ZERES. A AFMBLAFRR
d 3, ER T A wlfE % F BGP/MPLS VPN MR8 = 2 ol i 5, £ R 2w

0 V5 % i B R B, 28k A R S A A Al .

) 417_,'_



S 11%_,_____ H3CIA KM R SRR B 5 S

2, ANE
B 15-3 BraR 23 MPLS L3VPN i 7% fp % 45 f [
AS 65410 AS 65430
VPN | VPN 1

WVlan-int | Vian-int 1
Loop 0
i PE 1 pE2 |Vian-int2
Ky Vianint Vian-int | 3> |
Loop 0 Loop 0
% Vian-int 3 é Vian-int | 8 i
i .- Vlan-int 3
MPLS Backbone
Vlan-int 1 Vlan-int 1
CE2 :
? CE4
VPN 2 VPN 2
AS 65420 AS 65440
# & ¥ 0 1P b4k # & # O 1P s at
CE1 Vlan-int 1 10.1.1.1/24 Loop 0 2.2.2,9/32
Loop 0 1.1.1.9/32 P Vlan-int 1 172.2.1.1/24
PE 1 Vlan-int 1 10.1.1.2/24 Vlan-int 3 172.1.1,2/24
’ Vlan-int 3 172.1.1.1/24 Loop 0 3.3.3.9/32
Vlan-int 2 10.2.1.2/24 Vlan-int 1 172.2.1.2/24
CE 2 Vlan-int 1 10.2.1.1/24 PE 2 Vlan-int 2 10.3.1.2/24
CE 3 Vlan-int 1 10.3.1.1/24 Vlan-int 3 10.4.1.2/24
CE 4 Vlan-int 1 10.4.1,1/24
B4 15-3 MPLS L3VPN st % g % 41 [
3. BEEX

@ 15-3 iR, A AR AN VPN VPN 1,CE1 fICE 335 A Qs EERZEHER
) CE & ; B 2wl A VPN % VPN 2,CE 2 f1 CE 4 3 B A al i3z ¥ 580 CE it
#. BRINTF .

(1) CE 1.CE 3 J&F VPN 1,CE 2.CE 4 J§ F VPN 2.

(2) VPN 1 {# i #9 VPN Target JE#: % 111:1, VPN 2 i i) VPN Target J& £ X
222:2, R[H VPN F /P Z IR GE5 A i

(3) PE.P 3% # MPLS 9% 4% ,7€ PE 1 # PE 2 Z A&7 MPLS L3VPN,{# VPN 1
B ¥ S22 B Al LA E i, VPN 2 s S Z @A LI HiE {8 VPN 15 VPN 2 ZE EAHRE.

4. RESBEMRE

(1) # MPLS B+ M FEE IGP B, LB AT PE 1 P B H#.

O mE PE 1.

<<PE1> system-view

[PE1] interface loopback 0
[PE1-LoopBack0] ip address 1.1.1.9 32



[PEl-LoopBack0] quit

[PE1] interface vlan-interface 3

[PEl-Vlan-interface3] ip address 172.1.1.1 24
[PE1-Vlan-interface3] quit

[PE1] ospf

[PEl-ospf-1] area 0

[PEl-ospf-1-area-0.0.0.0] network 172.1.1.0 0.0.0.255
[PEl-ospf-1-area-0.0.0.0] network 1.1.1.9 0.0.0.0
[PE1-ospl-1-area-0.0.0.0] quit

[PEl-ospf-1] quit

@ EEP.

<_P>> system-view

[P] interface loopback 0

[P-LoopBack0] ip address 2.2.2.9 32

[P-LoopBack0] quit

[P] interface vlan-interface 3

[P-Vlan-interface3] ip address 172.1.1.2 24
[P-Vlan-interface3] quit

[F] interface vlan-interface 1

[P-Vlan-interfacel] ip address 172.2.1.1 24
[P-Vlan-interfacel] quit

[P] ospf

[P-ospf-1] area 0

[P-ospf-1-area-0.0.0.0] network 172.1.1.0 0.0.0.255
[P-ospf-1-area-0.0.0.0] network 172.2.1.0 0.0.0.255
[P-ospf-1-area-0.0.0.0] network 2.2.2.9 0.0.0.0
[P-ospf-1-area-0.0.0.0] quit

[P-ospl-1] quit

@ BEE PE 2.

< PE2>> system-view

[PE2] interface loopback 0

[PE2-LoopBack0] ip address 3.3.3.9 32
[PE2-LoopBack0] quit

[PEZ] interface vlan-interface 1
[PE2-Vlan-interfacel] ip address 172.2.1.2 24
[PE2-Vlan-interfacel] quit

[PE2] ospf

[PE2-ospf-1] area 0

[PE2-ospf-1-area-0.0.0.0] network 172.2.1.0 0.0. 0.255
[PE2-ospf-1-area-0.0.0.0] network 3.3.3.9 0.0.0.0
[PE2-ospi-1-area-0.0.0.0] quit

[PEZ-ospf-1] quit

E AL

_MPLSSMCER B85

i %52 5 ,PE 1.P.PE 2 2 [A] i BE# 57 OSPF 48 J& , $447 display ospf peer fr4al L
EB4EED FULL A, 4T display ip routing-table 4 [ LI Bl PE 2 [6] % ] B 3§

F7 4 Loopback B¢f. LA PE 1 58, AT &IF.

[PE1] display ip routing-table

419
Pokiiiig
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H3CW AR X RN AR REIS

Routing Tables: Public

Destinations : 9 Routes : 9
Destination/Mask Proto Pre Cost NextHop Interface
Ll 0432 Direct 0 0 127.0.0.1 InLoop 0
. 2.2.2.9/32 OSPF 10 1 172.1:1.2 Vlan 3
3.3.3.9/32 OSPF 10 2 172.1.1.2 Vlan 3
127.0.0.0/8 Direct 0 0 F27:.0:0::1 InLoop 0
127.0.0.1/32 Direct 0 0 127.0.0.1 Inloop 0
172.1.1.0/24 Direct 0 0 172.1.1.1 Vlan 3
172.1.1.1/32 Direct 0 4] 127.0.0.1 Inl.oop 0
1720352032 Direct 0 0 122112 Vlan 3
172.2.1.0/24 OSPF 10 1 172.1.1.2 Vlan 3
[PE1] display ospf peer verbose
OSPF Process 1 with Router ID 1.1.1.9
Neighbors
Area 0.0.0.0 interface 172.1.1. 1¢ Vlan-interface3) s neighbors
Router I[D: 172.1.1.2 Address: 172.1.1.2 GR State: Normal

State: Full Mode:Nbr is Master Priority: 1
DR: None BDR: None MTL]: 1500

Dead timer due in 38 sec

Neighbor is up lor 00:02:44

Authentication Sequence: [ 0 ]

Neighbor state change count: 5

(2) £ MPLS & F WM &t & MPLS &7 fi£ /7 f1 MPLS LDP, #37 LDP LSP.
O BEPE.

[PE1] mpls lsr-id 1.1.1.9
[PE1] mpls

[PE1-mpls] Isp-trigger all
[PE1-mpls] quit

[PEL] mpls ldp
[PE1-mpls-ldp] quit

[PEL] interface vlan-interface 3
[PE1-Vlan-interface3] mpls
[PE1-Vlan-interface3] mpls ldp
[PE1-Vlan-interface3] quit

@ EERP.

|P] mpls lsr-id 2.2.2.9

[P] mpls

(P-mpls] lsp-trigger all
[P-mpls] quit

[P] mpls ldp

[P-mpls-ldp] quit

[P] interface vlan-interface 3
[P-Vlan-interface3] mpls
[P-Vlan-interface3] mpls ldp
[P-Vlan-interface3] quit

[P] interface vlan-interface 1
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- i oty e B e 2 . g

[P-Vlan-interfacel] mpls
[P-VlanOinterfacel] mpls ldp
[P-Vlan-interfacel] quit

@ EH PE 2,

[PE2] mpls Isr-id 3.3.3.9
[PE2] mpls

[PE2-mpls] lsp-trigger all
[PE2-mpls] quit

[PEZ] mpls Idp
[PE2-mpls-ldp] quit

{PEZ] interface vlan-interface 1
[PE2-Vlan-interfacel] mpls
[PE2-Vlan-interfacel] mpls ldp
[PE2-Vlan-interfacel] quit

LREEEME,PE 1.P.PE 2 Z a1 AEH 37 LDP £iF , $447 display mpls ldp session
A A LA B B R 45 B b Session State I7  Operational, #4147 display mpls Idp Isp 4,
A LA E B LDP LSP fygt 8. KA PE 1 BB, M TFRF.

[PE1] display mpls ldp session

LLDP Session(s) in Public Network

Peer-1D Status LAM SsnRole FT MD5 KA-Sent/Rev
2.2.2.9:0 Operational DU Passive  Off O 5/5
LAM : Label Advertisement Mode FT : Fault Tolerance

{PE1] display mpls ldp Isp

SN DestAddress/Mask  In/QOutLabel Next-Hop In/Out-luterface

1 1.1.1.8/32 3/NULL 127.0.0.1 Vlan-interface 3/Inl.oop0
2 2.2.2.9/32 NULL/3 172.1.1.2  =mmm-- /Vlan-interface 3
3

3.3.3.9/32 NULL/1024 172.1.1.2 -=--—~/Vlan-interface 3
A ' % ' belore an LSP means the LSP is not established
A ' = ' before a Label means the USCB or DSCB is stale

(3) 7£ PE %% LA E® VPN £ 6,8 CE # A PE,
@© BEHPEL,

[PE1] ip vpn-instance vpn 1
[PEl-vpn-instance-vpnl] route-distinguisher 100:1
[PE1-vpn-instance-vpnl] vpn-target 111:1
[PEl-vpn-instance-vpnl] quit

[PE1] ip vpn-instance vpn 2
[PEl-vpn-instance-vpn2] route-distinguisher 100:2
[PEl-vpn-instance-vpn2] vpn-target 222:2
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[PEl vpn-instance-vpn2] quit

[PE1] interface vlan-interface 1
[PE1-Vlan-interfacel] ip binding vpn-instance vpn 1
[PE1-Vlan-interfacel] ip address 10.1.1.2 24
[PE1-Vlan-interfacel] quit

[PE1] interface vlan-interface 2
[PE1-Vlan-interface2] ip binding vpn-instance vpn 2
[PE1-Vlan-interface2] ip address 10.2.1.2 24
[PEl—Vlan—imer.-faceZ] quit

@ BlE PE 2,

(PE2] ip vpn-instance vpn 1
[PE2-vpn-instance-vpnl] route-distinguisher 200:1
[PE2-vpn-instance-vpnl] vpn-target 111:1
[PE2-vpn-instance-vpnl] quit

[PEZ] ip vpn-instance vpn 2
[PE2-vpn-instance-vpn2] route-distinguisher 200:2
[PE2-vpn-instance-vpn2] vpn-target 222:2
[PE2-vpn-instance-vpn2] quit

[PE2] interface vlan-interface 2
[PE2-Vlan-interface2] ip binding vpn-instance vpn 1
[PE2-Vlan-interface2] ip address 10.3.1.2 24
[PE2-Vlan-interface2] quit

[PE2] interface vlan-interface 3
[PE2-Vlan-interface3] ip binding vpn-instance vpn 2
[PE2-Vlan-interface3] ip address 10.4.1.2 24
[PE2-Vlan-interface3] quit

@ %K 15-3 il B 4% CE (94 10 1P Hht, Aic & ohFE R .
AL ESE /5, 7E PE 4% L1417 display ip vpn-instance #y4 7] LLF 2| VPN 35 g9 ic B
B, S PERE ping M HCEAMCE, B PE1MCEL X#, N TFHEEF.

[PE1] display ip vpn-instance
Total VPN-Instances configured : 2

VPN-Instance Name RD Create Time
vpnl 100:1 2006/08/13 09:32:45
vpn2 100:2 2006/08/13 09:42:59

[PE1] ping -vpn-instance vpn 1 10.1.1.1
PING 10.1.1.1: 56 data bytes, press CTRL_C to break
Reply from 10.1‘].‘1: bytes=56 Sequence=1 tt|=255 time=56 ms
Reply from 10.1.1.1: bytes=56 Sequence=2 ttl=255 time=4 ms
Reply [rom 10.1.1.1
Reply from 10.1.1.1
Reply from 10.1.1.1: bytes=056 Sequence=5 ttl=255 time=3 ms
---10.1.1.1 ping statistics ---

: bytes=56 Sequence=3 1tl=255 time=4 ms
: bytes=056 Sequence=4 ttl=255 time=52 ms

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 3/23/56 ms
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(4) 7€ PE 5 CE Z 8|87 EBGP X %{k,5| A VPN ¥ .
O BEHECEL

<CCEl1>> system view

[CE1] bgp 65410

[CE1-bgp] peer 10.1.1.2 as-number 100
[CEl-bgp] import-route direct
[{CE1-bgp] quit

iBEE. 54 3AN~CE#EL(CE2—~CE4)®ES CEl1 k&R E XN , RELZ NS,
@ BE PE 1,

"PE1] bgp 100

[PEl-bgp] ipv 4-family vpn-instance vpn 1
[PEl-bgp-vpnl] peer 10.1.1.1 as-number 65410
[PE1-bgp-vpnl] import-route direct
[PEl-bgp-vpnl] quit

[PE1-bgp] ipv4-family vpn-instance vpn 2
[PE1-bgp-vpn2] peer 10.2.1.1 as-number 65420
[PEl-bgp-vpnZ] import-route direct
[PE1-bgp-vpn2] quit

TPE1l-bgp] quit

R PE2 0 R E 5 PE] £/, S Bk 42 ek

Mg 52 S . 4 PE ¥ % I #14F display bgp vpnv4 vpn-instance peer g4, Al LLF& %
PE 5 CE Z a9 BGP X % {k % & O @7 , 35 B Established RZ&. L PE 1 5 CE 1 M%f
SIKLERBL. AU TR,

[PE1] display bgp vpnv4 vpn-instance vpnl peer

BGP local router ID : 1.1.1.9
Local AS number : 100

Total number of peers : 1 Peers in established state : 1
Peer V AS MsgRevd MsgSent OutQ PrefRev  Up/Down State
10.1.1.1 4 65410 11 9 Q 1 00:06:37 Established

(5) 7E PE Z &) & MP-IBGP X%k,
@ EEE PE 10

[PE1] bgp 100

[PEl-bgp] peer 3.3.3.9 as-number 100

[PEl-bgp] peer 3.3.3.9 connect-interface loopback 0
[PEl-bgp] ipv4-family vpnvd

[PE1-bgp-al-vpnv4] peer 3.3.3.9 enable
[PE1-bgp-al-vpnv4] quit

[PEl-bgp] quit

@ FHE PE 2,

[PEZ] bgp 100
[PE2-bgp] peer 1.1.1.9 as-number 100

423 ¢
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R A

[PE2-bgp] peer 1.1.1.9 connect-interface loopback 0
[PE2-bgp] ipv4-family vpnv4

[PE2-bgp-af-vpnv4] peer 1.1.1.9 enable
[PE2-bgp-af-vpnv4] quit

[PE2-bgp] quit

B 5E U5 » 4 PE & L /4T display bgp peer 5% display bgp vpnv4 all peer #74, A
LI 2| PE Z i) BGP Xt 454 5% & B #37 , H 15 B Established R %5
[PE1] display bgp peer

BGP local router ID : 1.1.1.9
Local AS number : 100

Total number of peers : 1 Peers in established state : 1
Peer V. AS MsgRevd MsgSent OutQ PrefRev Up/Down  State
3.3.3.9 4 100 2 6 0 0 00:00:12 Established

(6) R BESEMREHREK. 7 PE &% 4T display ip routing -table vpn-instance #
2 LB B| X CE Msd. UL PE 1R8], HINTFREE.

[PE1] display ip routing-table vpn-instance vpnl
Routing Tables: vpnl

Destinations : 3 Routes : 3
Destination/Mask  Proto  Pre Cost NextHop Interface
10.1.1.0/24 Direct 0 0 10.1.1.2 Vlan 1
10.1.1.2/32 Direct 0 0 127.0.0.1 InLoop 0
10.3.1.0/24 BGP 255 0 3.3.3.9 NULL 0

[PE1] display ip routing-table vpn-instance vpn2
Routing Tables: vpn2

Destinations : 3 Routes : 3
Destination/Mask  Proto Pre Cost NextHop Interface
10.2.1.0/24 Direct 0 0 10.2.1.2 Vlan 2
10.2.1.2/32 Direct 0 0 127.0.0.1 InLoop 0
10.4.1.0/24 BGP 255 0 3.3.3.9 NULL 0

[fl— VPN # CE RE# A H Ping il , A VPN # CE A8EM E ping #. #n.CE 1
#% ping i CE 3(10.3.1.1),{HFR6E ping il CE 4(10.4.1. 1),

[CE1] ping 10.3.1.1
PING 10.3.1.1: 56 data bytes, press Ctrl_C to break
Reply from 10.3.1.1: bytes=56 Sequence=1 tt]=253 time=72 ms
Reply from 10.3.1.1: bytes=56 Sequence=2 ttl=253 time=34 ms
Reply from 10.3.1.1: bytes=56 Sequence=3 ttl=253 time=50 ms
Reply from 10.3.1.1: bytes=56 Sequence=4 ttl=253 time=50 ms
Reply from 10.3.1.1: bytes=56 Sequence=>5 ttl=253 time=234 ms
---10.3.1.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 34/48/72 ms
[CE1] ping 10.4.1.1
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PING 10.4.1.1: 56 data bytes, press Ctrl_C to break
Request time out
Request time out
Request time out
Request time out
Request time out
---10.4.1.1 ping statistics --
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

2~ : BGP/MPLS VPN 5] A7 RD,BFPi£ # A VPN 4 A #3eat H £ 4486 , L 54
TAEE I, MARLE LW F R, Hldo,Bpig CE 2 4.4 A 34t 10.1.1.1/24, B CE 4
Ak A Hak 10.3.1.1/24, VPN 1 5 VPN 2 IR TRAEH T . M AL A ERBER LB
.

.47 ip binding vpn-instance ¢4 W Akt o L LB R B4 IP sbut, B b § & T ¥
Rivoe IP i,

15.2 MCE g ®EIiK S

BGP/MPLS VPN LIEEE f A 2 T 70 25 I o 4% 326 B N 5048 i ) . HEE S |
BGP/MPLS VPN #ER G VPN Lo HpfiH—4 CE 5 PE Mik.

BERP L SFHARALNELTFROER BREFAT - ITRAENENNAPFTE
R REA VPN, AF VPN AP ML S FESSFE. at, A& VPN A g —
HCEMMAMPEREITFXMBETRA; ML VPN IH—& CE. AR -/ fhx
T, TG R IE SR R 2tk

MCE §i J2& 2 fife phe 3x — (5] B 38 T A A .

MCE A A B %@k £ VPN R4 KRR P BIE & 45 R4 AR A 2 8] 89 F & , & 44
CE#& A& VLAN £ O04R 5 SREK MK VPN #H745E . 3 84 VPN 8 2 f14k 50k
S B B B A 2 R (Multi-VRF) . XHEAREEEBREFRARMNAE VPN K0 L4, A
#il5 PE B EA , LAEB K H4 VPN &% iy IE 8 & 7 Z X 3% PE, {RIE VPN i LEA
P B 15 46 .

15.2.1 {& M OSPF/RIP/I1S-IS 5| X VPN g% Hi % MCE $# %
AEHES

1. &

MEHARMT —H MRS, HEEKIE T B{52 7 MPLS &1 R J& H 4t BGP/
MPLS VPN R % . @B AR NE MY, M ERE L ABRERBEL FHIM2H 3 4
VPN, 5 8043 /0 7] 20 2351 6 0 32 555 3 260k 55, BP0 %51 5] B J& F3X 3 4~ VPN. 3 T 3 2 [ 4%
P& A LM 4 E] 7 — %432 6] % JHBH MCE IhRER 32 #e 4l , 76 BGP/MPLS VPN 4K
I s A& £ 4~ VPN 5L i CE ThiE.

425
ol
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PR PR BB /N M 2 7] L I 8 s 2542 ¥R AC B OSPF/RIP/IS-IS % IGP, [ 1M % {1 fi
IGP 5| A VPN Bt

2. AMME
B 15-4 fT R 6 OSPF/RIP/IS-IS 3| A VPN B¢ it MCE 4 RIR B 41 A

VPN 2

OSPE
192.168.20.0 VPN 3

* MPLS
Eth 1/0/15
Vlan-int 30 =
192.168.0.0 10214303| \icp GE 1/0n8 PE3
Site 1 Eth 1/0/10 <_§, GE 1/1/1
nouTER Vlan-int 102
VR 1 10.214.10.3 Eth 1/0/20
Vlan-int 20

10.214.20.3

192.168.10.0
VPN 2

B 15-4 {8 A OSPF/RIP/IS-IS 3] A VPN & iy MCE it % A¢ 8 48 I 8

3. RE®BK

A 15-4 iR ,i#®4% VR 1.VR 2, VR 3 #1 MCE 8§ F [ —4r 2 & W, %42 d Bk
SMEFEMRE 3 VPN, Hf FRERS, LERE S8 BYLIEN CE, BT A3 il
WAL E MCE,

(1) MCE &% i3 Vlan-interface 10 8: 11 (IP ##ik 10. 214. 10. 3) #% %) VPN 1, # 4t
FEE S 192. 168. 0. 0/16, @1t Vlan-interface 20(IP # 4k 10. 214. 20. 3)# 0 % #5| VPN 2,
i@t Vlan-interface 30CIP Hpht 10. 214, 30. 3) 1 #EH#F] VPN 3,

(2) Hh Site 1 Py K {f B Bt th1; Site 2 P iZE 4T RIP B ey 093, b 41k 75 B A
192.168. 10.0/24; Site 3 Wiz4T OSPF B il , Wbhk B % 192, 168. 20. 0/24,

(3) Rk MCE & 68454 VPN Z (6 49 3% h &, 3@ i OSPF # & VPN BB &
7% PE#%&. )

(4) S F@EH RIPISIS thil # VPN ¥ A HF R PER &, HAKEE R &
“5) MCE 5 PE 1 [a] f# % 1 ic & 74k 55 # A} OSPF 4 %y MCE % PE (& & th B i 6 A BF R
[, ALk R AE“5) MCE 5 PE 1 [/ BB & T M5 RIP /M IS ISACE o # .

4 RESERAME

1) B2E MCE L #) VPN sS2fi 3 58 0 #ir g

(1) ¥0#: MCE & &M T/E#ER 0 MCE XX . FEH/GshiRE.

<MCE>> system-view
[MCE] switch-mode mce
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[MCE] quit
< MCEZ=> reboot

WiHA: B E S7500FE £ 7] X3 ded MCE sh et , R & 28 T switch-mode mce br A
fEREE.

(2) ff MCE &% ¢ & VPN L4, ZFR4 5% VPN 1. VPN 2 #1 VPN 3,RD 41 5 B
HM10:1,20:1H130:1,

<_MCEZ> system-view

[MCE] ip vpn-instance vpn 1
[MCE-vpn-instance-vpnl] route-distinguisher 10:1
[MCE-vpn-instance-vpnl] quit

[MCE] ip vpn-instance vpn 2
[MCE-vpn-instance-vpn2] route-distinguisher 20:1
[MCE-vpn-instance-vpn2] quit

[MCE] ip vpn-instance vpn 3
[MCE-vpn-instance-vpn3] route-distinguisher 30:1

(3) & VLAN 10, % % 0 Eth 1/0/10 fu A VLAN 10, 3 | 8 Vlan-interface 10
BT,

[MCE-vpn-instance-vpn3] quit
[MCE] vlan 10

[MCE-vlan10] port Ethernet 1/0/10
[MCE-vlan10] quit

[MCE] interface Vlan-interface 10

(4) At Vlan-interface 10 #: 15 VPN 1 sE4 #4748, A B IP #bhk % 10. 214. 10. 3,
A 24 i,

[MCE-Vlan-interfacel0] ip binding vpn-instance vpn 1
[MCE-Vlan-interfacel0] ip address 10.214.10.3 24
[MCE-Vlan-interfacel0] quit

(5) EAHAMAEAE R VLAN 20, %% 10 Eth 1/0/20 i A VLAN 20, R BH# L5
VPN 2 L4955 38L& 1P Mk,

[MCE] vlan 20

[MCE-vlan20] port Ethernet 1/0/20

[MCE-vlan20] quit

[MCE] interface Vlan-interface 20
[MCE-Vlan-interface20] ip binding vpn-instance vpn 2
[MCE-Vlan-interface20] ip address 10.214.20.3 24
[MCE-Vlan-interface20] quit

(6) F LA EACE VLAN 30,05 0 Eth 1/0/15 fm A VLAN 30, BB B U 5
VPN 3 St Rl & 1P Hudtk .
[MCE] vlan 30

[MCE-vlan30] port Ethernet 1/0/15
[MCE-vlan30] quit
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[MCE] interface Vlan-interface 30
[MCE-Vlan-interface30] ip binding vpn-instance vpn 3
[MCE-Vlan-interface30] ip address 10.214.30.3 24
[MCE-Vlan-interlace30] quit

2) MCE 5 Site 1 2 [8] {9 3% th 2 &

#B8. MCE k5 Site | #4248, H Site | A AMZ A% dHhil, BT Ak A A8 it
frdeE .

(D fEVR 1 WA,

@ BEE S MCE 36948 O # ik &y 10. 214, 10, 2/24, ¥ $ Site 1 08 H LN 192,
168.0.1/24, [ VLAN rh#8findm O AECE 8 0 1P Mk A9 B B X B A 8.

@ % VR 1 LA IAME 5 m#CH T —Bkiak 2 10. 214, 10. 3,

<< VR1> system-view

[VR1] ip route-static 0.0.0.00.0.0.0 10.214.10.3

(2) £ MCE i &,

@ 7 MCE #5@#7 Mi, 24 192. 168, 0. 0 RBLAY 32, F—Bktuak 24 10, 214. 10. 2,
HHHKEE S VPN 1 SLg5E .

[MCE-Vlan-interface20] quit
[MCE] ip route-static vpo-instance vpn 1 192.168.0.0 16 10.214.10.2

@ ®sR MCE L2 VPN 1 LG4 ey B i 5 B o

[MCE] display ip routing-table vpn-instance vpn 1
Routing Tables: vpn 1

Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost NextHop Interface
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop 0
127.0.0.1/32 Direct 0 o] 127.0.0.1 Inl.oop 0
10.214.10.0/24 Direct 0 0 10.214.10.3 Vlan 10
10.214.10.3/32 Direct 0 0 127.0.0.1 Inl.oop 0
192.168.0.0/16 Static 60 0 10.214.10.2 Vlan 10

A IAE R MCE FE &K Site 1 132 T AN H,

3) MCE 5 Site 2 Z B8

(1) ZEVR 2 FWEE. # VR 2 .6 ®H 5 MCE % # 1#hk % 10. 214, 20. 2/24
(E B, B0 F RIP, % M L 192, 168, 10,0 1 10. 214, 20.0 &1 .

< VR2> system-view

[VR2] rip 20

[VR2 rip-20] network 192.168.10.0
[VR2-rip-20] network 10.0.0.0

(2) ¥£ MCE +HBCHE .
PLAA: Site 2 A & %247 T RIP, BT & MCE L& X RIP ¥ & #hid , /w A Site 2 #
BhiER P, AHEWBEEE,
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O BEci& RIP Bhill, iR 20,315 VPN 2 LHHTHE.

[MCE] rip 20 vpn-instance vpn 2

@ ¥RE 10. 214.10.0 K77 , SEABt E1 SHRATIRE 31 A OSPFGEEE 20) HBAih 1 K.

@ HFEERNE.Y MCE 5 PE A j% 1 & RIP 5% IS-IS B}, import-route £ 4t % #
ospf UL [ g A rip B isis.

[MCE-rip-20] network 10.0.0.0

[MCE-rip-20] undo summary
[MCE rip-20] import-route ospl

@ 7 MCE F## VPN 2 LHEsHEE,

[MCE-rip-20] display ip routing table vpn instance vpn 2
Routing Tables: vpn 2

Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost NextHop Interface
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop 0
127.0.0.1/32 Direct 0 0 127.0.0.1 Inloop 0
10.214.20.0/24 Direct 0 0 10.214.20.3 Vlan 20
10.214.20.3/32 Direct 0 0 127.0.0.1 InLoop 0
192.168.10.0/24 RIF 100 1 10.214.20.2 Vlan 20

A LAF 5], MCE © £5381d RIP 2:3) 3| T Site 2 NAIFARIBE 1, 35 Site 1 A#9192. 168.0.0
B {E BB e RN ARGEITTRE.

4) MCE Y Site 3 Z [6] () # th Bic &

(1) £ VR 3 LAIfRE . ¥ VR 3 5 MCE & & E#mME 0 1P Mbik i & 10, 214. 30. 2/24,
Al B AN, 75 VR 3 L2 ® OSPF i, #EF2 2% 30,8 192. 168. 20. 0 1 10. 214, 30, 0 &
COBRRA.
= VR3> system-view
"VR3] ospf 30
"VR3-0spl-30] area 0

" VR3-ospf-30-area-0.0.0.0] network 192.168.20.0 0.0.0.255
[VR3-ospf-30-area-0.0.0.0] network 10.214.30.0 0.0.0.255

(2) £ MCE LWl H .

#AE . Site 3 A & 2i&47 T OSPF, BT A4 MCE Lt #& & OSPF % d #i3 , 72 A Site 3
thhiE Hd, s RHB BEL,

D ®2'H MCE {1 Loopback 0 #:1 , Hl F#5 & MCE # Router 1D, Hthik 25101, 101. 10,1,
B E 2 PRX HLH 8.

® £ MCE ##%& B & OSPF 30 #t#,5 VPN 3 448 %, JF i3 OSPF £ SC 4 sh
(4 MCE kB4 — OSPF #t@mf AFERH D68, &4 10. 214, 30. 0 M B,

@ FEEEMNRE, Y MCE 5 PE [E#h A RIP 5 IS-1S if, 4k OSPF FL B AT ZE
FF K3 OSPF %363 g .

< MCE>> system-view

429
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[MCE] ospf 30 router id 101.101.10.1 vpn-instance vpn 3
[MCE-ospi-30] vpn-instance-capability simple

[MCE-ospf-30] area 0

[MCE-ospf-30-area-0.0.0.0] network 10.214.30.0 0.0.0.255

@ #E MCE &% &8 VPN 3 AP BB FER.

[MCE-ospf-30-area-0.0.0.0] display ip routing-table vpn-instance vpn 3
Routing Tables: vpn 3

Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost - NextHop Interface
10.214.30.0/24 Direct 0 0 10.214.30.3 Vlan 30
10.214.30.3/32 Direct 0 0 127.0.0.1 Inl.oop 0
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop 0
127.0.0.1/32 Direct 0 v} 127.0.0.1 InLoop 0
192.168.20.0/24 OSPF 10 2 10.214.30.2 Vlan 30

ol L F #,MCE B £i#iid OSPF 23 8| T Site 3 A FAM S .

5) MCE 5 PE 1 @i RC B

(1) #£ MCE tWIRcH.

@ MCE {# fi] GigabitEthernet 1/1/1 %5 0 # # 3| PE1 #9 GigabitEthernet 1/0/18 #% 0 .5
TR XA 0134 Trunk 8% 171, 3F f23F VLAN 10, VLAN 20 f1 VLAN 30 i 4t X #7# Tag

[MCE] interface GigabitEhternet 1/1/1

[MCE-GigabitEhternet1/1/1] port link-type trunk
[MCE-GigabitEhternet1/1/1] port trunk permit vlan 10 20 30

@ BB MCE Jg 37 OSPF i 10,48 F| VPN 1 Sl L 3% 1D B0 10, 7F Area 0 X8
%45 10.214,10.0 B, 33| A VPN 1 Al .

[MCE-GigabitEhternet1/1/1] quit

[MCE] ospf 10 router-id 101.101.10.1 vpn-instance vpn 1

[MCE-ospf-10] domain-id 10

[MCE-ospf-10] area 0

[MCE-ospf-10-area-0.0.0.0] network 10.214.10.0 0.0.0.255

[MCE-ospf-10-area-0.0.0.G] quit

[MCE-ospf-10] import-route static

[MCE-ospf-10] quit

® fi'® MCE /33 OSPF ## 20,482 8] VPN 2 524,38, ID % B X 20, 7F Area 0 X1
%45 10.214.20.0 M B, 3F5| A VPN 2 f§ RIP fiih .

[MCE] ospf 20 router-id 101.101.10.1 vpn-instance vpn 2

[MCE-ospf-20] domain-id 20

[MCE-ospf-20] area 0

[MCE-ospf-20-area-0.0.0.0] network 10.214.20.0 0.0.0.255

[MCE-ospf-20-area-0.0.0.0] quit
[MCE-ospf-20] impori-route rip

@ B '® MCE 4 OSPF ##8 30,5 ID &8 % 30,7F Area 0 X%/ 10. 214. 30. 0 MEL.

[MCE] ospf 30 router-id 101.101.10.1 vpn-instance vpn 3
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[MCE-o0spf-30] domain-id 30

[MCE-ospf-30] area 0

[MCE-ospf-30-area-0.0.0.0] network 10.214.30.0 0.0.0.255
[MCE-ospf-30-area-0.0.0.0] quit

() EPE! FHRE.

@ BECE PE 1 i GigabitEthernet 1/0/18 3% [ f2F VLAN 10.VLAN 20 1 VLAN 30
B $2 S 3T .

<< PEl1> system-view

[PEL] interface GigabitEthernet 1/0/18

[PE1-GigabitEthernet1/0/18] port link-type trunk

[PE1-GigabitEthernet1/0/18] port trunk permit vlan 10 20 30

@ | PE1 9 Vlan-interface 10, Vlan-interface 20 ] Vlan-interface 30 §4& 04> 51 %
10.214. 10. 4,10, 214. 20. 4 F1 10. 214. 30. 4,3 4+ %5 VPN 1, VPN 2 #1 VPN 3 3§17
HiE. MEFPTRIXEER,

@ Bi# PE 1 8 Loopback 0 # 10, T4 % PE 1 #) Router ID, #14k 2% 100, 100. 10. 1,
o dEX AR,

@ Bl#E PE 1 33 OSPF 942 10,45 8] VPN 1 3241, ID 24 10, 7E Area 0 K3 & 45
10.214.10.0 M B,

[PE1-GigabitEthernet1/0/18] quit

[PE1] ospf 10 router-id 100.100.10.1 vpn-instance vpn 1

[PEl-0spf-10] domain-id 10

[PEl-ospl-10] area 0

[PEl-ospf—lO—area-U.0.0,0] network 10.214.10.0 0.0.0.255

® AlE PE 1 531 OSPF & 20 IR 30,48 3| VPN 2 #1 VPN 3 5L 4, 35 1D 43 51
H 20 H130, 34> 97 Area 0 X% 47 10. 214. 20. 0 1 10. 214. 30. 0 M B, KK BHAR S L
SCHEM L X BAFHEGE.

© /5 PE Ef VPN 1 BEti{s ..

f PE-ospf-10-area-0.0.0.0] display ip routing-table vpn-instance vpn 1
Routing Tables: vpn 1

Destinations : 6 Routes : 6
Destination/Mask Proto Pre Cost NextHop Interface
127.0.0.0/8 Direct 0 127.0.0.1 InlLoop 0
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop 0
10.214.10.0/24 Direct 0 0 10.214.10.4 Vlan 10
10.214.10.4/32 Direct 0 0 127.0.0.1 InLoop 0
100.100.10.1/32 Direct 0 0 127.0.0.1 InLoop 0
192.168.0.0/16 O_ASE 150 1 10.214.10.2 Vlan 10

" LLE S, Site 1 W BAARHE 25 A MCE 5 PE [alff) OSPF i &+ .
@ &% PE L#y VPN 2 Bt {5 8.

<_PE>> display ip routing-table vpn-instance vpn 2
Routing Tables: vpn 2

4
b

1

4
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Destinations : 6

Destination/ Mask
127.0.0.0/8
127.0.0.1/32
10.214.20.0/24
10.214.20.4/32
200.200.20.1/32
192.168.10.0/24

Proto Pre
Direct 0
Direct 0
Direct 0
Direct 0
Direct 0
O_ASE 150

Routes :

Cost
0

0
Q
0
0
1

® B PE F# VPN 3 B3 .

<PEZ>> display ip routing-table vpn-instance vpn 3

Routing Tables: vpn 3

Destinations : 6

Destination/ Mask
127.0.0.0/8
127.0.0.1/32
10.214.30.0/24
10.214.30.4/32
200.200.30.3/32
192.168.20.0/24

Proto
Direct
Direct
Direct
Direct
Direct
OSPF

Pre

o o O o o

10

Routes :

Cost
0

-0 O OO

NextHop
127.0.0.1
127.0.0.1
10.214.20.4
127.0.0.1
127.0.0.1
10.214.20.2

NextHop
127.0.0.1
127.0.0.1
10.214.30.4
127.0.0.1
127.0.0.1
10.214.30.2

Interface
InLoop 0
InLoop 0
Vlan 20

InLoop 0
InLoop 0
Vlan 20

Interface
Inl.oop 0
InLoop 0
Vlan 30

InLoop 0
InLoop 0
Vlan 30

E @R, B 2% 34 VPN M AR R A RS B G 33 PE 4, i B 5 aL.

(3) %{fi H] RIP #£24 MCE % PE [a] & i B i, BE B 40 F

@ 7 MCE FHIfE .
a. MCE {§ f] GigabitEthernet 1/1/1 %% 0 % #%| PE 1 § GigabitEthernet 1/0/18 ¥
O, % EEEX 1% Trunk 30, 3F f£1F VLAN 10, VLAN 20 #l VLAN 30 B938 Sc#it

i Tag B,

[MCE] interface GigabitEhternet 1/1/1

[MCE-GigabitEhternetl/1/1] port link-type trunk

[ MCE-GigabitEhternet1/1/1] port trunk permit vlan 10 20 30

b. Bl '® MCE 850 RIP ##2 10,45 F 8 VPN 1 524, %45 10. 214, 10. 0 M E, 3F3| A

VPN 1 &S s.

[MCE-GigabitEhternetl/1/1] quit
[MCE] rip 10 vpn-instance vpn 1
"TMCE-rip-10] network 10.0.0.0
_MCE-rip-10] import-route static

"MCE-rip-10] quit

c. BEH MCE j53) RIP ##2 20, %45 10. 214. 20. 0 M E&.

[MCE] rip 20 vpn-instance vpn 2
[MCE-rip-20] network 10.0.0.0

[MCE-rip-20] quit

d. fic'® MCE [53h RIP ##8 30,485 # VPN 3 seff, & A 10. 214, 30

VPN 2 &) OSPF B&H .

.0 ME, HFEIA
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[MCE] rip 30 vpn-instance vpn 3
[MCE-rip-30] network 10.0.0.0
[MCE-rip-30] import route osp{
[MCE-rip-30] quit

@fEPE] LHRE.

a. fi® PE 1 i GigabitEthernet 1/0/18 ¥4 1 f2iF VLAN 10,.VLAN 20 #1 VLAN 30
f) 42 SCl 3t

<_PE1> system-view

[PE1] interface GigabitEthernet 1/0/18

[PE1 GigabitEthernet1/0/18] port link-type trunk

[PE1-GigabitEthernet1/0/18] port trunk permit vlan 10 20 30
[PE1-GigabitEthernet1/0/18] quit

b. B2® PE 1 # Vlan-interface 10, Vlan-interface 20 1 Vlan-interface 30 &9 0 43 B
29 10, 214, 10. 4,10, 214, 20. 4 1 10. 214, 30. 4, 455 VPN 1, VPN 2 f1 VPN 3 3: {3
ighe. RESRXBEK.

c. At PE 1 /335h RIP g2 10,485E 8] VPN 1 241,38 ID 3 10, & 4 10. 214. 10. 0 B,

[PE1] rip 10 vpn-instance vpn 1

[PEl1-rip-10] network 10.0.0.0

d. AdE PE 1 J53h RIP ## 20 f#EFR 30,48 ¥ VPN 2 #1 VPN 3 56, 34 5l & M
10. 214, 20.0 1 10. 214. 30. 0 MBt. MESES E XKL, X EARAFHER.

(4> 448 JH 1S-1S 4 % MCE 3 PE ja] g% i th il &F , B B 40 F -

@ 7= MCE +Hfic® .

a. MCE {# ] GigabitEthernet 1/1/1 % 0 #3 3| PE 1 #Y GigabitEthernet 1/0/18 351, %%
BEACEX AN O 24 Trunk 355, 3 23F VLAN 10, VLAN 20 #1 VLAN 30 89 SC 4 Tag

[MCE] interface GigabitEhternet 1/1/1
[MCE-GigabitEhternetl/1/1] port link-type trunk
[MCE-GigabitEhternet1/1/1] port trunk permit vlan 10 20 30
[MCE-GigabitEhternet1/1/1] quit

b. itE MCE B 3h IS-IS ## 10,45 5E 8 VPN 1 £ R4 LK 4 FRA 10. 0000.
0000. 0001. 00; BE RN level-1-2, [EIBFFE Vian-interface 10 B L {#HE IS-1S ##2 10,

H#HB|A VPN 1B AKHE.

[MCE] isis 10 vpn-instance vpn 1

[MCE-isis-10] network-entity 10.0000.0000.0001.00
[MCE-isis-10] is-level level-1-2

[MCE-isis-10] import-route static level-1-2
[MCE-isis-10] quit

[MCE] interface Vlan-interface 10
[MCE-vpn-instanece-vpnl0Q] isis enable 10
[MCE-vpn-instance-vpnl0] quit
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c. BiE MCE jg3h IS-1S ## 20,40 % 8 VPN 2 s24il; W45 304K 4 R 4 10. 0000.
0000. 0002. 00; F RN level-1-2, FBTTE Vlan-interface 20 #:11 - fi g 1S-1S 3#%8 20,
3#5|A VPN 2 § RIP #¢h .

[MCE] isis 20 vpn-instance vpn 2

[MCE-isis-20] network-entity 10.0000.0000.0002.00
[MCE-isis-20] is-level level-1-2

[MCE-isis-20] import-route rip level-1-2
[MCE-isis-20] quit

[MCE] interface Vlan-interface 20
[MCE-vpn-instance-vpn20] isis enable 20
[MCE-vpn-instance-vpn20] quit

d. AEE MCE J3 5 IS-1S # # 30, 48 2 VPN 3 S R4 554k 4 FR 25 10. 0000.
0000, 0003. 00; PEH12ERI K level-1-2, [E A 7E Vian-interface 30 11 F{# fE 1S-1S ## 30,
3#5| A VPN 3 B OSPF B&H .

[MCE] isis 30 vpn-instance vpn 3

[MCE-isis-30] network-entity 10.0000.0000.0003.00
[MCE-isis-30] is-level level-1-2

[MCE-isis-30] import-route ospf level-1-2
[MCE-isis-30] quit

[MCE] interface Vlan-interface 30
[MCE-vpn-instance-vpn30] isis enable 30
[MCE-vpn-instance-vpn30] quit

@ #£PE1 EWEHE.
a. B PE 1 f GigabitEthernet 1/0/18 ¥ [ f2i% VLAN 10.VLAN 20 fl VLAN 30

B8 SCE 2

<ZPE1>> system-view

[PE1] interface GigabitEthernet 1/0/18
[PE1-GigabitEthernet1/0/18] port link-type trunk
[PE1-GigabitEthernet1/0/18] port trunk permit vlan 10 20 30
[PE1 GigabitEthernet1/0/18] quit

b. it ® PE 1 f§ Vlan-interface 10, Vlan-interface 20 fil Vlan-interface 30 #$% 0 43 5l
37 10.214.10. 4,10, 214, 20. 4 1 10. 214. 30. 4,34+ 55 VPN 1, VPN 2 l VPN 3 s #iff
THE. RELBEXBHEE.

c. fEE PE1 & IS-IS ## 10,4 F 3 VPN 1 3E4#]; R4 3{&4ZFK A 10. 0000, 0000.
0004. 00; Bl R K level-1-2, FEIRFFE Vlan-interface 10 #: 0 F i fE I1S-IS i # 10,

[PE1] isis 10 vpn-instance vpn 1

[PE1-isis-30] network-entity 10.0000.0000.0004.00
[PE1-isis-30] is-level level-1-2

[PE1-isis-30] quit

[PE1] interface Vlan-interface 10
[PE1-Vlan-interfacel0] isis enable 10
[PE1-Vlan-interfacel0] quit
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d. Bi'® PE 1/33) IS-IS ## 20 iEH 30,4852 8 VPN 2 #1 VPN 3 528, K% Lk 4
45124 10. 0000. 0000. 0005, 00 1 10, 0000. 0000, 0006, 00, 343 BI4E Vlan-interface 20 Fi
Vlan-interface 30 {#6E IS-IS 8 20 f IS IS #HR 30, MEAMBYS b3, X B ARAEER,

BRR: s MCE 4 b R £ AMPRAREORETALE*SYA
P 5.

15.2.2 {&F BGP 5|\ VPN g if) MCE # R BEH S

1. &

MERRBT -HR%EEE, BEEMKIE T B34 8 MPLS & T W & H#E 4t# BGP/
MPLS VPN i & . M BEAFAAPME. M EABHATMNERBE L S 2HEHA
VPN, 326 43 /A 7 06 291 5 it 3 35 B 26 b 45, B0 701 (R B JR T3 B A~ VPN, 3 T W R 46
WEMBA M A HEE— 406 %HEA MCE DhiEf 3251, £ BGP/MPLS VPN 4 K
W& £ 4 VPN St 69 CE Thik.

FIRA R M A M AR AR BR i 28 B T BGP, A Wi 7% #  BGP 5| A VPN B&di .

2. HMHE
& 15-5 fif 7% J 4 Bl BGP 5] A VPN B MCE Je R B M A .

BGP 200
PE
OsPF YPN1_ BGP 100 ’ e
172.16.10.0 Site1 MCE Eth 1/0/18 PE
@_k;th 1/0/10 <th 1/0/3)
Vlan-int 2
VR 1 10.100.10.1 Eth 1/0/20

Vlan-int 3

. 10.100.20.1
Site 2

VR 2
0s

172.16.20.0
VPN 2

H 15-5 {# A BGP 8| A VPN Eif ity MCE M Ag 8 44 W E

3. BE®WK
N 15-5 frR . B4 VR 1.VR 2 1 MCE B F R —4-A RN Z AR B 53 E S ER

B 24~ VPN, Hi THRERS, LRER B — & 38N CE, Fr Ll Rl u AR MCE,

(1) {# i H3C B8 44E % MCE i %& , ¥ Site 1 #1 Site 2 N VPN B¢ &4 3| PE 2%,
5t MPLS B TR %8R — VPN P i 52 4% 6] 68 4 1E 15 .

(2) Site 1 1 Site 2 P}y &R Fi OSPF #hi¢,MCE 5 PE [a]{# 5§ EBGP thil .
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4 BEETENEE
(1) B28 MCE L# VPN #3588 0835855,
@ H1# MCE #4&6) TE#R N MCE X, - EHEHhiE%.

< MCEZ> system-view
[MCE] switch-mode mce
[MCE] quit

<MCEZ>> reboot

WEH: A8 E S7500E &5 L /My MCE shsead, K& &8 F switch-mode mee 44
A& BIRE,

@ 78 MCE i % EWCH VPN 6], & #5512 VPN 1 fl VPN 2,RD 4 5IBUE H 10 : 1,
20 : 1, VPN Target BU{H5 RD BU{EAHE, Export F1 Import ¥ BUH{H .

<MCE>> system-view

[MCE] ip vpr-instance vpn 1
[MCE-vpn-instance-vpnl] route-distinguisher 10:1
[MCE-vpn-instance-vpnl] vpn-target 10:1 both
[MCE-vpn-instance-vpnl] quit

[MCE] ip vpn-instance vpn 2
[MCE-vpn-instance-vpn2| route-distinguisher 20:1
[MCE-vpn-instance-vpnZ] vpn-target 20:1 both
[MCE-vpn-instance-vpn2] quit

@ €13 VLAN 2,¥ %0 Eth 1/0/10 g A VLAN 2,818 Vian-interface 2 #1011,

[MCE] vlan 2

[MCE-vlan2] port Ethernet 1/9/10
[MCE-vlan2] quit

[MCE] interface Vlan-interface 2

@ Bt'E Vlan-interface 2 #: 0 Y5 VPN 1 sCf| #E4748 &, 3B 8 TP M4k 24 10. 100.10. 1,
R K 24 1, '

[MCE-Vlan-interface2] ip binding vpn-instance vpn 1
[MCE-Vlan-interface2] ip address 10.100.10.1 24
[MCE-Vlan-interface2] quit

® fEAIAAILEAE VLAN 3,45 0 Eth 1/0/20 fi A VLAN 3, &4 115 VPN 2
SR E AR 1P stk

[MCE] vlan 3

[MCE-vlan3] port Ethernet 1/0/20

[MCE-vlan3] quit

[MCE] interface Vlan-interface 3
[MCE-Vlan-interface3] ip binding vpn-instance vpn 2
[MCE-Vlan-interface3] ip address 10.100.20.1 24

| MCE-Vlan-interface3] quit

(2) MCE 5 Site 1 Z M HEE.
D#fHEVR1 FRMER. BE) OSPF # /& 10, ¥ /B 172. 16. 10. 0 A1 10. 100. 10. 0
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A,

<_VR1> system-view

[VRI1] ospf 10

[VR1-ospi-10] area 0

[VR1-ospf-10-area-0.0.0.0] network 10.100.10.0 0.0.0.255
[VRI-ospf-10-area-0.0.0.0] network 172.16.10.0 0.0.0.255

@ 7 MCE A&,
a. Big® MCE f) OSPF Hp), ## 10 5 VPN 1 32448 % , Router ID 3§ 10. 10, 10. 1, 3|
A VPN 1 1) BGP B {5 8 . FF /3 OSPF £ L #IThek, 3K ME 10. 100. 10.0 % 44 .

<<MCEZ system-view

[MCE] ospf 10 router-id 10.10.10.1 vpn-instance vpn 1
[MCE-ospf-10] vpn-instance capability simple

[MCE-ospf-10] import-route bgp

[MCE-ospf-10] area 0

[MCE-ospf-10-area-0.0.0.0] network 10.100.10.0 0.0.0.255

b. B/R VPN 1 LAt {ER.

[MCE-ospf-10-area-0.0.0.0] display ip routing-table vpn-instance vpn 1
Routing Tables: vpn 1

Destinations : 5 Routes : 5
Destination/Mask Froto Pre Cost NextHop Interface
127.0.0.0/8 Direct 0 0 127.0.0.1 Inloop 0
127.0.0.1/32 Direct 0 127.0.0.1 InLoop 0
10.100.10.0/24 Direct 0 0 10.100.10.1 Vlan 2
10.100.10.1/32 Direct 0 127.0.0.1 Inloop 0
172.16.10.0/24 OSPF 10 1 10.100.10.2 Vlan 2

o B R, MCE C 48 OSPF ##2 10 33 8| T Site 1 HHIHEH .

(3) MCE 5 Site 2 Z BRI HAEE.

O EVR 2 "WESE. Hsh OSPF ## 20, % M E 172, 16. 20. 0 #1 10. 100. 20. 0
KA.

<ZVR2> system-view

[VR2Z] ospf 20

[VR2-o0spf-20] area 0

[ VR2-ospl-20-area-0.0.0.0] network 10.100.20.0 0.0.0.255
[VR2-ospi-20-area-0.0.0.0] network 172.16.20.0 0.0.0.255

@ 7F MCE FHRE.
a. BiH MCE #9 OSPF Bpidl, #5$2 20 5 VPN 2 92648 % , Router ID 34 10. 10. 10. 1, 5|
A VPN 2 1y BGP B 115 B, FF )3 OSPF % 5: 4 sh i, 3% M Bt 10. 100. 20. 0 & .

<MCE> system-view

[MCE] ospf 20 router-id 10.10.10.1 vpn-instance vpn 2
[MCE-ospf-20] vpn-instance capability simple
[MCE-ospf-20] import-route bgp

[MCE-ospf-20] area 0
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[MCE-ospf-20-area-0.0.0.0] network 10.100.20.0 0.0.0.255
b. B7R VPN 2 SLHMBEH {5 8.

[MCE] display ip routing-table vpn-instance vpn 2
Routing Tables: vpn 2

Destinations : 5 Routes : 5
Destination/ Mask Proto Pre Cost NextHop Interface
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop 0
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop 0
10.100.20.0/24 Direct 0 0 10.100.20.1 Vian 3
10.100.20.1/32 Direct 0 127.0.0.1 Inl.oop 0
172.16.20.0/24 OSPF 10 1 10.100.20.2 Vlan 3

(4) MCE 5 PE 1 ZHM B HARCE .

@® 7t MCE LB HE.

a. MCE i fH Ethernet 1/0/3 80 #%# 8] PE 1 #§ Ethernet 1/0/18 350,55 ER & X
A8 0% Trunk %00, 3F f23F VLAN 2 f1 VLAN 3 f38 SC 8% Tag @it .

[MCE] interface Ehternet 1/0/3

[MCE-Ethernetl/0/3] port link-type trunk
[MCE-Ethernetl/0/3] port trunk permit vlan 2 3

b. B ® MCE & zh BGP ## 100,

[MCE] bgp 100
[MCE-bgp]

c. #EA VPN 1 3EIH9 IPv4 soht BEHLE .

[MCE-bgp] ipv4-family vpn-instance vpn 1

[MCE-bgp-vpnl]

d. #§% PE 1(fRi% 5 VPN 1 46 & 9 # O #baik 29 10. 100. 10. 3, BGP BE# Ky 200) 24
EBGP 4%, 33| A OSPF ## 10 Bt {5 8.

[MCE-bgp-vpnl] peer 10.100.10.3 as-namber 200

[MCE-bgp-vpnl] import-route ospf 10

[MCE-bgp-vpnl] quit

e. #EA VPN 2 SEfilfy IPv4 siht %M E 5% PE 1(fRES VPN 2 @ O it %
10. 100. 20. 3,BGP ##% 200) X EBGP 3+ %4k, 351 A OSPF ## 20 B h {5 8.,

[MCE—bgp:[ ipvd-family vpn-instance vpn 2

[MCE-bgp-vpn2] peer 10.100.20.3 as-number 200
[MCE-bgp-vpn2] import-route ospf 20

@ fEPE]1 FHACE .
a. Bt PE 1 Ethernet 1/0/18 %30 f23F VLAN 2 #1 VLAN 3 §94R SCili it .

<ZPE1>> system-view
[PE1] interface Ethernet 1/0/18
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[PE1-Ethernet1/0/18] port link-type trunk
[PE1 Ethernet1/0/18] port trunk permit vlan 2 3

b. A2 PE 1 #9 Vlan-interface 2 1 Vlan-interface 3 8 [ f9 IP Hsht 43 514 10. 100, 10. 3
#110. 100. 20. 3, 74+ 515 VPN 1 f1 VPN 2 SCHBEIT485E . FOB S BxX H AR,

c. £ PE 1 LA E BGP 200,33t ZE 1 VPN 41 [Pv4 #uht 5 #R & o 4 5468 & MCE
& EBGP xf &4k,

[PE1] bgp 200

[PEl-bgp] ipv4-family vpr-instance vpn 1
[PE1-bgp-vpnl] peer 10.100.10.1 as-number 100
[PE1-bgp-vpnl] quit

[PE1-bgp] ipv4-family vpn-instance vpn 2
[PEl-bgp-vpn2] peer 10.100.20.1 as-number 100
[PE1-bgp-vpn2] return

d. BRPE1 L VPN 1ZHMEHIER.

< PE1>> display ip routing-table vpn-instance vpn 1
Routing Tables: vpn 1

Destinations : 5 Routes : 5
Destination/ Mask Proto Pre Cost NextHop Interface
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop 0
127.0.0.1/32 Direct 0 127.0.0.1 InLoop O
10.100.10.0/24 Direct 0 Q 10.100.10.3 Vlan 2
10.100.10.3/32 Direct 0 0 127.0.0.1 InLoop 0
172.16.10.0/24 BGP 255 2 10.100.10.2 Vlan 2
e. 7% PE1 I VPN 2 SCHl AR {5 8.
< PE1>> display ip routing-table vpn-instance vpn 2
Routing Tables: vpn 2

Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost NextHop Interface
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop 0
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop 0
10.100.20.0/24 Direct 0 0 10.100.20.3 Vlan 3
10.100.20.3/32 Direct 0 0 127.0.0.1 Inl.cop O
172.16.20.0/24 BGP 255 2 10.100.20.2 Vlan 3
Z ), MCE & & 0. 2 ¥ B4 VPN 4 3 (t) OSPF Bt 2% 3| A PE # EBGP iz 3 S

L ELESEAL.

$BF. £ MCE LA % VPN £415 % & VPN Target % %5 PE k% i% VPN %4
. E ¢ VPN Target {—%.
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_ EPON-OLTECEIE S

EPON(Ethernet Passive Optical Network, BL &K R G IR Y M 4%) F T AR B2 4§ 802. 3
FrfE /9 LA M T A PON(Passive Optical Network, LM% ), — /B EH EPON &4
FEEH OLT(Optical Line Terminal , 3628 B %8 3%) ,ONU (Optical Network Unit, Jt R 4% 8t
JG) 1 ODN(Optical Distribution Network, Y64 AC R £4)3 #44H AL .

PAK R ZZ 8 HL5E % EPON R46) OLT &0, EPON R4EAH 3 M3 O26A . OLT 3
1 ,ONU %% 0 F1 UNI %0,

ZEHYLA EPON b 8 84 PON S HEM 2 — & 7B OLT &%, OLT ¥ K 4%
SRALFHEAUSRS/ THREAMHES/OLT SRORKRS .

16.1 OLT % F R 2 S Y g & 45

1. %

HEHEBENDNREFEFE—TEAN AP HPRUEEERS. S BB ESESEETH
P R R P P RE AN AT A b SR B B R 25 BRI /K 358 EPON %%

AT NMREBEARPHES, EREEAR PRI Z B AR ZJZHFTIRE .

2. AMME

B 16-1 Frn iy OLT &% O PR By S AV e B4 WA

User | User 2

Bl 16-1 OLT % 17 e pe s 7l A B 4 R 1
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3. BEEXR

(1) OLT &8 BT 0 54 Mk,

(2) 3w O OLT 3/0/1 #1 OLT 3/0/2 #4731 FE 8, Kb %4 OLT 35 11 F &9/ P
B 2 18] — 2 R SCAS RE B B AT LA RIS BB R 455 15 .

4, BEETEMME

(1) #HE0 OLT 3/0/1 # OLT 3/0/2 AR 4.

<_Sysname > system-view

[Sysname] interface olt 3/0/1
[Sysname-0lt3/0/1] port-isolate enable
[Sysname-0l1t3/0/1] quit

[Sysname] interface olt 3/0/2
[Sysname-Olt3/0/2] port-isolate enable
[Sysname-Olt3/0/2] quit

2) BrREATHER.

<7 Sysname™> display port-isolate group
Port-isolate group information:
Uplink port support: NO
Group ID: 1
olt 3/0/1 olt 3/0/2

16.2 LA &by MARRCE 5 &

1. ﬁﬁ'

AN R A — SR A e P T R ESX R 43 R A BN R Y R XL A e B AT
&

2. HMMAE

P 16-2 Fi s Ky SR 7 # 0 S RU O W 4 MU B

=@ ONU |

sc;é

= ONU 2
OLT 3/02
oLT

ONLU n
B 16-2  YHeF % fr s RUAC 95 41 M [

3. EEXK

(1) ZEBALAER OLT #5045 . i it B & Y647 3 1~ POS(Passive Optical Splitter, &
BYCLF 4y H 88) %, POS EE T EE /) ONU #4%,

(2) HERERS RS, FEALHRI ERE LA EHME, B EF LM OLT

441 9



HSCL-X?kﬁ THRIADREES

OB EN N EAF &0 A, R —FOLT S BBERT , ZBHLAT L A S SR E &G
e b B EYET R, AP AT LU LS Foh I8 B & 0064, ULE T RGP
B,

4. RESGEAME

() HFEHAMRE.

O EHTTH MM EAT, G65EM EPON OLT #1 ONU B EA R E, Fif
ONU & 25 8 1IE B T FBr A R4 a0 IEH T 46, BREL B A] & W A2 UL 4E F it .

@ BIEAATHHH L.

<ZSysname™ system-view
[Sysname] ftith

{Sysname-{tih] fiber-backup group 1
Create group | successfully.

@ ¥ OLT 3/0/1 #F1F1 OLT 3/0/2 O i AL & 040 .18 OLT 3/0/1 SOk £
AWO,0LT 3/0/2 SO AE %O .

[Sysname-fiber-groupl] group member olt 3/0/1

[Sysname-fiber groupl] group member olt 3/0/2

[Sysname-fiber-groupl]

% Nov 23 12:53:02:491 2007 H3C IFNET/4/LINK UPDOWN:
Olt3/0/2: link status is DOWN

Y% Nov 23 12:53:02:882 2007 H3C IFNET/4/LINK UPDOWN:
01t3/0/1: link status is UP

@ HEBENLAFHOAR RS,

[Sysname-fiber-groupl] display [iber-backup group 1
fiber backup group 1 information:

Member Role State
Ol 3/0/1 MASTER ACTIVE
Ol 3/0/2 SLAVE READY

(2) REFEHH AT,
@ 24 OLT 3/0/1 S 01 B ol H AT s e F Rk E R F 0T, & AT LLA s
OLT 3/0/2 3040 $e 3y £ Mds O, Fahf f R 25 0 Hi7E 8.

[Sysname-fiber-groupl]
# Nov 23 12:57:23:6907 2007 H3C EPON/1/TRAP_EPON_OLTSWITCH:
Trap 1.3.6.1.4.1.25506.2.42.1.8.0.28<"hh3cEponOltSwitchoverTrap>>: An OLT switchover
trap has been detected,
Master interface index is 29556737,
Master interface description is Olt 3/0/2 Interface
Slave interface index is 29556738,
Slave interface description is Olt 3/0/1 Interface
Reason is "olt shutdown"
% Nov 23 12:57:24:61 2007 H3C IFNET/4/LINK UPDOWN:
Olt 3/0/1: link status is DOWN



$16% EPON-OLTREES

% Nov 23 12:57:24:452 2007 H3C IFNET/4/LINK UPDOWN:
Olt 3/0/2: link status is UP

@ BARUMENERFIRE.

[Sysname-fiber-groupl] display fiber-backup group 1
fiber backup group 1 information:
Member Role State

Olt 3/0/2 MASTER ACTIVE
Ol 3/0/1 SLAVE DOWN

AILLEE],OLT 3/0/2 % 0 B2l h £ % 0, 3 4 F ACTIVE R#&; OLT 3/0/1 3%
H AR & i 0, 4 F DOWN RE.

(3) A EFHAF e,

O FEFARNEAFYIER TAEMBERT (BIOLT 3/0/1 SR ERH O, 4 F ACTIVE 4%
& OLT 3/0/2 A& MM 4 F READY HRA), HA R FExH OLT 3/0/1 %5 0 T iE#E
B GET HEAT R FRRAE . W LI T 808 OLT 3/0/1 ¥ 118 OLT 3/0/2 80 #4T &0 # .
W& i 2B OLT 3/0/2 811 47464 .

[Sysname-fiber-groupl] port switch-over
[Sysname-fiber-groupl]
# Nov 23 12:54:53:307 2007 H3C EPON/1/TRAP_EPON_OLTSWITCH:
Trap 1.3.6.1.4.1.25506.2.42.1.8.0. 28<"hh3cEponOltSwitchoverTrap™: An OLT switchover
trap has been detected,
Master interface index is 29556738,
Master interface description is Olt 3/0/2 Interface
Slave interface index is 29556737,
Slave interface description is Olt 3/0/1 Interface
Reason is "manual switch"
% Nov 23 12:54:53:537 2007 H3C IFNET/4/LINK UPDOWN:
Olt 3/0/1: link status is DOWN
Y% Nov 23 12:54:53:927 2007 H3C IFNET/4/LINK UPDOWN:
Olt 3/0/2: link status is UP

@ HkERE  AEEHEERHNRIRE.

[Sysname-fiber-groupl] display fiber-backup group 1
fiber backup group 1 information:

Member Role State
Ol 3/0/2 MASTER ACTIVE
Ol 3/0/1 SLAVE READY

AT FEBLOLT 3/0/2 I B2k w1, 34 F ACTIVE RRZ; OLT 3/0/1 ¥
O A& MO, 4 F READY RE.
@ nEXH OLT 3/0/2 ¥ ,M OLT 3/0/1 % ¥ HR My EHHO.

[Sysname-fiber-groupl] quit
[ Sysname] interface olt 3/0/2
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{Sysname-0113/0/2] shutdown
[Sysname-Ol13/0/2]
# Nov 23 12:57:23:907 2007 H3C EPON/1/TRAP_EPON_OLTSWITCH:
Trap 1.3.6.1.4.1.25506.2.42.1.8.0.28<7hh3cEponOltSwitchoverTrap>: An OLT switcho
ver trap has been detected,
Master interface index is 29556737,
Master interface description is Olt3/0/1 Interface
Slave interface index is 29556738,
Slave interface description is 01t3/0/2 Interface
Reason is "olt shutdown"
% Nov 23 12:57:24:61 2007 H3C IFNET/4/LINK UPDOWN:
Olt 3/0/2: link status is DOWN
Y% Nov 23 12:57:24:452 2007 H3C IFNET/4/LINK UPDOWN:
Olt 3/0/1: link status is UP
[Sysname-Olt3/0/2] display fiber-backup group 1
fiber backup group 1 information:

Member Role State
Olt 3/0/1 MASTER ACTIVE
Ol 3/0/2 SILAVE DOWN

BR: AmAMIROATAHT , ERAARTAERRO,

16.3 1P Source Guard B ER HIE T

1. BR

HTB S ENGEE SRR IPREARG RENENELE FEEZRILER
H 1P Source Guard B IhfE .

2. HME

[ﬂ. 16-3 ilf 7534 TP Source Guard 48 5E Bt ¥ 2H W &

S
OLT GE 2/0/1
OLT 3/0/1
DHCP Server
POS
ONL
User

] 16-3 [P Source Guard 4§ 72 A 5 £1 ) &

3. BEEX
(1) OLT ;i ¥ 0 GigabitEthernet 2/0/1 5 DHCP Server ##% ,i# 133 0 OLT 3/0/1 #1
AT E—4 ONU,EE,ONU UNI 1 FE—FHP.



%16% EPON- OLTEEE?E S,

o T A | = g

(2) 7 OLT - F i3 DHCP Snooping HHHE .,

(3) ¥ ONU(MAC Huht % 000f-¢200-0001) 5 ONU #i ONU 3/0/1:1 $E4T855E .

(4) A (MAC $hhik Sk 00-01-02-03-04-06) 38 57 DHCP Server KR IP #ht, W 7E OLT
14 % User ) DHCP Snooping # 1.

(5) fE¥ 11 OLT 3/0/1 k)5 FA 1P i uB SO RE , By 1k 2 7 3 4 A Pl 9 AN 18] 05 TP M ik 3
HR 35 4% £ £7 G

4 BMESENRE

(1) ig & OLT.

@ F i3 DHCP Snooping THEE.

< Sysname > system-view
[Sysname]| dhcp-snooping

@ fE 5 DHCP R 2 M #4611 GigabitEthernet 2/0/1 R {F{E# H .

' Sysname] interface GigabitEthernet 2/0/1
[Sysname-GigabitEthernet2/0/1] dhep-snooping trust
[Sysname-GigabitFEthernet2/0/1] quit

@ B0 OLT 3/0/1 By¥s L1 i IhfE.

[Sysname] interface Olt 3/0/1
[ Sysname-0l113/0/1] ip check source ip-address mac-address

@ fg ONU %10 ONU 3/0/1:1, 34 ONU L1 ONU 3/0/1:1 #7955 .

[Sysname-01t3/0/1] using onu 1
[Sysname-0l3/0/1] quit

[Sysname] interface onu 3/0/1:1
[Sysname-Onud/0/1:1] bind onuid 000f-e200-0001

(2) BiEss R .
@ M AP DHCP A 5 28 B Zh 4K U 1P sk &, AT LAZE OLT B4 b B /< % [
OLT 3/0/1 5\ DHCP Snooping 3REUEI AR+,

< Sysname>> display ip check source interface olt 3/0/1
The Following User address bind have been configured:

Mac 1P Vlan Port Status
0001-0203-0406 192.168.0.1 1 Oit 3/0/1 DHCP-SNP

@ &% DHCP Snooping B4 MIBh AT, #F LA MR OLT 3/0/1 HRIKI B
I -

<ZSysname>> display dhep-snooping

DHCP Snooping is enabled.

The client hinding table for all untrusted ports.

Type : D--Dynamic , 5 -Static

Type 1P Address MAC Address Lease VLAN Interface

D 192.168.0.1  0001-0203-0406 86335 1 Onu 3/0/1:1



HICHAR SRR RIS

MU LEBRERTUER B O OLT 3/0/1 Z£E & IP Source Guard ThHEEZ S8 EL T
DHCP Snooping /4 B 5 &5,

16.4 ONU BN EMANEIES

1. 8

MERANEXFR IR, NEXAFERE 1 ONU #4&.

ZHALH A OLT 35 O FEX R A 64 B8 A ONU 345 0. ONU ¥ L 3 JE 5L BRAF
TE BB O, (248 ONU R EHEFHE ONUN DG Z ONU SO A BE LHREE X,
#EA ONU 35 O ¢ B F Bk 47 9 B 8 2B 2 4 X %t ONU & 0B . ONU i 0 45 3K
Hlk S5O e S/ T HREAIRS /OLT 5 U 4RS .ONU SO %Y.

2. ANME
B 16-4 Frn i ONU & 1 955 s R Ag B 2 W ],
oLT
ONU ONU2
B 16-4 ONU % 1 45 5 i 5 B 5 41 1 P
3. REER

¥ ONU 1(MAC b4k & 000£-¢200-0031) Fl ONU 2 (MAC Hsht & 000{-e200-3749) 43
5 ONU 3/0/1:1 3 K #1 ONU 3/0/1:2 % 0 #4748 5E .

4. BREXEMEE

(1) @& ONU #i 1 ONU 3/0/1:1 #l ONU 3/0/1:2, 3t ¥ ONU 1 5% 00
ONU 3/0/1:1#4748% ,ONU 2 580 ONU 3/0/1:2 #47885E .

[Sysname] interface olt 3/0/1

[Sysname-0I1t3/0/1] using onu 1 to 2
[Sysname-Olt3/0/1] quit

[Sysname] interface onu 3/0/1:1
[Sysname-Onu3/0/1:1] bind onuid 000{-e200-0031
[Sysname-Onu3/0/1:1] quit

[Sysname] interface onu 3/0/1:2
[Sysname-Onu3/0/1:2] bind onuid 000{-e200-3749

(2) XM ONU LH)5, BRRAEGRERSHER.

< Sysname>> display onuinfo interface Olt 3/0/1
ONU Mac Address LLID Dist(M) Port Board/Ver Sft/Epm  State Aging
000{-e200-0031 1 <50 Onu3/0/1:1 ET704-A-L/B 110/100 Up  N/A



000[-e200-3749 2 <750 Onu 3/0/1:2 ET704-A-L/B  110/100 Up N/A
--- 2 entries found
EE: —MONU o LR#E%E—4 ONU,B—4 ONU LA x5 —A OLT F
H—ANONU#o,BP—AOLT %2 F,ONU# o ONU#ER —— Bt £ %,
AXHEMHEAT,—& ONU TAK LA L LS4 AHA OLT &% o F 6% 4~ ONU
j%uﬂ

16.5 ONU ) RSTP YK H 5 %

1. B&:

X ATRESER T E A L G i, 8F 8 A SOHO &bl XH, 54 o] BiR
HA UNI SO e R BRI, A THIEFH, HFEE ONU LA E RSTP,

2. AME

B 16-5 it 7n 27 ONU () RSTP 7 e & 41 = 35 1

LUNI 2| |UNI 3
LT 3/0/1 m LINT |
<O &

oLT POS ONU User

B 16-5 ONU #y RSTP s it 8 41’ = 3 &

3. BEEEK

(1) UNT#RE 1 %8R IEE% UNI I 2 f UNISO 3 5%, H ONU i1
RSTP IhiEAL FXAIRAE IBA YA P illnl —4 H 2 PC i) ARP R ARFF7ER TP Mk
B, UNI 30 2 #1 UNI 30 3 Z =4 #XER.

(2) FFJ3 ONU 9 RSTP ZhEEE , W A] DL i M & 89 7= 4

4, BRECEMBE

FFE ONUK RSTP HIfE/S. ol M & UNI SO 2 f1 UNI SO 3 2/ M £ 8
it 8

< Sysname>> system-view

[Sysname] interface onu 3/0/1:1
[Sysname-Onu3/0/1:1] onu-protocol stp enable

IR AL BNAL AT B STP ik es oL T, A ONU #ab 4 - 8 STP sh 4k, B
ONU Rtk #4 STP AN, A £ M kA FF.

16.6 IGMP Snooping BY:K T (¥ 4l ff S AU AC 1 5 &

1. H®
i B R T A R P SR ORI IR 5 2 Ah R R Ot S R A HE AR A » T BT N e AL
# VLAN 3R XXk 5,
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2. AME
B 16-6 ff /R & IGMP Snooping #3240 #§ #0550 55 48 ) B,

User 1 User 2

B 16-6 IGMP Snooping #L3 T () 4 41 7 i B 411 0 B

3. REER
(1) ZHHLE GigabitEthernet 2/0/1 5B IFEAE @ 0 OLT 3/0/1 M4 t4 F

¥4 ONU(Z ONU B 5 ONU 3/0/1 + 1 $8048%) ., UNI &0 1 1 UNI 3317 2 F 4331
#:F User 1 fl User 2,

225.

(2) BE R User 1 T & # 225. 1. 2. 1 ~225. 1. 2. 255 Z [A] {9} il , User 2 B] 5 4%
1.3.1~225.1. 3. 255 Z [A {48 .

4. REZTEMBE

(1) BEAHE IP it S48 VLAN X E &R,

<ZSysname> system-view

[Sysname] ftth

[Sysname-[tth] multicast vlan-id 1002 dest-ip 225.1.2.1 to 225.1.2.255

[Sysname-ftth] multicast vlan-id 1003 dest-ip 225.1.3.1 to 225.1.3.255
[Sysname-ftth] quit

(2) 4B IGMP Snooping IhEE.

[Sysname] igmp-snooping
[Sysname-igmp-snooping] quit

(3) ¥ VLAN 1002 Hl VLAN 1003 #Ji 5h IGMP Snooping H78E.

[Sysname] vlan 1002

[Sysname-vlan1002] igmp-snooping enable
[Sysname-vlan1002] quit

[Sysname] vlan 1003

[Sysname-vlan1003] igmp-snooping enable
[Sysname-vlan1003] quit

(4) F® ONU B4 AR N IGMP Snooping #5X,

[Sysname] interface Onu 3/0/1:1



$16% EPON-OLTRERS _ 44i' ,_

[Sysname-Onu3/0/1:1] multicast-mode igmp-snooping

(5) ¥ ONU £ UNI 1 8 0#1 UNI 2 S I & I AZH4%E VLAN 1002 1 VLAN 1003 I
AC# ONU 24 Trunk 2% (B2 8 BR Trunk 2854 254 VLAN H R SCE ) .
[Sysname-Onu3/0/1:1] uni 1 multicast vlan 1002

[Sysname-Onu3/0/1:1] uni 2 multicast vlan 1003
[Sysname-Onu3/0/1:1] port link-type trunk

(6) FFJ5 UNI 1 1 UNI 2 35 1B B2 F474138 % VLAN Tag JRE.

[Sysname-Onu3/0/1:1] uni 1 multicast-strip-tag enable

[Sysname-Onu3/0/1:1] uni 2 multicast-strip-tag enable

[Sysname-Onu3/0/1:1] quit

(7) BL¥ % 0 OLT 3/0/1 4 Hybrid 2658, f43% VLAN 1002 #1 VLAN 1003 #9483l
i, A& VLAN 1002 1 VLAN 1003 (4 U #8%4F Tag.

[Sysname] interface olt 3/0/1
[Sysname Olt3/0/1] port link-type hybrid
[Sysname-Olt3/0/1] port hybrid vlan 1002 1003 tagged

(8) BLE %i I GigabitEthernet 2/0/1 % Trunk 26 %, 3f £ VLAN 1002 # VLAN
1003 /)4 303l T .
[Sysname] interface GigabitEthernet 2/0/1

[Sysname-GigabitEthernet2/0/1] port link-type trunk
[Sysname-GigabitEthernet2/0/1] port trunk permit vlan 1002 1003

EFE: —AEE P A EF— A4 VLAN,

16.7 nIEAIMMRCE S

1. &%

EEMS/NMKOHPFRETZHEAYHER, ITHARER G P 52090 58
BA P, B, BEERE LHTHAXRE.

2. AME

B 16-7 fif R A A SRR B AR,

GE 2/0/1

OLT 3/0/1
Multicast Source

User | User 2

167 WEHAKREHME



; 450 H3C u:&lﬁl TRYIBRAFRRIES

\.‘___: (& R e L e -

3. BRE®K

3L # ALK GigabitEthernet 2/0/1 5S4 IRARE , 3F#E % 0 OLT 3/0/1 M4r N2 T
— ONUGZ ONU E5 ONU 3/0/1 + 1 5 485); BJ5, UNI SO 1 f1 UNI 3O 2 F
5 4EA4 User 1 #1 User 2.

BB 4GS, 18 User 1 M1 User 2 XF4HIH 1(225. 1. 1. DFNSHIE 2(225. 1, 2, 1)
A A F R R AR .

(1) User 1: A iFWEIE 1, BN FHIHE 2 #§4 60s BF{% .

(2) User 2: ARFMWEHE 1, HTLUIWENHE 2.

4. BESENRBRE

(1) BoE4# IP 44 VLAN MR X FK .

< Sysname>> system view

[Sysname] {ith

[Sysname-[tth] multicast vlan-id 1002 dest-ip 22

5
[Sysname-ftth] multicast vlan-id 1003 dest-ip 225.
[Sysname-ftth] quit

(2) 2 IS IGMP Snooping IIEE.

1.1.1
1.2.1

[Sysname] igmp-snooping
[Sysname-igmp-snooping] quit

(3) #F VLAN 1002 #1 VLLAN 1003 N3 8 IGMP Snooping T gE.

[Sysname] vlan 1002

[Sysname-vlan1002] igmp-snooping enable
[Sysname-vlan1002] vlan 1003
[Sysname-vlan1003] igmp-snooping enable
[Sysname-vlanl003] quit

(4) BT ONU B4 3B B0 T 4 3R
[Sysname-Onu3/0/1:1] multicast-mode multicast-control

(5) M® ONU UNI¥GH 1 FHy A Ao B M 1, OO0 B0E 2 #8174 60s A B, 3F
JR %0 OB BR AT W VLAN Tag ZheE.
[Sysname-Onu3/0/1:1] uni 1 multicast-control multicast-address 225.1.1.1 rule permit

[Sysname-Onu3/0/1:1] uni 1 multicast-control multicast-address 225.1.2.1 rule preview time-slice 1
[Sysname-Onu3/0/1:1] uni 1 multicast-strip-tag enable

(6) A2t ONU UNI 11 2 F R P A S0 W HUM 1, {5 7T W S0 2, 3% FF fa o0
[ F 47 4146 % VLAN Tag T,

[Sysname-Onu3/0/1:1] uni 2 multicast-control multicast-address 225.1.1.1 rule deny
[Sysname-Onu3/0/1:1] uni 2 multicast-control multicast-address 225.1.2.1 rule permit
[Sysname-Onu3/0/1:1] uni 2 multicast-strip-tag enable

(7) fip%s ONU %4 Trunk 28 (B2 B85 Trunk BB S 5 A VLAN M SGEDD .

[Sysname-Onu3/0/1:1] port link-type trunk



(8) BCE % OLT 3/0/1 2% Hybrid 26%, #23% VLAN 1002 #1 VLAN 1003 38 308
it H &% VLAN 1002 #1 VLAN 1003 4 SCHH #54F Tag.

[Sysname] interface olt 3/0/1

[Sysname-(113/0/1] port link-type hybrid

[Sysname-Ol13/0/1] port hybrid vlan 1002 1003 tagged

(9) P ¥ [1 GigabitEthernet 2/0/1 % Trunk 2 #®, 3f f4if VLAN 1002 f1 VLAN
1003 Wi 3CGE T .

[Sysname] interface GigabitEthernet 2/0/1
[Sysname-GigabitEthernet2/0/1] port link-type trunk
[Sysname-GigabitEthernet2/0/1] port trunk permit vlan 1002 1003

16.8 ONU JI &t Eic S

1. &%

ZH WM EPON T4, ONU &8 &4 7 WA, Hoh 109 fRAS Mg T 248
A B LA 8R4 18] B8, BT LA R ONU S in&8 & #2475 1 110 ARASAE 109 R A Y SE&E b F 52
BTEAFHALSFE.ATLUEEEERFRETMFMN ALY FROFER. TR ZZEHBHW
F TP Y E X M T8 ONU A T 4.

2. AME

B 16-8 FrR0 ONU Feipie B4l ME .

Cliar

€GP ONU =

ONU

7 POS ONU

B 16-8 ONURZGRBHMAME

3. BRE®EX
(D WRZEH#NA 1249 OLT A T T 150 f# A K&K ONU,

%16% EPON-OLTREES _4 >

51,



N

HICRIAMZHA A RAREIES

(2) }p OLT 3/0/1 ##mE C XaRA#E. I T RIEC XKARMEKETHEEHE,
B TR R P KIS ONU BARE 109 A, Wizt He ONU 3/0/1:1 H#MH
ONU A4 % 110 WA JH F#lk &k,

() M FEARNEN/DES ONU.EEEHFTARE 110 it

4. EESRENEE

(1) EAEFR I all0. app F1 al09. app Bl Ac el E A R M & H E £, dEHmat
R T] & 0L 32 B AL oh B B 4

(2) AP LS O E (85 OLT S 3 L ONU s ED# FTTH #1E F ig &
F% ONU &M ARAE. Kb AR ORE FRNEEREEES T FITHHETH
BE. MRS AE THEERCEMAE. MEHTHRECESHEMNARE., Fik. 8
WA MFE R, A% ONU KA R E S BT .

@ £ OLT 3/0/1 5 OB FREE M H THA A JE ONU 25 A% 5] 109 4,

@ £ ONU3/0/1:1 3w O MBE TRE, im0 THAM AR ONU AZF 110 A,

@ EFTTH HETERE, HZHENK 12 4~ OLT THA ONU £ ARF 110 4.
T OLT 3w T AR ER LSS T FTTH WE., MUk B ER LKW E OLT 3/0/1
Wi O FHM ONU #%.

(3) £ OLT 3/0/1 3 YLK FECEFAHHA FH A KA H ONU 2| 109 pfiA,

[Sysname] interface olt 3/0/1
[Sysname-0l113/0/1] update onu filename al09. app
Update flash:/ al09.app?[Y/N]:y
Info: Download file to onu may take a long time, please wait...
Please wait while the firmware is being burnt, and check the software version after re-registration!
[Sysname-0O113/0/1] quit

(4) F4: C E4raF# ONU 3/0/1:1 XFRIf A % ONU #] 110 fi2,

[Sysname] interface onu 3/0/1:1
[Sysname-Onu3/0/1:1]) update onu filename all0.app
Update flash:/ all0.app?[Y/N]:y
Info: Download file to onu may take a long time, please wait...
Please wait while the [irmware is being burnt, and check the software version after re-registration!
[Sysname-Onu3/0/1:1] quit

(5) B ZHYLA A TH AEKMN ONU FAL7 110 4.

< Sysname™> system-view

[Sysname] [tth

[Sysname-ftth] update onu onu-type a filename all0.app

FE. AREAAESH ONU AR EFLLHRE, R ONU fo it 8 4 F Ef, 4
BrREmb.

ATEARBAL,FEARTR . ABRSLS RIS, OLT 23R 15~20s & H AT
Besh, EONUKRAEHIEF, ZA A FRE ONU BT &, 2L & MR R,



_ $16=Z EPON-OLTE IS

16.9 UNI ¥Rk ZAElRicRBIES

1. &

BMHPREFEZH LS MX SV FHEAKERER R0, @, FRm
T ERAEMES; X T¥%E PC /=4 M9 i, °T LS A AR 5 4% .

UNI(User Network Interface, | P M5 D OB ONU & EEH P MO .

2, AMME

A 16-9 FT/n 2 UNI S O iR R BEAR IR E A ME.

oLT %

OLT 3/0/1

POS g "2

ONU

LUNI | SN2

Data Data
Stream | Stream 2
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