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B—E 4. OSPF I H sLi:

SeIy 1—— NBMA B 3B MK Hc & OSPF

[+H#ME ]
NBMA 3/ $EMEEFOSPF - . H3C
. 170 frsm———— R {60 "-'-'“-a-_'-\'--------------- . 190
$6/1100.1.1.1 | 7 S6/3100.1.1.2 'S6/0 100.1.1.3
%ﬂ%fém % <'\—1_: %
K DLCI=200 DLE30C 5 =200

180
BEERLR

[ E ) WML HIE4T ospf, 1 OSPF PEER EREE full
[EHREE ):
170 EHECE
1. BCE FR:
interface Serial6/1
link-protocol fr
fr map ip 100.1.1.2 100 broadcast (J %)
fr map ip 100.1.1.3300 broadcast (J %)
ip address 100.1.1.1 255.255.255.0
ospf network-type nbma

ospf dr-priority20 (5 X DR {54 A 20)

2.ACE OSPF:
ospfl
peer 100.1.1.2 (L4 EHHR FR i OSPF SR LKA 2 NBMA. IERT T T A E 46

4
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J& 1P Hhk)
peer 100.1.1.3 (HEEERE T FR i OSPF SR NN KA NBMA, JHEHF THCE 4R
J& 1P Hhk)
area 0.0.0.0
network 100.1.1.0 0.0.0.255
160 - [FCE :
1. FEE FR:

interface Serial6/3
link-protocol fr
fr map ip 100.1.1.1 100 broadcast (] 3%)
fr map ip 100.1.1.3 200 broadcast (] 3%)
ip address 100.1.1.2 255.255.255.0
ospf network-type nbma

ospf dr-priority 30 (5&. DREEZN 30)

EC & OSPF:
ospf 1l
peer 100.1.1.1 (KK E IR FR i OSPF BREINAML AR NBMA, IHATF THE
LR JE 1P Hbdb)
peer 100.1.1.3 (HEEERE TR FR i OSPF SR NN KA NBMA, JEEHF THE 4R
J& 1P Hhk)
area 0.0.0.0

network 100.1.1.00.0.0.255

£ 190 FHACE

ECE FR:

Interface Serial6/0

link-protocol fr

fr map ip 100.1.1.2200 broadcast (J #%)
fr map ip 100.1.1.1300 broadcast (J #%)
ip address 100.1.1.3 255.255.255.0
ospf network-type nbma

EZ & OSPF:
ospf 1l
peer 100.1.1.1 (HEEERE W FR i OSPF BRI NN KA NBMA, JEEHF THLE 4R

J& 1P Hidtk)

peer 100.1.1.2 (HEEEREHIIE FR i OSPF BRI N KA NBMA, JEEHF THLE 4R
J& 1P Hhk)

area 0.0.0.0
network 100.1.1.0 0.0.0.255
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7£ 180 LHIFCE : (B HSSBERAIHAL)

fr switching
interface Serial6/0

link-protocol fr
fr interface-type dce

#

interface Serial6/1

link-protocol fr

fr interface-type dce

fr dlci-switch 100 interface Serial6/3 dlci 100
fr dici-switch 300 interface Serial6/0 dlci 300

interface Serial6/3

w N

link-protocol fr

fr interface-type dce

fr dici-switch 100 interface Serial6/1 dlci 100
fr dici-switch 200 interface Serial6/0 dlci 200

[EEFEW) 1 L488EHBUR FR I OSPF R AN TR NBMA;

2 s 4% MAP 75 R B TE 28 58 2 1] LU ELAH ping 38
3 42 SC b LR e 441 25 AR HEBE 10 DLCI $6 5 i AT B T ) L)

NBMA 75 PEER;

JERHK core 1IBKH%S 160 FLE N DR, BUWR R EFLHE, PEEH ST HHE
BHREER!
a) fRWRFEE: FIIEE DR;

1. 1t core BEH%E EXRIS-FHDO (p2p 1 p2mp)

NBMA 5 P2MP M %2 [BIF X HIn T -

NBMA M RZI8 IR HER . T P2MP M, NHFABE—ERLEEN.

£ NBMA W4 EE %2 DR 5 BDR, M7 P2MP WM&+ #%%E DR 5 BDR.

£ NBMA BB E ) HRAMNLE, NFELES DR 5 BDR;

NBMA R—FERE KM &ER, 1] P2MP ML HHEE MK IREIE ST . BF
TLHIEE R K NBMA PR ECAH P2MP M4,

NBMA WIZRH BB RIERL, BEFIRELNE. P2MP ML RHHAE T NRIEHR
X
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5L 2—— OSPF #3R0

(EZENSDE

¥ O

LOOP 1
1.1.1.1 /32

A

\

[ M4 iR F silent-interface iy & K22 1HE: 0 K% OSPF 3. BRETEN T, RIFE

Mk i% OSPF .

2 EE: O K% OSPF 5, B R A#shE: O (Passive interface),

AFE R Hello #3C.

WREM OSPF G B —ME PR BERE, WHHAMN
A2 R D FRI%E OSPF R,

(_SGE&EEE):
#
interface Serial0/2/0
link-protocol ppp
ip address 11.11.11.1 255.255.255.0
#
interface Serial0/2/1
link-protocol ppp
ip address 13.13.13.1 255.255.255.0
#
ospf 1l
area 0.0.0.0
network 11.11.11.0 0.0.0.255
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network 13.13.13.0 0.0.0.255
#

#
interface Serial0/2/0
link-protocol ppp
ip address 12.12.12.1 255.255.255.0
#
interface Serial0/2/1
link-protocol ppp
ip address 11.11.11.2 255.255.255.0
#
interface LoopBack1l
ip address 1.1.1.1 255.255.255.255
#
ospf 1l
silent-interface Serial0/2/0
area 0.0.0.0
network 1.1.1.1 0.0.0.0
network 11.11.11.0 0.0.0.255
network 12.12.12.0 0.0.0.255
#

#
interface Serial0/2/0
link-protocol ppp
ip address 12.12.12.2 255.255.255.0
#
interface Serial0/2/1
link-protocol ppp
ip address 13.13.13.2 255.255.255.0
#
ospf 1l
silent-interface Serial0/2/0
area 0.0.0.0
network 13.13.13.0 0.0.0.255
network 12.12.12.0 0.0.0.255
#
(BRI LA
[rt2]dis ip routing-table
Routing Tables: Public
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Destinations : 11 Routes : 12
Destination/Mask Proto Pre Cost
1.1.1.1/32 OSPF 10 1562
11.11.11.0/24 OSPF 10 3124

OSPF 10 3124
12.12.12.0/24 Direct 0 0
12.12.12.1/32 Direct 0 0
12.12.12.2/32 Direct 0 0
13.13.13.0/24 Direct 0 0
13.13.13.1/32 Direct 0 0
13.13.13.2/32 Direct 0 0
127.0.0.0/8 Direct 0 0
127.0.0.1/32 Direct 0 0
(BRI LR (B IR
[rt2]dis ip routing-table
Routing Tables: Public

Destinations : 11 Routes : 11
Destination/Mask Proto Pre Cost
1.1.1.1/32 OSPF 10 3124
11.11.11.0/24 OSPF 10 3124
12.12.12.0/24 Direct 0 0
12.12.12.1/32 Direct 0 0
12.12.12.2/32 Direct 0 0
13.13.13.0/24 Direct 0 0
13.13.13.1/32 Direct 0 0
13.13.13.2/32 Direct 0 0
127.0.0.0/8 Direct 0 0
127.0.0.1/32 Direct 0 0

H3CSE SEEe- T I 5%

NextHop

12.12.12.1
13.13.13.1
12.12.12.2
12.12.12.1
127.0.0.1
13.13.13.2
13.13.13.1
127.0.0.1
127.0.0.1
127.0.0.1

NextHop

13.13.13.1
12.12.12.2
12.12.12.1
127.0.0.1
13.13.13.2
13.13.13.1
127.0.0.1
127.0.0.1
127.0.0.1

e R R s

Interface

so0/2/0
so0/2/0
S0/2/1

so0/2/0
so0/2/0
InLoop0
so0/2/1
s0/2/1
InLoop0
InLoopO
InLoopO

Interface

so0/2/1

so0/2/1
so0/2/0
so0/2/0
InLoop0
so0/2/1
so0/2/1
InLoop0
InLoopO
InLoop0
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SIS 3—— OSPF BHERE

€z NDE
= 25% H ¥R 31 & H3C
RA{(130)
15 1(11 GG)d Router-id
outer-i v
192.168.1. 1004 il =R 168.1.130

Pt W-0/1 14.14.14.1 1414142 GO/ N

RAUTFR

P dede e 3434341 SE
R2(14@ a2 (120)
Router-id Router-id
192.168.1.140 192.168.1.120

RIE— (£ stub XK ABR M EE)
[REP %Y @ X2 XK sTuB X%,

(@1 R3 L/~ LOOPBACK O IP 4354: 10.10.10.10, 10.10.10.20 7E[X 15,

2 EE
QR R4 LHFRAE: XK 2B T: abr-summary 10.10.10.0 24
[ERIER ):
R4 L
10.10.10.0/24 OSPF 255 0 0.0.0.0 NULLO
10.10.10.10/32 OSPF 10 1562 34.34.34.1 S5/2
10.10.10.20/32 OSPF 10 1562 34.34.34.1 S5/2
R4 LEERIABE RS
T R3
10.10.10.10/32 Direct 0 0 127.0.0.1 InLoopO

10
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10.10.10.20/32 Direct 0 0 127.0.0.1 InLoop0
R3 LH P4

10.10.10.0/24 OSPF 10 3124 14.14.14.2 $5/3
RERE

[ 5258 A 28 )
1 R4 L)% H 10.10.10.0/24 OSPF 255 0 0.0.0.0 NULLO Hf4H?
* BUFBEH BrILFREE!

RY 2 (FE NSSA X3 /¥ ASBR LIHEA)D

e n N — R4(130)
R1(1 GQ} Router-id
Router-id Area 0 .168.1.13(

A H

RPEUTER

3*51 01 14.14.14.1 14.14.14.2 GO/

192.168.1.100

AL S 56/0 12.12.12.2 SR
R5
R2(14

P(120)
Router-id Raouter-id
192 168 1 140 192.168.1.120
[R%EHE): NSSA XXM RS F NG MR, FURREFH LSA DAREE
s
[P E]

1, X3 1MERN NSSA XK,

2, 7ERS EAIERFA 0o O 1P 4N 1111 1.1.1.2

3, fER2 hECEFKES, I OSPFH

4, 7t R2 Ef OoSPF YL T{# ASBR & : asbr-summary 1.1.1.0 255.255.255.0

11
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(XA )

R2:
1.1.1.1/32 STATIC 60 0 25.25.25.2 Ethernet0/1
1.1.1.2/32 STATIC 60 0 25.25.25.2 Ethernet0/1
1.1.1.0/24 O_NSSA 150 2 12.12.12.2 S5/0
1.1.1.0/24 O_ASE 150 2 14.14.14.1 S5/3
HEEA: A DFE ABR R AT AR ASMTEEH AI7E ASBR LRAER—#F
IR E
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SEIS 4—— OSPF R&+ &R

3k 3k 3k 3k 3k 3k 3k 3k 3k ok ok ok ok ok 3k ok 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k ok ok ok ok ok ok ok ok %k ok

R E )
-
HEAHAE e H3C
R1(160) R4(190)
Router-id Router-id
B gy P00
26/0 12.1.1.2 34111 S6/
LG S6/123.1.1.1 23.1.1.2 So/1
1:1.1.1 R2(170) LR 3(180)
Router-id Router-id
b e NP Wt | I — . %

[RRFK]:
1.0 OSPF, XU IXIZ,
2. 7€ R1 il R4 2 AU &R,
3.7E R1 Ffif area 0 KIBE VLR, 7E R4 Ffiflarea2 FIBHICE
4.7F R2 L& loop0, 3FH7E R3 EB|AZE4E LOOP 0 HIEZE. REE RS LIBUHSASEH
OSPF /1,
[R%m4):
1.7E OSPF Xf P X IFAE T E & W W: network 12.1.1.2 0.0.0.3
2.7fER1 I, OSPF X% 1 #LEF: vlink-peer 2.2.2.2
fER2 I, OSPF X% 1 #LEF: vlink-peer 1.1.1.1
3.7£ R1 X35 0 L& F: abr-summary 12.1.1.0 255.255.255.0
4.7 R4 X% 2 YL F: abr-summary 34.1.1.0 255.255.255.0
5/£R2 L, intloop0, ipadd 1.1.1.1 32
1F£ R3 Lk, iprouter-static 1.1.1.1  255.255.255.0 23.1.1.1

13
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fER3 OSPFALEMAT import static
[RRIER ):
1.R1,R2 B#FA £ 1.1.1.1 K.
2.R3,R4 WA % 12.1.1.0 KL Rk th, RAEHMEH.
3.R1,R2 H 1+ 34.1.1.0 VLR H;

(52364717 R4 ERIEED Go/1 $ERINEEREAA LT rRa MXIK 0 HIEAE (AT PR
R4 BERJE T X 00, FreMRIERE M RAERAE BRI SN X, HMAERXEN
B EHSRAENEN, AR RS R .

HE: KBRS R A ABR/ASBR LA H 3K

14
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SIS 5—— OSPF B+ X 8/ MD5 Kk

[#E$E]Y :
i
iz — R4(130)
R1(100) gt “~._  Router-id
Router-id - Area 1 .168.1.13(
192.168.1.1 01 1414141 1414142 GO/
12.12.12.2 34.34.34.1 S8/0
Router-id outer-id
102.168.1.140 192.168.1.120
[2503R55 ):
X4% 0 F1/F MDS5 B&iF, SZPLIX % 2 @i viink I X 3% 0 Hd(Z,
(2564 ):

XI5 0 Hi{FE MD5 B81FJ5, R1 Al R4 Z [aIff) v-link peer 5% up ;
[ 20t E ):

—, WIS OSPFYE AREA 1 fif 5 %4
., {E AREAO fif MD5 %&ilF:
£ R2 EMMCE: OSPF [Xi% 0 #L&F: authentication-mode md5.
1£ S6/0 #: A4z F: ospf authentication-mode md5 1 plain 123
£ R1 1:f): OSPF X% 0 #LEF: authentication-mode md5.
1€ S6/0 #1130 F: ospf authentication-mode md5 1 plain 123
7ER1 EIWAE:  [R-1-ospf-1-area-0.0.0.1)VliNKpeer 192:168:1: 130 mds 1 plain' 123
BT <R3 R4 FI R1 KRB AR BT UP
[r1]) display ospf peer
oooooo (610 I
[f#RIpE): 7 R4 EFREMXEL 0 K MD5 BiE O
£ R4 EMEEE : [R-4-ospf-l1-area-0.0.0.1]vlink-peer 192.168.1.100 md5 1 plain 123

15
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BIE XA 0 3 /5 F MD5 K iEE:
[R4]OSPF 1
[R4-OSPF 0]JAREA 0
[R4 —OPSF 1 -AREA 0.0.0.0]authentication-mode md5.
AT VLINK 48 UP;

CREAH): 7EXE 0 fit MD5 BAEN] XA ATAE OSPF B MBS FEEEE MD5 BiF, R4 [A#EMX I
0 M8iE, iR R4 BTXIR O W HEES. BARABTXIER 0 KK HSHTHEE MD5 BiE

16
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SEIS 6——7EMiH 4k IE 4 HiE I HIE4T OSPF

(€ZENZIDE

DLCI=100

DLCI=100___ammm===""""

-
p—
-
—

% S6/31.11124 ggia
R1{16!

-~
‘lu.-..

DLCI= 200‘“"-—-..__

SBf’[}‘I.‘I.‘I.S 24

-
-
"'l--.
ﬁ“
h‘-
-~
h‘~
-

DLCI=200
S6/1 1.1.1.2 24 R2(170)

[E5EK]
1. IRIE FR (K2 EIHLE
2. BAEMTHH4kHIE4T OSPF HIFEBR M
a) FEIIEE Peer XX.X.X
b) DR ZiEEH]E N core F1#% HI 4% 160;
3. CEXHI R3(180)/E NS #eE R E 5 F— T (fr switching)
(= R]
1. FRIZE:
2. R1(160): [r1]int s6/3
[r1-Serial6/3]ip add 1.1.1.1 24
[r1-Serial6/3]link-protocol fr
[r1-Serial6/3]fr map ip 1.1.1.3 100 broadcast
[r1-Serial6/3]fr map ip 1.1.1.2 200 broadcast
R2(170): [R2]interface s6/1
[R2-Serial6/1]link-protocol fr
[R2-Serial6/1]ip address1.1.1.2 24
[R2-Serial6/1]fr map ip 1.1.1.1 dici 200
R4(190):[R4]interface sl 6/0
[R4-Serial6/0]link-protocol fr
[R4-Serial6/0]ip address1.1.1.3 24
[R4-Serial6/0]fr map ip 1.1.1.1 dici 100
R3(180): [R3]:fr switching
[R3]int s6/3
[R3-Serial6/3]link-protocol fr

17
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[R3-Serial6/3]fr interface-type dce

[R3-Serial6/3]fr dlci 100

[R3-Serial6/3]fr dlci 200

[R3-Serial6/3]fr dlci-switch 100 int face s6/0 dici 100
[R3-Serial6/3]fr dlci-switch 200 int face s6/1 dici 200
[R3-Serial6/0]link-protocol fr

[R3-Serial6/0]fr interface-type dce

[R3-Serial6/0]fr dlci 100

[R3-Serial6/0]fr dlci-switch 100 int face s6/3 dici 100
[R3-Serial6/1]link-protocol fr

[R3-Serial6/1]fr interface-type dce

[R3-Serial6/1]fr dlci 200

[R3-Serial6/1]fr dlci-switch 200 int face s6/3 dici 200

OSPF it & :
[R1]160 intloo O

ip add 10.10.10.10 24

ospf

area 0

network 10.10.10.10 0.0.0.0
network 1.1.1.1 0.0.0.0

[R4]190 intloo O

ip add 20.20.20.20 24
ospf

area 0

network 20.20.20.20 24
network 1.1.1.3 0.0.0.255

[R2] 170 intloo.

F3hFE € Peer:
[R1]ospf 1

ip add 30.30.30.30 24
ospf

area 0

network 30.30.30.30 24
network 1.1.1.2 0.0.0.255

peer 1.1.1.2 (HHEIRE I FR i OSPF SRE NN KELR NBMA, I FTHRE

482 1P Hibb)

peer 1.1.1.3 (HHEHRE MR FR it OSPF B AP RALRE NBMA, HATF THE

[R2]ospf 1

S8 JF 1P Hudb)

peer 1.1.1.1 (HHEIRE NI FR i OSPF SRE U NN KELR NBMA, R F THRE

[R4]ospf 1

482 1P Hibb)

H3CSE SEIGTFM VR IITH 32 fea tH BRI Hracs
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peer 1.1.1.1 (HHEIRE NI FR i OSPF SRE N NN KELR NBMA, I F THRE
LR JE 1P Hbdb)

OSPF ] Peer + SBJEEEOR) ip Hudit;

FR HIZZHA LS B 75 Z AR R dici-switch;

Map 7= 0L broadcast;

LR E IR FR B OSPF SR ALK AR NBMA;

i 4k MAP RERE EMHMILR: BEHI[EERE D2 M7 LEA ping i&;

7. NBMA R M 4%t 55 2 i% DR/BDR, H A #E Wi 4k 4% ch FEE peer

uewNPe

SEIG I E ) A 160 RAF XA 190 BIH A £ 170 M H-.
SEIE )RR KA 160 &2 BDR, 190 £ DR , 170 /& Drother, FTLA 160 Al 170
Z [ RAAEE B B
[fgedrE): 1AW 4k eI 4 B
2.3 160 HIEIE 26 5RH] A 100, 190 F1 170 IR SEHR 0 XK 190 FI
170 BiA25 DR MikZs.
3.4 160 ERIATHD, Hit 2 4 p2p B3k 2 4 DR
Rft2a£igEH 24> dr?
%: REER—MEME O A 2% DR A3 NBMA 2 F—M B 4 4% DR,
AEM B <F AR DR

19
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SEIG 7——1E IR HIE4T OSPF

[SEiRFRsE ):

DLCI=100__,

b
-
-

DLCI=100_

p—

% S6/31.11124 ggia
R1{16!

-~
‘lu.-..

DLCI=200" === _

R3(180) S6/01.1.1.3 24

-
-
"'l--.
ﬁ“
h‘-
-~
h‘~
—

DLCI=200 ="
S6/1 1.1.1.2 24 R2(170)

[EHEK]
4. HAE FR F7KFEIMLE;
5. IAEMTHH4kHIE4T OSPF HIFEBR M
a) FEIIEE Peer XX.X.X
6. HEESH R3(180)/EAAT ;{2 E 3 Fl— T (fr switching)
(= R]
3. FRECE:
4. R1(160): [r1]int s6/3
[r1-Serial6/3])ip add 1.1.1.1 24
[r1-Serial6/3]link-protocol fr
[r1-Serial6/3]fr map ip 1.1.1.3 100 broadcast
[r1-Serial6/3]fr map ip 1.1.1.2 200 broadcast
ospf network-type nbma
R2(170): [R2]interface s6/1
[R2-Serial6/1]link-protocol fr
[R2-Serial6/1]ip address1.1.1.2 24
[R2-Serial6/1]fr map ip 1.1.1.1 dici 200
ospf network-type nbma
R4(190):[R4]interface sl 6/0
[R4-Serial6/0]link-protocol fr
[R4-Serial6/0]ip address1.1.1.3 24
[R4-Serial6/0]fr map ip 1.1.1.1 dici 100
ospf network-type nbma
R3(180): [R3]:fr switching

20
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[R3]int s6/3

[R3-Serial6/3]link-protocol fr

[R3-Serial6/3]fr interface-type dce

[R3-Serial6/3]fr dlci 100

[R3-Serial6/3]fr dlci 200

[R3-Serial6/3]fr dlci-switch 100 int face s6/0 dici 100
[R3-Serial6/3]fr dlci-switch 200 int face s6/1 dici 200
[R3-Serial6/0]link-protocol fr

[R3-Serial6/0]fr interface-type dce

[R3-Serial6/0]fr dici 100

[R3-Serial6/0]fr dlci-switch 100 int face s6/3 dici 100
[R3-Serial6/1]link-protocol fr

[R3-Serial6/1]fr interface-type dce

[R3-Serial6/1]fr dlci 200

[R3-Serial6/1]fr dlci-switch 200 int face s6/3 dici 200

OSPF B & :
[R1]160 intloo O
ip add 10.10.10.10 24
ospf
area 0
network 10.10.10.10 0.0.0.0
network 1.1.1.1 0.0.0.0
[R4]190 intloo O
ip add 20.20.20.20 24
ospf
area 0
network 20.20.20.20 24
network 1.1.1.3 0.0.0.255
[R2] 170 intloo.
ip add 30.30.30.30 24
ospf
area 0
network 30.30.30.30 24
network 1.1.1.2 0.0.0.255

F I8 E Peer:
[R1]ospf 1
peer 1.1.1.2 (HFEERZE NI FR i OSPF SRE NN RKELR NBMA, T F THRE
LR JE 1P Hbdb)
peer 1.1.1.3 (H4EHK Z W2 FR B OSPF SR IA AWML REI R NBMA, HEF THCE
SRJE 1P Hbdik)
[R2]ospf 1

peer 1.1.1.1 (HHEIRE NI FR i OSPF SRE NN KELR NBMA, I F THRE
21

H3CSE SEIGTFM VR IITH 32 fea tH BRI Hracs



H3CSE L8 S H 2011 4E 5 H 24 [

LR JE 1P Hbdb)
[R4]ospf 1
peer 1.1.1.1 (HFEEEE I FR i OSPF SRE N NN KELR NBMA, T F THRE
LR JE 1P Hbdb)
[ 5451
8. OSPF H] Peer + AFJEEECIHY ip Hudt;

9. FR IR HALELE H TR EMAMAE dici-switch;

10. Map JEEIN_L broadcast;

11. R OKEN P2MP B E;

12. B4R E VIR FR BT OSPF SR IAAMIZE KA NBMA;

13. M4k MAP FE AL B IEH R B 88 2 (B 7] DL BLAH ping i&;

14. FEAZ Bl B E i gk B A AR YR DU AN DLCI 8171 H 9 B2 D pLc;
15. NBMA 1§ Peer;

SIS IB BB R 160 RAF X4 190 FIHHEA £ 170 FIEEH-
SHEINEMER: KA 160 2 BDR, 190 £ DR , 170 & Drother, FTLL 160 F1 170 2 [A]
R—AEEEBHE RN
fRYIPE: 1R 2k SEI A BBk
2 1% 160 KRR SEZ5RHI N 100, 190 A1 170 FIMRSEHK N 0 IXHEE 190 Al 170
MAZ5 DR k2.
3.7F 160 LXRI4TFENO

22
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SEIG 8——1il 2k +ospf+p2p RAR) FH: O

(€ZENZD B
H3C
e R4 190 S6/0
DLCI=100 1.1.1.2 24
R1 160 S6/3 R
DLCI=100 $6/0---- %
111124 —gps
222124 QN
DLCI=200 4%
R2 170 S6/1
2222 24
(@)

R1 R THD s6/3.1 Mls6/3.2, KAEK P2P, RIIEER R4 T OB oK FELES
B H R K 1) R
[SE3EK]):
1. AHAFERGTFHEA?
WA 4k KPS BN, S XZ AR Gk, FEikkERSFEED;
[SEBACE ):

[R1] 160: interface Serial6/3
link-protocol fr

[FEOME]): interface Serial6/3.1 P2P
fr map ip 1.1.1.2 100 broadcast
fr dlci 100
ip address 1.1.1.1 255.255.255.0

interface Serial6/3.2 p2p

fr map ip 2.2.2.2 200 broadcast
fr dlci 200

ip address 2.2.2.1 255.255.255.0

interface LoopBack0
ip address 10.10.10.10 255.255.255.255

[OsPFECE]: ospfl
peer 1.1.1.2
peer 2.2.2.2
area 0.0.0.0
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network 1.1.1.0 0.0.0.255
network 2.2.2.0 0.0.0.255
network 10.10.10.10 0.0.0.0

[Rr3] 180:
fr switching

link-protocol fr
fr interface-type dce

fr dici-switch 100 interface Serial6/3 dici 100

fr dici 100
ip address 34.1.1.1 255.255.255.252

link-protocol fr
interface-type dce

fr dici-switch 200 interface Serial6/3 dici 200

fr dlci 200

fr dici 100
fr dici 200

fr dlci-switch 100 interface Serial6/0 dici 100
dlci-switch 200 interface Serial6/1 dlci 200

link-protocol fr
fr interface-type dce

[RrR4] 190: interface Serial6/0
link-protocol fr
frmap ip 1.1.1.1 100 broadcast
fr dlci 100
ip address 1.1.1.2 255.255.255.0

interface LoopBack0
ip address 40.40.40.40 255.255.255.255

[OSPFICE ): ospfl
peer1.1.1.1
area 0.0.0.0
network 1.1.1.0 0.0.0.255
network 40.40.40.40 0.0.0.0

[R2]) 170: interface Serial6/1

H3CSE L6 Tt UM 32 A sttt BRI oy
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link-protocol fr

fr map ip 2.2.2.1 200 broadcast
fr dici 200

ip address 2.2.2.2 255.255.255.0

interface LoopBack0
ip address 20.20.20.20 255.255.255.255

[osPFECE): ospfl
peer 2.2.2.1
area 0.0.0.0
network 2.2.2.0 0.0.0.255
network 20.20.20.20 0.0.0.0

(=565 45]
R1(160):EREE BIBRkE, 74 ERD RBRATHO,SANTHE O N —A & 2] R REE, B
BB <F —1 DR.
*[r1]dis ospf p
OSPF Process 1 with Router ID 1.1.1.1

Neighbor Brief Information

Area: 0.0.0.0

Router ID Address Pri Dead-Time Interface State
2.2.2.2 2.2.2.2 1 100 $6/3.2 Full/DR
192.168.1.190 1.1.1.2 1 108 $6/3.1 Full/DR

[r2]dis ospf p
OSPF Process 1 with Router ID 2.2.2.2

Neighbor Brief Information

Area: 0.0.0.0
Router ID Address Pri Dead-Time Interface State
1.1.1.1 2.2.2.1 1 102 S6/1

L csede: 7E 190 B OIERIA NBMA K2, SRR p2p KA, FEHE! Aftale?
ARVEARBRAR full R T ?
%: VL EUAES R ER T p2p A HREAIXT N,
2. Y Y% :[H3Clundo interface s6/3.1 MR TEO
3. Yok v : BB R P2P/P2MP 48 B4 1,40 B4R UP
W
[rl]ldis ospf p
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OSPF Process 1 with Router ID 1.1.1.1
Neighbor Brief Information

Area: 0.0.0.0
1 160 (178 O - BB p2p 1 p2mp 2 FIH -4 BLER -------SYVO0.1: 157 - 4k +ospf+p2p FE AL
FEO
% BUE P2MP SRJETH R, Uk P2P AREATH R
P2P A EE 4 PEER,P2MP TEEHE peer, XZFHN P2P —Xf—, P2MP —Xf£

Router ID Address Pri Dead-Time Interface State
2.2.2.2 2.2.2.2 1 96 $6/3.2 Full/DR
192.168.1.190 1.1.1.2 1 112 S6/3.1 Full/DR

[FEEFN]: 1LFEOMNZIEE(P2MP/P2P) M4k BRI, FHOHIMLERIERME
BEOKMZERB—B, EiH ML BRI NBMA
2.4 4k 287 R DCE B¢ NNI (Network-to-Network Interface) K,

BARAED (MERFEOXRTFEND) FIREBHEKE dici. UhiP4ENRER DTE

B, IREOREED, WRSESHRIEXT RS B S BB, e LT THE B HE,

MR FED, NAHF A OREE K.

RE LB S — M EEE O E R ME—.
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S 9——% X 15, OSPF 4K J& Down ) R K45 W £k?

1). BB 5 E Vi Down B {5
2). 2 AR E R O Down HIBF &
3). F —Bk A AT A BT
4). X075 # O W 2 KB [F] :
P2P - Broadcast HJ LA
P2p — p2mp MMT
P2p—nbma AT A
Broadcast —p2mp AT
Broadcast —nbma 4T
Nbma --p2mp WL CRFEMZEOZRAITT L UP R : Hello/dead [B]R% AL
i)

5).8: 0 _&H WG OSPF
L RTE network {EARHMREER A TLECIE 2, LA E T 485 R KRB AXT, 7E dis ip ospf
interface FIE R A2 B IR AT A EEUE B

6).7E) B LT AL

7).Hello/dead [AIR@AILEE (FTLAFTE? )

8). MIE T R F NEF LA UL

9). %5 ¥ 1 8% H Area-ID AN[A];

10).Stub/NSSA [X I AR PLHAT

12). 05 K MTU BARIGHE. (BRIA MTU=0) (EAEE? )

13).7E] #&/NBMA W48 R E%RTE DR, TIXB N RAERAERZZE (DRother Z [N
2way R IEEHN) E20F M EONBRBEFRELNTE.

14). 28 HH ZE 1) B {5t 2 530 Peer Down

16).7E NBMA KR4 P U FIF TEREELRE (peer X X.X.X)

17).X 5 Stub B A —3K

18) ROUTER ID HEHE

19) K& OSPF BRI 2%, TEFR—H M _LARE KRBT ZE >N Hello R TR I 8] 8 K
) 4 1%,

H2ER TS osPF48/F UP T; 1HE X Down T
1). S ZE B %2 58 Peer —2 UP 5 —% Down;
2).
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OSPF BH{EE 1EH
EAEEE ]
OSPF ARE R B AR XA B H

L

RRIERFXBREFA R X S EE. & —GRbSFEE TR ERNXE,
W ZEDH AKX 5 EFFXEEE. FFXISRAGEEEK Stub X3,

FE Stub X35/ % B 88 A e3R8 AS BB . IR —/NXIHALE R Stub
Xig, N5 IXAN XA BT % A AR DOR L XS B Stub XK.

STRFIE

f#H display ospf peer it 4 & & OSPF 48 FIRE.

& display ospf interface f54& & OSPF #OKIE S .

fEF display ospf Isdb % LSDB K B_R B =R,

ffF display current-configuration configuration ospf i & EEXBET
ACE IEH . £ E TR BRI XK, W ZEDE - XI5 E& T XA E.

WRFEX IR Stub X, WX IEHHTE BERHERE stub m4; IR
FIXIHR NSSA X, NZXE TR BB HELE nssawd.

WREE T %, [/ display ospf viink 4 &% OSPF BEERE B IEH .

28
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P34 BGP I HS2Ie

524 10—— BGP as-path acl H 45+ 0

(EZENZDE

LOOP 100

5 55/3 141

S

LOOP 10
10.10.10.10. 32 LOOP 20

100.100.100.100 32 20.20.20.20. 32

[SEKAE]:

LOOP 200

200.200.200.200 32

1002 |bgp 100

network 100.100.100.100 255.255.255.255

network 200.200.200.200 255.255.255.255

undo synchronization

peer 14.14.14.2 as-number 200

group 200 external

peer 14.14.14.2 group 200

interface LoopBack100

ip address 100.100.100.100 255.255.255.25

interface LoopBack200

ip address 200.200.200.200 255.255.255.255
1302 |bgp 200

network 10.10.10.10 255.255.255.255

network 20.20.20.20 255.255.255.255

undo synchronization

peer 14.14.14.1 as-number 100

peer 34.34.34.1 as-number 300

group 100 external

peer 14.14.14.1 group 100

H3CSE SEZIGF M VYT 3 HB gttt AL I oy
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group 300 external

peer 34.34.34.1 group 300

interface LoopBack10

ip address 10.10.10.10 255.255.255.255
interface LoopBack20

ip address 20.20.20.20 255.255.255.255

1202 bgp 300

undo synchronization

peer 34.34.34.2 as-number 200
group 200 external

peer 34.34.34.2 group 200

3k 3k 3k 3k 3k 3k ok 3k 3k sk 3k 5k 3k ok sk ok ok 3k sk ok ok sk ok 5k 3k ok sk 3k sk ok sk 3k sk 3k ok 3k sk sk ok 3k 3k ok ok ok sk ok ok 3k 3k sk ok 3k ok 3k 3k ok 3k ok sk ok sk 3k ok sk ok ok ok ok ok ok ok skosk sk sk sk sk k ok

-acl number 2000

rule 10 permit source 100.100.100.100 0
rule 20 permit source 200.200.200.200 0
rule 30 deny
acl number 2001
rule 10 permit source 10.10.10.10 0
rule 20 permit source 20.20.20.20 0
rule 30 den
route-policy 1 deny node 0
if-match acl 2000
route-policy 1 permit node 1
if-match acl 2001
peer 34.34.34.1 route-policy 1 export
- [R-3-bgp]dis bgp rou
BGP Local router ID is 192.168.1.120

Network NextHop MED LocPrf PrefVal Path/Ogn
*>  10.10.10.10/32 34.34.34.2 0 0 200i
*> 20.20.20.20/32 34.34.34.2 0 0 200i

- ip as-path 1 permit _100$
ip as-path 1 deny .*

ip as-path 2 permit _200$

ip as-path 2 deny .*
route-policy 1 deny node 0
if-match as-path 1
route-policy 1 permit node 1
if-match as-path 2

30
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bgp 300
peer 34.34.34.2 route-policy 1 import

- [R-3-bgp]dis bgp rou
BGP Local router ID is 192.168.1.120

Network NextHop MED LocPrf PrefVal Path/Ogn
*> 10.10.10.10/32 34.34.34.2 0 0 200i
*> 20.20.20.20/32 34.34.34.2 0 0 200i

5B RSN T i (as-pathe S VAR,
- ip as-path 1 permit _200$
ip as-path 1 deny .*
route-policy 1 permit node 0
if-match as-path 1
peer 34.34.34.2 route-policy 1 import

- [R-3]dis bgp rou

BGP Local router ID is 192.168.1.120

Network NextHop MED LocPrf PrefVal Path/Ogn
*> 10.10.10.10/32 34.34.34.2 0 0 200i
*> 20.20.20.20/32 34.34.34.2 0 0 200i
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524 11—— BGP as-path B

(€ZENZIDE

BGP 100

LOOP 100
1.1.1.1 32

[ EHM): 190 ERIFRLM; 7E 160 BX 180 & BGP B{HIR; WAERKRAERE;
(BARBRTE: EEEE BGP B HR; FI3RAI as-path JRMHEED
[EKRE )
1902 bgp 100
network 1.1.1.1 255.255.255.255
undo synchronization
peer 14.14.14.1 as-number 200
peer 34.34.34.1 as-number 300
group 200 external
peer 14.14.14.1 group 200
group 300 external
peer 34.34.34.1 group 300
interface LoopBack100
ip address 1.1.1.1 255.255.255.255
1602 bgp 200
undo synchronization
peer 13.13.13.2 as-number 300
peer 14.14.14.2 as-number 100
group 100 external
peer 14.14.14.2 group 100
group 300 external
peer 13.13.13.2 group 300

1802 bgp 300

H3CSE L6 Tt UM 32 A sttt BRI oy
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undo synchronization

peer 13.13.13.1 as-number 200
peer 34.34.34.2 as-number 100
group 100 external

peer 34.34.34.2 group 100
group 200 external

peer 13.13.13.1 group 200

Yok BE 160 BHFE; ATLED 1.1.1.1 £33 14.14.14.0 W E4E 160; (&3 —4™ AS);
*>  1.1.1.1/32 14.14.14.2 0 0 100i (—Bk)

Kok BE 160 BER; WUERIEHRE —% 1.1.1.1 £33 As300 53 160; (ZEHFHA
AS);

* 13.13.13.2 0 300 100i (FABL)

YYedk: 160 fRiE AS BAABBUE BB, (180 H2—HF)

-[R-1]dis bgp rou

Total Number of Routes: 2

BGP Local router ID is 192.168.1.160

Status codes: * - valid, > - best, d - damped,
h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
*> 1.1.1.1/32 14.14.14.2 0 0 100i (—Bk)
* 13.13.13.2 0 300 100i

-[R-3]dis bgp rou

Total Number of Routes: 2

BGP Local router ID is 192.168.1.180

Status codes: * - valid, > - best, d - damped,
h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
*> 1.1.1.1/32 34.34.34.2 0 0 100i
* 13.13.13.1 0 00 100i
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S 12——BGP BGP 2% (2881 LOOP O #3. EBGP 4 /F

(€ZENZIDE

A& AS100 AS 200 Y

RTO
LOOP 1 11.11.11.1 /24 11.11.11.2 f24 LOOP 1
1.1.1.1/32 S0 EBGP 2.2-2.2 132

\ _4 _

[EERFRK] -
RTOGRTIE HEEEEEILOOPOEITEBGPAE

l-igﬁﬁﬂﬁl:

interface Serial0/2/0

link-protocol ppp

ip address 11.11.11.1 255.255.255.0

#

interface LoopBack1l

ip address 1.1.1.1 255.255.255.255

#

bgp 100

undo synchronization

peer 2.2.2.2 as-number 200

group 200 external

peer 2.2.2.2 group 200

peer 2.2.2.2 ebgp-max-hop 64 [ ETR R ES BN — R RS E S EBGP &,
EAIBAER EENDERER, WERIHEX—E
K, W2t peer ebgp-max-hop & S EAN
Z [H 2t Z B TCP #H,

peer 2.2.2.2 connect-interface LoopBackl  //:EC B &7 TCP ZE#:H F YRR O N Loop .
#

ip route-static 2.2.2.2 255.255.255.255 11.11.11.2  //:K AR5 FIERA; B Xt 0 BB H;
FARLF BTV 2 SL EBGP 4B)F.
Rl

interface Serial0/2/0
link-protocol ppp
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ip address 11.11.11.2 255.255.255.0
#
interface NULLO
#
interface LoopBack1l

ip address 2.2.2.2 255.255.255.255
bgp 200

undo synchronization

peer 1.1.1.1 as-number 100

group 100 external

peer 1.1.1.1 group 100

peer 1.1.1.1 ebgp-max-hop 64 /AR R ES RN — B AL EBGP £,
BRI ER EENDEER, WERIHEX—E
K, W2t peer ebgp-max-hop & ¥ EAN
Z [H 2t Z B TCP #H,

peer 1.1.1.1 connect-interface LoopBack1 //EC B ST TCP &M A MIERO AN LooP
.

#
ip route-static 1.1.1.1 255.255.255.255 11.11.11.1  //:F R g FHERA; EA X5 & H;
FARLF BTV 2 S7 EBGP 4B)F.

-dis bgp peer

BGP local routerID : 1.1.1.1
Local AS number : 100

Total number of peers : 1 Peers in established state : 1
Peer \Y AS MsgRcvd MsgSent OutQ PrefRcv Up/Down  State
2.2.2.2 4 200 42 43 0 0 00:34:58 Established

-dis bgp peer

BGP local router ID : 2.2.2.2
Local AS number : 200

Total number of peers : 1 Peers in established state : 1
Peer \Y AS MsgRcvd MsgSent OutQ PrefRcv Up/Down  State
1.1.11 4 100 42 42 0 0 00:36:43 Established
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BRI TCPERERMEED

BGPERTCPIEAEEH BN, BEERT, BoPHEREIEMF it ER LB OIS S AT Sl TCPRERMIEED.

X 37 BGPEESS MBS R 2 (BITF TEURBERERT. MNSeEmes M — S A ErEdownds, B3 TCPREBMIREO G4z 2T, SEBGPE
EERE TCPER. SRS,
BeP FitfIFR B EESH A AR F R, FHLoopbackE EFLLERRE, EREEENSE T TCREFERMIEEDEE N Loophacksd

O, fEMERFIELABERT A AEE PR O S ais MSPEM EBCPEE T, MM BGPER N ST Y.

Fo1-4 B ERE T TCP & M AR O

IRl % 5
A FSRME system-view
#ABGPILE bap as-number

_ i
RS il BEIRE F , BOPEEERLBGPH
BOPSTRTRITCPEERAM | Lot T e FHRREHHNIHED A SN
B ity SIS HE U AGPATETEY
TCPEERERED

H3CSE SL56 F Mt

IRIINT 32 ARt ARSI Ao
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54 13—— BGP Community+local-preference
[HHE D
/7~ BGP100 / BGP 200
20.1.1.1 (100:1) 140 10.1.1.1 (300) 200:1
. 20.1.1.1 (400) 100:1
o 10.1.1.1(200.1);
10.1.1.132 '
150 =0
LOOP 2 \h ' /
2011132 101.1.1(100:1) 12%11-11.11{%%0 12%%_11
20.1.1 1{200:1)/ \ == 1.1.1(300) 200 )

[ ERY: B EE B s 130 £ 10.1.1.1 M 110 £, % 20.1.1.1 M 140 E;

[SLRECE )

-interface LoopBackl

ip address 10.1.1.1 255.255.255.255
interface LoopBack2

ip address 20.1.1.1 255.255.255.255
acl number 3001

rule 10 permit ip source 10.1.1.1 0
acl number 3002

rule 10 permit ip source 20.1.1.10
bgp 100

network 10.0.0.0

network 10.1.1.1 255.255.255.255
network 20.0.0.0

network 20.1.1.1 255.255.255.255
undo synchronization

peer 45.45.45.1 as-number 200

peer 15.15.15.1 as-number 200

group 200 external

peer 15.15.15.1 group 200

peer 15.15.15.1 route-policy 10 export
peer 15.15.15.1 advertise-community
peer 45.45.45.1 group 200

H3CSE SEIGTFM VR IITH 32 fea tH BRI Hracs
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110:

140:

peer 45.45.45.1 route-policy 20 export
peer 45.45.45.1 advertise-community

route-policy 10 permit node 10
if-match acl 3001
apply community 100:1
route-policy 10 permit node 20
if-match acl 3001
apply community 200:1
route-policy 20 permit node 10
if-match acl 3002
apply community 100:1
bgp 200
undo synchronization
peer 15.15.15.2 as-number 100
peer 15.15.15.2 route-policy 10 import
group 100 external
group 200 internal
peer 12.12.12.2 group 200
peer 12.12.12.2 next-hop-local
route-policy 10 permit node 10
if-match community 1
apply local-preference 400
route-policy 20 permit node 20
if-match community 2
apply local-preference 300
ip community-list 1 permit 100:1
ip community-list 2 permit 200:1
bgp 200
undo synchronization
peer 45.45.45.2 as-number 100
group 200 internal
peer 24.24.24.1 group 200
peer 24.24.24.1 next-hop-local
group 100 external
peer 45.45.45.2 group 100
peer 45.45.45.2 route-policy 20 import
route-policy 20 permit node 20
if-match community 1
apply local-preference 400
route-policy 20 permit node 30
if-match community 2
apply local-preference 300

H3CSE SEIGTFM VR IITH 32 fea tH BRI Hracs
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ip community-list 1 permit 100:1

ip community-list 2 permit 200:1

130 BR R RIGRIEZ AT
[R-130]dis bgp ro

Total Number of Routes: 4

BGP Local router ID is 192.168.1.130

Status codes: * - valid, > - best, d - damped,
h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
*>110.1.1.1/32 12.12.12.1 0 100 0 100i
*ij 24.24.24.2 0 100 0 100i
*>i20.1.1.1/32 12.12.12.1 0 100 0 100i
*ij 24.24.24.2 0 100 0 100i
R 2 Ja BB R

[R-130]dis bgp ro

Total Number of Routes: 2

BGP Local router ID is 192.168.1.130

Status codes: * - valid, > - best, d - damped,
h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
*>110.1.1.1/32 12.12.12.1 0 400 0 100i
*>20.1.1.1/32 24.24.24.2 0 400 0 100i
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SE 14—— BGP Community B 1

(€ZENZD B
BGP 100
o
| P
14.14 141
=
3 34 34,34 >3
ROUTER 12[}
BGP 200 BGP 300

[ B/ Y Eid 100 LEEE no-export HlfkJEM:; {15 AS100 & 4F F AS200 H 1) H5 H

ANEHL AS200 [ At AS A
[EKRE )
-bgp 100
Network 100.100.100.100 255.255.255.255
undo synchronization
peer 14.14.14.2 as-number 200
group 200 external
peer 14.14.14.2 group 200
peer 14.14.14.2 route-policy 1 export
peer 14.14.14.2 advertise-community
route-policy 1 permit node 0
apply community no-export
interface LoopBack100
ip address 100.100.100.100 255.255.255.255
1202 bgp 300
undo synchronization
peer 34.34.34.2 as-number 200
group 200 external

H3CSE L6 Tt UM 32 A sttt BRI oy
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peer 34.34.34.2 group 200
1302 bgp 200

undo synchronization

peer 14.14.14.1 as-number 100

peer 34.34.34.1 as-number 300

group 100 external

peer 14.14.14.1 group 100

group 300 external

peer 34.34.34.1 group 300

-[R-4]dis bgp rou

[R-4]dis bgp routing-table 100.100.100.100 //:#=% loop 100 #i4l BGP K H&;
BGP local router ID : 20.20.20.20

Local AS number : 200

Paths: 1 available, 1 best

BGP routing table entry information of 100.100.100.100/32:

From :14.14.14.1 (192.168.1.100)

Original nexthop: 14.14.14.1

Community: No-Export (NJE 225 BKEE/AS SME BGP AHAR{AK)

AS-path : 100

Origin :igp

Attribute value : MED 0, pref-val 0, pre 255
State : valid, external, best,

Not advertised to any peers yet

[F=E]
® no-export
> TBELBE/AS S BGP AHR A
® no-advertise
> NEEHEFT BGP A4S A
® |ocal-AS
> F@E%% EBGP MR

H3CSE SEZIGF M VYT 3 HB gttt AL I oy
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SEL 15—— BGP Community B 2

(@228 B

BGP 100

LOOP 100
100.100.100.100 32

, LOOP 200
200.200.200.200 3

BGP 200

BGP 300

[ Bm]): FIAHRBEESEMS 180 7TLA% 3] 200.200.200.200 FIBEH; &1/ TAT DL 2

100.100.100.100 2% H;
[EKRE )
1602 bgp 100
network 100.100.100.100 255.255.255.255
network 200.200.200.200 255.255.255.255
undo synchronization
peer 12.12.12.2 as-number 200
group 200 external
peer 12.12.12.2 group 200
interface LoopBack100
ip address 100.100.100.100 255.255.255.255
interface LoopBack200
ip address 200.200.200.200 255.255.255.255

1702 bgp 200

undo synchronization

peer 12.12.12.1 as-number 100
peer 23.23.23.2 as-number 300
group 100 external

peer 12.12.12.1 group 100
group 300 external

peer 23.23.23.2 group 300

H3CSE SEZIGF M VYT 3 HB gttt AL I oy
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1802 |bgp 300

undo synchronization

peer 23.23.23.1 as-number 200
group 200 external

peer 23.23.23.1 group 200

EA:

cu
[

N
w
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— F’
1A B B
-acl number 2000

rule 10 permit source 100.100.100.100 0
rule 20 deny

acl number 2001

rule 10 permit source 200.200.200.200 0
rule 20 deny

route-policy 1 permit node 0
if-match acl 2000
apply community no-export

route-policy 1 permit node 1

if-match acl 2001

apply community internet

peer 12.12.12.2 route-policy 1 export
peer 12.12.12.2 advertise-community

-[R-Z]dis bgp rou

BGP Local router ID is 192.168.1.170

Network NextHop MED LocPrf PrefVal
Path/Ogn
*> 100.100.100.100/32 12.12.12.1 0 0 100i
*> 200.200.200.200/32 12.12.12.1 0 0 100i

-[R-3]dis bgp rou

BGP Local router ID is 192.168.1.180
Network NextHop MED LocPrf PrefVal Path/Ogn
*> 200.200.200.200/32 23.23.23.1 0 200 100i
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H3CSE SE236 T ERIITT 3 e m BRI 0



H3CSE L +E &4

201145 H 24 H

SEIY 16—— BGP B (L)

[EHE] <Local-Preference J& 14>

S56/2(34.1

[ERAE )

1602 |bgp 100
network 100.100.100.100 255.255.255.255
undo synchronization
peer 12.12.12.2 as-number 200
peer 14.14.14.2 as-number 200
group 200 external
peer 12.12.12.2 group 200
peer 14.14.14.2 group 200
interface LoopBack 100
ip address 100.100.100.100 32

1702 |bgp 200
undo synchronization
peer 12.12.12.1 as-number 100
group 100 external
peer 12.12.12.1 group 100
group 200 internal

S56/1 23.2%

180
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peer 23.23.23.2 group 200
peer 24.24.24.2 group 200

1802 bgp 200

undo synchronization
group 200 interna
peer 34.34.34.2 group 200
peer 23.23.23.1 group 200
190 bgp 200
preference 200 200 200
undo synchronization
peer 14.14.14.1 as-number 100
group 100 external
peer 14.14.14.1 group 100
group 200 internal
peer 34.34.34.1 group 200
peer 24.24.24.1 group 200

N 7 170 B¥s s F—BhAsH; 7E 190 EAREE T —BovA

180:
[R-3]dis bgp rou
BGP Local router ID is 192.168.1.180
Network NextHop MED LocPrf PrefVal Path/Ogn

*>i 100.100.100.100/32 23.23.23.1 0 100 0 100i
i 14.14.14.1 0 100 0 100i
'

Yevede: R 100 BT —BE 14.1 AATEFT AR BT

M@ 190 b F—Bh AR,
180:
[R-3]dis bgp rou

BGP Local router ID is 192.168.1.180

Network NextHop MED LocPrf PrefVal Path/Ogn
*>{100.100.100.100/32 23.23.23.1 0 100 0 100i
*j 34.34.34.2 0 100 0 100i

Y Y: AN 170 B Route—-id £ 192.168.1.170; 190 HJ Route-id £
192.168.1.190; 170 9 Route—id /MTF 190 HJ Route—id; FrbAZEfE
100 FIER I A2 M 34. 34. 34. 0 HIMI B AE s

46
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-HE 190: [R—4-bgpldefault local-preference 200 (f& M A=HuAR sc4k >N 200)
180: [R-3]dis bgp rou
BGP Local router ID is 192.168.1.180

Network NextHop MED LocPrf PrefVal Path/Ogn
*>i 100. 100. 100. 100/32 34. 34. 34. 2 0 200 0 1001
* i 3.23.23.1 0 100 0 1001

Fedede: BRAT 180 224E 100 PIELH T —Bh3E R 34. 34. 34. 2

(@) 7e 170 F1 190 2 [FIESL 1BGP % 5

190: interface LoopBack100
ip address 200.200.200.200 32
bgp 200
network 200.200.200.200 32
170: [R-2]dis bgp rou
BGP Local router ID is 192.168.1.170
Network NextHop MED LocPrf PrefVal Path/Ogn

*> 100.100.100.100/32 12.12.12.1 0 0 100i
i 14.14.14.1 0 200 0 100i
*>| 200.200.200.200/32 24.24.24.2 0 200

Fedede: 40 | AR 170 45 200 FIELHIES R M IBGP 4FJE 190 223fg; R
ZM EBGP 4})JF 160 2£2|[;

(5): £ 190: [R-4]bgp 200
peer 24.24.24.1 next-hop-local

170: [R-2]dis bgp rou
BGP Local router ID is 192.168.1.170

Network  NextHop MED LocPrf PrefVal Path/Ogn
*>}100.100.100.100/32 24.24.24.2 0 200 0 100i
* 12.12.12.1 0 0 100i
*>{200.200.200.200/32 24.24.24.2 0 200 0 i

Yedcvc: EJS BGP 4F)JE: () refresh bgp 100
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Seig 17—— BGP MD5 A iE

(EZENZDE

y AS 100 [~ AS200 Y
11.1 /24 11.2 124

RO 12.2 /24] 51

IBEP

e

[£%ar@H#A): H peer password fir$>KEC B BGP E L TCP #EHM#4T MD5 IAiE.
BAEMT, BGP fERSL TCP HEER AH#1T MD5 AiE.
W5 A MD5 WAE, 25 AERNUT BAIREE 584 —BEHAIE T A
W, BUKEATEETINEMA R TCP #.
[£3 B ). F peer password 4K E T RO-R1/R1=R2 % H 23 8] # MD5 Z&ilF .
K-QS%EEEL
#
interface Serial0/2/0
link-protocol ppp
ip address 11.11.11.1 255.255.255.0
#
bgp 100
undo synchronization
peer 11.11.11.2 as-number 200
group 200 external
peer 11.11.11.2 group 200

#

48
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#
interface Serial0/2/0
link-protocol ppp
ip address 11.11.11.2 255.255.255.0
#
interface Serial0/2/1
link-protocol ppp
ip address 12.12.12.2 255.255.255.0
#
bgp 200
undo synchronization
peer 11.11.11.1 as-number 100
group 100 external
peer 11.11.11.1 group 100

group 200 internal
peer 12.12.12.1 group 200

#

#
interface Serial0/2/0
link-protocol ppp
ip address 12.12.12.1 255.255.255.0
#
bgp 200
undo synchronization
group 200 internal
peer 12.12.12.2 group 200

H3CSE SE236 T ERIITT 3 e m BRI 0
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eI 18—— BGP med B

(€ZENZIDE

(SRR EKY: 190 £4E 13 MERSH 2 M@ WHUBERE MEeD Bk RENEERE

HERNBAERE 13 WK,
[ E )

1902 bgp 100

undo synchronization
peer 14.14.14.1 as-number 200
peer 34.34.34.1 as-number 200
group 200 external
peer 14.14.14.1 group 200
peer 34.34.34.1 group 200
1602 bgp 200
network 13.13.13.0 255.255.255.252
undo synchronization
peer 14.14.14.2 as-number 100
group 100 external
peer 14.14.14.2 group 100
group 200 internal
peer 13.13.13.2 group 200
1802 bgp 200
network 13.13.13.0 255.255.255.252
undo synchronization
peer 34.34.34.2 as-number 100

H3CSE L6 Tt UM 32 A sttt BRI oy
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group 100 external
peer 34.34.34.2 group 100
group 200 internal
peer 13.13.13.1 group 200

-[R-4]dis bgp rou

Total Number of Routes: 2

BGP Local router ID is 192.168.1.190

Status codes: * - valid, > - best, d - damped,
h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
*>  13.13.13.0/30 14.14.14.1 0 0 200i
* 34.34.34.1 0 0 200i
Yedeve: B 160 H) med {E2 10; BB EL&fER 190 £4E 13.13.13.0 &7E med BRIAN 0
K 180 7E;

-[R-l-bgp]default med 10
Med: BU/DNARE: BRIAH 0;
-[R-4]dis bgp rou

Total Number of Routes: 2

BGP Local router ID is 192.168.1.190

Status codes: * - valid, > - best, d - damped,
h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
*>  13.13.13.0/30 34.34.34.1 0 0 200i
* 14.14.14.1 10 0 200i

[£30545): MED BHEAUIEAHAE A AS Z [R13c e, IREISLEYEN AS — i ARl Hom
AT HARSE =77 AS.
MED AT IGP /I EEM (metrics) , ‘© M THEREI]N AS
W . 24— N84T BGP [ H 88 A [F (1) EBGP %45 4445 3| H
(P HbHEAR FE R — B R 2 26 iy, R B RRER M, Btk
1%+ MED HEUVNEAE R o
B 7L 5 i compare-different-as-med 774>, A L3 BGP HLk AR As (1)
% B¢ MED J& 1t 4H

51
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SEI 19—— BGP Origin B4

(€ZENZIDE

BGP 200

S6/0.12.1

180

<

ROUTER

[ 5236 H 19 ): 7E 160network 13 4% ; 7E 180import-route direct ; M 170 7] LA H; network

B i; H import-route direct FIEAL,
[EKE )
170 bgp 100
undo synchronization
peer 12.12.12.1 as-number 200
peer 23.23.23.2 as-number 200
group 200 external
peer 12.12.12.1 group 200
peer 23.23.23.2 group 200
160 bgp 200
network 13.13.13.0 30  BEHIRE |
undo synchronization
peer 12.12.12.2 as-number 100
group 100 external
peer 12.12.12.2 group 100
group 200 internal
peer 13.13.13.2 group 200
180 bgp 200
import-route direct R
undo synchronization
peer 23.23.23.1 as-number 100

H3CSE L6 Tt UM 32 A sttt BRI oy
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group 100 external
peer 23.23.23.1 group 100
group 200 internal
peer 13.13.13.1 group 200

- [R-2]dis bgp rou

Network NextHop MED LocPrf PrefVal Path/Ogn
*>  13.13.13.0/30 12.12.12.1 0 0 200i
* 23.23.23.2 0 0 200?

3k 3k 3k 3k 3k 3k ok 3k 3k sk 3k 5k 3k ok sk ok sk 3k sk 3k ok sk ok 5k 3k ok sk 3k sk ok sk 3k sk 3k ok 3k sk sk ok 3k 3k ok 3k ok sk 3k ok 3k ok sk ok 3k ok sk 3k ok 3k ok 3k ok sk 3k ok ok ok ok ok ok ok ok ok skosk sk sk ki sk ok ok

- [R-1-bgp]default med 100
[R-3-bgp]default med 50

-[R-Z]dis bgp rou

BGP Local router ID is 192.168.1.170
Network NextHop MED LocPrf Prefval Path/Ogn

*>  13.13.13.0/30 12.12.12.1 100 0 200i

* 23.23.23.2 50 0 200?
Sedevr: BET med EHEFHFEFE ST —BE: BN AILAREIRERM;
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524 20—— BGP peer allow-as-loop

EHNE )
o AS 100
50 81
1001 /124 20.
4
EBGP ﬂgp
AS 200 99 N\oz Y
S0
G )

LOOP 1

\ 1.1.1.1 /32

ROUTER

4

[256a4 4R ): peer allow-as-l
AS_PATH &1t
ANICVFAH AS
iﬁ%@ﬁl
interface Serial0/2/0
link-protocol ppp
ip address 10.10.10.1 255.255.255.0
#
interface Serial0/2/1
link-protocol ppp
ip address 20.20.20.1 255.255.255.0
#
bgp 100
undo synchronization
peer 20.20.20.2 as-number 200
peer 10.10.10.2 as-number 200
group 200 external
peer 10.10.10.2 group 200
peer 20.20.20.2 group 200

H3CSE SL56 F Mt

oop WA FIRIEERFAM As S7EFTEW KB HK
FHI, HAFRNEEARTFERNKE. REFLT,
SHER.
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#
interface Serial0/2/0
link-protocol ppp
ip address 10.10.10.2 255.255.255.0
#
interface LoopBack1l
ip address 1.1.1.1 255.255.255.255
#
bgp 200
network 1.1.1.1 255.255.255.255
undo synchronization
peer 10.10.10.1 as-number 100
group 100 external
peer 10.10.10.1 group 100
group 200 internal
peer 12.12.12.2 group 200
#
ir2:
#
interface Serial0/2/1
link-protocol ppp
ip address 20.20.20.2 255.255.255.0
#
bgp 200
undo synchronization
peer 20.20.20.1 as-number 100
group 100 external
peer 20.20.20.1 group 100
peer 20.20.20.1 allow-as-loop
group 200 internal
peer 12.12.12.1 group 200
#

[rt2-bgp]dis bgp routing-table

Total Number of Routes: 0

RLE peer 20.20.20.1 allow-as-loop 1 /RINBHIR: <D 233>

[rt2-bgp]dis bgp routing-table

H3CSE SE236 T ERIITT 3 e m BRI 0
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Total Number of Routes: 1

BGP Local router ID is 20.20.20.2
Status codes: * - valid, > - best, d - damped,

h - history, i-internal, s - suppressed, S - Stale
Origin :i-IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrf PrefVal Path/Ogn

100 200i

56

H3CSE sZIaF M IRIITH 3548t BRI oty



H3CSE L +E &4

201145 H 24 H

SEIS 21—— BGP preferred-value J& 4

(€ZENZIDE

(=23 HR): 7E R3/Ranetwork34 MEL; M\ 100 AT LLFIF preferred-value B hik/Ek

[SLREE )

ERHIBRARE -

430! bep 200

undo synchronization

peer 14.14.14.1 as-number 100
group 100 external

peer 14.14.14.1 group 100
group 200 internal

peer 34.34.34.1 group 200

420! bep 200

undo synchronization

peer 13.13.13.1 as-number 100
group 100 external

peer 13.13.13.1 group 100
group 200 internal

peer 34.34.34.2 group 200

160ibgp 100

H3CSE L6 Tt UM 32 A sttt BRI oy
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network 1.1.1.1 255.255.255.255

undo synchronization

peer 13.13.13.2 as-number 200

peer 14.14.14.2 as-number 200
[R-1-bgp]peer 13.13.13.2 preferred-value 200
group 200 external
peer 14.14.14.2 group 200
[R-1-bgp]peer 14.14.14.2 preferred-value 100

N vc: preferred-value {B#E KHERAL; GEEE)

H3CSE L6 Tt UM 32 A sttt BRI oy
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SEEY 22—— BGP 4T

(EZENSDE

H3C

R1 100 S5/3
10.10.10.10 32

[ H ]

1. IGUE BGP 7E As P &8 HI/KF 7 FIH L]

2. WIEENREHER AS AET IBGP £ H%E;
[ERACE] :
-:int loo0

Ip add10.10.10.10 32

Bgp 100

Group as200 external (#M#F)

Peer 14.14.14.2 group as200 as-number 200

Network 10.10.10.1032 ([ R4 130 A5t ERH)

-: bgp 200

Group as100 external (#M&F)
Peer 14.14.14.1 group asl00 as-number 100
Group as200 internal (&)
Peer 34.34.34.1 group as200 (¥§ R3 120)

Pecr 3434340 InexthopHocal (325 T —Bh)
59
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R3420:1] bep 200
Group as200 internal (PER)
Peer 34.34.34.2 group as200

Peer 23.23.23.1 group as200 (#& R2140)

240! bep 200
Group as200 internal (PNER)
Peer 23.23.23.2 group as200

(A E 588 ):
R3120: (D) :reflector cluster-id 10 :5& X R ETEEH ID 5
*HRAE X, BGP S AR BR N R H © 89 Router-id 1EA RS HER ID 5
@) :Peer 23.23.23.2 reflect-client it & AR B R R Z Bl

[EEEW]:

Y<v% : Reflect between-clients :BRINRFF(); BLE R AL 8R40 R Z P ML 2 5 47 %
Ye¥c¥c: Undo reflect between-clients : EUJHECE & P P12 8] 5t

Yedodde: RHEEID SYEME: (1-4294967295)

Ye¥c: FERL 100 E#F: dis bgp routing 10.10. 10. 10

[ERIER ):
F R2 140 : dis bgp rou
BEER: BHAX

[ff 77 ):

#ER3 120 :
JiE—: IGP 7 AS W¥E&H%% R3. R4. R2 LiB4T IGP, LWL F—BkAliA
130: [R-1-bgp]import-route ospf 1

120 [R—4-bgplimport-route direct (BIANHZE) &

7£ 190 Lk network 34.34.34.2 30 HiA®E ???

Network NextHop MED LocPrf PrefVal
Path/Ogn
*>i 1.1.1.1/32 14.14.14. 1 0 100 0 1001
* i 34.34.34.0/30 34.34.34.2 0 100 0 i

FE": Ip route-static 34.34.34.2 30 23.23.23.1 :@iTEARBHEI T —BAT
iE
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THE=:

120 : network 23.23.23.0 30 ( RA[#E 120 AF6)
120 R3 iEit BGP, Network 34.34.34.0 30 CAT F—4kAJik)
Network 23. 23. 23. 0 30 : (R T f# 100 F 24 23 B3R [FI B H )
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SEId 23—— BGP ik

(€ZENZIDE

/&s 200 R

/ AS 100

LOOP 1
10.10.10.10/32

Y 1,

2]
124 S1

13.13.13.1 /124

IBGF

13.13.13.2 /24

~

py

[LBFER): FTEKHEEHEE BGP, RO AS 100 #, R1 M1 R27E AS 200 H1,

RO 5 R1. R2 Z[8i24F EBGP,

p—

R1 fl R2 7 [8]iz4T IBGP,

£ RO EREAF M EMBEKECN 2, UREHEBRAAHE.

(-‘Qsﬁﬁﬁﬂﬁlz
bgp 100
network 10.10.10.10 255.255.255.255
undo synchronization
balance 2
peer 12.12.12.2 as-number 200
peer 11.11.11.2 as-number 200
group 200 external
peer 11.11.11.2 group 200
peer 12.12.12.2 group 200
#
1l
bgp 200
network 13.13.13.0 255.255.255.0
undo synchronization
peer 11.11.11.1 as-number 100
group 100 external
peer 11.11.11.1 group 100

H3CSE SEIGTFM VR IITH 32 fea tH BRI Hracs
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group 200 internal
peer 13.13.13.2 group 200
#

bgp 200
network 13.13.13.0 255.255.255.0
undo synchronization
peer 12.12.12.1 as-number 100
group 100 external
peer 12.12.12.1 group 100
group 200 internal
peer 13.13.13.1 group 200

[rOldibgprou  //: 51 45r1HAT bgp BEHR
Total Number of Routes: 3

BGP Local router ID is 12.12.12.1
Status codes: * - valid, > - best, d - damped,

h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrf PrefVal Path/Ogn
*> 10.10.10.10/32 0.0.0.0 0 0 i
. 13.13.13.0/24 11.11.11.2 0 0 200i
X 12.12.12.2 0 0 200i

MEEERRFAIAEH, B EH b 13.13.13.0/24 FHEAE X BEE, HPFT—BA
11.11.11.2 M B R &ML E (FN R1 BB HER ID Zh—L)

[rOldibgprou //:%1 % 5r4H )5 bgp BEHIEE

Total Number of Routes: 3

BGP Local router ID is 12.12.12.1
Status codes: * - valid, > - best, d - damped,

h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrf PrefVal Path/Ogn
*>  10.10.10.10/32 0.0.0.0 0 0 i
. 13.13.13.0/24 11.11.11.2 0 0 200i
] 12.12.12.2 0 0 200i
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MEEBRPATLIEER], RO K BGP B4 13.13.13.0/24 FEMRANT—BE, 452
11.11.11.2 f112.12.12.2, BHER BRI H.
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SEIy 24—— 3K BGP ACE

(€ZENZIDE

H.13.13.1
110 g Q
= = o
r |Ebgp R
N o
i\) <y
$13.13.2
LOOP O
1.1.1:1 32
120
AS 100 AS 200

3k 3k 3k 3k 3k 3k ok 3k 3k sk 3k 5k 3k ok sk ok 3k 3k 5k 3k ok sk ok 5k 3k ok sk 3k sk ok sk 3k sk 3k ok 3k sk sk ok 3k 3k 3k 3k ok sk 3k sk 3k sk sk ok 3k ok 3k ok ok sk ok sk ok sk 3k ok sk ok ok ok ok ok ok ok skok sk sk sk sk ok ok

%5355 ): 110 1 140 Ebgp 5% %;140,120,100 2 [8] Ibgp £ EE;

[R5 HI): I6F BGP B H1iE &5 R )
(7£ 100/120 2% %% Ping i 1.1.1.1)

[EKRE )
110: bgp 100
network 1.1.1.1 255.255.255.255
undo synchronization
group 200 external
peer 25.25.25.1 group 200 as-number 200
interface LoopBack0
ip address 1.1.1.1 255.255.255.255
140: bgp 200

import-route direct

undo synchronization

group 100 external

peer 25.25.25.2 group 100 as-number 100

group 200 internal
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DEEREOOREREORHa (1 ¢4 R FTiZ T ARP 7S B 52 b MR U S i
7Z peer +ip Hilik+next-hop-local)

peer 12.12.12.1 group 200

peer 23.23.23.2 group 200

100:

bgp 200
network 12.0.0.0
undo synchronization
group 200 internal
peer 12.12.12.2 group 200
peer 13.13.13.2 group 200

120: bgp 200
undo synchronization
group 200 internal
peer 13.13.13.1 group 200
peer 23.23.23.1 group 200

3k 3k 3k 3k 3k 3k ok 3k 3k sk 3k 5k 3k ok sk ok ok ok sk ok ok sk ok 5k 3k ok sk 3k sk ok sk 3k sk 3k ok 3k sk sk ok 3k 3k 3k 3k ok sk ok ok 3k ok sk ok 3k ok sk 3k ok sk ok sk ok sk 3k ok sk ok ok ok ok ok ok ok skok sk sk sk sk k ok

100:[R-1]dis bgp routing-table

Network NextHop MED LocPrf PrefVal Path/Ogn
*>11.1.1.1/32 12.12.12.2 0 100 0 100i
*712.12.12.0/30 12.12.12.2 100 0 ?
*712.12.12.1/32 12.12.12.2 100 0 ?
*>i23.23.23.0/30 12.12.12.2 100 0 ?
*>i23.23.23.2/32 12.12.12.2 100 0 ?

*>} 25.25.25.0/30 12.12.12.2 100 0 ?
*i192.168.1.0 12.12.12.2 100 0 ?

140:[R-2]dis bgp routing

Dest/Mask Next-Hop Med Local-pref Origin Path
#n 1.1.1.1/32 25.25.25.2 0 0 IGP 100
#M 0 12.12.12.0/30 0.0.0.0 0 100 INC
#n 0 12.12.12.1/32 0.0.0.0 0 100 INC
#n 23.23.23.0/30 0.0.0.0 0 100 INC
#n 23.23.23.2/32 0.0.0.0 0 100 INC
#n  25.25.25.0/30 0.0.0.0 0 100 INC
#” 192.168.1.0 0.0.0.0 0 100 INC

110:[R-5]dis bgp routing
Dest/Mask Next-Hop Med Local-pref Origin Path
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1.1.1.1/32
12.12.12.0/30
12.12.12.1/32
23.23.23.0/30
23.23.23.2/32
25.25.25.0/30
192.168.1.0

EEFI]:

0.0.0.0

25.25.25.1
25.25.25.1
25.25.25.1
25.25.25.1
25.25.25.1
25.25.25.1

O O © o o o o

100

©O O O o o o

IGP
INC
INC
INC
INC
INC
INC

200
200
200
200
200
200

1:7 140 F'E%E T —Bk A Hi(peer 200 next-hop-local); 75 | 100 F1 120

B EAE 24 1.1.1.1 FIER T —BbAS A% ;3 RO B AN 2 BT R B o
2:7E 140 K% A:import-route direct i} ;#E 100Ping /& 1.1.1.1 I EH?

HA 110 E¥E E 12.12.12.0 BRI B
3:7F 100 %i A\ : import-route direct; =4E 12.12.12.0 ) F —BkJ& 0.0.0.0?

JRA:?

Network

*>i1.1.1.1/32

*>
*>
*>
*>
*>
*>
*>
*>
*>
*>

*>

12.12.12.0/30
12.12.12.1/32
12.12.12.2/32
13.13.13.0/30
13.13.13.1/32
13.13.13.2/32
14.14.14.0/30
14.14.14.1/32
14.14.14.2/32
192.168.1.0
192.168.1.100/32

NextHop

12.12.12.
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

0.0.0.0
0.0.0.0

2

MED LocPrf
0 100

O O O O O 0o o o o

oo

0

PrefVal Path/Ogn

100i

O O O 0O o o o o o
N VY Y Y Y Y Y Y Y

o

o
~J

~

4:7F£100 undo import-route direct;7E 100 %i A\ network 12.12.12.0 30;

Network  NextHop

*>11.1.1.1/32 12.12.12.2

4B 12.12.12.0 I H ?

H3CSE SL56 F Mt

RO 52

MED

0

1 3%

[‘,)II\L

LocPrf

100

tH ERHEE I O

0

PrefVal Path/Ogn

100i
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SEI 25—— BGP BEE

EZENZDE
H3C
AS 200 R4 130
R1 100 =2
sa ROUTER
S $5/23234 342 AS 10
SES5/1 131343 1
AS 2000

S30 13.13.13,.2

5o/2 34.34/34 1

(SR HEK]

1. WUEERB TR AS T IBGP 2 HIE;
2. XHE BGP 18 B A K4 E
(%A E ):
R bgp 100
Group as200 external (¥MFF)
Peer 34.34.34.1 group as-number . /R4 Pk 05 48 [ B BE 1D B Y

AS 5
R3120; bep 2000

Confederatin id200 : FtEE:H ID £ X MK AS B55
Confederation peer-392008 i E R MOMAHIT: AS B

Group as100 external (#MF)

Group as2002 external (#M¥)

Group as2000 internal (%K)

Peer 34.34.34.2 group as100 as-number 100 : F54F/E R4 130
Peer 13.13.13.1 group as2000 : ¥84%/E R1100
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Peer 23.23.23.1 group as-number 2002 : T84FE R2140

R240%bep 2002

Confederation peer-as 2000

Group as2000 external (#M&F)

Group as2002 internal (P EF)

Peer 23.23.23.2 group as2000 as-number 2000
Peer 25.25.25.2 group as2002

REE00! bep 2000

Group as2000 internal (PNER)

Peer 13.13.13.2 group as2000
KkKCERT AS BEREEE: TR HRERRE
R5110{ bgp 2002

Group as2002 internal (PNER)

Peer 25.25.25.1 group as2002

3k 3k 3k 3k 3k 3k ok 3k ok sk 3k 5k 3k 3k sk ok sk 3k sk ok ok 3k ok 3k ok ok ok 3k sk 3k sk 3k sk 3k sk 3k sk sk 3k sk 3k ok ok ok sk ok %k 3k 3k sk ok ok ok ok ok ok 3k ok 3k ok sk 3k %k ok ok ok ok ok ok ok ok skk ke k

[ ﬁni\%ﬂ ] 7E R4 130 5| N—%% 21..1.1.0 24 I

(FEE]
R4130:

ip route-static 210.1.1.0 24 NULLO
bgp 100
import-route static

EAB AL, FrAESR e R T —Bk;
Peer 13.13.13.1 next-hop-local  :F&7# N —Bk4E R1 100
Peer 23.23.23.1 next-hop-local  :F§74#F—BkfE R2 140

Peer 25.25.25.2 as-2002 next-hop-local :3g 743 F —Bk{E R5 110
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SEIS 26—— BGP ARG

(€ZENZIDE

LOOP 100
100.100.100.100 32

160

/
T

S o
e

/ BGP 1[}[}\\ / 100

BGP 200

LOOP 100

200.200.200.200 32/
T

[SLRECE ):

1602 bgp 100

network 100.100.100.100 255.255.255.255

undo synchronization

peer 12.12.12.2 as-number 200
peer 14.14.14.2 as-number 200
group 200 external

peer 14.14.14.2 group 200
peer 12.12.12.2 group 200
interface LoopBack100

ip address 100.100.100.100 255.255.255.255

1702 bgp 200

undo synchronization
peer 12.12.12.1 as-number 100
group 100 external
peer 12.12.12.1 group 100
group 200 internal
peer 23.23.23.2 group 200
peer 23.23.23.2 next-hop-local
1902 bgp 200
undo synchronization
peer 14.14.14.1 as-number 100
group 200 internal
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peer 34.34.34.1 group 200
peer 34.34.34.1 next-hop-local

group 100 external
peer 14.14.14.1 group 100
1802 bgp 200
network 200.200.200.200 255.255.255.255
undo synchronization
group 200 internal
peer 23.23.23.1 group 200
peer 34.34.34.2 group 200
interface LoopBack100
ip address 200.200.200.200 255.255.255.255
S AR TE S SR AT B B 3R
- [R-1]dis bgp rou
BGP Local router ID is 192.168.1.160
Status codes: * - valid, > - best, d - damped,

h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrf Prefval Path/Ogn
*> 100.100.100.100/32 0.0.0.0 0 0 i
*> 200.200.200.200/32 12.12.12.2 0 200i

14.14.14.2 0 200i

*
-[R-3]dis bgp rou

BGP Local router ID is 192.168.1.180
Status codes: * - valid, > - best, d - damped,

h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrf PrefVal Path/Ogn
*>i 100.100.100.100/32 23.23.23.1 0 100 0 100i
*i 34.34.34.2 0 100 0 100i
*> 200.200.200.200/32 0.0.0.0 0 0 i
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Sedevr: B X HEH R ERBEER:
-[R-1]dis bgp rou

BGP Local router ID is 192.168.1.160

Status codes: * - valid, > - best, d - damped,

h - history,

i - internal, s - suppressed, S - Stale

Origin : i - IGP, e - EGP, ? - incomplete

Network NextHop
*> 100.100.100.100/32 0.0.0.0
*> 200.200.200.200/32 12.12.12.2

* 14.14.14.2

-[R-3]dis bgp rou

BGP Local router ID is 192.168.1.180
Status codes: * - valid, > - best, d - damped,

h - history,

MED

LocPrf PrefVal Path/Ogn
0 i
0 200i
200i

i - internal, s - suppressed, S - Stale

Origin : i - IGP, e - EGP, ? - incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
*>i100.100.100.100/32 34.34.34.2 50 100 0 100i
*i 23.23.23.1 100 100 100i
*> 200.200.200.200/32 0.0.0.0 0 0 i

Yedc¥c: 160 F] 200.200.200.200 & H M 190 7E;H LT LR ¥

1):7F 180 _I- {5 FH SR B ;(export)
- acl number 2000
rule 0 permit source 200.200.200.200 0
route-policy 1 permit node 0
if-match acl 2000
apply cost 50
peer 23.23.23.1 route-policy 1 export

- [R-1]dis bgp rou
BGP Local router ID is 192.168.1.160
Network NextHop MED
*> 100.100.100.100/32 0.0.0.0
*> 200.200.200.200/32 12.12.12.2

* 14.14.14.2

- [R-2]dis bgp rou

H3CSE SEIGTFM IR 3 1B %
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BGP Local router ID is 192.168.1.170

Network NextHop MED LocPrf Prefval Path/Ogn
*>  100.100.100.100/32 12.12.12.1 0 0 100i
*>{200.200.200.200/32 23.23.23.2 50 100 0 i

- [R-4]dis bgp rou
BGP Local router ID is 192.168.1.190

Network NextHop MED LocPrf PrefVal Path/Ogn
*> 100.100.100.100/32 14.14.14.1 0 0 100i
*>{200.200.200.200/32 34.34.34.1 0 100 0 i

2):7E 160 {5 B SR (import)
-acl number 2001
rule 0 permit source 200.200.200.200 0

rule 1 deny

- [R-1]dis bgp rou
BGP Local router ID is 192.168.1.160
Network NextHop MED LocPrf Prefval Path/Ogn
*> 100.100.100.100/32 0.0.0.0 0 0 i
*> 200.200.200.200/32 14.14.14.2 50 0 200i
* 12.12.12.2 100 0 200i
3):7E 170 122 med & 100; [R-2-bgp]default med 100

4):7£ 170 L HSKIEE 2L med 24 100;

170: acl number 2000
rule 0 permit source 200.200.200.200 0
route-policy 1 permit node 0
if-match acl 2000
apply cost 100
[R-2-bgp]peer 12.12.12.1 route-policy 1 export

160: [R-1]dis bgp rou
BGP Local router ID is 192.168.1.160
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Network NextHop MED LocPrf PrefVal Path/Ogn
*> 100.100.100.100/32 0.0.0.0 0 0 i
*> 200.200.200.200/32 14.14.14.2 0 200i
* 12.12.12.2 100 0 200i
BGP BRIk IR)F

R T —BA A, AHET—B.

AR B e KA E R #84E. WEIGHT  preferred-value

NS 2 R A [FRE AR, ARG R A s A AR e 2 % B . LOCAL  PREF
NS 2 56 0% tHA AH F A AR e 2, PRORIEHOR B T A 2% th 2% 1) BGP B H .
NGRS B R AT B R AS FRAC R

W FIE IS AR A, PR BRA RIKZ X 4 (MED) KB4,
iR MED MIA],  AMEBEE AR L N AR AR A SE I B

« WiR MED M, ek BoE S il 1IGP 48 f& 42

10. i MED 15 AHIE, ARSEIEE— B A &K BGP 4% ID ML,

© P NN KON E

BGP B3 B AL N
BGP %% R SRS
T H AT SEEL G, BGP &£t i SRELAN R S0 -

HEHREFT Bk (NEXT_HOP) AATIkfIEEH;
ik Preferred-value 18 iz K 8% Hi 5
kAR S5 2% (LOCAL_PREF) &1
Lwvisk SEiv st

ik AS 1% (AS_PATH) B4 ik
Wik FE ORIGIN 2674 IGP. EGP. Incomplete (¥ H;
3% MED 1B 5% (1 146 Hi 5

WIRIEFEN EBGP. BXHE. IBGP R H
i — Bk Cost 1 A AR H ;

% CLUSTER_LIST K JiF B 46 A % 1

1% ORIGINATOR_ID #t/MNHI % Hi

flLi% Router 1D /N % 28 A 18 H -

It 3 btk 5% /) BRI K S5 A R AT TR 4% EH o

H3CSE SEIGTFM VR IITH 32 fea tH BRI Hracs

WA B8R A FFER AS K, ik iUh B ikJagmty (IGP (EGP (INCOMPLETE)

74



H3CSE L +E &4

201145 H 24 H

SEIY 27—— BGP BHERS

(€ZENZIDE

P

BGP 100 \\

BGP 200

LOOP 192.168.1.1 3 g

&

LOOP 192.168.1.2 32 o

&

LOOFP 192.1686.1.3 32 :}
\ "
=k

[SLREE )

110: interface LoopBack1l
ip address 192.168.1.1 255.255.255.255
interface LoopBack2
ip address 192.168.1.2 255.255.255.255
interface LoopBack3
ip address 192.168.1.3 255.255.255.255
bgp 100
import-route direct
undo synchronization
peer 15.15.15.2 as-number 200
group 200 external
peer 15.15.15.2 group 200

[R-150]dis bgp rou

*
*
*
*>
*>

*>

Network NextHop MED
15.15.15.0/30 15.15.15.1 0
15.15.15.2/32 15.15.15.1 0
192.168.1.0 15.15.15.1 0
192.168.1.1/32 15.15.15.1 0
192.168.1.2/32 15.15.15.1 0
192.168.1.3/32 15.15.15.1 0

N ARE RERARBAER?

HERE:
[R-110]bgp 100
[R-110-bgp]summary automatic

H3CSE SZIGFM VRT3 ekt |

=T ED L..-'Qs\

€

150

(/’09 25
b S

LocPrf PrefVal Path/Ogn
100?
100?
100?
100?
100?
100?

©O O O o ©o o
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[R-150]dis bgp rou

Network NextHop MED LocPrf PrefVal Path/Ogn
*> 15.0.0.0 15.15.15.1 0 100?
* 192.168.1.0 15.15.15.1 0 0 1007
FHRE:

[R-110]bgp 100
[R-110-BGP]aggregate 192.168.0.0 16

[R-150]dis bgp rou

Network NextHop MED LocPrf PrefVal Path/Ogn
*  15.15.15.0/30 15.15.15.1 0 0 100?
*  15.15.15.2/32 15.15.15.1 0 0 100?
*>  192.168.0.0/16 15.15.15.1 0 0 100?
* 192.168.1.0 15.15.15.1 0 0 100?
*>  192.168.1.1/32 15.15.15.1 0 0 100?
*>  192.168.1.2/32 15.15.15.1 0 0 100?
*>  192.168.1.3/32 15.15.15.1 0 0 100?
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5L 28—— BGP FE

(€ZENZIDE

& AS 100"\ [/~ As200 Y
11.1 /24 11.2 /24
%SU EBGP SUR1

RO 12.2 /24| 81

IB5P

12.1 /24] SO

LOOP 1 LOOP 2

QIJJ 132 2222 :‘y

[ 23 a4 R ): F dampening 4 FISRECE BGP BRI FE: ShEEM T, AN E BGP
PR %4 R %M EBGP 48)E BRI B AT, XT IBGP B H
AT W

l-iﬁﬁﬁﬂﬁlz

interface Serial0/2/0
link-protocol ppp

ip address 11.11.11.1 255.255.255.0
#

bgp 100

dampening

undo synchronization

peer 11.11.11.2 as-number 200
group 200 external

peer 11.11.11.2 group 200
#

interface Serial0/2/0
link-protocol ppp
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ip address 11.11.11.2 255.255.255.0
#
interface Serial0/2/1
link-protocol ppp
ip address 12.12.12.2 255.255.255.0
#
bgp 200
undo synchronization
peer 11.11.11.1 as-number 100
group 100 external
peer 11.11.11.1 group 100
group 200 internal
peer 12.12.12.1 group 200
#

interface Serial0/2/0
link-protocol ppp
ip address 12.12.12.1 255.255.255.0
#
interface LoopBack1l
ip address 1.1.1.1 255.255.255.255
#
interface LoopBack2
ip address 2.2.2.2 255.255.255.255
#
bgp 200
network 1.1.1.1 255.255.255.255
network 2.2.2.2 255.255.255.255
undo synchronization
group 200 internal
peer 12.12.12.2 group 200
#

B BC B I B 1B BR B3R
[RO-bgp]dis ip routing-table
Routing Tables: Public
Destinations : 7 Routes : 7

Destination/Mask Proto Pre Cost

1.1.1.1/32 BGP 255 0

H3CSE s236 Tt YT 3%

1 3%
=

NextHop

11.11.11.2

At BRI O

Interface

S0/2/0
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2.2.2.2/32 BGP 255 0 11.11.11.2 S0/2/0
11.11.11.0/24 Direct 0 0 11.11.11.1 so0/2/0
11.11.11.1/32 Direct 0 0 127.0.0.1 InLoop0
11.11.11.2/32 Direct 0 0 11.11.11.2 so0/2/0
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop0

[RO-bgp]dis bgp routing-table

Total Number of Routes: 2

BGP Local router ID is 11.11.11.1

Status codes: * - valid, > - best, d - damped,
h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
*> 1.1.1.1/32 11.11.11.2 0 200i
*>2.2.2.2/32 11.11.11.2 0 200i

MEZHEHEERIR: <MH P BHRECENFE 12 KEET ;>
[RO]dis bgp routing-table

Total Number of Routes: 2

BGP Local router ID is 11.11.11.1

Status codes: * - valid, > - best, d - damped,
h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
. 1.1.1.1/32 11.11.11.2 0 200i
. 2.2.2.2/32 11.11.11.2 0 200i
RN = 1R P 2 T SR B

[RO]dis ip routing-table
Routing Tables: Public

Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost NextHop Interface
11.11.11.0/24 Direct 0 0 11.11.11.1 S0/2/0
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11.11.11.1/32 Direct0 0 127.0.0.1
11.11.11.2/32 Direct0 0 11.11.11.2
Hfl R2 YRR ESE UP/DOWM;

A PLFE R2 _E /Y s0/2/0 0 H.:

[H3C-Serial0/2/0]shutdown
[H3C-Serial0/2/0]un sh
[H3C-Serial0/2/0]un shutdown
[H3C-Serial0/2/0]sh
[H3C-Serial0/2/0]shutdown
[H3C-Serial0/2/0]un sh
[H3C-Serial0/2/0]un shutdown
[H3C-Serial0/2/0]sh
[H3C-Serial0/2/0]shutdown
[H3C-Serial0/2/0]sh
[H3C-Serial0/2/0]un sh
[H3C-Serial0/2/0]un shutdown
[H3C-Serial0/2/0]sh
[H3C-Serial0/2/0]shutdown
[H3C-Serial0/2/0]un sh
[H3C-Serial0/2/0]un shutdown
[H3C-Serial0/2/0]sh
[H3C-Serial0/2/0]shutdown
[H3C-Serial0/2/0]un sh
[H3C-Serial0/2/0]un shutdown
[H3C-Serial0/2/0]sh
[H3C-Serial0/2/0]shutdown
[H3C-Serial0/2/0]un sh
[H3C-Serial0/2/0]sh
[H3C-Serial0/2/0]un sh
[H3C-Serial0/2/0]sh
[H3C-Serial0/2/0]un sh
[H3C-Serial0/2/0]sh
[H3C-Serial0/2/0]un sh
[H3C-Serial0/2/0]sh
[H3C-Serial0/2/0]un sh

2 JEEIE#E RO LERISE .

H3CSE SEIGTFM VR IITH 32 fea tH BRI Hracs

InLoopO
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SEid 29—— BGP [G)36

€73 B
B H=2C
()
i BGP 200 R4 (130)
A e |
s - \
$5/0 [12.12.12.1 AR
BGP 100 - %
S511 13.13.13.1 -
L% B o |
)
R5 (110) S5/0 1343.13.2
- |
X IR
ROUTER 0 2525252 S5/1 93,9393 34.39.34.1 S5/2
el /123.23.23 2>l
_. D1 2525 25\ \aRbal 510 122 5171 23 1\aliha
LOOP D R2 (140) R3 (120
022232

[ REY R HERFERLE 100 &6 £4E 2.2.2.2 FBgH (100 &FH )5 BGP); FiLh
120 7E4E 2.2.2.2 £545 130 B R38R BERBHARE SRS 2.2.22 WEHRRT
X (EERE IGP SR BHFAEXFRE); WRAWE; 120 NALETX
FA%% 130; BIIRERDSIFERBLT:
[EKRE )
- interface LoopBack0
ip address 2.2.2.2 255.255.255.255
bgp 100
network 2.2.2.2 255.255.255.255
undo synchronization
group 200 external
peer 25.25.25.1 group 200 as-number 200

R2/340} bgp 200

undo synchronization

group 100 external

peer 25.25.25.2 group 100 as-number 100
group 200 internal

peer 200 next-hop-local

peer 13.13.13.2 group 200
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ospfl
area 0.0.0.0
network 12.12.12.0 0.0.0.3

- ospf1
area 0.0.0.0
network 12.12.12.0 0.0.0.3
network 13.13.13.0 0.0.0.3
RI126¢ bep 200
synchronization
peer 34.34.34.2 as-number 300
group 200 internal
peer 12.12.12.2 group 200
group 300 external
peer 34.34.34.2 group 300
ospfl
area 0.0.0.0
network 13.13.13.0 0.0.0.3
RAA30: bep 300
undo synchronization
peer 34.34.34.1 as-number 200
group 200 external
peer 34.34.34.1 group 200
[SERIF ) BAEEFPRIARASIFT: (undo synchronization)
130: [R-4]dis bgp rou
Network NextHop MED LocPrf PrefVal Path/Ogn
*>2.2.2.2/32 34.34.34.1 0 200 100i
A ping25.25.25.2 & A EN;
JREH: 100 ¥FH %4 25.25.25.0 FIHEH;

-[R-1]dis ip rou

Destination/Mask Proto Pre Cost NextHop Interface
12.12.12.0/30 Direct 0 0 12.12.12.1 $5/0
12.12.12.1/32 Direct 0 0 127.0.0.1 InLoopO
12.12.12.2/32 Direct 0 0 12.12.12.2 $5/0
13.13.13.0/30 Direct 0 0 13.13.13.1 S5/1
13.13.13.1/32 Direct 0 0 127.0.0.1 InLoopO
13.13.13.2/32 Direct 0 0 13.13.13.2 S5/1
14.14.14.0/30 Direct 0 0 14.14.14.1 S5/3
14.14.14.1/32 Direct 0 0 127.0.0.1 InLoopO
14.14.14.2/32 Direct 0 0 14.14.14.2 S5/3

H3CSE SEIGTFM VR IITH 32 fea tH BRI Hracs

82



H3CSE L +E &4

201145 H 24 H

1F 120 FFB 2 : ([R-3-bgplsynchronization)
130: [R-4]dis bgp rou
Total Number of Routes: 0
[fFRFEIRINEY: LIRS
2.4 BGP F A\ 2| OSPF
3.IBGP &= H.i%

H3CSE SE36 M IR 32 AL st BRI H 0
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SzL% 30—— BGP [F] B R g

[EZENSDE

LOOP 0 1.1.1.1 H3C

BGP 200

1602 bgp 100

network 1.1.1.1 255.255.255.255
undo synchronization
peer 12.12.12.2 as-number 200
group 200 external
peer 12.12.12.2 group 200
interface LoopBack0
ip address 1.1.1.1 255.255.255.255
1702 bgp 200
undo synchronization
peer 12.12.12.1 as-number 100
group 100 external
peer 12.12.12.1 group 100
group 200 internal
peer 40.1.1.2 group 200
peer 40.1.1.2 next-hop-local
[OSPFECE ): ospf1l
area 0.0.0.0
network 20.1.1.0 0.0.0.3

84

H3CSE L6 Tt UM 32 A sttt BRI oy



H3CSE L8 S H 2011 4E 5 H 24 [

180: bgp 200
network 34.34.34.0 255.255.255.252
undo synchronization
peer 34.34.34.2 as-number 300
group 200 internal
peer 20.1.1.1 group 200
group 300 external
peer 34.34.34.2 group 300
[OSPFECE ): ospfl
area 0.0.0.0
network 40.1.1.0 0.0.0.3
211: ospfl
area 0.0.0.0
import-route static
network 20.1.1.0 0.0.0.3
network 40.1.1.0 0.0.0.3

ip route-static 1.1.1.1 255.255.255.255 20.1.1.1
ip route-static 34.34.34.0 255.255.255.252 40.1.1.2
190: bgp 300
network 34.34.34.0 255.255.255.252
undo synchronization
peer 34.34.34.1 as-number 200
group 200 external
peer 34.34.34.1 group 200
130: [R-4]dis bgp rou
Total Number of Routes: 0

2.4E BGP F A\ | OSPF H
[R-2-ospf-1]import-route bgp
3.1BGP £ H %

FEEE: &8 IGP Z BT 170 A1 180 ) BGP 4F/E & down ), FAMAIZIAITCIER L tep
E.
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SEL 31—— BGP [FB R T

(€ZENZIDE

[s2363A55 ). 140 A 130 Z B2 IBGP 55 %; 140 F 100 F1 130 2 [A]iz4T IGP;
[ HBY: 120 % Ping & 1.1.1.1

[EKRE )
-interface LoopBack0
ip address 1.1.1.1 255.255.255.255
bgp 100

network 1.1.1.1 255.255.255.255

undo synchronization

group 200 external

peer 25.25.25.1 group 200 as-number 200
1402 bgp 200

Preferences 100 100 100

undo synchronization

group 100 external

peer 25.25.25.2 group 100 as-number 100

group 200 internal

peer 200 next-hop-local

peer 14.14.14.2 group 20

ospfl

import-route static(f 1.1.1.1 A 45 3] OSPF X 3+, i IGP B 188 &3P > |

Jl2 3 )|
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Path

area 0.0.0.0
network 12.12.12.0 0.0.0.3
ip route-static 1.1.1.1 32 25.25.25.2

-ospf 1

area 0.0.0.0
network 12.12.12.0 0.0.0.3
network 14.14.14.0 0.0.0.3

1302 bgp 200

network 34.34.34.0 255.255.255.252

preferences 100 100 100

undo synchronization

peer 34.34.34.1 as-number 300

group 300 external

peer 34.34.34.1 group 300

group 200 internal

peer 12.12.12.2 group 200

peer 12.12.12.2 next-hop-local(Jtfr&-HR K%, F B 140 TLiE2E T 34 B HI#E
)

ospfl

area 0.0.0.0

network 14.14.14.0 0.0.0.3

1202 bgp 300

network 34.34.34.0 255.255.255.252
undo synchronization

peer 34.34.34.2 as-number 200
group 200 external

peer 34.34.34.2 group 200

VEREI:AE 130 L undo peer 12.12.12.2 next-hop-local
140: [R-2]dis bgp routing

Dest/Mask Next-Hop Med Local-pref Origin
#n 0 1.1.1.1/32 0.0.0.0 0 100 INC
#1 14.14.14.2 0 100 INC
# 25.25.25.2 0 0 IGP 100
#n134.34.34.0/30 34.34.34.1 0 100 IGP 300

AR BB 140 KB HREE 34 HIEEH .
fE 140 E /5 BGP FEHHE reset bgp all
140: <R-2> dis bgp routing
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Flags: # - valid A - active I - internal
D - damped H - history S - aggregate suppressed
Dest/Mask Next-Hop Med Local-pref Origin
Path
#n 0 1.1.1.1/32 0.0.0.0 0 100 INC
# 25.25.25.2 0 0 IGP
100

LR AR A BRI ERIR, BEE 130 EBUHEEAMANT—BE 140
I BGP A2 34 MERIBRH, AR T—BhAmIE,
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SELS 32—— BGP K EIE &5 5 )

BGPi&E & & | H3C

1. BEIREN, BeP Speaker AARKMZA A #H
2.  BGP Speaker B A C{FAMERIAL SHSB .
3. BGP Speaker \EBGPERISHIERHS MEiascri stk (8%

EBGP#11BGP >

4. BGP Speaker M\ |BGPIETSAY G H A 515 BY | BaP4H S4B & (BaPK -
SH-BRD

5. BGP Speaker M\ |BGPIEFSAY G H 2 il &% CHIEBGPHH S EE MK I16P
Fpapr E TR Ak RE

6. PEB—HESI, BGP SpeakerBIBE CHTABPIEHIA S HIHS K

(€ZENZIDE

100

' P
S5/0 12.12.12. 1 flac s

B 13.13.1
10 m 1L
= — o
e b :
r |Ebgp R
B &
i\) L
5/0 13.13.13.2
LSoP 0 S5/1 23.23.23 2 S
14143 s
120
AS 100 AS 200

[SEi H ) I6E BGP B pil & JR U 58 — 2k AN DU 4%
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Yedede: 4. BGP Speaker RIEH Ot KB il &5 A HH 4R K

[SLRECE ):

1102 bgp 100

network 1.1.1.1 255.255.255.255

undo synchronization
group 200 external

peer 25.25.25.1 group 200 as-number 200

interface LoopBack0

ip address 1.1.1.1 255.255.255.255

1402 bgp 200

undo synchronization

group 100 external

peer 25.25.25.2 group 100 as-number 100

group 200 internal
peer 12.12.12.1 group 200
peer 23.23.23.2 group 200

1002 bgp 200

network 13.13.13.0 255.255.255.252

undo synchronization
group 200 internal

peer 12.12.12.2 group 200
peer 13.13.13.2 group 200

1202 bgp 200

network 13.13.13.0 255.255.255.252

undo synchronization
group 200 internal

peer 13.13.13.1 group 200
peer 23.23.23.1 group 200

- [R-2]dis bgp rou

Dest/Mask Next-Hop Med Local-pref Origin Path
#n o 1.1.1.1/32 25.25.25.2 0 0 IGP 100
#n113.13.13.0/30 12.12.12.1 0 100 IGP
- [R-5]dis bgp rou

Dest/Mask Next-Hop Med Local-pref Origin Path
#n o 1.1.1.1/32 0.0.0.0 0 100 IGP
#n  13.13.13.0/30 25.25.25.1 0 0 IGP 200

(26455 ). HSEIRIUE T BGP Speaker RiEH CAF HRIM @S A M4814;140 FHT
13.13.13.0 & H; FrLVETE 13.13.13.0 BHES L T 110;

H3CSE s236 Tt YT 3%

R

HtH BRI A0
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€1) # 100 EAS network 13.13.13.1:

Network NextHop MED LocPrf PrefVal Path/Ogn

i1.1.1.1/32 25.25.25.2 0 100 0 100i
*>2.2.2.2/32 0.0.0.0 0 0 i
*713.13.13.0/30 13.13.13.2 0 100 0 i

FA4*i13.13.13.0/30 AR B K?
RRIX 26 % B2 M BGP SBJE222M, HARLH N 255, TMAH 13.13.13.0/30 HEEMR LK
N0, LA BGP B A EREM BRI EIEKH;

€2) # 100 _E network 13.13.13.1:

Network NextHop MED LocPrf PrefVal Path/Ogn
i1.1.1.1/32 25.25.25.2 0 100 0 100i
*>2.2.2.2/32 0.0.0.0 0 0 i
*>  13.13.13.0/30 0.0.0.0 0 0 i
*i 13.13.13.2 0 100 0

U, BGP MAHh IGP 1 BGP 48fE AR T LA 4E 13.13.13.0 /30, JLH} BGP {R5EEFE M A Hh
4R ) BGP % H s (R #%% 13.13.13.0/30 3% HH IR 6% 4N 255, BGP AR$E A Huih R AR 1% )

Yoo ZEUSk: BGP Speaker M IBGP K75 i EHA H'E HY IBGP #HARMKE E (BGP 7KF4
B-FRHIT )
[ERAE )

1102 |bgp 100
network 1.1.1.1 255.255.255.255
undo synchronization
group 200 external
peer 25.25.25.1 group 200 as-number 200
interface LoopBack0
ip address 1.1.1.1 255.255.255.255

1403 |bgp 200
undo synchronization
group 100 external
peer 25.25.25.2 group 100 as-number 100
group 200 internal
peer 12.12.12.1 group 200
peer 23.23.23.2 group 200

1003 |bgp 200
network 2.2.2.2 255.255.255.255
network 13.13.13.0 255.255.255.252
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undo synchronization

group 200 internal

peer 12.12.12.2 group 200

peer 13.13.13.2 group 200

interface LoopBack0

ip address 2.2.2.2 255.255.255.255
1202 bgp 200

network 13.13.13.0 255.255.255.252

undo synchronization

group 200 internal

peer 13.13.13.1 group 200

peer 23.23.23.1 group 200

[R5 R ) MSEIBRE T BGP Speaker M IBGP 3R E% A B ) IBGP AHAR{AIE 25
140 M\ 100 23 2.2.2.2 BEH; BASEL 120 19; BN 120 £ 140 [1) IBGP

RS
- [R-2]dis bgp rou
Dest/Mask Next-Hop Med Local-pref Origin Path
#n 0 1.1.1.1/32 25.25.25.2 0 0 IGP 100
#712.2.2.2/32 12.12.12.1 0 100 IGP
- [R-3]dis bgp rou
Network NextHop MED LocPrf PrefVal Path/Ogn
i1.1.1.1/32 25.25.25.2 0 100 0 100i

H3CSE SL56 F Mt
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St 33—— BGP 3 A

(EZENSDE

/ AS 100

L

LOOP 1 11.1 /24 1.2/ LOOP 1
1.1.1.1/32 0 |gep S0 2.222/32
RO R1

N

4

[ZZREM]: SREABART, BGP ARV EHBETI AT BGP HHRF . WTLAIET
default-route imported R¥FEHE BB 5] A2 BGP BrHFKH; default-route
imported AT & AEESI NG BEE, WRES AGE KD, BIMFEH

import-route 4.
[ E )

bgp 100

default-route imported  //: @& FR AR E BB 5 AR BGP IFH R+

import-route static

undo synchronization

group 100 internal

peer 11.11.11.2 group 100
#

ip route-static 0.0.0.0 0.0.0.0 11.11.11.2
RL:

bgp 100

network 2.2.2.2 255.255.255.255

undo synchronization

group 100 internal

peer 11.11.11.1 group 100

-di bgpro // ABINETHIBEER.
Total Number of Routes: 1

BGP Local router ID is 1.1.1.1

Status codes: * - valid, > - best, d - damped,
h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete

H3CSE SEZIGF M VYT 3 HB gttt AL I oy
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Network NextHop MED LocPrf PrefVal Path/Ogn

*>i2.2.2.2/32 11.11.11.2 0 100 0 i

[RO]idi bgp rou [1:BINJE s R,
Total Number of Routes: 2

BGP Local router IDis 1.1.1.1
Status codes: * - valid, > - best, d - damped,

h - history, i-internal, s - suppressed, S - Stale
Origin :i-IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrf PrefVal Path/Ogn
*>i2.2.2.2/32 11.11.11.2 0 100 0 i
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e 34—— BGP 5 IGP X HILE

(€ZENZIDE

H3C

OSPF Area 0

B.13.13 1
10 m i
= = @
> [Ebgp |
L &
f\) i,
5/0 13.13.13.2

lsm

LOOP 0 S5/1.23.23 23 2 are
AS 100

3k 3k 3k 3k 3k 3k ok 3k 3k sk 3k 5k 3k ok sk ok sk ok ok ok ok sk ok 5k 3k 3k 3k 3k sk ok sk 3k ok 3k ok 3k sk sk ok 3k 3k ok 3k ok sk 3k ok 3k sk sk ok sk ok sk 3k ok ok ok 3k ok sk 3k ok sk ok ok ok ok ok ok ok skok sk sk sk sk ok %k

[RXZ6FF55): 110 1 140 Ebgp 5% %;140,120,100 2 [f] Ibgp 4> 7%:4E;AS200 ' j OSPF;
[RGB Y. HSEILFE 110 B2 Ping i 13.13.13.0 WEX;

[EKE )
110 bgp 100
network 1.1.1.1 255.255.255.255
undo synchronization
group 200 external
peer 25.25.25.1 group 200 as-number 200
interface LoopBack0
ip address 1.1.1.1 255.255.255.255

140! bep 200
import-route direct

undo synchronization

group 100 external

peer 25.25.25.2 group 100 as-number 100
group 200 internal

95

H3CSE L6 Tt UM 32 A sttt BRI oy




H3CSE L8 S H 2011 4E 5 H 24 [

DEEREOOREREORHa (1 ¢4 R FTiZ T ARP 7S B 52 b MR U S i
7Z peer +ip Hilik+next-hop-local)
peer 12.12.12.1 group 200
peer 23.23.23.2 group 200

IBOROUISISPN : i OSPF 5\ BGP ;
[ospPF Bt & ):

ospfl

area 0.0.0.0

network 12.12.12.0 0.0.0.3
network 23.23.23.0 0.0.0.3

bgp 200
network 12.0.0.0
undo synchronization
group 200 internal
peer 12.12.12.2 group 200
peer 13.13.13.2 group 200
[osPF AL & :
ospfl
area 0.0.0.0
network 12.12.12.0 0.0.0.3
network 13.13.13.0 0.0.0.3
120 bgp 200
undo synchronization
group 200 internal
peer 13.13.13.1 group 200
peer 23.23.23.1 group 200
[osPF AL & :
ospf 1l
area 0.0.0.0
network 13.13.13.0 0.0.0.3
network 23.23.23.0 0.0.0.3

3k 3k 3k 3k 3k 3k ok 3k 3k ok 3k 5k 3k ok sk ok 3k 3k sk ok ok sk ok 5k 3k ok sk 3k sk ok sk 3k sk 3k ok 3k sk sk 3k 3k 3k ok 3k ok sk ok ok 3k sk sk ok 3k ok 3k 3k ok sk ok sk ok sk 3k ok sk ok ok ok ok ok ok ok skosk sk sk sk sk ok ok

[RZR 57 ):
110: [R-2]dis ip rou
Destination/Mask  Protocol Pre Cost Nexthop Interface
1.1.1.1/32 DIRECT 0 0 127.0.0.1 InLoopBack0
13.13.13.0/30 BGP 256 3124 25.25.25.1 Ethernet0/1
25.25.25.0/30 DIRECT 0 0 25.25.25.2 Ethernet0/1
25.25.25.2/32 DIRECT 0 0 127.0.0.1 InLoopBackO0

1: R4 110 BH % 12.12.12.0 MR H?
%: FN12.12.12.0 1 140 R EIEN; COST LM OSPF 223 1B ik RIBEE S HiE
BRI BRIE4 BGP 48fF; FTLA 140 R&IEM OSPF £ E(f1) 12.12.12.0 ££45 110;
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2: 140: dis bgp rou

H#A
H#A
H#A
H#A
H#A
H#A
H#A

[ k7r2). #E 140 ) BGP FLE T I AEZE: [R-2-bgplimport-route direct

Local-pref Origin Path

Dest/Mask Next-Hop Med

1.1.1.1/32 25.25.25.2 0 0
12.12.12.0/30 0.0.0.0 0 100
12.12.12.1/32 0.0.0.0 0 100
13.13.13.0/30 0.0.0.0 3124 100
23.23.23.0/30 0.0.0.0 0 100
23.23.23.2/32 0.0.0.0 0 100
25.25.25.0/30 0.0.0.0 0 100

AR AT —BkE R E?
H3CSE SEEe- T IRYITT 57 At BRI g

IGP
INC
INC
INC
INC
INC
INC

100
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SeIy 35—— BGP F—Bk (NEXT_HOP) Bt

(€ZENZIDE

LOOP 1
124 10.10.10.10 /32

111111

13.13.13.2 /24
50

o 13.13.13.1 /24
—<

[ HKY Kk BGP T—BUEMEUERE R (ZF) .
[EKRE )
RO: bgp 100
network 10.10.10.10 255.255.255.255
undo synchronization
peer 11.11.11.2 as-number 200
group 200 external
peer 11.11.11.2 group 200

R1: bgp 200

undo synchronization

peer 12.12.12.2 as-number 300
peer 11.11.11.1 as-number 100
group 100 external

peer 11.11.11.1 group 100
group 300 external

peer 12.12.12.2 group 300

R2: bgp 300

undo synchronization
peer 12.12.12.1 as-number 200
group 200 external

98

H3CSE SEZIGF M VYT 3 HB gttt AL I oy



H3CSE L8 S H 2011 4E 5 A 24 [

peer 12.12.12.1 group 200

group 300 internal

peer 13.13.13.2 group 300
R3: bgp 300

undo synchronization

group 300 internal

peer 13.13.13.1 group 300

T—Bk (NEXT_HOP) B
BGP B F—BbE A IGP BIBFITAR, A—Et 2 EEmaEH (P k.
Bk BB E L5 =FF,

[R1]: dibgp rou
Total Number of Routes: 1

BGP Local router ID is 12.12.12.1

Status codes: * - valid, > - best, d - damped,

h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrf PrefVal Path/Ogn

*> 10.10.10.10/32  [dbdid 0 0 100i

[R2]:di bgp rou
Total Number of Routes: 1
BGP Local router ID is 13.13.13.1

Status codes: * - valid, > - best, d - damped,

h - history, i-internal, s - suppressed, S - Stale
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Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrf Prefval Path/Ogn

*> 10.10.10.10/32  [2d2iad 0 200 100i

[R3: ]dibgp rou

Total Number of Routes: 1

BGP Local router ID is 13.13.13.2
Status codes: * - valid, > - best, d - damped,

h - history, i-internal, s - suppressed, S - Stale
Origin : i - IGP, e - EGP, ? - incomplete
Network NextHop MED LocPrf Prefval Path/Ogn
i10.10.10.10/32 1242404 100 0 200 100i
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24 36—— BGP BUR St

[#+E ):
AS 65131
i _,_,-o—'—'_'_'_'_—\_\_\_\_‘__‘“—\_ e

LOCP 1 fat 110211130 G1:10.2.1.2 130 " : LOOP 1
10.1.1.2 132 [ 10.1.1.1 132

LOOF 1 E LOOP 1
10.1.1.3 132 10.1.1.4 132
S:LOOP1:172.1.2.254 132 Q:LO0OP1:192.1.3.254 132

Q:LO0OP2:192.1.2.254 32 SILOOP2:172.1.3.254 /32

(525 B 1 ): BEf$15 R2/R3 %3 R4 i S/Q B i ; BEME1S RA £3) R3 B S/Q BEH.
K-SQE&EEEI:
#
interface Serial0/2/0
link-protocol ppp
ip address 10.2.1.2 255.255.255.252
ospf cost 1
#
interface Serial0/2/1
link-protocol ppp
ip address 10.2.1.9 255.255.255.252
ospf cost 1
#
interface Serial0/2/2
link-protocol ppp
ip address 69.1.1.1 255.255.255.252
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#
interface LoopBack1l
ip address 10.1.1.1 255.255.255.255
#
bgp 65131
reflector cluster-id 2
undo synchronization
group 65131 internal
peer 10.1.1.2 group 65131
peer 10.1.1.2 reflect-client
peer 10.1.1.2 connect-interface LoopBack1l
peer 10.1.1.3 group 65131
peer 10.1.1.3 reflect-client
peer 10.1.1.3 connect-interface LoopBack1l
peer 10.1.1.4 group 65131
peer 10.1.1.4 reflect-client
peer 10.1.1.4 connect-interface LoopBack1l
#
ospf 1l
area 0.0.0.0
network 10.1.1.1 0.0.0.0
network 10.2.1.0 0.0.0.3
network 10.2.1.8 0.0.0.3
network 69.1.1.0 0.0.0.3

#
interface Serial0/2/0
link-protocol ppp
ip address 10.2.1.1 255.255.255.252
ospf cost 1
#
interface Serial0/2/1
link-protocol ppp
ppp mp Mp-group 0
#
interface Serial0/2/2
link-protocol ppp
ppp mp Mp-group 0
#
interface Mp-group0
ip address 10.2.1.5 255.255.255.252

H3CSE L6 Tt UM 32 A sttt BRI oy
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ospf cost 1
#
interface LoopBack1l
ip address 10.1.1.2 255.255.255.255
#
bgp 65131
reflector cluster-id 1
undo synchronization
group 65131 internal
peer 10.1.1.1 group 65131
peer 10.1.1.1 reflect-client
peer 10.1.1.1 connect-interface LoopBack1l
peer 10.1.1.3 group 65131
peer 10.1.1.3 reflect-client
peer 10.1.1.3 connect-interface LoopBack1l
#
ospf 1l
area 0.0.0.0
network 10.1.1.2 0.0.0.0
network 10.2.1.0 0.0.0.3
network 10.2.1.4 0.0.0.3
#

#
interface Serial0/2/0
link-protocol ppp
ip address 10.2.1.10 255.255.255.252
ospf cost 1
#
interface Serial0/2/1
link-protocol ppp
ppp mp Mp-group 0
#
interface Serial0/2/2
link-protocol ppp
ppp mp Mp-group 0
#
interface Mp-group0
ip address 10.2.1.6 255.255.255.252
ospf cost 1
#
interface LoopBack1l

H3CSE L6 Tt UM 32 A sttt BRI oy
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ip address 10.1.1.3 255.255.255.255
#
interface LoopBack10
ip address 172.1.2.254 255.255.255.255
#
interface LoopBack20
ip address 192.1.2.254 255.255.255.255
#
bgp 65131
network 172.1.2.254 255.255.255.255
network 192.1.2.254 255.255.255.255
undo synchronization

group 65131 internal
peer 10.1.1.2 group 65131
peer 10.1.1.2 connect-interface LoopBack1l
peer 10.1.1.1 group 65131
peer 10.1.1.1 connect-interface LoopBack1l
#
ospf 1l
area 0.0.0.0
network 10.1.1.3 0.0.0.0
network 10.2.1.8 0.0.0.3
network 10.2.1.4 0.0.0.3
#

#
interface Serial0/2/0
link-protocol ppp
ip address 69.1.1.2 255.255.255.252
#
interface LoopBack1l
ip address 10.1.1.4 255.255.255.255
#
interface LoopBack10
ip address 172.1.3.254 255.255.255.255
#
interface LoopBack20
ip address 192.1.3.254 255.255.255.255
#
bgp 65131
network 172.1.3.254 255.255.255.255
network 192.1.3.254 255.255.255.255
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undo synchronization

group 65131 internal
peer 10.1.1.1 group 65131
peer 10.1.1.1 connect-interface LoopBack1l
#
ospf 1l
area 0.0.0.0
network 10.1.1.4 0.0.0.0
network 69.1.1.0 0.0.0.3
#
TR RS R
[rt4]dis ip routing-table
Routing Tables: Public

Destinations : 18 Routes : 18
Destination/Mask Proto Pre Cost NextHop Interface
10.1.1.1/32 OSPF 10 1562 10.2.1.13 Tunl
10.1.1.2/32 OSPF 10 1563 10.2.1.13 Tunl
10.1.1.3/32 OSPF 10 1563 10.2.1.13 Tunl
10.1.1.4/32 Direct 0 0 127.0.0.1 InLoop0
10.2.1.0/30 OSPF 10 1563 10.2.1.13 Tunl
10.2.1.4/30 OSPF 10 1564 10.2.1.13 Tunl
10.2.1.8/30 OSPF 10 1563 10.2.1.13 Tunl
10.2.1.12/30 Direct 0 0 10.2.1.14 Tunl
10.2.1.14/32 Direct 0 0 127.0.0.1 InLoop0
69.1.1.0/30 Direct 0 0 69.1.1.2 S0/2/0
69.1.1.1/32 Direct 0 0 69.1.1.1 S0/2/0
69.1.1.2/32 Direct 0 0 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop0
172.1.2254/32  BGP 255 0 10113  Tunl
172.1.3.254/32 Direct 0 0 127.0.0.1 InLoop0
192.1.2254/32  BGP 255 0 10113  Tunl
192.1.3.254/32 Direct 0 0 127.0.0.1 InLoop0

[rt2]dis ip routing-table
Routing Tables: Public
Destinations : 18 Routes : 19
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Destination/Mask

10.1.1.1/32
10.1.1.2/32
10.1.1.3/32
10.1.1.4/32
10.2.1.0/30
10.2.1.1/32
10.2.1.2/32
10.2.1.4/30
10.2.1.5/32
10.2.1.6/32
10.2.1.8/30

10.2.1.12/30
127.0.0.0/8
127.0.0.1/32
172.1.2.254/32

OSPF
Direct 0
OSPF
OSPF
Direct 0
Direct 0
Direct 0
Direct 0
Direct 0
Direct 0
OSPF
OSPF

OSPF
Direct 0
Direct 0
BGP

Proto Pre Cost

10 1
0
10 1
10 1563

©O ©O ©o o o o

10 1563
0
0

255 0

NextHop

10.2.1.2
127.0.0.1
10.2.1.6
10.2.1.2
10.2.1.1
127.0.0.1
10.2.1.2
10.2.1.5
127.0.0.1
10.2.1.6
10.2.1.2
10.2.1.6
10.2.1.2
127.0.0.1
127.0.0.1
10.1.1.3

Interface

S0/2/0
InLoopO
Mp-group0
so0/2/0
S0/2/0
InLoopO
S0/2/0
Mp-group0
InLoopO
Mp-group0
so0/2/0
Mp-group0
S0/2/0
InLoopO
InLoopO
Mp-group0

192.1.2.254/32

BGP

255 0

10.1.1.3

Mp-group0

[rt3]dis ip routing-table

Routing Tables: Public

Destinations : 18

Destination/Mask

10.1.1.1/32
10.1.1.2/32
10.1.1.3/32
10.1.1.4/32
10.2.1.0/30

10.2.1.4/30
10.2.1.5/32
10.2.1.6/32
10.2.1.8/30
10.2.1.9/32
10.2.1.10/32

OSPF
OSPF
Direct 0
OSPF
OSPF
OSPF
Direct 0
Direct 0
Direct 0
Direct 0
Direct 0
Direct 0

H3CSE 236

T

Routes : 19

Proto Pre Cost

10 1
10 1
0
10 1563
10 2
10 2

YT

=4

73['(

NextHop

10.2.1.9
10.2.1.5
127.0.0.1
10.2.1.9
10.2.1.9
10.2.1.5
10.2.1.6
10.2.1.5
127.0.0.1
10.2.1.10
10.2.1.9
127.0.0.1

Egkt BB EZ I o

Interface

so0/2/0
Mp-group0
InLoopO
S0/2/0
S0/2/0
Mp-group0
Mp-group0
Mp-group0
InLoopO
S0/2/0
S0/2/0
InLoopO
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10.2.1.12/30 OSPF 10
127.0.0.0/8 Direct 0
127.0.0.1/32 Direct 0
172.1.2.254/32 Direct 0

1563

10.2.1.9
127.0.0.1
127.0.0.1
127.0.0.1

S0/2/0
InLoopO
InLoopO
InLoop0

192.1.2.254/32 Direct 0

127.0.0.1

InLoop0

H3CSE SL56 F Mt

PRYITIT 32 S B SRR e
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5S4 37—— BGP XU &4 GRE OVER IPSEC

(¥4 E):
AS 65131
LOOP 1 LOOP 1
10.1.1.2132 P ) 10111 132
110
]
£
E GRE| over IPsec
@
=
LOOP 1 LOOP 1
10.1.1.3 132 10.1.1.4 132

S:ILOOP1:172.1.2.254 132 Q:LOOP1:192.1.3.254 132
QILOOP2:192.1.2.254 32 SILOOP2:172.1.3.254 132

[3:5% B 19 ). BAE 545 R2/R3 %3 R4 B/ s/Q B i IEMES R4 £F R3 LI S/Q R M.
H N R1/R4 fN%E
K-SE%‘LEEEL
#
ike peer rt4
pre-shared-key cipher TEZIOUGCmuE=  //:123
remote-address 69.1.1.2
#
ipsec proposal prop
encapsulation-mode transport
#
ipsec policy policy 1 isakmp
security acl 3001
ike-peer rt4
proposal prop
#
acl number 3001
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rule 0 permit ip source 69.1.1.1 0 destination 69.1.1.2 0

#
interface Serial0/2/0
link-protocol ppp
ip address 10.2.1.2 255.255.255.252
ospf cost 1
#
interface Serial0/2/1
link-protocol ppp
ip address 10.2.1.9 255.255.255.252
ospf cost 1
#
interface Serial0/2/2
link-protocol ppp
ip address 69.1.1.1 255.255.255.252
ipsec policy policy
#
interface LoopBack1l
ip address 10.1.1.1 255.255.255.255
#
interface Tunnell
ip address 10.2.1.13 255.255.255.252
source 69.1.1.1
destination 69.1.1.2
#
bgp 65131

undo synchronization
group 65131 internal
peer 10.1.1.2 group 65131

peer 10.1.1.3 group 65131

peer 10.1.1.4 group 65131

area 0.0.0.0
network 10.1.1.1 0.0.0.0
network 10.2.1.0 0.0.0.3

H3CSE S2& T VRIITH 3 ekt BRI ey
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network 10.2.1.8 0.0.0.3
network 10.2.1.12 0.0.0.3

#
ir2:
#
interface Serial0/2/0
link-protocol ppp
ip address 10.2.1.1 255.255.255.252
ospf cost 1
#
interface Serial0/2/1
link-protocol ppp
pPpp mp Mp-group 0
#
interface Serial0/2/2
link-protocol ppp
pPpp mp Mp-group 0
#
interface Mp-group0
ip address 10.2.1.5 255.255.255.252
ospf cost 1
#
interface LoopBack1l
ip address 10.1.1.2 255.255.255.255
#
bgp 65131

undo synchronization

group 65131 internal
peer 10.1.1.1 group 65131

peer 10.1.1.3 group 65131

area 0.0.0.0
network 10.1.1.2 0.0.0.0
network 10.2.1.0 0.0.0.3
network 10.2.1.4 0.0.0.3

3+
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#
interface Serial0/2/0
link-protocol ppp
ip address 10.2.1.10 255.255.255.252
ospf cost 1
#
interface Serial0/2/1
link-protocol ppp
pPpp mp Mp-group 0
#
interface Serial0/2/2
link-protocol ppp
ppp mp Mp-group 0
#
interface Mp-group0
ip address 10.2.1.6 255.255.255.252
ospf cost 1
#
interface LoopBack1l
ip address 10.1.1.3 255.255.255.255
#
interface LoopBack10
ip address 172.1.2.254 255.255.255.255
#
interface LoopBack20
ip address 192.1.2.254 255.255.255.255
#
bgp 65131
network 172.1.2.254 255.255.255.255
network 192.1.2.254 255.255.255.255
undo synchronization
group 65131 internal
peer 10.1.1.2 group 65131

peer 10.1.1.1 group 65131

#
ospf 1l
area 0.0.0.0
network 10.1.1.3 0.0.0.0

H3CSE L6 Tt UM 32 A sttt BRI oy
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network 10.2.1.8 0.0.0.3
network 10.2.1.4 0.0.0.3

#
ike peer rt1
pre-shared-key cipher TEZJIOUGCmuE=
remote-address 69.1.1.1
#
ipsec proposal prop
encapsulation-mode transport
#
ipsec policy policy 1 isakmp
security acl 3001
ike-peer rt1
proposal prop
#
acl number 3001
rule 0 permit ip source 69.1.1.2 0 destination 69.1.1.1 0
#
interface Serial0/2/0
link-protocol ppp
ip address 69.1.1.2 255.255.255.252
ipsec policy policy
#
interface LoopBack1l
ip address 10.1.1.4 255.255.255.255
#
interface LoopBack10
ip address 172.1.3.254 255.255.255.255
#
interface LoopBack20
ip address 192.1.3.254 255.255.255.255
#
interface Tunnell
ip address 10.2.1.14 255.255.255.252
source 69.1.1.2
destination 69.1.1.1
#
bgp 65131
network 172.1.3.254 255.255.255.255

H3CSE SEIGTFM VR IITH 32 fea tH BRI Hracs
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network 192.1.3.254 255.255.255.255
undo synchronization
group 65131 internal
peer 10.1.1.1 group 65131
peer 10.1.1.1 connect-interface LoopBack1
#
ospf 1l
area 0.0.0.0
network 10.1.1.4 0.0.0.0
network 10.2.1.12 0.0.0.3
#
TR RS R
[rt4]dis ip routing-table
Routing Tables: Public

Destinations : 18 Routes : 18
Destination/Mask Proto Pre Cost NextHop Interface
10.1.1.1/32 OSPF 10 1562 10.2.1.13 Tunl
10.1.1.2/32 OSPF 10 1563 10.2.1.13 Tunl
10.1.1.3/32 OSPF 10 1563 10.2.1.13 Tunl
10.1.1.4/32 Direct 0 0 127.0.0.1 InLoop0
10.2.1.0/30 OSPF 10 1563 10.2.1.13 Tunl
10.2.1.4/30 OSPF 10 1564 10.2.1.13 Tunl
10.2.1.8/30 OSPF 10 1563 10.2.1.13 Tunl
10.2.1.12/30 Direct 0 0 10.2.1.14 Tunl
10.2.1.14/32 Direct 0 0 127.0.0.1 InLoop0
69.1.1.0/30 Direct 0 0 69.1.1.2 S0/2/0
69.1.1.1/32 Direct 0 0 69.1.1.1 S0/2/0
69.1.1.2/32 Direct 0 0 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop0
172.1.2254/32  BGP 255 0 10113  Tunl
172.1.3.254/32 Direct 0 0 127.0.0.1 InLoop0
192.1.2254/32  BGP 255 0 10113  Tunl
192.1.3.254/32 Direct 0 0 127.0.0.1 InLoop0

[rt2]dis ip routing-table
Routing Tables: Public
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Destinations : 18

Destination/Mask

10.1.1.1/32
10.1.1.2/32
10.1.1.3/32
10.1.1.4/32
10.2.1.0/30
10.2.1.1/32
10.2.1.2/32
10.2.1.4/30
10.2.1.5/32
10.2.1.6/32
10.2.1.8/30

10.2.1.12/30
127.0.0.0/8
127.0.0.1/32
172.1.2.254/32

OSPF
Direct 0
OSPF
OSPF
Direct 0
Direct 0
Direct 0
Direct 0
Direct 0
Direct 0
OSPF
OSPF

OSPF
Direct 0
Direct 0
BGP

Routes : 19

Proto Pre Cost

10 1
0
10 1
10 1563

©O ©O ©o o o o

255 0

NextHop

10.2.1.2
127.0.0.1
10.2.1.6
10.2.1.2
10.2.1.1
127.0.0.1
10.2.1.2
10.2.1.5
127.0.0.1
10.2.1.6
10.2.1.2
10.2.1.6
10.2.1.2
127.0.0.1
127.0.0.1
10.1.1.3

Interface

S0/2/0
InLoopO
Mp-group0
so0/2/0
S0/2/0
InLoopO
S0/2/0
Mp-group0
InLoopO
Mp-group0
so0/2/0
Mp-group0
S0/2/0
InLoopO
InLoopO
Mp-group0

192.1.2.254/32

BGP

255 0

10.1.1.3

Mp-group0

[rt3]dis ip routing-table

Routing Tables: Public

Destinations : 18

Destination/Mask

10.1.1.1/32
10.1.1.2/32
10.1.1.3/32
10.1.1.4/32
10.2.1.0/30

10.2.1.4/30
10.2.1.5/32
10.2.1.6/32
10.2.1.8/30

OSPF
OSPF
Direct 0
OSPF
OSPF
OSPF
Direct 0
Direct 0
Direct 0
Direct 0

H3CSE SL56 F Mt

Routes : 19

Proto Pre Cost

10 1
10 1
0
10 1563
10 2
10 2

0
0
0
0

YT

=4

73{(

NextHop

10.2.1.9
10.2.1.5
127.0.0.1
10.2.1.9
10.2.1.9
10.2.1.5
10.2.1.6
10.2.1.5
127.0.0.1
10.2.1.10

Egkt BB EZ I o

Interface

so0/2/0

Mp-group0
InLoopO

S0/2/0

S0/2/0

Mp-group0

Mp-group0
Mp-group0
InLoopO
S0/2/0
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10.2.1.9/32 Direct 0 0 10.2.1.9 S0/2/0
10.2.1.10/32 Direct 0 0 127.0.0.1 InLoop0
10.2.1.12/30 OSPF 10 1563 10.2.1.9 S0/2/0
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop0
172.1.2.254/32 Direct 0 0 127.0.0.1 InLoop0
172.1.3254/32  BGP 255 0 10114 S0/2/0
192.1.2.254/32 Direct 0 0 127.0.0.1 InLoop0
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SEI& 38—— GRE VPN

(EZENZDE

10.1.1.1/24 Tunnel 1 10.1.1.2/24

202.101.1.1/24 101.202.11

201.101.1.2 201.101.1.3

172.19.1.0/24 192.168.2.0/24

[ERAE )
. int tunnel 1
ipadd 10.1.1.1 24
source 202.101.1.1
destination 101.202.1.1
ip route-static 192.168.2.0 24 tunnel 1
ip route-static 0.0.0.0 0201.101.1.2 : {RiE/2 MBS (AT LB ; W] LLEAZE)

.int tunnel 1

ipadd 10.1.1.2 24
source 101.202.1.1
destination 202.101.1.1
ip route-static 172.19.1.0 24 tunnel 1
ip route-static 0.0.0.0 0 201.101.1.3
[E=EFEm]):
(1): Tunnel O 1P AFUAETER—MB; Rout-id H2—4!

& disint tunnel <tunnel-id>
#8ik: debugging gre packet
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S48 39—— VPN GRE over IPsec

<SBitl 23.1/23.2 WOTINFLF; NINE L KITRIC)S A VPN>

(EEINSDE
IPsec
o= B e \
! i m -\ N
GRE .
o \ =
. a N
LOOP 100 '5*2 S6/1231  S6/123.2 LOOP 200
100.100.100.100 32 H::m 200.200.200.200 32
170 180
(KA E )

-ike local-name 170

ike peer peer

pre-shared-key 123

remote-address 23.23.23.2 (#/E#0 Ip; JEREE IP; )
ipsec proposal 1

encapsulation-mode transport (BUAIEER A FMEHIRFE )
ipsec policy policy 10 isakmp

security acl 3001

ike-peer peer

proposal 1

acl number 3001

rule 10 permit ip source 23.23.23.1 0 destination 23.23.23.2 0 (Jx&)
interface Serial6/1

link-protocol ppp

ip address 23.23.23.1 255.255.255.252

ipsec policy policy

interface LoopBack100

ip address 100.100.100.100 255.255.255.255

interface Tunnel0

ip address 1.1.1.1 255.255.255.0

source 23.23.23.1

destination 23.23.23.2

ip route-static 200.200.200.200 255.255.255.255 Tunnel0
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-ike peer peer

pre-shared-key 123
remote-address 23.23.23.1
ipsec proposal 1
encapsulation-mode transport
ipsec policy policy 10 isakmp
security acl 3001

ike-peer peer

proposal 1

acl number 3001

rule 10 permit ip source 23.23.23.2 0 destination 23.23.23.1 0 (F&)

interface Serial6/1

link-protocol ppp

ip address 23.23.23.2 255.255.255.252

ipsec policy policy

interface LoopBack200

ip address 200.200.200.200 255.255.255.255

interface Tunnel0

ip address 1.1.1.2 255.255.255.0

source 23.23.23.2

destination 23.23.23.1

ip route-static 100.100.100.100 255.255.255.255 TunnelO
—. IPSEC IR MIIKIFRER M 100 PING 200 SE—PMELEK!

. disike sa
total phase-1SAs: 1
connection-id peer flag phase doi
11 23.23.23.2 RD 1 IPSEC
12 23.23.23.2 RD 2 IPSEC

R R HI—2% sA H4 HbH

<R-2>reset ike sa

<R-2>reset ipsec sa

XL EFTES SA

& A 1. ipsec proposal 1
encapsulation-mode transport (BUCAAEBRAHIEHIEE)
2. acl number 3001

rule 10 permit ip source 23.23.23.1 0 destination 23.23.23.2 0 (J¥&)

3. remote-address 23.23.23.2 (¥EED 1P, FEREIE IP;)
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SEI 40—— VPN GRE %k NAT

(€ZiE:ID B
LOOP 100
1.1.1.1 32 A s L
o 4 : 21999 39
. . _:‘
10.1.1.1 1 10.19.2
[ E )
-interface LoopBack100

ip address 1.1.1.1 255.255.255.255
ip route-static 2.2.2.2 255.255.255.255 Tunnel0
ip route-static 34.34.34.0 255.255.255.252 14.14.14.2 (S 45 i i)
interface Tunnel0
ip address 10.1.1.1 255.255.255.0
source 14.14.14.1
destination 34.34.34.1
-interface LoopBack100
ip address 2.2.2.2 255.255.255.255
interface Tunnel0
ip address 10.1.1.2 255.255.255.0
source 34.34.34.1
destination 34.34.34.3 (It IP R3O IP; & NAT B3 2 J7 1 1P btk )
ip route-static 1.1.1.1 255.255.255.255 Tunnel0
-nat static 14.14.14.1 34.34.34.3
interface Serial5/2 (FEA M H# O¥IE)
nat outbound static (filt K K)
ip address 34.34.34.2 255.255.255.0( = & L2 24 i1 AH PUE 30 fi7)
[ERY: 130 A 120 2 6] # B HERD R 24 fFLH); A2 30 2K
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528 41—— VPN IPsec+GRE

<SeERFIEFERIE NS 1.1.1.1/1.1.1.2 1n%>

(4R E )
lpsec
e B ™
" r o _G_R.E —————— —\- “
e LI
v v Y
LOOP 100 «—@5"314-1 14-2$_> LOOP 200
100.100.100 100 32 200.200.200.200 32
100 130
[SLRECE ):

-ike local-name 100

acl number 3001

rule 10 permit ip source 14.14.14.1 O

ike proposal 1
encapsulation-mode tunnel

destination 14.14.14.2 0 (JE&)

ipsec proposal 1

authentication-method pre-share

ike peer peer
pre-shared-key 123

remote-address 14.14.14.2 (JEERN X LLFEOIPILD

ipsec policy policy 10 isakmp
security acl 3001

ike-peer peer

proposal 1

H3CSE SL56 F Mt
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interface Serial5/3
ipsec policy policy

interface LoopBack100
ip address 100.100.100.100 255.255.255.255

interface Tunnell

ip address 1.1.1.1 255.255.255.0
source 14.14.14.1

destination 14.14.14.2

ip route-static 200.200.200.200 255.255.255.255 Tunnell

- ike local-name 130

acl number 3001
rule 10 permit ip source 14.14.14.2 0 destination 14.14.14.1 0 (]a]% 3:
R 285 B B loopback [1?)

ike peer peer

pre-shared-key 123 (/i #% 1. 25 4H 2 F R TWKI?)

remote-address 14.14.14.1 (JEE RN X LLHFED P

ipsec proposal 1
encapsulation-mode tunne

ike proposal 1
authentication-method pre-share
(& 2: =A< ipsec
proposal 1 Fff] esp authentication-algorithm md5 #Z? )

des-cbc

ipsec policy policy 10 isakmp
security acl 3001

ike-peer peer

proposal 1
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interface Serial5/3
ipsec policy policy

interface LoopBack200
ip address 200.200.200.200 255.255.255.255

interface Tunnell

ip address 1.1.1.2 255.255.255.0
source 14.14.14.2

destination 14.14.14.1

ip route-static 100.100.100.100 255.255.255.255 Tunnell

[R-1]ping -a 100.100.100.100 200.200.200.200
PING 200.200.200.200: 56 data bytes, press CTRL_C to break
Request time out
Reply from 200.200.200.200: bytes=56 Sequence=2 ttl=255 time=46 ms
Reply from 200.200.200.200: bytes=56 Sequence=3 ttl=255 time=46 ms
Reply from 200.200.200.200: bytes=56 Sequence=4 ttl=255 time=46 ms
Reply from 200.200.200.200: bytes=56 Sequence=5 ttl=255 time=47 ms

--- 200.200.200.200 ping statistics ---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss
round-trip min/avg/max = 46/46/47 ms

[R-1]dis ike
[R-1]dis ike sa
[R-1]dis ike sa
total phase-1SAs: 1

connection-id peer flag phase doi
14.14.14.2 RD|ST 1 IPSEC
3 14.14.14.2 RD|ST 2 IPSEC

flag meaning
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
[R-1]
INZSE PING i8fih &, display ike sa 7B WA, BNAZE
HEEA: lipsec BUGEEIANPRERN
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2. remote-address 14.14.14.2 (FE RN &LFED P
3. acl number 3001
rule 10 permit ip source 14.14.14.1 0 destination 14.14.14.2 0
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5L 42—— VPN IPsec over gre %78 NAT

(€ZENZD B
GRE
S — Ipse¢ Tunnel
(T1:1.1.1.1724 T1:1.1.1.2/24,
RO R2
11.1/24 11.2 244 % 12.1/24 12.2]
50 S0 e~ S0
LOCP 100 LOCP 200
100.100.100.1 /32 200.200.200.1 /32

[SEKAE ]

ike local-name r0 (AL FH 1 42)

ike peer peer

exchange-mode aggressive (A2 #iE A NEFARFE )
pre-shared-key cipher TEZJOUGCmuE=(123)
id-type name

remote-name r2 (35X R 1 44)

nat traversal
ipsec proposal prop Clpsec $2£1)

ipsec policy policy 1 isakmp
security acl 3000
ike-peer peer
proposal prop

acl number 3000
rule 10 permit ip source 100.100.100.1 0 destination 200.200.200.1 0 (F5FAM 1P)

interface LoopBack100
ip address 100.100.100.1 255.255.255.255

interface Tunnell
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ip address 1.1.1.1 255.255.255.0
source 11.11.11.1
destination 11.11.11.3

ipsec policy policy (H FI7E Tunnel )3 )

ip route-static 200.200.200.1 255.255.255.255 Tunnell (4% 200 [ HEM
Tunnel 1 03E)

R1: |<NAT>

interface Serial0/2/0
link-protocol ppp
nat outbound static
ip address 11.111.11.2 255.255.255.0

nat static 12.12.12.2 11.11.11.3

R2:

ike local-name r2 (AHUFH 7 44)

ike peer peer

exchange-mode aggressive ~(fEHiE = N B2 AE )
pre-shared-key cipher TEZJOUGCmuE=(123)

id-type name

remote-name r0 (5% %5 F 7 44)

remote-address 1.1.1.1 (5%} %5 Tunnel [ IP)

nat traversal

ipsec proposal prop

ipsec policy policy 1 isakmp
security acl 3000
ike-peer peer
proposal prop

acl number 3000
rule 10 permit ip source 200.200.200.1 0 destination 100.100.100.1 0 (FEFAN IP)

interface LoopBack200
ip address 200.200.200.1 255.255.255.255

interface Tunnell
ip address 1.1.1.2 255.255.255.0
source 12.12.12.2
destination 11.11.11.1
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ipsec policy policy (A AJ7E Tunnel 08 A1)

ip route-static 0.0.0.0 0.0.0.0 12.12.12.1

ip route-static 100.100.100.1 255.255.255.255 Tunnell (ZfE 100 FE& H#E A
Tunnell H37E)

Ping Z5R:
[H3C]ping -a 200.200.200.1 100.100.100.1
PING 100.100.100.1: 56 data bytes, press CTRL_C to break
Request time out
Reply from 100.100.100.1: bytes=56 Sequence=2 ttl=255 time=30 ms
Reply from 100.100.100.1: bytes=56 Sequence=3 ttI=255 time=20 ms
Reply from 100.100.100.1: bytes=56 Sequence=4 ttl=255 time=30 ms
Reply from 100.100.100.1: bytes=56 Sequence=5 ttI=255 time=10 ms

---100.100.100.1 ping statistics ---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss
round-trip min/avg/max = 10/22/30 ms

TERM ping Ja, BRESJ5H] SA
r0:

[H3C]dis ike sa
total phase-1SAs: 1

connection-id peer flag phase doi
1.1.1.2 RD 2 IPSEC
1.1.1.2 RD 1 IPSEC

flag meaning
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
[H3C]dis ike sa
total phase-1SAs: 1

connection-id peer flag phase doi
1.1.1.1 RD|ST 2 IPSEC
3 1.1.1.1 RD|ST 1 IPSEC
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flag meaning
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT

[rO]dis ipsec sa

Interface: Tunnell
path MTU: 1476

IPsec policy name: "policy"
sequence number: 10
mode: isakmp

connection id: 3
encapsulation mode: tunnel
perfect forward secrecy: None
tunnel:
local address:1.1.1.1
remote address: 1.1.1.2
Flow :
sour addr: 100.100.100.1/255.255.255.255 port: 0 protocol: IP
dest addr: 200.200.200.1/255.255.255.255 port: 0 protocol: IP

[inbound ESP SAs]
spi: 4086988140 (0xf39a7d6c)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887436464/3352
max received sequence-number: 4
udp encapsulation used for nat traversal: N

[outbound ESP SAs]
spi: 990771545 (0x3b0df959)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887436464/3352
max sent sequence-number: 5
udp encapsulation used for nat traversal: N
[rO]
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[r2]dis ipsec sa

Interface: Tunnell
path MTU: 1476

IPsec policy name: "policy"
sequence number: 10
mode: isakmp

connection id: 3
encapsulation mode: tunnel
perfect forward secrecy: None
tunnel:
local address:1.1.1.2
remote address: 1.1.1.1
Flow :
sour addr: 200.200.200.1/255.255.255.255 port: 0 protocol: IP
dest addr: 100.100.100.1/255.255.255.255 port: 0 protocol: IP

[inbound ESP SAs]
spi: 990771545 (0x3b0df959)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887436464/3327
max received sequence-number: 4
udp encapsulation used for nat traversal: N

[outbound ESP SAs]
spi: 4086988140 (0xf39a7d6c)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887436464/3327
max sent sequence-number: 5
udp encapsulation used for nat traversal: N
[r2]
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SEE 43—— VPN ipsec over gre 5 gre over ipsec & &

(A :
Gre Tunnel R2
IPsec Tunneiﬂlw1L o
AN 2ar 20.20.20.20 /32

LOOP1 R4
10.10.10.10 /32

'2:2
Gre Tunnel 2
IPsec Tunnel

[EREM] -

R15R2iE{Tipsec over gre ; FERIFMR2MA M LB ZHmME.
R15R3Z=1Tgre over ipsec ; FEARIHRIHA M T LIEEFHFME.

l-iﬁﬁﬁﬂﬁlz

ike peer r2

pre-shared-key cipher TEZJIOUGCmuE= (TAIFE54H:123)
remote-address 1.1.1.2

#

ike peerr3

pre-shared-key cipher TEzZJOUGCmuE=
remote-address 13.13.13.2

#

ipsec proposal propl

#

ipsec proposal prop2
encapsulation-mode transport
#

ipsec policy policyl 1 isakmp
security acl 3001

ike-peer r2

proposal propl
#

ipsec policy policy2 1 isakmp
security acl 3002
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ike-peer r3
proposal prop2
#
acl number 3001

rule 0 permit ip source 10.10.10.10 0 destination 20.20.20.20 0

acl number 3002

rule 0 permit ip source 13.13.13.0 0.0.0.255 destination 13.13.13.0 0.0.0.255

#
interface Serial0/2/0
link-protocol ppp
ip address 12.12.12.1 255.255.255.0
#
interface Serial0/2/1
link-protocol ppp
ip address 13.13.13.1 255.255.255.0
ipsec policy policy2
#
interface LoopBack1l
ip address 10.10.10.10 255.255.255.255
#
interface Tunnell
ip address 1.1.1.1 255.255.255.0
source 12.12.12.1
destination 12.12.12.2
ipsec policy policyl
#
interface Tunnel2
ip address 2.2.2.1 255.255.255.0
source 13.13.13.1
destination 13.13.13.2
#
ip route-static 20.20.20.20 255.255.255.255 Tunnell
ip route-static 30.30.30.30 255.255.255.255 Tunnel2
#

#

ike peerrl
pre-shared-key cipher TEZJIOUGCmuE=
remote-address 1.1.1.1

#

ipsec proposal prop2

#
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ipsec policy policyl 1 isakmp
security acl 3001
ike-peer r1
proposal prop2

#

acl number 3001

rule 0 permit ip source 20.20.20.20 0 destination 10.10.10.100

#
interface Serial0/2/0
link-protocol ppp
ip address 12.12.12.2 255.255.255.0
#
interface LoopBack1l
ip address 20.20.20.20 255.255.255.255
#
interface Tunnell
ip address 1.1.1.2 255.255.255.0
source 12.12.12.2
destination 12.12.12.1
ipsec policy policyl
#
ip route-static 10.10.10.10 255.255.255.255 Tunnell

ike peerrl
pre-shared-key cipher TEZJIOUGCmuE=
remote-address 13.13.13.1

#

ipsec proposal prop2
encapsulation-mode transport

#

ipsec policy policy2 1 isakmp
security acl 3002
ike-peer rl
proposal prop2

#

acl number 3002

rule 0 permit ip source 13.13.13.0 0.0.0.255 destination 13.13.13.0 0.0.0.255

#

interface Serial0/2/0
link-protocol ppp
ip address 13.13.13.2 255.255.255.0
ipsec policy policy2
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#
interface LoopBack1l
ip address 30.30.30.30 255.255.255.255
#
interface Tunnel2
ip address 2.2.2.2 255.255.255.0
source 13.13.13.2
destination 13.13.13.1
#
ip route-static 10.10.10.10 255.255.255.255 Tunnel2

<r1>ping -a 10.10.10.10 30.30.30.30  //:fili & R1 F1 R3 K VPN
PING 30.30.30.30: 56 data bytes, press CTRL_C to break
Request time out
Reply from 30.30.30.30: bytes=56 Sequence=2 tt|=255 time=10 ms
Reply from 30.30.30.30: bytes=56 Sequence=3 tt|=255 time=25 ms
Reply from 30.30.30.30: bytes=56 Sequence=4 tt|=255 time=1 ms
Reply from 30.30.30.30: bytes=56 Sequence=5 tt|=255 time=10 ms

--- 30.30.30.30 ping statistics ---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss
round-trip min/avg/max = 1/11/25 ms

<rl>dis ike sa
total phase-1SAs: 1

connection-id peer flag phase doi
13.13.13.2 RD|ST 1 IPSEC
9 13.13.13.2 RD|ST 2 IPSEC

flag meaning
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
<r1>ping -a 10.10.10.10 20.20.20.20  //:fili X R1 F1 R2 K] VPN

PING 20.20.20.20: 56 data bytes, press CTRL_C to break
Request time out
Reply from 20.20.20.20: bytes=56 Sequence=2 tt|=255 time=20 ms
Reply from 20.20.20.20: bytes=56 Sequence=3 tt|=255 time=10 ms
Reply from 20.20.20.20: bytes=56 Sequence=4 tt|=255 time=10 ms

132

H3CSE SEIGTFM VR IITH 32 fea tH BRI Hracs



H3CSE L +E &4

201145 H 24 H

Request time out

--- 20.20.20.20 ping statistics ---
5 packet(s) transmitted
3 packet(s) received
40.00% packet loss
round-trip min/avg/max = 10/13/20 ms

<rl>dis ike sa
total phase-1SAs: 2

connection-id peer flag phase
8 13.13.13.2 RD|ST 1

11 1.1.1.2 RD|ST 1

12 1.1.1.2 RD|ST 2

9 13.13.13.2 RD|ST 2

flag meaning

doi

IPSEC
IPSEC
IPSEC
IPSEC

RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT

<rl>
<rl>
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SEI 43—— VPN IPSEC

(##E]:
LOOP 1 R RT2. Toop1
10.10.10.10 /32 20.20.20.20 /32

[525% H i ): 78 RT1 A RT2 2 (A @S2 — N2 & F%3E, X RT1-L0OP 1 AR /7 #9(10.10.10.10
/32) 5 RT2-LOOP 1 fRFEHIFM (20.20.20.20 /32) 2 [AIHIBEER TR
.
%ﬁﬁﬁﬂﬁ):
syshame RT1
#
ike peer rt2
pre-shared-key cipher TEZIOUGCmuE= <123>
remote-address 12.12.12.2
#
ipsec proposal prop
#
ipsec policy policy 1 isakmp
security acl 3001
ike-peer rt2
proposal prop
#
acl number 3001
rule 0 permit ip source 10.10.10.10 0 destination 20.20.20.20 0
rule 5 deny ip
#
interface Serial0/2/0
link-protocol ppp
ip address 12.12.12.1 255.255.255.0
ipsec policy policy
#
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interface LoopBack1l

ip address 10.10.10.10 255.255.255.255
#

ip route-static 20.20.20.20 255.255.255.255 12.12.12.2
#

syshame RT2
#
ike peer rt1
pre-shared-key cipher TEZIOUGCmuE= <123>
remote-address 12.12.12.1
#
ipsec proposal prop
#
ipsec policy policy 1 isakmp
security acl 3001
ike-peer rt1
proposal prop
#
acl number 3001
rule 0 permit ip source 20.20.20.20 0 destination 10.10.10.10 0
rule 5 deny ip
#
interface Serial0/2/0
link-protocol ppp
ip address 12.12.12.2 255.255.255.0
ipsec policy policy
#
interface LoopBack1l
ip address 20.20.20.20 255.255.255.255
#
ip route-static 10.10.10.10 255.255.255.255 12.12.12.1
#

PLERCE G, RTL fl RT2 Z I ZEREME T, FM 10.10.10.10 /32 5FK

20.20.20.20 /32 2 [6] MR TR B I A2 5

[RT2]ping -a 20.20.20.20 10.10.10.10 //:Iti} FE-a ping , HIEAN T iR EHT ipsec;

PING 10.10.10.10: 56 data bytes, press CTRL_C to break
Request time out

Reply from 10.10.10.10: bytes=56 Sequence=2 tt|=255 time=26 ms
Reply from 10.10.10.10: bytes=56 Sequence=3 tt|=255 time=5 ms
Reply from 10.10.10.10: bytes=56 Sequence=4 tt|=255 time=11 ms
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Reply from 10.10.10.10: bytes=56 Sequence=5 tt|=255 time=20 ms

--- 10.10.10.10 ping statistics ---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss
round-trip min/avg/max = 5/15/26 ms
[RT2]dis ike sa
total phase-1SAs: 1

connection-id peer flag phase doi
12.12.12.1 RD|ST 1 IPSEC
3 12.12.12.1 RD|ST 2 IPSEC

flag meaning
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
[RT2]dis ipsec sa

Interface: Serial0/2/0
path MTU: 1500

IPsec policy name: "policy"
sequence number: 1
mode: isakmp

connection id: 3
encapsulation mode: tunnel
perfect forward secrecy: None
tunnel:
local address:12.12.12.2
remote address: 12.12.12.1
Flow :
sour addr: 20.20.20.20/255.255.255.255 port: 0 protocol: IP
dest addr: 10.10.10.10/255.255.255.255 port: 0 protocol: IP

[inbound ESP SAs]
spi: 3725673226 (0xde11430a)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887436464/3589
max received sequence-number: 4
udp encapsulation used for nat traversal: N
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[outbound ESP SAs]
spi: 2318457851 (0x8a30dbfb)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887436464/3589
max sent sequence-number: 5
udp encapsulation used for nat traversal: N
[RT2]
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SeI6 44—— VPN IPsec+ike

(€ZENZIDE

100 130

LOOP 100 S5/314.1 S5/3142 OO 2
1114 32 2529 99

[EKRE )

-ike peer peer
pre-shared-key 123
remote-address 14.14.14.2
ipsec proposal 1
ipsec policy 1 10isakmp
security acl 3001
ike-peer peer
proposal 1
acl number 3001
rule 10 permit ip source 1.1.1.1 0 destination 2.2.2.2 0
interface Serial5/3
link-protocol ppp
ip address 14.14.14.1 255.255.255.252
ipsec policy 1
interface LoopBack100
ip address 1.1.1.1 255.255.255.255
ip route-static 2.2.2.2 255.255.255.255 14.14.14.2

-ike peer peer

pre-shared-key 123
remote-address 14.14.14.1
ipsec proposal 1
ipsec policy 1 10 isakmp
security acl 3001
ike-peer peer
proposal 1
acl number 3001
rule 10 permit ip source 2.2.2.2 0 destination 1.1.1.1 0
interface Serial5/3
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link-protocol ppp
ip address 14.14.14.2 255.255.255.0
ipsec policy 1

interface LoopBack2
ip address 2.2.2.2 255.255.255.255
ip route-static 1.1.1.1 255.255.255.255 14.14.14.1

[R-1]ping-a1.1.1.12.2.2.2
PING 2.2.2.2: 56 data bytes, press CTRL_C to break
Reply from 2.2.2.2: bytes=56 Sequence=1 tt|=255 time=40 ms
Reply from 2.2.2.2: bytes=56 Sequence=2 tt|=255 time=40 ms
Reply from 2.2.2.2: bytes=56 Sequence=3 tt|=255 time=40 ms
Reply from 2.2.2.2: bytes=56 Sequence=4 tt|=255 time=40 ms
Reply from 2.2.2.2: bytes=56 Sequence=5 tt|=255 time=41 ms
130:
[R-4]pin-a2.2.2.21.1.1.1
PING 1.1.1.1: 56  data bytes, press CTRL_C to break
Request time out
Reply from 1.1.1.1: bytes=56 Sequence=2 tt|=255 time=40 ms
Reply from 1.1.1.1: bytes=56 Sequence=3 tt|=255 time=41 ms
Reply from 1.1.1.1: bytes=56 Sequence=4 tt|=255 time=40 ms
Reply from 1.1.1.1: bytes=56 Sequence=5 ttl=255 time=40 ms
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S 45—— Ipsec FFEAE R Z R NAT

<% 100.100.100.100/200.200.200.200 2 [&] {14 B N2>

(¥ E]:
L
r1 r2
5622323231 gt S6/3 341.1.1
120 140
Loop 1 Loop 1

100.100.100.100 32 200.200.200.200 32

[_‘S@E&EEE):

ike local-name r1

ike peer peer

exchange-mode aggressive (B ARMEER)
pre-shared-key 123

id-type name

remote-name r2

remote-address 34.1.1.2 (AW FE B 75 X w4 F 0 1P)
nat traversal (fic & NAT F#%)

ipsec proposal prop

ipsec policy policy 1 isakmp

security acl 3001

ike-peer peer

proposal prop

acl number 3001

rule 10 permit ip source 100.100.100.100 0 destination 200.200.200.200 0
rule 20 deny ip

interface Serial6/2

link-protocol ppp

ip address 23.23.23.1 255.255.255.252
ipsec policy policy
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interface LoopBackl
ip address 100.100.100.100 255.255.255.255
ip route-static 0.0.0.0 0.0.0.0 23.23.23.2

B30 natstatic 23.23.23.134.1.1.1 (TR ERRTEA RSO B BB R 2R 11,
T A NAT #3#: (4 & 100.100.100.100)
interface Serial6/3
nat outbound static
ip route-static 100.100.100.100 255.255.255.255 23.23.23.1
ip route-static 200.200.200.200 255.255.255.255 34.1.1.2

-ike peer peer

exchange-mode aggressive
pre-shared-key 123
id-type name
remote-name rl (AU A FIEXT T 1P)
nat traversal
ipsec proposal prop
ipsec policy policy 1 isakmp
security acl 3001
ike-peer peer
proposal prop

acl number 3001
rule 10 permit ip source 200.200.200.200 0 destination 100.100.100.100 0
rule 20 deny ip

interface Serial6/3
link-protocol ppp
ip address 34.1.1.2 255.255.255.252
ipsec policy policy
interface LoopBack1l
ip address 200.200.200.200 255.255.255.255
ip route-static 100.100.100.100 255.255.255.255 34.1.1.1 BEE X FTEEHEH
100.100.100.100 &, FFHBERAFER)

SIS A [room1-r2]ping -a 100.100.100.100 200.200.200.200
PING 200.200.200.200: 56 data bytes, press CTRL_C to break
Request time out (F — /M ERARK ALK I
Reply from 200.200.200.200: bytes=56 Sequence=2 ttl=255 time=87 ms
Reply from 200.200.200.200: bytes=56 Sequence=3 ttl=255 time=87 ms
Reply from 200.200.200.200: bytes=56 Sequence=4 ttl=255 time=88 ms
Reply from 200.200.200.200: bytes=56 Sequence=5 ttl=255 time=87 ms
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--- 200.200.200.200 ping statistics ---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss
round-trip min/avg/max = 87/87/88 m

B —: IPSEC fEHiE R 58k NAT E4fH?

1. BRI, 1P REINZF LR B iZ% nat static 100.100.100.100 34.1.1.1

2. BUHAMIGESAE 100.100.100.100 K] H

M. HT2AMEAZ 100.100.100.100 FIFEH T, A A nat static 23.23.23.1 34.1.1.1 &
ARZRE? LIEH ERH NAT Z 5B AH47?
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S2I8 46—— OVER IPSEC (LNS)

[#HHE )
PC{EALACEAN
/ IPSEC ol {00 1
=S a
T G0/0 1M1.11.11.11 132
PR 192.168.1.160 124

[EBEM): B @ L2TP BB (Sec-Point) HEA LNS PG HLEFEA M, 7E
PC 1 LNS Z [A13Z FLHI BT IPsec AN o &%
[EKRE )
#
12tp enable
#
ike local-name Ins
#
domain default enable system
dhcp-snooping
vlan1

domain h3c

access-limit disable

state active

idle-cut disable

self-service-url disable

ip pool 1 10.10.10.10 10.10.10.20
domain system

access-limit disable

state active

idle-cut disable

self-service-url disable

ike peer pc

exchange-mode aggressive
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pre-shared-key 123
id-type name
remote-name pc

ipsec proposal 1
ipsec policy-template 1 1
ike-peer pc
proposal 1
ipsec policy pc 1 isakmp template 1
local-user usera
password simple 111111
service-type ppp

12tp-group 1
undo tunnel authentication
allow I2tp virtual-template 0
#
interface Virtual-TemplateO
ppp authentication-mode pap domain h3c
remote address pool 1
ip address 10.10.10.9 255.255.255.0
interface LoopBack1l
ip address 11.11.11.11 255.255.255.255
#
interface GigabitEthernet0/0
port link-mode route
ip address 192.168.1.160 255.255.255.0
ipsec policy pc

RSHEINE; LNS BEEE R HEE B

%0ct 14 16:00:38:712 2009 RT1 IFNET/4/UPDOWN:
Line protocol on the interface Virtual-Template0:0 is UP
%0ct 14 16:00:38:744 2009 RT1 IFNET/4/UPDOWN:
Protocol PPP IPCP on the interface Virtual-Template0:0 is UP
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SEI& 47—— OVER IPSEC

(CZENEDE
.‘f Lo = LOOP 1
,‘...5, —>
g GO/t S6/3 S6/3 1.11.11.11 /32

P hiEE 192.168.1.110 /24 14.14.14.0 /24

[ 25 H A ):

[SEGTeE )

[LAC]di cu
#

version 5.20, Release 1509P01, Standard
#

syshame LAC
#

#
[2tp enable
#
ike local-name 110
#
domain default enable system
#
telnet server enable
#
#
domain h3c
authentication ppp local
access-limit disable
state active
idle-cut enable 20
self-service-url disable
domain system
access-limit disable
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state active
idle-cut disable
self-service-url disable

#

ike peer 140
exchange-mode aggressive
pre-shared-key 123
id-type name
remote-name 140
remote-address 14.14.14.4

#

ipsec proposal prop

#

ipsec policy policy 10 isakmp
security acl 3001
ike-peer 140

proposal prop  (PFIEAEZ)

#

local-user wbb
password simple 111111
service-type ppp

#

acl number 3001
rule 10 permit ip source 14.14.14.1 0 destination 14.14.14.40
rule 20 deny ip

#

[2tp-group 1
undo tunnel authentication
start 12tp ip 14.14.14.4 domain h3c

interface Serial6/3
link-protocol ppp
ip address 14.14.14.1 255.255.255.0
ipsec policy policy
#
interface Virtual-Templatel
ppp authentication-mode chap domain h3c
ppp chap user wbb
#

interface GigabitEthernet0/0
port link-mode route
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pppoe-server bind Virtual-Template 1
ip address 192.168.1.110 255.255.255.0
#
[LNS]di cu
#
version 5.20, Release 1509P01, Standard
#
sysname LNS
#
[2tp enable
#
ike local-name 140
#
domain default enable system
#
domain h3c
authentication ppp local
access-limit disable
state active
idle-cut disable
self-service-url disable
ip pool 1 20.20.20.20 20.20.20.30
domain system
authorization login local
access-limit disable
state active
idle-cut disable
self-service-url disable
#
ike peer 110
exchange-mode aggressive
pre-shared-key 123
id-type name
remote-name 110
remote-address 14.14.14.1

#
ipsec proposal prop (FEEREZ)
#
ipsec policy-template 1 1
ike-peer 110
proposal prop
#

ipsec policy policy 1 isakmp template 1
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#
local-user wbb
password simple 111111
service-type ppp
#
[2tp-group 1
undo tunnel authentication
allow [2tp virtual-template 1
#
#
interface Serial6/3
link-protocol ppp
ip address 14.14.14.4 255.255.255.0
ipsec policy policy
#
interface Virtual-Templatel
ppp authentication-mode chap domain h3c
remote address pool 1
ip address 20.20.20.19 255.255.255.0
#
interface GigabitEthernet0/0
port link-mode route
ip address 192.168.1.140 255.255.255.0
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Seié 48——L2TP (LNS)

[#HHE )
PC{EALACEAN
; LNS
—— —> LOOP 1
> G0/0 1.11.11.11 132
P & 225 192.168.1.160 /24

(i HIY: B30 @ 12TP Z P iR AF (Sec-Point) A LNS AT IH EHE I o
[EKRE )
syshame RT1
12tp enable
domain h3c
ip pool 1 10.10.10.10 10.10.10.20
local-user usera
password simple 111111
service-type ppp
12tp-group 1
undo tunnel authentication
allow I2tp virtual-template 0
interface Virtual-TemplateO
ppp authentication-mode pap domain h3c
remote address pool 1
ip address 10.10.10.9 255.255.255.0
#
interface LoopBack1l
ip address 11.11.11.11 255.255.255.255
#
interface GigabitEthernet0/0
port link-mode route
ip address 192.168.1.160 255.255.255.0
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REBINEEZEN E ping ; LNS L loop O; ]!
Microsoft Windows XP [ix4< 5.1.2600]
(C) KRAXFTE 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator>ping 11.11.11.11
Pinging 11.11.11.11 with 32 bytes of data:

Reply from 11.11.11.11: bytes=32 time=16ms TTL=255
Reply from 11.11.11.11: bytes=32 time=2ms TTL=255
Reply from 11.11.11.11: bytes=32 time=2ms TTL=255
Reply from 11.11.11.11: bytes=32 time=2ms TTL=255

Ping statistics for 11.11.11.11:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 16ms, Average = 5ms

//:FE LNS = UNDO L2TP ENABLE 2 J5;7E EHL L ping AN LOOP [;H VPN A HhER: Wi FF;
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SEIe 49—— VPN L2TP

[ E ):
L2TP
... .
/ \
.f. .'c
190 1
LOOP 100 FQ/1 252 _ LOCP 100
100.100.100.100 32 E0/1 25.1 200.200.200.200 32
LAC LNS
[ZXRE )

-Iocal-user wbb

password simple 111111
level 3
service-type ppp
interface Virtual-Template100
ppp authentication-mode chap domain aaa.net
ppp timer negotiate 10 (A4 chap BAELL pap AEFERT; BT LAE ppp PhFGHT
SR — AR RERELE LAC A AT E] 25 P i 3R
INRFEA 1755
interface Ethernet0/0
pppoe-server bind Virtual-Template 100
ip address 192.168.1.110 255.255.255.0
interface LoopBack100
ip address 100.100.100.100 255.255.255.255
12tp-group 1
undo tunnel authentication
tunnel name lac
start I12tp ip 25.25.25.1 domain aaa.net
-domain aaa.net
authentication ppp local
ip pool 1 200.200.200.100 200.200.200.150
local-user wbb
password simple 111111
level 3
service-type ppp
interface Virtual-Templatel
ppp authentication-mode chap domain aaa.net
ppp timer negotiate 10
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ip address 200.200.200.99 255.255.255.0 (FE1E4R IP)
remote address pool 1

interface LoopBack200

ip address 200.200.200.200 255.255.255.255
12tp-group 1

undo tunnel authentication
allow I12tp virtual-template 1
tunnel name Ins

[ AR FW]): R L servicetype ppp ¥ 5 A R I H T W 8 &
SERH] HAC I @A

-5 NP ST,
- Tim 691 BT ERIA P ST RS mIE e (.

BRiH FEREE W)

KBt RFRERRT

A RERE
« JEREF| Internet.
« CEET|E AR . MII0ETR FiE .

« R FEEE N RS,

B, FRE T .

F—fw > [ WA |
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ARERR
R4 7

'@:‘ FEAl Internet (C)
EEH| Internet  EEERATLLAE Web 2 RIEHETHIH .

O EERIEA T ERHMEE 0)
%ﬁjﬁé—*ﬁ\ﬁﬂkﬁ?ﬁ (ERESE VPN » IEEERA L EEEEER E
il

O #ERELHHHEFE S)
ERER T I ARIE RS R A Pl BEEE TR,

O & RHEEE E)
R#F0 , SO MHEOEREESHE TR, SRETEIELE
T HAEES EiEE.

(%@ |F%® > [ B#E |

NI
HEEMFEEREER] Internet EH.

I EIERES| Internet?

O M Internet BRFEEMH ISPIRAFREE L)

@ FHEERMEE @)
EEEE— TS, T8 15F MEESEEERESIEE. HT
HHS » i TEEESE.

O HEE N ISP 5318 co(C)

(%@ |F%® > [ =E |
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Internet PEHE
I EERES| Internet?

O Atk S HEFAZERE @)
IEHPZERIAUERE R AR R T S B AR ISDN FEiEst.

@ AERAP ENTBHEFEEREE W

IEFEFR A PPFoE.
O A—HAESMENEEEERE ()
#. FHARRIESF.

EA2—-#H DSL HAEMRARRRAREASIEERE. S8 ISP AR

Ea— - 1oL, HIARRERDS Ly EENSEEE. BB

= ima]

[< E=H @) | F—Hw »| |

miE |

EEER
B Tnternet EEREE S 20T

T T EEDHA TN I5P BEH.
ISF 535 )
Hat (AR S A —TBF)
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Internet NEPIER
ISR EN P S EEEEF BTN Internet MRF.

FjA—T- ISP Bk PE IR, AR S TRFETEAHA .. (I0REEE TITF
R F A EREER » (FHIEA ISP BER )

RFP& n: whbBaaa net
=R (B e
=R (2 R,

R P ME S HELERES] Internet EBH{HER PS50 2)

[V EETEABLAR Internet ZEREM)

KE—#m|F-%wm > [ BHE |

BRI R R T

IEE IR T RIERR AL R

H3C

« WEMEAERE
« SHtEY ERIRa AP EE
+ AETAERHERRIR P S TE

BEEERERE AT A, © PUESIERE" I .
[T EFERE I E— TR E R )

BERHESRFCRET, BF " .
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BHFPEan: |wb'|:-@aaa. net |
THE): | (EEXFERES. §EHiRE]

HTERAEPRTFRPSMES E):
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ﬂ i
X

SIS0 (0

TN (AT ER) =
EREERERE
O R RAIS G 1 TEE (EAF) (B)

@ FRIFELE RS ()
[T InEErnsEEs (PAF) (1)
[ | Shiva SEFDE{HEGIFHNE (SPAP) (5)
(V| FEHETF B {03 (CHAF) (©)
[VIMicrazoft CHAF (MS-CHAE) (M)
[C] 2% Windows95 ARSS3EMIHAE MS-CHAF (1)
[|Microsoft CHAF KT 2 MS-CHAP +2) (D)
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SEIS 50—— VPN L2TP %54k NAT

(EZEEINED

LOOP 100
100.100.100.100 32

LOOP 200
200.200.200.200 32

[sE3ehcE )
-I2tp enable
domain aaa.net
authentication ppp local
local-user wbb

password simple 111111
level 3 //:USRANHC &2 B BARID N 718 HOASR;

HEE| HaC IS @D

j EEfEHAPSEN.

'
Bi=_Ti8: EINTigH EHAl-FRE R R Ry » Mg C k.
Eﬁg%@ﬂﬂj EEE EEERY  BESEHERFRLE
HlF Do

Er@-s | BB |[MERRW

service-type ppp

[2tp-group 1

tunnel password simple 123(#5 i€ %18 36.11F 2 1)

start 12tp ip 12.12.12.2 domain aaa.net

interface Virtual-TemplateO

ppp authentication-mode pap domain aaa.net / ppp timer negotiate 10
interface LoopBack100

ip address 100.100.100.100 255.255.255.255

interface GigabitEthernet0/0
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pppoe-server bind Virtual-Template 0
ip address 192.168.1.160 255.255.255.0

- interface Serial6/0

nat server protocol udp global 12.12.12.2 1701 inside 23.23.23.2 1701

- [2tp enable

domain aaa.net

authentication ppp local
ip pool 1 200.200.200.100 200.200.200.150  (5& X Huihikith)

local-user wbb
password simple 111111
level 3
service-type ppp
[2tp-group 1
allow [2tp virtual-template 1
tunnel password simple 123
interface Virtual-Templatel
ppp authentication-mode pap domain aaa.net
ppp timer negotiate 10
remote address pool 1 (5 X ¥ FH F* 4 B Hidik )
ip address 200.200.200.99 255.255.255.0 (I IP 78 4 Y A2, ANAELE bkt
P, AR DA ZBA Al [ — 9 B
interface LoopBack200
ip address 200.200.200.200 255.255.255.255
ip route-static 0.0.0.0 0.0.0.0 23.23.23.1
[mEEEFD): 1)Tunnel KAERERIATT R HELHZ,
#: RREBE: WS
B S WS

2)t 1] A undo tunnel authentication HXJH tunnel %GilE;

ppp timer negotiate 10 //41 FANEC B U 2> tH I 40 1R

FEHET HaC RS @D

_ﬁ IEHEERE PSR,
i 12 T34: FPP HEREIEHIEMSEEE.

_-

, E_i_g_[_ﬁ_}: 53 Ii i '_:;Eéﬁféﬁ@j

162

H3CSE L6 Tt UM 32 A sttt BRI oy



H3CSE L8 S H 2011 4E 5 24 H

W VT FEECH PAP 75 3:// P LATE LAC ¥ fic B :ppp timer negotiate 10 RIAJ 4% = Al 2!
J/HHAE LNS Sifc & : ppp timer negotiate 10 EI& 5 AN

163

H3CSE sEIGFt IR ZARms i ARSI s



H3CSE L8 S H 2011 4E 5 H 24 [
F VI QOS K % it g

24 51—— QOS CAR

(EZENZDE

G0/0 192.168.1.150 /24 G0/0 110.110.110.1 /24

192_168,1_29 124 110.110.110.2 /24

[EHREE ):
-acl number 3001
rule 10 permit ip source 192.168.1.29 0 destination 110.110.110.2 0

ip route-static 110.110.110.0 255.255.255.0 15.15.15.1

-acl number 3001
rule 10 permit ip source 192.168.1.29 0 destination 110.110.110.2 0

interface Serial6/1
gos car outbound acl 3001 cir 8000 cbs 100000 ebs 0 green pass red discard

ip route-static 192.168.1.29 255.255.255.255 192.168.1.210

[FE]: ints6/1
gos car outbound acl 3001 cir 8000 cbs 100000 ebs 0 green pass red discard

shutdown fib &%
undo shutdown-------------- fib &
shutdown

undo shutdown

[GTS): (R 150jaci nu3001

[R-150-acl-adv-3001]Jrule 10 permit ip source 192.168.1.29 0
destination 110.110.110.20
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[R-150]int s6/1
[R-150-Serial6/1]qos gts acl 3001 cir 100 cbs 2000 ebs 0 queue-length

100

[R-150-Serial6/1]shutdown

[R-150-Serial6/1]Jundo shutdown
[R-150-Serial6/1]shutdown
[R-150-Serial6/1]Jundo shutdown

[LR]):

[CBS]):

acl number 3001

rule 10 permit ip source 192.168.1.29 0 destination 110.110.110.2 0
interface Serial6/1

gos Ir outbound cir 1000 cbs 10000 ebs 0

ip route-static 110.110.110.0 255.255.255.0 15.15.15.1

traffic classifier 3 operator and

if-match acl 3001

traffic classifier 2 operator and

if-match dscp ef

traffic behavior 3

remark dscp ef

traffic behavior 2

queue ef bandwidth 30 cbs 1500

gos policy policy

classifier 2 behavior 2

gos policy 2

classifier 3 behavior 3

acl number 3001

rule 10 permit ip source 192.168.1.0 0.0.0.255 destination
110.110.110.0 0.0.0.255

rule 15 deny ip

acl number 3003

rule 10 permit ip source 192.168.1.150 0 destination

110.110.110.20

interface Serial6/1

link-protocol ppp

ip address 15.15.15.2 255.255.255.252

qos apply policy policy outbound

Interface GigabitEthernet0/0

port link-mode route

ip address 192.168.1.150 255.255.255.0

gos apply policy 2 inbound

ip route-static 110.110.110.0 255.255.255.0 15.15.15.1
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LI 52— RIS B

(EZEINDE

Loop100
—7100.100.100.100 /32

[s236 HA): #2495 100.100.100.100 H /) 23.23.23.1 FIEIET S 130 A M 34.34.34.2 7E;

[EKRE )
-interface Serial6/1
link-protocol ppp
ip address 14.14.14.1 255.255.255.252
ipsec policy r1
ospf 2
area 0.0.0.0
network 12.12.12.0 0.0.0.3
network 14.14.14.0 0.0.0.3
network 13.13.13.0 0.0.0.3
#
ip route-static 100.100.100.100 255.255.255.255 14.14.14.2

[roon1-110]dis ip rou

0.0.0.0/0 Static60 O 14.14.14.1
10.10.1.0/24 Direct 0 0 10.10.1.1
10.10.1.1/32 Direct 0 0 127.0.0.1

S6/1
TunO
InLoopO

166

H3CSE L6 Tt UM 32 A sttt BRI oy



H3CSE L +E &4

201145 H 24 H

12.12.12.0/30
12.12.12.1/32
12.12.12.2/32
13.13.13.0/30
13.13.13.1/32
13.13.13.2/32
14.14.14.0/30
14.14.14.1/32
14.14.14.2/32
23.23.23.0/30
34.34.34.0/30

100.100.100.100/32

192.168.1.0/24

192.168.1.110/32

Direct 0
Direct 0
Direct 0
Direct 0
Direct 0
Direct 0
Direct 0
Direct 0
Direct 0
OSPF 10
OSPF 10

©O O O O OO o o o

OSPF 10

OSPF 10
Direct 0
Direct 0

3124

3124
3124

1562

12.12.12.1
127.0.0.1
12.12.12.2
13.13.13.1
127.0.0.1
13.13.13.2
14.14.14.1
127.0.0.1
14.14.14.2
13.13.13.2
14.14.14.2
13.13.13.2
14.14.14.2
192.168.1.110
127.0.0.1

120: ip route-static 100.100.100.100 255.255.255.255 12.12.12.1
[room1-120]dis ip rou

12.12.12.0/30
12.12.12.1/32
12.12.12.2/32
23.23.23.0/30
23.23.23.1/32
23.23.23.2/32

Direct 0
Direct 0
Direct 0
Direct 0
Direct 0
Direct 0

100.100.100.100/32 Static 60

-acl number 2000

rule 10 permit source 100.100.100.100 0

rule 20 deny

interface Serial6/3
ip policy-based-route policy

ospf 2
area 0.0.0.0

network 13.13.13.0 0.0.0.3
network 23.23.23.0 0.0.0.3
network 34.34.34.0 0.0.0.3
network 200.200.200.200 0.0.0.0
policy-based-route policy permit node 10
if-match acl 2000
apply output-interface Serial6/3

H3CSE SL56 F Mt

0
0
0
0
0
0
0

RO 524

¥ 5%

f

12.12.12.2
12.12.12.1
127.0.0.1

23.23.23.1
127.0.0.1

23.23.23.2
12.12.12.1

S6/0
InLoopO
S6/0
S6/2
InLoopO
S6/2
S6/1
InLoopO
S6/1
S6/2
S6/1
S6/2
S6/1
GEO/0
InLoopO

S6/0
S6/0
InLoopO
S6/2
InLoopO
S6/2
S6/0

At BRI O
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room1-130]dis ip rou

1.1.1.1/32 Direct 0 0 127.0.0.1
2.2.2.2/32 Direct 0 0 127.0.0.1
10.1.1.0/24 Direct 0 0 10.1.1.1
10.1.1.1/32 Direct 0 0 127.0.0.1
12.12.12.0/30 OSPF 10 3124 13.13.13.1
13.13.13.0/30 Direct 0 0 13.13.13.2
13.13.13.1/32 Direct 0 0 13.13.13.1
13.13.13.2/32 Direct 0 0 127.0.0.1
14.14.14.0/30 OSPF 10 3124 34.34.34.2
OSPF 10 3124 13.13.13.1
23.23.23.0/30 Direct 0 0 23.23.23.2
23.23.23.1/32 Direct 0 0 23.23.23.1
23.23.23.2/32 Direct 0 0 127.0.0.1
34.34.34.0/30 Direct 0 0 34.34.34.1
34.34.34.1/32 Direct 0 0 127.0.0.1
34.34.34.2/32 Direct 0 0 34.34.34.2
100.100.100.100/32 OSPF 10 1562 34.34.34.2

interface Serial6/3
ip policy-based-route policy
interface LoopBack100
ip address 100.100.100.100 255.255.255.255
ospf 2
area 0.0.0.0
network 100.100.100.100 0.0.0.0
network 14.14.14.0 0.0.0.3
network 34.34.34.0 0.0.0.3
policy-based-route policy permit node 0
if-match acl 2000
apply ip-address next-hop 14.14.14.1
ip route-static 23.23.23.0 255.255.255.252 34.34.34.1

Destination/Mask Proto Pre Cost NextHop
12.12.12.0/30 OSPF 10 3124 14.14.14.1
13.13.13.0/30 OSPF 10 3124 34.34.34.1

H3CSE SEIGTFM VR IITH 32 fea tH BRI Hracs

InLoopO
InLoopO
TunO
InLoopO
$6/0
S6/0
S6/0
InLoopO
S6/3
S6/0
S6/2
S6/2
InLoopO
S6/3
InLoopO
S6/3
S6/3

Interface
S6/1
S6/3
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OSPF 10 3124 14.14.14.1 S6/1
14.14.14.0/30 Direct 0 0 14.14.14.2 S6/1
14.14.14.1/32 Direct 0 0 14.14.14.1 S6/1
14.14.14.2/32 Direct 0 0 127.0.0.1 InLoop0
23.23.23.0/30 OSPF 10 3124 34.34.34.1 s6/3
34.34.34.0/30 Direct 0 0 34.34.34.2 S6/3
34.34.34.1/32 Direct 0 0 34.34.34.1 S6/3
34.34.34.2/32 Direct 0 0 127.0.0.1 InLoop0
100.100.100.100/32 Direct 0 0 127.0.0.1 InLoop0

B E
[room1-140]tracert -a 100.100.100.100 23.23.23.1traceroute to 23.23.23.1(23.23.23.1) 30
hops max,40 bytes packet, press CTRL_C to break

134.34.34.117ms 17ms 17ms

234.34.34215ms 15ms 15ms

314.14.14.131ms 31ms 31ms

413.13.13.238ms 38ms 38ms

523.23.23.154ms 54ms 54 ms
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SZI% 53—— BGP 1%/ R A b H)ad i

(€ZENZIDE

S6/3 3434, 34@

Loopl 111132 56/3 34.34.34 1
Loop2 2.2.2.2 32
20 140

[EKRE )
-acl number 3001
rule 10 deny ip source 2.2.2.2 0
rule 20 permit ip
(acl HATLLIXFESE X acl number 3001
rule 10 permit ip source 1.1.1.10
rule 20 deny ip)

route-policy 1 permit node 1
if-match acl 3001

interface LoopBack1l

ip address 1.1.1.1 255.255.255.255
interface LoopBack2
ip address 2.2.2.2 32

bgp 100
network 1.1.1.1 255.255.255.255
network 2.2.2.2 255.255.255.255
peer 34.34.34.2 as-number 200
group 200 external
peer 34.34.34.2 group 200
peer 34.34.34.2 route-policy 1 export

140:
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bgp 200
undo synchronization
peer 34.34.34.1 as-number 100
group 100 external
peer 34.34.34.1 group 100

1D IR AR B R
.: [room1-r4]dis bgp rou

Network NextHop MED LocPrf PrefVal Path/Ogn
*> 1.1.1.1/32 34.34.34.1 0 0 100i
*> 2.2.2.2/32 34.34.34.1 0 0 100i
1D JEZEREER:
-[rooml-r4]dis bgp rou

Network NextHop MED LocPrf PrefVal Path/Ogn
*> 1.1.1.1/32 34.34.34.1 0 0 100i

H3CSE 5L

U
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S 54—— OSPF B H 35 52 A g 98

(€ZENZIDE

Loop? 1.1.1.1 32 S6/012.1.1.1 @
Loop2 2222 32 S6/012.1.1.2

110 120

[EKRE )
110:
ospf 1l
area 0.0.0.0
network 1.1.1.1 0.0.0.0
network 2.2.2.2 0.0.0.0
network 12.1.1.0 0.0.0.3
120: acl number 3001
rule 10 deny ip source 2.2.2.20
rule 20 permit ip

ospf 1l

area 0.0.0.0
network 12.1.1.0 0.0.0.3

-[rooml-rZ]dis ip rou

Destination/Mask Proto Pre Cost NextHop Interface
1.1.1.1/32 OSPF 10 1562 12.11.1 S6/0
2.2.2.2/32 OSPF 10 1562 12.11.1 S6/0
W 5 BB B3R

-[rooml-rZ]dis ip rou

Destination/Mask Proto Pre Cost NextHop Interface
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1.1.1.1/32 OSPF 10 1562 12.1.1.1 S6/0
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BHE LRV EAMHRELE

SEL 55—— GVRP

(EZENZDE
VLAN 10
—
=L VLAN 20
FELHI:
VLAN 10 ¥
VLAN 20
VLAN 10
VLAN 20
180

(L EE): &L GARP ML, 45 THALFH VIAN SIEMER, FHEHxE B EIR
BRI BN — AR GARP B 5 _EHIAL B B RE A2 B ZTH
GARP i [ W] DA 280 TAESE B MIAT . GARP Bt IR 3@ it 7 BH SR BT i 7 B 38
'ER) GARP & RIEMBUES H CHBIEE R, JRIERE GARP B K
BB S 7 B A BRI SR X T R A B

(SRR E )

CEEER)]: RBEMBEARM RS LHETL T AR EB & )
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5L 56—— VLAN

(EEINSDE
180 160
..
VLAN 10 _ VLAN 3
E10 E10
110.110.110.2 /24 110.110.010.3 /24
110.110/110.1 /24 110.110/110.4 /24
(525 H Y SE3 VLANS A VLANLO 8.
[S:3niE )
-interface Ethernet1/0/6
port link-type hybrid
port hybrid vlan 3 untagged
port hybrid pvid vlan 3
-interface Ethernet1/0/6
port link-type hybrid
port hybrid vlan 1 10 untagged
port hybrid pvid vlan 10
110:410:1904: ping 2
<room1-120>ping 110.110.110.1
PING 110.110.110.1: 56 data bytes, press CTRL_C to break
Reply from 110.110.110.1: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 110.110.110.1: bytes=56 Sequence=2 tt|=255 time=1 ms
Reply from 110.110.110.1: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 110.110.110.1: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 110.110.110.1: bytes=56 Sequence=5 ttl=255 time=1 ms
175
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SeL 57—— GVRP

(€ZENZIDE

R
VLAN 10 ¥
VLAN 20

(LR BE): &L GARP ML, 45 SZHALTH VIAN BIEMER, FHER%E BRI
BRI — AR GARP B LI E(F B &AL 1% 2 B ST
GARP Ji A FJ LA 28 0 TAESE S MIAT. GARP i 3@ 1o 75 B i [ml Wic 75 B il An £
‘B GARP B RIEMBGEH H CRIRIERE R, FRFEHE GARP R KIFEH
B[S 7S B A B A 7 B TR A B

[SLREE )

CEREN): RBEMBKRM RS LEETEL T PR RBSEB A A2
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ek 58—— VLAN 8] 8 H

(€ZENZIDE

3610-180
VLANG
6.6.6.1 /24

EG

Interface vlan10
110.110.110.1 /24

%ﬁﬂﬁ):
vlan1
vlan 5
vlan 6
#
interface Vlan-interface5
ip address 10.10.10.1 255.255.255.0
#
interface Vlan-interface6
ip address 6.6.6.2 255.255.255.0
#
#
interface Ethernet1/0/6
port link-type trunk
port trunk permit vlan all
ospf 1l
area 0.0.0.0
network 6.6.6.2 0.0.0.0
network 10.10.10.1 0.0.0.0
BE 160 1 FIBK:
[room1-160]dis fib
FIB Table:
Total number of Routes : 9

Flag:

H3CSE SL56 F Mt

3610-160
VLANG
6.6.6.2 /24
E6 3610-160
=L VLANG

110.110.110.3 /24

Interface vlan 5
10.10.10.1 /24
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U:Useable G:Gateway H:Host B:Blackhole D:Dynamic  S:Static

R:Reject L:Generated by ARP or ESIS
Destination/Mask  Nexthop Flag TimeStamp Interface
110.110.110.0/24 6.6.6.1 DGU t[956751999] Vlan6
6.6.6.2/32 127.0.0.1 HU  t[956751679] InLoopO
6.6.6.0/24 6.6.6.2 u t[956751679] Vlan6
10.10.10.1/32 127.0.0.1 HU  t[956751536] InLoopO
10.10.10.0/24 10.10.10.1 U t[956751536] Vlan5
192.168.1.160/32  127.0.0.1 HU  t[956750426] InLoop0
192.168.1.0/24 192.168.1.160 U t[956750426] Vianl
127.0.0.1/32 127.0.0.1 HU  t[956750422] InLoop0
127.0.0.0/8 127.0.0.1 u t[956750422] InLoop0
B 160 ff] ARP K:
[room1-160]dis arp all

Type: S-Static D-Dynamic

IP Address MAC Address VLAN ID Interface Aging Type
192.168.1.184 0017-c426-5f59 1 Eth1/0/6 20 D
192.168.1.100 000f-e273-6e0a 1 Eth1/0/6 11 D
192.168.1.29 0019-d2a0-7623 1 Eth1/0/6 18 D
6.6.6.1 000f-e266-f136 6 Eth1/0/6 20 D
180:
vlan10
vlan6
vianl

interface Vlan-interfacel
ip address 192.168.1.180 255.255.255.0
#
interface Vlan-interface6
ip address 6.6.6.1 255.255.255.0
#
interface Vlan-interfacel0
ip address 110.110.110.2 255.255.255.0
#
interface Ethernet1/0/6
port link-type trunk
port trunk permit vlan all
#
#
interface Ethernet1/0/10
port access vlan 10
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ospf 1l
area 0.0.0.0
network 6.6.6.1 0.0.0.0
network 110.110.110.0 0.0.0.255
#
ip route-static 10.10.10.0 255.255.255.0 6.6.6.2
BE 180 M FIBK:
[room1-180]dis fib
FIB Table:
Total number of Routes : 9

Flag:
U:Useable G:Gateway H:Host B:Blackhole D:Dynamic  S:Static
R:Reject L:Generated by ARP or ESIS

Destination/Mask  Nexthop Flag TimeStamp Interface
10.10.10.0/24 6.6.6.2 DGU t[956751958] Vlan6
6.6.6.1/32 127.0.0.1 HU  t[956751635] InLoopO
6.6.6.0/24 6.6.6.1 U t[956751635] Vlan6
110.110.110.2/32  127.0.0.1 HU  t[956750988] InLoop0
110.110.110.0/24 110.110.110.2 U t[956750988] VlIan10
192.168.1.180/32  127.0.0.1 HU  t[956750426] InLoop0
192.168.1.0/24 192.168.1.180 U t[956750426] Vianl
127.0.0.1/32 127.0.0.1 HU  t[956750422] InLoop0
127.0.0.0/8 127.0.0.1 u t[956750422] InLoop0

[room1-180]dis arp
N
% Incomplete command found at 'A' position.
[room1-180]dis arp all
Type: S-Static D-Dynamic

IP Address MAC Address VLAN ID Interface Aging Type
192.168.1.184 0017-c426-5f59 1 Eth1/0/1 20 D
192.168.1.29 0019-d2a0-7623 1 Eth1/0/1 18 D
6.6.6.2 000f-e275-8586 6 Eth1/0/6 20 D
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SIS 59—— VRRP

[ E ):
140 120
2_:-;: S6/1 24 2 /24 56/1 24.1 /24
G0/0 192.168.1.140 G0/0 192.168.1.120
PC1#M= PC2fR <
192 168.1.88 192 168.1 77
(@ <i=N:0)
[ E )

-interface GigabitEthernet0/0
port link-mode route
address 192.168.1.140 255.255.255.0
vrrp vrid 1 virtual-ip 192.168.1.88
vrrp vrid 1 priority 120
vrrp vrid 2 virtual-ip 192.168.1.77

-interface GigabitEthernet0/0
port link-mode route
pppoe-server bind Virtual-Template 0
ip address 192.168.1.120 255.255.255.0
vrrp vrid 1 virtual-ip 192.168.1.88
vrrp vrid 2 virtual-ip 192.168.1.77
vrrp vrid 2 priority 200

-dis vrrp verbose
IPv4 Standby Information:

Run Method : VIRTUAL-MAC
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Virtual IP Ping : Enable

Interface

VRID

Admin Status
Config Pri
Preempt Mode
Auth Type
Virtual IP
Master IP

Interface

VRID

Admin Status
Config Pri
Preempt Mode
Auth Type
Virtual IP
Virtual MAC
Master IP

: GigabitEthernet0/0

01
:UP
:100
: YES
: NONE
:192.168.1.88

:192.168.1.140

: GigabitEthernet0/0

12
:UP
: 200
: YES
: NONE
:192.168.1.77

: 0000-5e00-0102
:192.168.1.120

-dis vrrp verbose

IPv4 Standby Information:

Run Method
Virtual IP Ping :
Interface

VRID

Admin Status
Config Pri
Preempt Mode
Auth Type
Track IF

Virtual IP
Virtual MAC
Master IP

Interface

VRID

Admin Status
Config Pri
Preempt Mode
Auth Type
Virtual IP
Master IP

: VIRTUAL-MAC

Enable

: GigabitEthernet0/0

01
:UP
: 120
: YES
: NONE
: Serial6/1
:192.168.1.88

: 0000-5e00-0101
:192.168.1.140

: GigabitEthernet0/0

12
:UP
:100
: YES
: NONE
:192.168.1.77

:192.168.1.120
BEATTE 140 BB MAAREEO: vrrp vrid 1 track interface Serial6/1 reduced 40

H3CSE SL56 F Mt

Adver. Timer
State
Run Pri
Delay Time

Adver. Timer
State
Run Pri
Delay Time

Adver. Timer
State
Run Pri
Delay Time

Pri Reduced

Adver. Timer
State
Run Pri
Delay Time

: Backup
: 100

: Master
: 200

01
: Master
: 120
:0

: 40

01
: Backup
: 100

BRI 5 Fe st R I ol
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#8140 s6/1 I shutdown:
=% 1ol
disvrrpv
IPv4 Standby Information:
Run Method : VIRTUAL-MAC
Virtual IP Ping : Enable

Interface : GigabitEthernet0/0

VRID :1 Adver. Timer
Admin Status :UP State

Config Pri :120 Run Pri
Preempt Mode : YES Delay Time
Auth Type : NONE

Track IF : Serial6/1 Pri Reduced
Virtual IP :192.168.1.88

Master IP :192.168.1.120

Interface : GigabitEthernet0/0

VRID 12 Adver. Timer
Admin Status :UP State

Config Pri :100 Run Pri
Preempt Mode : YES Delay Time
Auth Type : NONE

Virtual IP :192.168.1.77 Master IP

is vrrp verbose
IPv4 Standby Information:

Run Method : VIRTUAL-MAC

Virtual IP Ping : Enable

Interface : GigabitEthernet0/0

VRID :1 Adver. Timer
Admin Status :UP State

Config Pri :100 Run Pri
Preempt Mode : YES Delay Time
Auth Type : NONE

Virtual IP :192.168.1.88

Virtual MAC : 0000-5e00-0101

Master IP :192.168.1.120

Interface : GigabitEthernet0/0

VRID 12 Adver. Timer
Admin Status :UP State

Config Pri : 200 Run Pri
Preempt Mode : YES Delay Time

H3CSE SL56 F Mt

01
: Backup

: 80

: 40

01
: Backup

: 100

:192.168.1.120

: Master

: 100

01
: Master

: 200

:0
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Auth Type
Virtual IP
Virtual MAC
Master IP

T 140 ) S6/1

: NONE
:192.168.1.77

: 0000-5e00-0102

:192.168.1.120

undo shutdown

o — ¢ o

disvrrpv

IPv4 Standby Information:

Run Method : VIRTUAL-MAC

Virtual IP Ping : Enable

Interface : GigabitEthernet0/0

VRID 01

Admin Status :UP

Config Pri :120

Preempt Mode : YES

Auth Type : NONE

Track IF : Serial6/1

Virtual IP :192.168.1.88

Virtual MAC : 0000-5e00-0101

Master IP :192.168.1.140

Interface : GigabitEthernet0/0

VRID 12

Admin Status :UP

Config Pri :100

Preempt Mode : YES

Auth Type : NONE

Virtual IP :192.168.1.77

Master IP :192.168.1.120
BER 140 K E MASTER Hifir

H3CSE SL56 F Mt

Adver. Timer 01
State : Master
Run Pri : 120
Delay Time :0
Pri Reduced : 40
Adver. Timer 01
State : Backup
Run Pri : 100
Delay Time :0

PRI 72 46 R RS I ot
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eIy 60—— MSTP

(CZENSDE

160 32768.000f-e275-8580
MSTI 2

bk 3 0

MSTI 1 permit VLAN1
MSTI 2 permit VLAN10 E12

1 E10
VLAN10 VLAN 10
32768.000f-e273-6d36 E1
E10
"VLAN 10

E1

MSTI 1 32768.000f-e266-f130

w10
(23 HE ) D ERIFEEMNL P ER B AN ERNGTES 5 Trunk 25 52 VLAN 25 %
¥t
(SRR E ):
160:
vlan1
vilan 10
stp instance 2 root primary (F§5€ 160 A4 2 KIHR)
stp enable

stp region-configuration
region-name aaa
instance 1 vlan 1
instance 2 vlan 10
active region-configuration
interface Ethernet1/0/12
port link-type trunk
port trunk permit vilan all
interface Ethernet1/0/6
port link-type trunk
port trunk permit vilan all
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[room1-160]dis stp root
MSTID Root Bridge ID
0 32768.000f-e266-f130 0O

1 32768.000f-e266-f130 0O
2 0.000f-e275-8580 0

room1-160]dis stp b
MSTID Port

0 Ethernet1/0/2
Ethernet1/0/6
Ethernet1/0/10
Ethernet1/0/12
Ethernet1/0/2
Ethernet1/0/6
Ethernet1/0/12
Ethernet1/0/6
Ethernet1/0/10
Ethernet1/0/12

N NN B =R B O O O

stp enable
stp region-configuration
region-name aaa
instance 1 vlan 1
instance 2 vlan 10
active region-configuration
interface Ethernet1/0/12
port link-type trunk
port trunk permit vlan all
interface Ethernet1/0/1
port link-type trunk
port trunk permit vlan all

#
vlan1
vilan 10
<room1-170>dis stp b
MSTID Port
0 Ethernet1/0/1
0 Ethernet1/0/9
0 Ethernet1/0/12
1 Ethernet1/0/1
1 Ethernet1/0/9

H3CSE SL56 F Mt

ExtPathCost IntPathCost Root Port

200 Ethernet1/0/6
200 Ethernet1/0/6
0

Role STP State Protection
ALTE DISCARDING NONE
ROOT FORWARDING NONE
DESI FORWARDING NONE
ALTE DISCARDING NONE
ALTE DISCARDING NONE
ROOT FORWARDING NONE
ALTE DISCARDING NONE
DESI FORWARDING NONE
DESI FORWARDING NONE
DESI FORWARDING NONE
Role STP State Protection
ROOT FORWARDING NONE
ALTE DISCARDING NONE
DESI FORWARDING NONE
ROOT FORWARDING NONE
ALTE DISCARDING NONE

BROITH 5% e gt AR ot
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1 Ethernet1/0/12 DESI FORWARDING
2 Ethernet1/0/1 ALTE DISCARDING
2 Ethernet1/0/12 ROOT FORWARDING

room1-170>dis stp instance 2

MSTI Bridge ID :32770.000f-e273-6d36
MSTI RegRoot/IRPC  :2.000f-e275-8580 / 200
MSTI RootPortid :128.12

Master Bridge :32768.000f-e266-f130
Cost to Master :200

TC or TCN received :11

----[Port1(Ethernet1/0/1)][DISCARDING]----

Port Role :Alternate Port

Port Priority 1128

Port Cost(Legacy) :Config=auto / Active=200
Desg. Bridge/Port  :32770.000f-e266-f130 / 128.1
Num of Vlans Mapped :1

Port Times :RemHops 19

----[Port12(Ethernet1/0/12)][FORWARDING]----
Port Role :Root Port
Port Priority :128
Port Cost(Legacy) :Config=auto / Active=200
Desg. Bridge/Port  :2.000f-e275-8580 / 128.12
Num of Vlans Mapped :1
Port Times :RemHops 20
180:
vlan1
vlan 10
stp enable
stp region-configuration
region-name aaa
instance 1 vlan 1
instance 2 vlan 10
active region-configuration

interface Ethernet1/0/6
port link-type trunk
port trunk permit vian all
interface Ethernet1/0/1
port link-type trunk

H3CSE SEIGTFM VR IITH 32 fea tH BRI Hracs

NONE
NONE
NONE
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port trunk permit vian all

room1-180>dis stp root

MSTID Root Bridge ID ExtPathCost IntPathCost Root Port
0 32768.000f-e266-f130 0 0
1 32768.000f-e266-f130 0 0
2 0.000f-e275-8580 0 200 Ethernet1/0/6

<room1-180>dis stp b

MSTID Port Role STP State Protection
0 Ethernet1/0/1 DESI FORWARDING NONE
0 Ethernet1/0/6 DESI FORWARDING NONE
0 Ethernet1/0/10 DESI FORWARDING NONE
0 Ethernet1/0/12 DESI FORWARDING NONE
1 Ethernet1/0/1 DESI FORWARDING NONE
1 Ethernet1/0/6 DESI FORWARDING NONE
1 Ethernet1/0/12 DESI FORWARDING NONE
2 Ethernet1/0/1 DESI FORWARDING NONE
2 Ethernet1/0/6 ROOT FORWARDING NONE
2 Ethernet1/0/10 DESI FORWARDING NONE

[FEEFHN] 1. UOEENMAINOEDORBZECN trank K8 AT USCHRARE; H
—RBEWNESUNRERE,
2 R R IE G G T HYA LSS VLANL F VLANL0; U A5 VLANL Fl
VLAN10 2 BN TGEEBEAT BRI # K ;
[room1-170]stp instance 3 root primary: &% 170 A% 3 HIR

fERE:

[room1-160]dis stp instance 3

MSTI Bridge ID :32768.000f-6275-8580 //MSTP i5#% ID (BID)

MSTI RegRoot/IRPC  :32768.000f-e275-8580 /0  //3H#R

MSTI RootPortld :0.0

Master Bridge :32768.000f-e275-8580 // MSTI 35/ MASTER 32 L BT #E I id
Cost to Master :0

TC received :0

----[Port2(Ethernet1/0/2)][DISCARDING]----

Port Role :Alternate Port

Port Priority :128

Port Cost(Legacy) :Config=auto / Active=200
Desg. Bridge/Port  :32768.000f-e275-8580 / 128.2
Num of Vlans Mapped :1

Port Times :RemHops 20
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SIG 61——Stp FUEAL R OB HT

(€ZENZIDE

32768.000f-e273-6d 36
fEEZ B

fEEmO
E6

180

BESTPEE:

-dis stp

CIST Bridge :32768.000f-e275-8580  (AZT#HL ID)
Bridge Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC :32768.000f-e266-f130 / 200  (ER3T#eHL ID)

CIST RegRoot/IRPC  :32768.000f-e275-8580 /0  MSTP F{I35AR ) BID
CIST RootPortld :128.6 (%% [ ID,RIEI AN O84S, BEALRHS)
BPDU-Protection :disabled

Bridge Config-

Digest-Snooping :disabled

TC or TCN received :27

Time since last TC :0 days 2h:24m:39s
----[Port6(Ethernet1/0/6)][FORWARDING]----

Port Protocol :enabled
Port Role :CISTRoot Port (g Af: RimO)
Port Priority 128 O AR

Port Cost(Legacy) :Config=auto / Active=200

Desg. Bridge/Port  :32768.000f-e266-f130 / 128.6

Port Edged :Config=disabled / Active=disabled
Point-to-point :Config=auto / Active=true
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Transmit Limit :10 packets/hello-time
Protection Type :None
MST BPDU Format :Config=auto / Active=legacy
Port Config-
Digest-Snooping :disabled
Num of Vlans Mapped :1
PortTimes :Hello 2s MaxAge 20s FwDly 15s MsgAge Os RemHop 20
BPDU Sent 7
TCN: 0, Config: 0, RST: 0, MST: 7
BPDU Received 14338

TCN: 0, Config: 0, RST: 0, MST: 4338
--—-[Port12(Ethernet1/0/12)][DISCARDING]----

Port Protocol :enabled
Port Role :CIST Alternate Port
Port Priority :128

Port Cost(Legacy) :Config=auto / Active=200
Desg. Bridge/Port :32768.000f-e273-6d36 / 128.12

Port Edged :Config=disabled / Active=disabled
Point-to-point :Config=auto / Active=true
Transmit Limit :10 packets/hello-time
Protection Type :None
MST BPDU Format :Config=auto / Active=legacy
Port Config-
Digest-Snooping :disabled
Num of Vlans Mapped :1
PortTimes :Hello 2s MaxAge 20s FwDly 15s MsgAge 1s RemHop 20
BPDU Sent :5
TCN: 0, Config: 0, RST: 0, MST: 5
BPDU Received :4395

TCN: 0, Config: 0, RST: 0, MST: 4395

<room1-160>dis stp b

MSTID Port Role STP State Protection
0 Ethernet1/0/6 ROOT FORWARDING NONE
0 Ethernet1/0/12 ALTE DISCARDING NONE

-<room1-170>dis stp

CIST Bridge :32768.000f-e273-6d36

Bridge Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC :32768.000f-e266-f130 / 200

CIST RegRoot/IRPC  :32768.000f-e273-6d36 / O

CIST RootPortid :128.1

H3CSE SEZIGF M VYT 3 HB gttt AL I oy
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BPDU-Protection :disabled
TC-Protection :enabled / Threshold=6
Bridge Config

Digest Snooping :disabled

TC or TCN received :13
Time since last TC  :0 days 2h:26m:40s
----[Port1(Ethernet1/0/1)][FORWARDING]----

Port Protocol :enabled
Port Role :CIST Root Port
Port Priority :128

Port Cost(Legacy) :Config=auto / Active=200
Desg. Bridge/Port :32768.000f-e266-f130 / 128.1

Port Edged :Config=disabled / Active=disabled
Point-to-point :Config=auto / Active=true

Transmit Limit :10 packets/hello-time

Protection Type :None

MSTP BPDU format :Config=legacy
----[Port12(Ethernet1/0/12)][FORWARDING]----

Port Protocol :enabled
Port Role :CIST Designated Port
Port Priority :128

Port Cost(Legacy) :Config=auto / Active=200
Desg. Bridge/Port :32768.000f-e273-6d36 / 128.12

Port Edged :Config=disabled / Active=disabled
Point-to-point :Config=auto / Active=true
Transmit Limit :10 packets/hello-time
Protection Type :None
MSTP BPDU format :Config=legacy
Port Config
Digest Snooping :disabled
Num of Vlans Mapped :1
PortTimes :Hello 2s MaxAge 20s FwDly 15s MsgAge 1s RemHop 20
BPDU Sent 14474
TCN: 0, Config: 0, RST: 0, MST: 4474
BPDU Received :5

TCN: 0, Config: 0, RST: 0, MST: 5
<room1-170>dis stp brief

MSTID Port Role STP State Protection
0 Ethernet1/0/1 ROOT FORWARDING NONE
0 Ethernet1/0/12 DESI FORWARDING NONE

-<room1-180>dis stp

CIST Bridge :32768.000f-e266-f130

H3CSE SEZIGF M VYT 3 HB gttt AL I oy
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Bridge Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC :32768.000f-e266-f130 / 0

CIST RegRoot/IRPC  :32768.000f-e266-f130 / 0

CIST RootPortid :0.0

BPDU-Protection :disabled

Bridge Config-

Digest-Snooping :disabled

TC or TCN received :7
Time since last TC  :0 days 2h:24m:54s
----[Port1(Ethernet1/0/1)][FORWARDING]----

Port Protocol :enabled
Port Role :CIST Designated Port
Port Priority :128

Port Cost(Legacy) :Config=auto / Active=200
Desg. Bridge/Port :32768.000f-e266-f130 / 128.1

Port Edged :Config=disabled / Active=disabled

Point-to-point :Config=auto / Active=true

Transmit Limit :10 packets/hello-time

Protection Type :None

MST BPDU Format :Config=auto / Active=legacy
----[Port6(Ethernet1/0/6)][FORWARDING]----

Port Protocol :enabled

Port Role :CIST Designated Port

Port Priority :128

Port Cost(Legacy) :Config=auto / Active=200
Desg. Bridge/Port :32768.000f-e266-f130 / 128.6

Port Edged :Config=disabled / Active=disabled
Point-to-point :Config=auto / Active=true

Transmit Limit :10 packets/hello-time

Protection Type :None

MST BPDU Format :Config=auto / Active=legacy
Port Config-

Digest-Snooping :disabled

Rapid transition :true

Num of Vlans Mapped :1

PortTimes :Hello 2s MaxAge 20s FwDly 15s MsgAge Os RemHop 20
BPDU Sent 14491

TCN: 0, Config: 0, RST: 0, MST: 4491
BPDU Received 4

TCN: 0, Config: 0, RST: 0, MST: 4
<room1-180>dis stp brief
MSTID Port Role STP State Protection
0 Ethernet1/0/1 DESI FORWARDING NONE
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0 Ethernet1/0/6 DESI FORWARDING NONE

LR LT s O # R iR O
AR RRARR O, FRRFREEERD, RigOAEgmOLTEERS
LR EBIARFERER, HALBRBWMEKEITHE, RER BID, RERHD ID

2B ORE—EXHENLE N AN OFIEH RN . 8EmOREESENNBEFEEHTEE
R, 7 EX N LA ERE O NEEED (HALBRIRNEEEITHE, 252 BID,
B &% ID)

3.BEAN R B L B AN R 4 2 i 1 3% OO SRS

AR 1RO e s D RIfEM? 2 2
& —AZHHAGEE MR D, NAMERRD,
PP R --—-> T8 5 i I BE ST L----> N BR 3 1 1 SR> 7E M4 58 g I #E AR ZZ
B> MR HA R S O K-> WA i D K-> B H3

2.5 0 1D H-ARHERE 22
& RERERNE ORIBHMEREF B, iR B BB HE R A3
3.COST R84 %M IR 2 25 v O B FF 48 ?

el = =
E‘*Sl 32768.000f-e275-8580

32768.000f-e273-6d36 E1 G CIST 400

EEZHH

192

H3CSE S2& T VRIITH 3 ekt BRI ey



H3CSE L +E &4

201145 H 24 H

—. WFEE E1/0/12 AR FFE RE i

-[room1-170-Ethernet1/0/ 1]stp cost 400 (f&&¥ O COST)

-[room1-160]dis stpb
MSTID Port Role STP State Protection
0 Ethernet1/0/6 ROOT FORWARDING NONE
0 Ethernet1/0/12

DESI FORWARDING NONE

E1/0/12 I HH DISCARDING RZ2%A FORWARDING

170: [room1-170]disstp b

MSTID Port Role STP State Protection
0 Ethernet1/0/1 ROOT FORWARDING NONE
0 Ethernet1/0/12 ALTE DISCARDING NONE

E1/0/1 F1 1 FORWARDING ZZ A DISCARDING R

—

=. BEBEEIEALL S S 3E HR S HAL AT S

[ERRE])
-[room1-160]stp priority 4096
(stp instance O priority 4096 A4 X %)

& 160 FLAERK BN 4096 1K T-BRINET 32768, WU 160 =ik AR HNL (LS LA AR
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0. FLig e RAZ B &R A #epl

W] DA fsE F 44 stp root primary H1 stp root secondary F .15 5 R AT AL B4 AR AT Hd/l
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2L 63—— 802.1X+AAA

(€ZENZIDE

192.168.1.110 /24

E1/0/23

T o2 1xiBA

[LRAEMY: PC EEERFIZTHIN E1/0/23 3 H, ACE 802.1x MHilli#AT i
il .
[ERE ):
SW-110:
dotlx //JF/E4AJR 802.1X ¢tk
local-user wbb [ IAMBENA P, BSIREVIR TR R EMEXSH
password simple 111111
service-type lan-access

domain default enable h3c /[ ERE I h3c NEE i
radius scheme 1 //:61& RADIUS 5 RN FHALE

primary authentication 127.0.0.1  //:i% B F\iE/7t %% RADIUS AR5 1 1P Hbtik
primary accounting 127.0.0.1

server-type standard [/ 8B E R R GZREH RADIUS RS 25KH?

user-name-format with-domain

domain h3c
radius scheme h3c

interface Ethernet1/0/23  //:JF B8 E¥% 0 E1/0/23 H] 802.1X 414
dotlx

195
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//: REHNEETRE, & PC 43 H3C802.1x & F i 14,

H3CF02. 1%

Z RN EE S

B a0z XA tom) (]

E}@ HiC 02 1% P

ArE: |
Zo |
-

I EREEHEN Bt
hues A

\Intel (R) FRO/100 VE Fetwork Connect ¥ |

EE | B |

1) AHIAIEE PR A B Radius 55 system, SRERIEA system, PLREE A
INEAR 55 5%

2)WIER A P 48 wbb@system, RS04 111111;

)ikFE PC A5 1) M4 GB35 5

4 “ER”, BIRA;

T RN 802.1X AMAEERIER !
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B RS (%}
P
&
R EEIR
365 132

FiRERERE &) SIHEERE &

000142 oo:11: 37
MACHE - 00:16:03:97:85: 10
IFHitLE : 192, 168.1. 121
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SIS 64—— 802.1X+DHCP

CEENSDE
DHCP Server
192.168.1.114 /24
{ E2
~—y E1/0/12
g
802.1X/DHCP 802.1X
Client 192.168.1.101 /24

[ EHKY: PC HLA 802.1X ZZHALLAK FAHIE, 802.1X AT#eAHLA DHCP fR 5538 AR O AH
#, pCHLELIE 802.1X IAIE, ZJ5M DHCP RS 23IREX M8tttk iHhSkds
RN TiLEER P IRE M4 HbE, AEvER P GVEIREU M 4 ik
[ LR E ):
101:
domain default enable h3c.net
dotlx

domain h3c.net
[H3C-isp-abc.net]scheme local //: BRI\, BB EFri— T !
domain system
#
local-user wbb
password simple 111111
service-type lan-access
#
interface Ethernet1/0/12
dotlx port-method portbased  //:& Wi 7] LAIR S B.Th!
dotlx

-dhcp enable

dhcp server forbidden-ip 192.168.1.114
dhcp server ip-pool 1
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network 192.168.1.0 mask 255.255.255.0
gateway-list 192.168.1.114
expired day 0 hour 1 //&7~ IP #lZ)2 1 ~/NE

//: REHNEETRG, & PC 4i%3E H3C802.1x & F i 14,

RN E RS
B a0z XA tom) (]

E}:D HiC 02 1% P

ArE: |
Zo |
-

r ETEEHER it
b, R

\Intel (R) FRO/100 VE Fetwork Connect ¥ |

EE | B |

1)INEBA# N P48 wbb@h3c.net, %A 111111,
2)ikFE PC A& 5 HI M 451G L 8% 5
)M TR, BRI

T B4 802.1X A H A UEERE IEH !
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B IR (= ]
I :
4|
BRI BIEIRIT
365 132

FiRERERE &) SIHEERE &

000142 oo:11: 37
MACHE - 00:16:03:97:85: 10
IFHitLE : 192, 168.1. 121

J1SAERGT, BREUM 2% ik B2 !

PSR IS B @
PIERERIFERER @)
| Rt Hi{H
| SRyt 00-16-03-97-F5-10
IF Hiht 192 168.1. 121
- FAHERS 255, 55, 2550
BiAFx 192 163.1. 114
oHCE ARE-E5 192 168.1. 114
18 T 2009-10-21 13:38:14
FizEahmi:l 2009-10-21 14:33:14
s fRsE-a2
WINS BRE 83
PRI
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26 65—— 802.1X A\ iE

(€ZENZIDE

192.168.1.110 /24

E1/0/23

|

T o2 1xiBA

[LRAEMY: PC EEERFIZTHIN E1/0/23 3 H, ACE 802.1x MHilli#AT i
e, AUETT TR A A HAGIE .
[ERE ):
SW-110:
domain default enable abc.net
dotlx

radius scheme system

domain abc.net
[H3C-isp-abc.net]scheme local //:BRIAHT, {E&BIEFri— !
domain system
#
local-user wbb

password simple 123

service-type lan-access
#
interface Vlan-interfacel

ip address 192.168.1.102 255.255.255.0
#
interface Ethernet1/0/22

dotlx port-method portbased  //: % M&; 7] PA#R 5 BTh!
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dotlx

//: REHNEETRE, & PC 43 H3C802.1x & F i 14,

H3

Z RN EE S

B a0z XA tom) (]

E}@ HiC 02 1% P

ArE: |
Zo |
-

r ETEEED Bt
hues A

\Intel (R) FRO/100 VE Fetwork Connect ¥ |

EE | B |

1NN 7 88 whb@abce.net, A5 123;
2)1EFE PC A 5 M 44 IE AL 2% 5
)Ry “HEE”, HIEHRA;

T B 802.1X A H A UEERE IEH !

B IR (= ]
I :
4|
BRI BIEIRIT
365 132

FiRERERE &) SIHEERE &

000142 oo:11: 37
MACHE - 00:16:03:97:85: 10
IFHitLE : 192, 168.1. 121
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FNES HEAN TR

St I 66——DHCP AR E

(EZENZDE

Internet

G0/0 192.168.1.120 /24
N\ 57

DHCP Client DHCP Server

120

(25 HK Y DHCP W] LLH 34 /REM + EHL5E M TCP/IP il T B <M 2% bk Zh A 3R>
[ERAE )
-dhcp enable
dhcp server forbidden-ip 192.168.1.120
dhcp server ip-pool 1
network 192.168.1.0 mask 255.255.255.0
gateway-list 192.168.1.120
expired day 0 hour 1  //3&7~ 1P FAZ12 1 AN/RY
D FEhiEE P BN/
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SRS B B E1<)
FlESEEFERER I
Bt #iE
TRy i 00-19-02-A0-TE-23
IF Hutlk 197 185.1. 18
RS 255, 255, 7550
BiAFE 192 163.1.1
ns fREE-32 5. 242 2.2
WINS BR<E-553
C #HA@ |
2): i DHCP fRE
(9) FebmgtiEE ks @D
em S
EEE
Hi b e - B DHCE 3B
™ IF it 192, 168, 1. 16
TR 255, 255, #55. 0
il Pl 192, 168. 1. 120
SR D).

Windows rﬂcﬁﬁqﬂﬂﬁmtﬁéﬁﬂﬂﬂﬁ 1[0 =S T—
EITEER, BRE CBE" | e |

s &

TRYIT 3 R i R I o

204



H3CSE L8 S H 2011 4E 5 A 24 [

RS REmEa @

FIEREREEERE R @0

B 28]

ScRrHb b 00-19-0Z-A0-TE—23

IF Hik 192, 163. 1. 16

+ PR 255, 255, 255, 0

il o 192. 168, 1. 120

DHCE JR:=E58 192.1658. 1. 130

=48 T 20 2009-T-22 14:29:54

fHETIHER 2009-T-22 15:29:54

oxs fRE38

WINS R85

CxAw |

[ Zi%n):

DHCP Jil 4535 --> RE4R it DHCP TNREMI AR 55 23 5. DHCP THREAI ISR & %
DHCP H k> — L AM R = E X BN F WL &%
DHCP & ' ii-> TR E A 3RS P Hubk 9 F AL
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SEI 67——DHCP 4k sz id

(€ZENZIDE

G0/0 192.168.1.120 /24

Internet

S6/2 23.2
30

120
%SE&!Z 23.1

DHCP Client DHCP Relay

DHCP Server

[SLREE )

-dhcp enable

dhcp relay server-group 1ip 23.23.23.2 //MZEEO Ip

interface GigabitEthernet0/0

dhcp select relay
dhcp relay server-select 1

-dhcp enable

dhcp server forbidden-ip 192.168.1.130
dhcp server forbidden-ip 192.168.1.120

dhcp server ip-pool 1
network 192.168.1.0 mask 255.255.255.0

gateway-list 192.168.1.120
expired day O hour 1

DHCP Client Z81F :
A& P WETRSCY: “ E3h3KE P Huht “BPay!

H3CSE L6 Tt UM 32 A sttt BRI oy
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= BHahEEi§ IF Hubk )
ERTER IF itk E):

o BzhEEig I¥s RSl B)
ERTER DHs RS E):

Internet b (TER/ 1Pk Eit @ @
e o=

0B FEREERHThER » MIAT L ZeEl Haisifad IF 8. &,

fre=gs U i R A EIE R IRIER IF RE.

0
ﬁ%ﬁgﬂi%l%\:

SRR @D
PIEHERFERER [0

B #iE

TRy i 00-19-02-A0-TE-23

IF Hiht 192 165.1. 18

- FAHERS 255, 55, 2550

BiAFx 192.163.1. 120

oHCE ARE-E5 192, 168. 1. 130

18 T 2009-T-22 15:15:47

FizEahmi:l 2009-T-22 16:15:47

s fRsE-a2

WINS BRE 83

G

H3CSE 5256 T

M IRV S St R o

207



H3CSE L8 S H 2011 4E 5 H 24 [
SEL 68— 4k id B

(€ZENZD B
H3C
A R4 190 S6/0
DLCI=100 12:1:1:3

R1 160 S6/2 s %
12.1.1.1 "

DLCI=200

R2 170 56/1
12.1.1.2

I I .
&8 H,Hph—E& 2B H(RD)BCAZBRIERZES —T fr switching)

RA:[r1]int s6/2

[r1-Serial6/2]ip add 12.1.1.1 24
[r1-Serial6/2]link-protocol fr

[r1-Serial6/2]fr map ip 12.1.1.3 100 broadcast
[r1-Serial6/2]fr map ip 12.1.1.2 200 broadcast

RB:[RTB]interface serial 1/0
[RTB-Serial6/1]link-protocol fr
[RTB-Serial6/1])ip address 12.1.1.2 24
[RTB-Serial6/1]fr map ip 12.1.1.1 dlci 200

RC:[RTCJinterface serial 1/0
[RTC-Serial1/0]link-protocol fr
[RTC-Serial1/0]ip address 12.1.1.3 24
[RTC-Serial1/0]fr map ip 12.1.1.1 dici 100

=GB EPIE FR M BRTHYL (AT B RARE /T )
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RD:fr switching

[RD]int s6/2

[RD-Serial6/2]link-protocol fr

[RD-Serial6/2]fr interface-type dce

[RD-Serial6/2]fr dici-switch 100 int face s6/0 dlci 100
[RD-Serial6/2]fr dici-switch 200 int face s6/1 dlci 200
[RD-Serial6/0]link-protocol fr

[RD-Serial6/0]fr interface-type dce

[RD-Serial6/0]fr dici-switch 100 int face s6/2 dlci 100
[RD-Serial6/1]link-protocol fr

[RD-Serial6/1]fr interface-type dce

[RD-Serial6/1]fr dici-switch 200 int face s6/2 dlci 200
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52 69——PPP MP VT 00

(€ZENZIDE

o RrHE N 5 EE R E: O K BK

Serial2/0 . Serial2/0
0
Serialzf Serialz

RTA PPPMP RTB

[RTA] interface wirtual-template 1

[RTA Virtual Tempilatel] dp address 1.1.1.1 24

[RTZR] interface serial 2/0

[RTA-Serial2/0] ppp mp wvirtual-template 1

[RTZ] dinterface serial 2/1

[RTA-Serial2/1] ppp mp virtual-template 1

[BTE] interface wirtual-template I

[RTEFirtual-Templiatel] Hp address ol oiol 34

[RTB] interface serial 2/0

[RTE-5erial2/0] ppp mp virtual-template 1

[RTB] interface serial 2/1

[RTB-Serial?/1] ppp mp virtual-template 1

[EBIRR )

[r1]dis ip routing-table
3.3.3.0/24 Direct 0 0 3.3.3.2 VT10
3.3.3.1/32 Direct 0 0 3.33.1 VT10
3.3.3.2/32 Direct 0 0 127.0.0.1 InLoopO
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoopO
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoopO
[rO]dis ip routing-table
3.3.3.0/24 Direct 0 0 3.33.1 VT10
3.3.3.1/32 Direct 0 0 127.0.0.1 InLoopO
3.3.3.2/32 Direct 0 0 3.3.3.2 VT10
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoopO
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoopO

(LR ES): £RCE ppp mp I, ANEWEEROEES ip ik,
REEEFE BEARAIBEH .

H3CSE SEIGTFM IR 3 1B %

tH RS I g

R HIEE, ERBRD
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PPP MP-Group
(EZENZDE
e MP-Group )5 i &
serial2/0 . Serial2/o
[
Serialz PPP MP serialzif
RTA RTB
[RTZ] interface mp—group 1
[ETA-Mp—groupl] ip address 1.1.1.1 24
[RTE-Mp—groupl] interface SerialZ/0
[ETE-Serial2/0] ppp mp mp—group 1
[RTER-Mp-groupl] interface Serial2/1
[RTZ-Serial2/1] ppp mp mp-group 1
[ETE] interface mp—group 1
[ATE-Mp—groupl] ip address 1.1.1.2 24
[ETBE-Mp—groupl] interface Serial2/0
[ETE-Serial2/0] ppp mp mp-group 1
[ETE-Mp-groupl] interface SerialZ/l1
[RTE-Serial2/l] ppp mp mp-group 1
[SERIME )
[r1]dis ip routing-table
3.3.3.0/24 Direct 0 0 3.3.3.2 Mp-group10
3.3.3.1/32 Direct 0 0 3.3.3.1 Mp-group10
3.3.3.2/32 Direct 0 0 127.0.0.1 InLoopO
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoopO
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoopO
[rO]dis ip routing-table
3.3.3.0/24 Direct 0 0 3.3.3.1 Mp-group10
3.3.3.1/32 Direct 0 0 127.0.0.1 InLoopO
3.3.3.2/32 Direct 0 0 3.3.3.2 Mp-group10
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoopO
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoopO
[LREE): ERE pppmp B, AEVEZOERSE ip ik, FKEIER, EBORD
RAgEE BRI B .

H3CSE SL56 F Mt

BROITH 5% e gt AR ot
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3k 3k 3k 3k ok sk ok sk ok sk 3k sk 3k ok sk ok sk ok ok ok ok sk sk ok 3k ok sk ok ok ok ok ok sk 3k sk 3k sk sk ok ok 3k ok 3k ok sk ok ok 3k sk sk ok ok ok sk ok ok sk ok sk ok sk ok ok ok ok ok ok ok ok ok ok skosk sk sk sk skk ok

BLE PPP MP VT C AU OBIRE:

%Aug

%Aug

%Aug

%Aug

%Aug

%Aug

7 20:27:33:500 2009 r0 IFNET/4/UPDOWN:

Line protocol on the interface Serial0/2/0 is DOWN

7 20:27:33:500 2009 r0 IFNET/4/UPDOWN:

Line protocol on the interface Serial0/2/0 is UP

7 20:27:33:500 2009 r0 IFNET/4/UPDOWN:

Line protocol on the interface Virtual-Template10:0 is UP
7 20:27:36:500 2009 r0 IFNET/4/UPDOWN:

Protocol PPP IPCP on the interface Virtual-Template10:0 is UP
7 20:27:44:796 2009 r0 IFNET/4/UPDOWN:

Line protocol on the interface Serial0/2/1 is DOWN

7 20:27:44:812 2009 r0 IFNET/4/UPDOWN:

Line protocol on the interface Serial0/2/1 is UP

Bt B PPP MP-Group FJ3E O ZBLIRAS

%Aug

%Aug

%Aug

%Aug

%Aug

%Aug

7 20:44:25:359 2009 r0 IFNET/4/UPDOWN:

Line protocol on the interface Serial0/2/0 is DOWN
7 20:44:25:375 2009 r0 IFNET/4/UPDOWN:

Line protocol on the interface Serial0/2/0 is UP

7 20:44:25:375 2009 r0 IFNET/4/UPDOWN:

Line protocol on the interface Mp-group10 is UP

7 20:44:28:359 2009 r0 IFNET/4/UPDOWN:
Protocol PPP IPCP on the interface Mp-group10 is UP
7 20:44:37:62 2009 r0 IFNET/4/UPDOWN:

Line protocol on the interface Serial0/2/1 is DOWN
7 20:44:37:78 2009 r0 IFNET/4/UPDOWN:

Line protocol on the interface Serial0/2/1 is UP

3k 3k 3k 3k ok sk ok sk ok sk 3k 5k 3k ok sk ok ok ok sk ok ok sk ok sk 3k sk sk ok ok ok ok ok sk sk ok 3k sk sk ok ok 3k ok 3k ok sk ok ok 3k sk sk ok ok ok sk ok ok sk ok sk ok sk ok ok ok ok ok ok ok ok sk sk sksk sk sk sk skok ok
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L 70— FEORE

(€ZENZIDE

E:0/1/0.1
1.1.1.1 /24

ST 01102 10f170. 2 St

: RO R1
LOOP 100 2221724 222224 LOOP 200
100.100.100.1/32 200.200.200.1/32

Area(

(B HKY: S BREaRSTEO; K& OSPF X8k 4B K OSPF 4Ff& P, F#: 02 [
A LLEAR PING 38; & 5 £ B i 4% T £:H) LooP Ot 7] DA HAR PING i&.
[EKRE )
- interface Ethernet0/1/0
port link-mode route
#
interface Ethernet0/1/0.1
vlan-type dotlqvid 10  //4T VLAN #3%%; FIXt 77 178 OB (VID U E—FE)
ip address 1.1.1.1 255.255.255.0
#
interface Ethernet0/1/0.2
vlan-type dotlq vid 20
ip address 2.2.2.1 255.255.255.0
#
interface LoopBack100
ip address 100.100.100.1 255.255.255.255
#
ospf 1l
area 0.0.0.0
network 2.2.2.0 0.0.0.255
area 0.0.0.1
network 1.1.1.0 0.0.0.255
#
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- interface Ethernet0/1/0
port link-mode route
#
interface Ethernet0/1/0.1
vlan-type dotlq vid 10
ip address 1.1.1.2 255.255.255.0
#
interface Ethernet0/1/0.2
vlan-type dotlq vid 20
ip address 2.2.2.2 255.255.255.0
#
interface LoopBack200
ip address 200.200.200.1 255.255.255.255

#
ospf 1l
area 0.0.0.0
network 2.2.2.0 0.0.0.255
area 0.0.0.1
network 1.1.1.0 0.0.0.255
#
[rtO]dis ospf peer
//EF OSPF HI4RfE
OSPF Process 1 with Router ID 2.2.2.1
Neighbor Brief Information
Area: 0.0.0.0
Router ID Address Pri Dead-Time Interface State
2222 2.2.2.2 1 34 Eth0/1/0.2 Full/DR
Area: 0.0.0.1
Router ID Address Pri Dead-Time Interface State
2222 1.1.1.2 1 34 Eth0/1/0.1 Full/DR

[rt1]dis ospf peer

OSPF Process 1 with Router ID 2.2.2.2

Neighbor Brief Information

Area: 0.0.0.0

Router ID Address Pri Dead-Time Interface State
2221 2.2.2.1 1 32 Eth0/1/0.2 Full/BDR
Area: 0.0.0.1

H3CSE SEZIGF M VYT 3 HB gttt AL I oy
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Router ID Address Pri Dead-Time Interface State

2221 1.1.1.1 1 39 Eth0/1/0.1 Full/BDR
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